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(57) ABSTRACT 

In a data secret protecting system received in a casing, a data 

holding memory device holds important data. A distortion 
detecting device detects a distortion value of the casing to 
produce a detected distortion value. An important data 
controlling device compares the detected distortion value 
With a reference distortion value to produce a compared 

distortion signal When the detected distortion value is greater 
than the reference distortion value. The important data 

controlling device erases, in response to the compared 
distortion signal, the important data. The data secret pro 
tecting system may comprise a temperature measuring 
device Which measures a temperature value of the case to 

produce a measured temperature value. In this event, the 
important data controlling device corrects, in response to the 
measured temperature value, the detected distortion value to 
produce a corrected value of the detected distortion value. In 

addition, the important data controlling device compares the 
corrected value of the detected distortion value With the 
reference distortion value to produce a compared distortion 
signal When the corrected value of the detected distortion 
value is greater than the reference distortion value. 

13 Claims, 3 Drawing Sheets 
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DATA PROTECTING SYSTEM AND 
METHOD FOR PROTECTING DATA 

BACKGROUND OF THE INVENTION 

This invention relates to a data secret protecting system 
and a method Which protects important data to be held by a 
data holding device such as an encoding device and an 
accounting device. 

DESCRIPTION OF THE RELATED ART 

A conventional data holding device comprises a 
microsWitch Which is placed on a cover of a case Which 
receives the conventional data holding device. The 
microsWitch detects opening of the cover of the case. 

HoWever, the conventional data holding device has a 
disadvantage in that the microsWitch can not detect opening 
of the case When a part eXcepting the cover of the case is 
opened. Namely, the conventional data holding device has a 
disadvantage in that the conventional data holding device is 
incapable of securely protecting an important data secret to 
be held by the conventional data holding device. 

SUMMARY OF THE INVENTION 

It is therefore an object of this invention to provide a data 
secret protecting system and a method Which are capable of 
securely protecting an important data secret. 

Other objects of this invention Will become clear as the 
description proceeds. 

According to a ?rst aspect of this invention, there is 
provided to a data secret protecting system comprising: 

data holding means received in a case for holding impor 
tant data; 

distortion detecting means received in the case for detect 
ing a distortion value of the case to produce a detected 
distortion value; 

distortion comparing means connected to the distortion 
detecting means for comparing the detected distortion 
value With a reference distortion value to produce a 
compared distortion signal When the detected distortion 
value is greater than the reference distortion value; and 

data erasing means connected to the data holding means 
and to the distortion comparing means for erasing the 
important data of the data holding means When the data 
erasing means is supplied With the compared distortion 
signal. 

According to a second aspect of this invention, there is 
provided to a data secret protecting system comprising: 

data holding means received in a case for holding impor 
tant data; 

distortion detecting means received in the case for detect 
ing a distortion value of the case to produce a detected 
distortion value; 

temperature measuring means received in the case for 
measuring a temperature value of the case to produce a 
measured temperature value; 

distortion correcting means connected to the distortion 
detecting means and to the temperature measuring 
means for correcting, in response to the measured 
temperature value, the detected distortion value to 
produce a corrected value of the detected distortion 
value; 

distortion comparing means connected to the distortion 
detecting means for comparing the corrected value of 
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2 
the detected distortion value With a reference distortion 
value to produce a compared distortion signal When the 
corrected value of the detected distortion value is 
greater than the reference distortion value; and 

data erasing means connected to the data holding means 
and to the distortion comparing means for erasing the 
important data of the data holding means When the data 
erasing means is supplied With the compared distortion 
signal. 

According to a third aspect of this invention, there is 
provided to a data secret protecting system comprising: 

data holding means received in a case for holding impor 
tant data; 

distortion detecting means received in the case for detect 
ing a distortion value of the case to produce a detected 
distortion value; 

temperature measuring means received in the case for 
measuring a temperature value of the case to produce a 
measured temperature value; 

reference distortion correcting means connected to the 
temperature measuring means for correcting, in 
response to the measured temperature value, a refer 
ence distortion value to produce a corrected value of 
the reference distortion value; 

distortion comparing means connected to the distortion 
detecting means for comparing the detected distortion 
value With the corrected value of the reference distor 
tion value to produce a compared distortion signal 
When the detected distortion value is greater than the 
corrected value of the reference distortion value; and 

data erasing means connected to the data holding means 
and to the distortion comparing means for erasing the 
important data of the data holding means When the data 
erasing means is supplied With the compared distortion 
signal. 

According to a fourth aspect of this invention, there is 
provided to a data secret protecting method comprising: 

a step of holding important data in a case; 
a step of detecting a distortion value of the case to produce 

a detected distortion value; 
a step of comparing the detected distortion value With a 

reference distortion value to produce a compared dis 
tortion signal When the detected distortion value is 
greater than the reference distortion value; and 

a step of erasing, in response to the compared distortion 
signal, the important data. 

According to a ?fth aspect of this invention, there is 
provided to a data secret protecting method comprising: 

a step of holding important data in a case; 
a step of detecting a distortion value of the case to produce 

a detected distortion value; 
a step of measuring a temperature value of the case to 

produce a measured temperature value; 
a step of correcting, in response to the measured tempera 

ture value, the detected distortion to produce a cor 
rected value of the detected distortion value; 

a step of comparing the corrected value of the detected 
distortion value With a reference distortion value to 
produce a compared distortion signal When the cor 
rected value of the detected distortion value is greater 
than the reference distortion value; and 

a step of erasing, in response to the compared distortion 
signal, the important data. 

According to a siXth aspect of this invention, there is 
provided to a data secret protecting method comprising: 
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a step of holding important data in a case; 

a step of detecting a distortion value of the case to produce 
a detected distortion value; 

a step of measuring a temperature value of the case to 
produce a measured temperature value; 

a step of correcting, in response to the measured tempera 
ture value, a reference distortion value to produce a 
corrected value of the reference distortion value; 

a step of comparing the detected distortion value With the 
corrected value of the reference distortion value to 
produce a compared distortion signal When the detected 
distortion value is greater than the corrected value of 
the reference distortion value; and 

a step of erasing, in response to the compared distortion 
signal, the important data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a data secret protecting 
system according to a ?rst embodiment of this invention; 

FIG. 2 is a block diagram of a data secret protecting 
system according to a second embodiment of this invention; 

FIG. 3 is a schematic perspective vieW of a part of a data 
secret protecting system according to a third embodiment of 
this invention; and 

FIG. 4 is a schematic perspective vieW of a part of a data 
secret protecting system according to a fourth embodiment 
of this invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

Referring to FIG. 1, a description Will be provided for a 
data secret protecting system according to a ?rst embodi 
ment of this invention. The data secret protecting system 
comprises an important data holding memory device 1, an 
important data controlling processor 2, a main processor 3, 
and a distortion detecting device 4. The data secret protect 
ing system is received in a case 5. The important data 
holding memory device 1 holds an important data 6. The 
important data controlling processor 2 is connected to 
important data holding memory device 1, the main processor 
3, and the distortion detecting device 4. The case 5 has four 
side planes. The distortion detecting device 4 is positioned 
so that the distortion detecting device 4 is in contact With 
tWo of the side planes of the case 5 that are adjacent. 

The important data holding memory device 1 is imple 
mented by a memory device in Which data is able to be 
erased. The important data controlling processor 2 controls 
the important data holding memory device 1. The important 
data controlling processor 2 eXecutes holding of the impor 
tant data 6, erasing of the important data 6, and collating of 
a passWord at a time of accessing to the important data 6. 

Also, the important data controlling processor 2 is sup 
plied With a detected distortion value from the distortion 
detecting device 4. The important data controlling processor 
2 compares the detected distortion value With a reference 
distortion value to produce a compared distortion signal 
When the detected distortion value is greater than the refer 
ence distortion value. The reference distortion value is set at 
a minimum distortion value of a forecasted distortion value 
Which is produced upon an unauthoriZed opening of the case 
5. Therefore, the important data controller processor 2 can 
recogniZe an unauthoriZed opening of the case 5 When the 
detected distortion value is greater than the reference dis 
tortion value. The important data controlling processor 2 
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erases all of the important data 6 When the detected distor 
tion value is greater than the reference distortion value so 
When the detected distortion value is greater than the refer 
ence distortion value so that the important data 6 cannot be 
taken by a third person. 
The distortion detecting device 4 detects a distortion value 

of the case 5 to produce the detected distortion value. The 
distortion detecting device 4 supplies the detected distortion 
value to the important data controlling processor 2. The 
distortion detecting device 4, is implemented by a distortion 
electric converting element. In case of unauthoriZed opening 
of the case, 5, the case 5 is opened and broken. In this event, 
since the case 5 is supplied With forces, the case 5 is 
distorted. Therefore, the distortion detecting device 4 detects 
the distortion value of the case 5 to produce and supply the 
detected distortion value to the important data controlling 
processor 2. 

The main processor 3 executes, by a predetermined 
procedure, processes of the Whole system Which includes the 
data secret protecting system. In case that the system com 
prises an encoding device, the main processor 3 eXecutes 
encoding and cryptoanalysis. The main processor 3 eXecutes 
collating of the important data 6 through the important data 
controlling processor 2 When the main processor 3 needs to 
collate the important data 6. 

Referring to FIG. 2, the description Will proceed to a data 
secret protecting system according to a second embodiment 
of this invention. Similar parts are designated by like ref 
erence numerals. 

In FIG. 2, the data secret protecting system further 
comprises a temperature measuring device 7. Namely, the 
data secret protecting system comprises the important data 
holding memory device 1, the important data controlling 
processor 2, the main processor 3, the distortion detecting 
device 4, and the temperature measuring device 7. The data 
secret protecting system is received in the case 5. The 
temperature measuring device 7 is connected to the impor 
tant data controlling processor 2. 
The detected distortion value is eXchanged in response to 

change of a temperature value of the case 5. Therefore, the 
temperature measuring device 7 measures the temperature 
value of the case 5 to produce a measured temperature value. 
The temperature measuring device 7 supplies the measured 
temperature value to the important data controlling proces 
sor 2. The important data controlling processor 2 corrects, in 
response to the measured temperature value, the detected 
distortion value to produce a corrected value of the detected 
distortion value. The important data controlling processor 2 
compares the corrected value of the detected distortion value 
With the reference distortion value to produce a compared 
distortion signal When the corrected value of the detected 
distortion value is greater than the reference distortion value. 
The important data controlling processor 2 erases, in 
response to the compared distortion signal, the important 
data 6 of the important data holding memory device 1. 

In addition, the important data controlling processor 2 
may correct, in response to the measured temperature value, 
the reference distortion value to produce a corrected value of 
the reference distortion value. In this event, the important 
data controlling processor 2 compares the detected distortion 
value With the corrected value of the reference distortion 
value to produce the compared distortion signal When the 
detected distortion value is greater than the corrected value 
of the reference distortion value. The important data con 
trolling processor 2 erases, in response to the compared 
distortion signal, the important data 6 of the important data 
holding memory device 1. 
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Referring to FIG. 3, the description Will proceed to a data 
secret protecting system according to a third embodiment of 
this invention. Similar parts are designated by like reference 
numerals. 

In FIG. 3, the data secret protecting system comprises ?rst 
and second distortion detecting devices 4a and 4b Which are 
connected to the important data controlling processor 2. 
Namely, the data secret protecting system comprises the 
important data holding memory device 1, the important data 
controlling processor 2, the main processor 3, and the ?rst 
and second distortion detecting devices 4a and 4b. Also, the 
data secret protecting system may comprise the important 
data holding memory device 1, the important data control 
ling processor 2, the main processor 3, the ?rst and second 
distortion detecting devices 4a and 4b, and the temperature 
measuring device 7. 

The ?rst distortion detecting device 4a is positioned 
inside a ?rst comer of the case 5. The second distortion 
detecting device 4b is positioned inside a second comer of 
the case 5 that is opposed to the ?rst inside comer. The ?rst 
and second distortion detecting devices 4a and 4b detect ?rst 
and second distortion values of the case 5 to produce ?rst 
and second detected distortion values. The ?rst and second 
distortion detecting devices 4a and 4b supply the ?rst and 
second detected distortion values to the important data 
controlling processor 2. The important data controlling 
processor 2 compares the ?rst and second detected distortion 
values With the reference distortion value to produce a 
compared distortion signal When at least one of the ?rst and 
second detected distortion values is greater than the refer 
ence distortion value. 

In addition, the important data controlling processor 2 
may correct, in response to the measured temperature value, 
the ?rst and second detected distortion values to produce 
?rst and second corrected values of the ?rst and second 
detected distortion values. The important data controlling 
processor 2 compares the ?rst and second corrected values 
of the ?rst and second detected distortion values With the 
reference distortion value to produce the compared distor 
tion signal When one of the ?rst and second corrected values 
of the ?rst and second detected distortion values is greater 
than the reference distortion value. 

Also, the important data controlling processor 2 may 
correct, in response to the measured temperature value, the 
reference distortion value to produce the corrected value of 
the reference distortion value. In this event, the important 
data controlling processor 2 compares the ?rst and second 
detected distortion values With the corrected value of the 
reference distortion value to produce the compared distor 
tion signal When one of the ?rst and second detected 
distortion values is greater than the corrected value of the 
reference distortion value. 

Referring to FIG. 4, the description Will proceed to a data 
secret protecting system according to a fourth embodiment 
of this invention. Similar parts are designated by like ref 
erence numerals. 

In FIG. 4, the data secret protecting system comprises 
?rst, second, and third distortion detecting devices 4c, 4d, 
and 46 Which are connected to the important data controlling 
processor 2. Namely, the data secret protecting system 
comprises the important data holding memory device 1, the 
important data controlling processor 2, the main processor 3, 
and the ?rst through third distortion detecting devices 4c to 
46. Also, the data secret protecting system may comprise the 
important data holding memory device 1, the important data 
controlling processor 2, the main processor 3, the ?rst 
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through third distortion detecting devices 4c to 46, and the 
temperature measuring device 7. 
The ?rst through third distortion detecting devices 4c to 

46 are positioned so that the ?rst through third distortion 
detecting devices 4c to 46 are in contact With ?rst, second, 
and third side planes 5a, 5b, and 5c of the case 5. The ?rst 
through third distortion detecting devices 4c to 46 detect ?rst 
through third distortion values of the case 5 to produce ?rst 
through third detected distortion values. The ?rst through 
third distortion detecting devices 4c to 46 supply the ?rst 
through third detected distortion values to the important data 
controlling processor 2. The important data controlling 
processor 2 compares the ?rst through third detected distor 
tion values With the reference distortion value to produce a 
compared distortion signal When at least one of the ?rst 
through third detected distortion values is greater than the 
reference distortion value. 

In addition, the important data controlling processor 2 
may correct, in response to the measured temperature value, 
the ?rst through third detected distortion values to produce 
?rst through corrected values of the ?rst through third 
detected distortion values. The important data controlling 
processor 2 compares the ?rst through third corrected values 
of the ?rst through third detected distortion values With the 
reference distortion value to produce the compared distor 
tion signal When one of the ?rst through third corrected 
values of the ?rst through third detected distortion values is 
greater than the reference distortion value. 

Also, the important data controlling processor 2 may 
correct, in response to the measured temperature value, the 
reference distortion value to produce the corrected value of 
the reference distortion value. In this event, the important 
data controlling processor 2 compares the ?rst through third 
detected distortion values With the corrected value of the 
reference distortion value to produce the compared distor 
tion signal When one of the ?rst through third detected 
distortion values is greater than the corrected value of the 
reference distortion value. 

In addition, the important data holding memory device 1 
is implemented by a S-RAM in Which backup is eXecuted by 
a battery. This is because it is necessary to hold the important 
data 6 When a system poWer supply is OFF. Also, since it is 
necessary to detect opening of the case 5 When the system 
poWer supply is OFF, the important data controlling proces 
sor 2 and the temperature measuring device 7 are imple 
mented by elements Which is operated by the battery. Also, 
the distortion detecting devices 4, 4a, 4b, 4c, 4d, and 4e are 
implemented by pieZoelectric elements. 

According to this invention, it is possible to detect open 
ing of the case that is not detected by the microsWitch. 
What is claimed is: 
1. A data secret protecting system comprising: 
data holding means received in a case for holding data, 

said case having inner surfaces; 
distortion detecting means disposed on less than all of 

said inner surfaces inside said case at a discrete location 
for detecting a distortion value of said case to produce 
a detected distortion value; 

distortion comparing means connected to said distortion 
detecting means for comparing said detected distortion 
value With a reference distortion value to produce a 
compared distortion signal When said distortion value 
is greater than said reference distortion value; and 

data erasing means connected to said data holding means 
and to said distortion comparing means for erasing said 
data held in said holding means When said data erasing 
means is supplied With said compared distortion signal. 
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2. A data secret protecting system as claimed in claim 1, 
Wherein said distortion detecting means comprises a distor 
tion electric converting element. 

3. A data secret protecting system comprising: 
data holding means received in a case for holding data; 
distortion detecting means disposed in said case for 

detecting a distortion value of said case to produce a 
detected distortion value; 

temperature measuring means received in said case for 
measuring a temperature value of said case to produce 10 
a measured temperature value; 

distortion correcting means connected to said distortion 
detecting means and to said temperature measuring 
means for correcting, utiliZing said measured tempera 
ture value, said detected distortion value to calculate 
corrected value of said detected distortion value; 

distortion comparing means connected to said distortion 
detecting means for comparing said corrected value of 
said detected distortion value With a reference distor 
tion value to produce a compared distortion signal 
When said corrected value of said detected distortion 
value is greater than said reference distortion value; and 

data erasing means connected to said data holding means 
and to said distortion comparing means for erasing said 
data held in said data holding means When said data 
erasing means is supplied With said compared distor 
tion signal. 

4. A data secret protecting system as claimed in claim 3, 
Wherein said distortion detecting means comprises a distor 
tion electric converting element. 

5. A data secret protecting system comprising: 
data holding means received in a case for holding data; 
distortion detecting means disposed in said case for 

detecting a distortion value of said case produce a 
detected distortion value; 

temperature measuring means received in said case for 
measuring a temperature value of said case to produce 
a detected distortion value; 

reference distortion correcting means connected to said 
temperature measuring means for correcting utiliZing 
said measured temperature value, a reference distortion 
value to calculate a corrected value of said reference 
distortion value; 

distortion comparing means connected to said distortion 
detecting means for comparing said detected distortion 
value With said corrected value of said reference dis 
tortion value to produce a compared distortion signal 
When said distortion value is greater than said corrected 
value to a produce compared distortion signal When 
said detected distortion value is greater than said cor 
rected value of said reference distortion value; and 

data erasing means connected to said data holding means 
and to said distortion comparing means for erasing said 
data held in said data holding means When said data 
erasing means is supplied With said compared distor 
tion signal. 

6. A data secret protecting system as claimed in claim 5, 
Wherein said distortion detecting means comprises a distor 
tion electric converting element. 

7. A data secret protecting method comprising the steps 
of: 

holding data in a case, said case having inner surfaces 
detecting a distortion value of said case With a distortion 

detector disposed on less than all of said surfaces at a 
discrete location inside said case to produce a detected 
distortion value; 
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8 
comparing said detected distortion value With a reference 

distortion value to produce a compared distortion signal 
When said detected distortion value is greater than said 
reference distortion value; and 

erasing, in response to said compared distortion signal, 
said data. 

8. Adata secret protecting method comprising the steps of 
holding data in the case; 

detecting a distortion value of said case to produce a 
detected distortion value; 

measuring a temperature value of said case to produce a 
measured temperature value; 

correcting, utiliZing said measured temperature value, 
said detected distortion value to calculate a corrected 
value of said detected distortion value; 

comparing said corrected value of said detected distortion 
value With a reference distortion value to produce a 
compared distortion signal When said corrected value 
of said detected distortion value is greater than said 
reference distortion value, and 

erasing, in response to said compared distortion signal, 
said data. 

9. A data secret protecting method comprising the steps 
of: 

holding data in a case; 

detecting a distortion value of said case to produce a 
detected distortion value; 

measuring a temperature value of said case to produce a 
detected distortion value; 

correcting, utiliZing said measured temperature value, a 
reference distortion value to calculate a corrected value 
of said reference distortion value; 

a comparing said detected distortion value With said 
corrected value of said reference distortion value to 
produce a compared distortion signal When said 
detected distortion value is greater than said corrected 
value of said reference distortion value, and 

erasing, in response to said compared distortion signal, 
said data. 

10. Adata secret protecting system as claimed in claim 1, 
Wherein the distortion detecting means includes a distortion 
detecting device disposed inside said case in contact With at 
least tWo surfaces thereof. 

11. A data secret protecting system as claimed in claim 1, 
Wherein the distortion detecting means includes a plurality 
of distortion detecting devices each disposed inside said case 
in contact With at least tWo surfaces, the tWo surfaces 
contacted by each respective distortion detecting device 
having at least one surfaces different than at least one 
surfaces contacted by each of the remaining distortion 
detecting devices. 

12. Adata secret protecting system for use With a case, the 
case having inner surfaces, the system comprising: 

a memory received in said case; 

a distortion detector disposed on less than all of said inner 
surfaces inside said case at a discrete location, said 
distortion detector detecting a distortion value of said 
case to produce a detected distortion value; 

a distortion comparator connected to said distortion 
detector, said distortion comparator comparing said 
detected distortion value With a reference distortion 
value to produce a compared distortion signal When 
said distortion value is greater than said reference 
distortion value; and 
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a data eraser connected to said memory and to said 
distortion comparator, said data eraser erasing said data 
held in said memory When said data eraser is supplied 
With said compared distortion signal. 

13. A data secret protecting system for use With a case, the 
case having inner surfaces, the system comprising: 

a memory received in said case; 

a distortion detector disposed in said case, said distortion 
detector detecting a distortion value of said case to 
produce a detected distortion value; 

a temperature measurer received in said case, said tem 
perature measurer measuring a temperature value of 
said case to produce a measured temperature value; 

a distortion corrector connected to said distortion detector 
and to said temperature measurer, said distortion cor 
rector correcting, utiliZing said measured temperature 
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value, said detected distortion value to calculate a 
corrected value of said detected distortion value; 

distortion comparator connected to said distortion 
detector, said distortion comparator comparing said 
corrected value of said detected distortion value With a 
reference distortion value to produce a compared dis 
tortion signal When said corrected value of said 
detected distortion value is greater than said reference 
distortion value; and 

data eraser connected to said memory and to said 

distortion comparator, said data eraser erasing said data 
held in said memory When said data eraser is supplied 
With said compared distortion signal. 


