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(57) ABSTRACT 

The present invention relates to a client/server system of the 
type wherein a server exclusively supervises data which is 
common to a plurality of clients. If it is detected that the 
server breaks down, the client temporarily retreats data, 
which must be transferred to the server, in a certain memory 
area. When it is then detected that the server is made 
operative again, the client automatically transfers the data, 
which is temporarily saved, to the server. If the client breaks 
down, it is detected whether or not the server is in operation 
and it is also checked whether or not the data which is being 
processed at the time of break-down or data not transferred 
to the server is present, after the client is made operative 
again. When the server is in operation and the not-yet 
transferred data is left, the client automatically transfers the 
not-yet-transferred data to the server. In any case, the client 
automatically transfers data to the server and transmits a 
message to the server, informing that the supervising infor 
mation of the data must be renewed. 
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CLIENT/SERVER SYSTEM WHICH 
AUTOMATICALLY ENSURES THE 

CORRECT AND EXCLUSIVE SUPERVISION 
OF DATA AGAINST FAULTS 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to a client/server system 
and, more particularly, a client/server system of the type in 
Which a server supervises those data, as a unit, in the system 
that clients use and in Which the clients receive the data from 
the server to manage and process them, and then return the 
data to the server after their managing and processing Work. 

2. Description of the Related Art 

As the LAN (local area network) becomes more and more 
Widely used, more and more types of client/server systems, 
in Which data is supervised as a unit by the server, have been 
proposed. The client/server systems can be classi?ed into 
various types, depending upon Which of client’s and server’s 
programs executes the processing Work of the system. 

One type is intended to centrally supervise data such as 
?les in the server’s memory unit. The system of this type has 
a merit that all of the clients can at any time use the neWest 
data, Which has been reneWed in the server’s memory unit. 
The design aid system in Which the server centrally super 
vises a design data base such as the CAD (computer aided 
design) data can be mentioned as an example of this type. In 
this system, the clients cause the server to transmit their 
required data to them, (doWn-loading) and they apply refer 
ring and editing processes to them and return them to the 
server after their processing (up-loading). The server thus 
re-neWs its supervising information of data and then the 
contents of the data base Which it supervises, if necessary. 

In this client/server system, it is necessary that those ?les 
Which form the data base are exclusively controlled and their 
reneWal history is supervised, to avoid their simultaneous 
reneWal being made by a plurality of clients. 

The above-mentioned client/server system in Which the 
server supervises those data Which clients use, centrally in 
his memory unit, hoWever, has the folloWing problems to 
solve When the server or client breaks doWn. 

1) A case Where the client breaks doWn While it is 
processing data received from the server: 

In this case, processing data is left untransmitted in a 
Working area of a memory unit (such as the magnetic disc 
storage) arranged on the client side, at the time When the 
client is made operative again. The server’s and client’s 
memory units, therefore, come to have same data. When the 
client not only reads but also Writes data, the neWest data is 
held on the client’s side. In order to avoid this double 
supervision of data, the user must conventionally transmit 
the not-yet-transferred data, Which has been left untransmit 
ted in the Working area, to the server by manually inputting 
a command to the client through the keyboard. 

2) A case Where the server breaks doWn: 

The client sometimes uses a part of its oWn memory unit 
as a save area (Which is sometimes called a virtual server 

area), Writes data Which must be transmitted to the server 
into the save area, and stores it there until the server is made 
operative again. When the server is made operative again in 
this case, the user must conventionally transmit the data, 
Which has been left untransmitted in the save area, to the 
server by manually inputting a command to the client, and 
store the save data in that area of the server’s memory unit 
Where the original data must be stored. 
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In the above-mentioned conventional measures 1) and 2), 

hoWever, the user must manually transmit the data from the 
client to the server While checking Whether or not both the 
server and the client are operating correctly, and Whether or 
not the data is centrally supervised by the server. This is a 
burden to the user. 

Consequently, in order to carry out this manual data 
transmission, the user must have knoWledge about com 
mands supported by the system and used for data 
transmission, and about the names of areas in the server’s 
memory unit to Which the data must be transmitted. In short, 
the user must have knoWledge about the Whole of the 
client/server system. 
Knowledge is required about ?le transmission commands 

such as FTP (?le transfer protocol) and rcp commands, and 
about the directory names for the server’s transmitted ?les. 
This is a burden to the user and if circumstances demand, he 
must learn this knoWledge from the system supervisor, or 
ask the supervisor to operate the system instead of him. 

Further, it takes time to restore the data because data 
transmission is made manually. 

Furthermore, the user may neglect the required data 
transmission. This results in the central supervision of data 
not being attained by the server. 

SUMMARY OF THE INVENTION 

The present invention relates to a client/server system in 
Which data used by clients is supervised exclusively by a 
server, and the object of the present invention is to auto 
matically hold the exclusive supervision of data is correct 
even When the client or server breaks doWn. 

The present invention is therefore based on a client/server 
system of the type Wherein the server supervises data, Which 
is common to the clients, exclusively in its memory unit, and 
Wherein the clients can doWn-load their required data from 
the server and return it to the server after their processing 
Work is ?nished. 

A ?rst system according to the present invention is as 
folloWs: 

A server supervising portion monitors Whether or not the 
server is in operation. 

A not-yet-transferred data memory portion stores not-yet 
transferred data Which is to be returned to the server. 

A not-yet-transferred data Writing portion Writes the not 
yet-transferred data in the memory portion. 
A not-yet-transferred data con?rming portion checks 

Whether or not the not-yet-transferred data Which is to be 
returned to the server is in the memory portion. 

A not-yet-transferred data transferring portion transfers 
the not-yet-transferred data to the server When it is con 
?rmed by the not-yet-transferred data con?rming portion 
that the not-yet-transferred data is in the memory portion 
and When it is also con?rmed by the server supervising 
portion that the server is in operation. 

The not-yet-transferred data Writing portion may Write the 
not-yet-transferred data only in a previously-determined 
speci?c area of the not-yet-transferred data memory portion. 
The not-yet-transferred data con?rming portion may 

select data, Which is to be transferred to the server, from 
those not-yet-transferred data Which are stored in the 
memory portion, While comparing the reneWal date of the 
not-yet-transferred data in the not-yet-transferred data 
memory portion With that of not-yet-transferred data Which 
is supervised in the memory unit by the server. 
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According to the above-described ?rst system of the 
present invention, the not-yet-transferred data Which is to be 
transferred to the server is stored in the not-yet-transferred 
data memory portion by the not-yet-transferred data Writing 
portion. If the client breaks doWn before the not-yet 
transferred data is transferred to the server, the not-yet 
transferred data Which is not transferred to the server is left, 
as it is, in the not-yet-transferred data memory portion. 
When the client is made operative again, it is checked by 

the server supervising portion Whether or not the server is in 
operation. The not-yet-transferred data transferring portion 
asks the not-yet-transferred data con?rming portion to con 
?rm Whether or not the not-yet-transferred data is in the 
not-yet-transferred data memory portion, When it is detected 
by the server supervising portion that the server is in 
operation. 
When the not-yet-transferred data transferring portion is 

informed by the not-yet-transferred data con?rming portion 
that the not-yet-transferred data is in the not-yet-transferred 
data memory portion, it reads the not-yet-transferred data 
out of this memory portion and transfers it to the server. 

Even if the client breaks doWn While holding the not-yet 
transferred data Which is to be transferred to the server, 
therefore, the not-yet-transferred data can be automatically 
transferred from the client to the server Without user input 
When the client is made operative again. 
A second system according to the present invention is as 

folloWs: 
A server supervising portion monitors Whether or not the 

server is in operation. 
A save data memory portion stores data Which is gener 

ated When the server is not operative and Which is to be 
returned to the server. 

Asave data Writing portion Writes data as save data in this 
memory portion When it is asked to transfer the data Which 
is to be returned to the server and When it is detected by the 
server supervising portion that the server is not in operation. 
A save data con?rming portion con?rms Whether or not 

the save data is in this memory portion When it is detected 
by the server supervising portion that the server is in 
operation. 
A save data transferring portion transfers the save data, 

Which has been con?rmed by the save data con?rming 
portion, to the server. 

The save data Writing portion Writes the save data only in 
a previously-determined speci?c area of the save data 
memory portion. 

According to the above-described second system of the 
present invention, the break-doWn of the server is detected 
by the server supervising portion. The save data Writing 
portion Writes and retreats data, Which is generated in its 
client unit for transferring to the server, in the save data 
memory portion until it is detected by the server supervising 
portion that the server has been made operative again. 
When the server is made operative and restarts operation, 

this is detected by the server supervising portion. When this 
is detected, the save data transferring portion asks the save 
data con?rming portion Whether or not data Which is saved 
Without being transferred to the server is in the save data 
memory portion. When it is informed by the save data 
con?rming portion that the save data is in this memory 
portion, the save data transferring portion reads the save data 
out of the save data memory portion and transfers it to the 
server. 

Even if the server breaks doWn, therefore, data generated 
in the client during the break-doWn of the server before 
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transferring to the server, is save and stored, Without being 
lost, and the data thus saved is then automatically transferred 
from the client to the server Without user input When the 
server is made operative again. 
The client of the above-described system according to the 

present invention further includes a message transmitting 
portion for transmitting a message to ask that the supervising 
information of data transferred is reneWed after the data is 
automatically transferred to the server at the time of the 
above-mentioned break-doWn. The server includes a data 
supervision information reneWing portion for reneWing the 
supervising information of data transferred by the client 
When the server receives this message. 

According to the above-described client/server system of 
the present invention, the client can automatically transfer 
data to the server When the client or server is made operative 
again after a break-doWn. At the same time, the server can 
re-neW the supervising information of the data transferred. 
The server can therefore supervise data, Which is used by 
clients, correctly and exclusively in its unit. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram intended to explain a ?rst 
principle of the present invention; 

FIG. 2 is a block diagram intended to explain a second 
principle of the present invention; 

FIG. 3 is a block diagram shoWing the system arrange 
ment according to an embodiment of the present invention; 

FIG. 4 is a block diagram shoWing the internal circuit 
arrangement of a communication unit; 

FIG. 5 is intended to explain hoW a not-yet-transferred ?le 
is automatically transferred When the client breaks doWn; 

FIGS. 6A, 6B are intended to explain hoW the client 
operates When a document ?le Which is to be transferred to 
the server is generated during the break-doWn of the server; 

FIG. 7 is a How chart shoWing the Whole operation of the 
client; 

FIG. 8 is a How chart shoWing the server supervising 
process conducted by the client; and 

FIG. 9 is a How chart shoWing a ?le recovery process 
conducted by the client. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

Principle Explanation 
FIG. 1 is a block diagram intended to explain a ?rst 

principle of the present invention. 
FIG. 1 shoWs a client/server system of the type Wherein 

a server 10 supervises data, Which is common to a plurality 
of clients 20, exclusively in its memory unit 11 and each of 
the clients 20 doWn-loads data Which it requires from the 
server 10 and returns it to the server 10 after its processing 
is ?nished. 
The client 20 includes a server supervising portion 21, a 

not-yet-transferred data memory portion 22, a not-yet 
transferred data Writing portion 23, a not-yet-transferred 
data con?rming portion 24, a not-yet-transferred data trans 
ferring portion 25 and a message transmitting portion 26. 
The server supervising portion 21 supervises Whether or 

not the server 10 is in operation. 
The not-yet-transferred data memory portion 22 stores 

not-yet-transferred data Which is to be returned to the server 
10. This data represents documents such as document ?les 
and ?gures contained in them. 
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The not-yet-transferred data Writing portion 23 Writes the 
not-yet-transferred data in the memory portion 22. 

The not-yet-transferred data con?rming portion 24 con 
?rms Whether or not the not-yet-transferred data Which is to 
be transferred to the server 10 is in the memory portion 22. 

The not-yet-transferred data transferring portion 25 trans 
fers the not-yet-transferred data to the server 10 When it is 
con?rmed by the not-yet-transferred data con?rming portion 
24 that the data-not-transferred is in the memory portion 22 
and When it is con?rmed by the server supervising portion 
21 that the server 10 is in operation. 

The message transmitting portion 26 transmits a message 
to the server 10, informing it that the supervising informa 
tion of the not-yet-transferred data is to be reneWed, after the 
not-yet-transferred data is transferred to the server 10 by the 
not-yet-transferred data transferring portion 25. 

The server 10 includes a data supervising information 
reneWing portion 12 for reneWing the supervising informa 
tion of the not-yet-transferred data, When it receives this 
message from the client 20. 

The not-yet-transferred data Writing portion 23 Writes the 
not-yet-transferred data only in a previously-determined 
speci?c area of the not-yet-transferred data memory portion 
22. This speci?c area is appointed by a directory name, for 
eXample. 

The not-yet-transferred data con?rming portion 24 selects 
data, Which must be transferred to the server 10, from the 
not-yet-transferred data stored in the memory portion 22, 
While comparing the not-yet-transferred data in the not-yet 
transferred data memory portion 22 With the reneWal date 
information relating to the not-yet-transferred data in the 
memory unit 11 supervised by the server 10. 

FIG. 2 is a block diagram intended to eXplain a second 
principle of the present invention. 

FIG. 2 shoWs a client/server system of the type Wherein 
a server 30 supervises data, Which is common to clients 40, 
exclusively in its memory unit 31 and each of the clients 40 
doWn-loads data Which it requires from the server 30, and 
returns it to the server 30 after its processing is ?nished. 

The client 40 includes a server supervising portion 41, a 
save data memory portion 42, a save data Writing portion 43, 
a save data con?rming portion 44, a save data transferring 
portion 45 and a message transmitting portion 46. 

The server supervising portion 41 monitors Whether or not 
the server 30 is in operation. 

The save data memory portion 42 stores data Which is 
generated When the server 30 is not operative and Which 
must be returned to the server 30. 

The save data Writing portion 43 Writes data, as save data, 
in the save data memory portion 42 When it is asked that the 
data Which must be returned to the server 30 is transferred 
and When it is detected that the server 30 is not operative. 

The save data con?rming portion 44 con?rms Whether or 
not the save data is in the save data memory portion 42 When 
it is detected by the server supervising portion 41 that the 
server 30 is in operation. 

The save data transferring portion 45 transfers the save 
data, Which has been con?rmed by the save data con?rming 
portion 44, to the server 30. 

The message transmitting portion 46 transmits a message 
to the server 30, informing it that the supervising informa 
tion of the save data is to be reneWed, after the save data is 
transferred to the server 30 by the save data transferring 
portion 45. 
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On the other hand, the server 30 includes a data super 

vising information reneWing portion 42 for reneWing the 
supervising information of the save data, When it receives 
this message from the client 40. 
The save data Writing portion 43 Writes the save data only 

in a previously-determined speci?c area of the save data 
memory portion 42. This speci?c area is appointed by a 
directory name, for eXample. 

According to the above-described ?rst principle, not-yet 
transferred data Which must be transferred to the server 10 
is stored in the not-yet-transferred data memory portion 22 
by the not-yet-transferred data Writing portion 23. If the 
client 20 breaks doWn before the not-yet-transferred data is 
transferred to the server 10, the not-yet-transferred data is 
not transferred to the server 10 but left, unchanged, in the 
not-yet-transferred data memory portion 22. 
When the client 20 is then made operative again, it is 

checked by the server supervising portion 21 Whether or not 
the server 10 is in operation. When it is detected by the 
server supervising portion 21 that the server 10 is in 
operation, the not-yet-transferred data transferring portion 
25 asks the not-yet-transferred data con?rming portion 24 to 
con?rm Whether or not the not-yet-transferred data is in the 
not-yet-transferred data memory portion 22. 
When it is informed by the not-yet-transferred data con 

?rming portion 24 that the not-yet-transferred data is in the 
memory portion 22, the not-yet-transferred data transferring 
portion 25 reads the not-yet-transferred data out of the 
not-yet-transferred data memory portion 22 and transfers it 
to the server 10. 

Even if the client 20 breaks doWn While holding the data 
Which has not been transferred to the server 10, therefore, 
the not-yet-transferred data can be automatically transferred 
from the client 20 to the server 10 Without user input, When 
the client 20 is made operative again. 

After the automatic transfer of the not-yet-transferred data 
from the client 20 to the server 10 is carried out as described 
above, the client 20 transmits a message to the server 10 
through the message transmitting portion 26, instructing it 
that the supervising information of the not-yet-transferred 
data is to be reneWed. In response to this, the data super 
vising information reneWing portion 32 of the server 10 
reneWs the supervising information of the data-not 
transferred in its memory unit 11. 

Even if the client 20 breaks doWn While holding the 
not-yet-transferred data, therefore, the server 10 can still 
supervise data, Which is used by clients 20, correctly and 
exclusively in its memory unit 11. 

According to the above-described second principle of the 
present invention, the break-doWn of the server 30 is 
detected by the server supervising portion 41. The save data 
Writing portion 43, therefore, Writes and saves data, Which is 
generated in its client unit and Which must be transferred to 
the server 30, in the save data memory portion 42 until it is 
detected by the server supervising portion 41 that the server 
30 is made operative again. 
When the server 30 is thus made operative again and 

restarts operation, this is detected by the server supervising 
portion 41. When this is detected, the save data transferring 
portion 45 asks the save data con?rming portion 44 to 
con?rm Whether or not data (or save data) Which has not 
been transferred to the server 30 is saved in the save data 
memory portion 42. 
When it is informed by the save data con?rming portion 

44 that the save data is in the memory portion 42, the save 
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data transferring portion 45 reads the save data out of the 
save data memory portion 42 and transfers it to the server 30. 

If the server 30 breaks doWn, therefore, data Which is 
generated in the client 40 during the break-doWn of the 
server 30 and before transfer to the server 30 is saved and 
stored Without being lost, and the data thus saved is then 
automatically transferred from the client 40 to the server 30 
Without user input When the server 30 is made operative 
again. 

After the save data is automatically transferred as 
described above, the client 40 transmits a message to the 
server 30 through the message transmitting portion 46, 
informing it that the supervising information of the save data 
is to be reneWed. When it receives this message, the server 
30 reneWs the supervising information of the save data 
through the data supervising information reneWing portion 
32. 

Even if the server 30 itself breaks doWn, therefore, it can 
still supervise data, Which is used by clients 40, correctly and 
exclusively in its memory unit 31. 
An embodiment of the present invention Will be described 

in detail With reference to the accompanying draWings. 
FIG. 3 is a block diagram shoWing the client/server 

system according to an embodiment of the present inven 
tion. 

In this embodiment of the client/server system, a server 
(or server machine) 100 and a plurality of clients (or client 
machines) 200 are connected to each other by a netWork 300 
Which comprises a LAN (local area network) of the Ethernet 
type, (Which Will hereinafter be referred to as LAN 300). 
The netWork 300 may be a LAN of another type such as 
token ring. It may also be a WAN (Wide area netWork) such 
as a private or public netWork. 

The server 100 includes an apparatus body 102 provided 
With a CPU (central processing unit), a main memory and an 
I/O interface, an external memory unit 104 (Which Will 
hereinafter be referred to as memory unit 104) Which 
includes a magnetic disk and a photomagnetic disk, and a 
communication unit 106 Which includes a LAN adapter (or 
netWork interface card) and others. 
On the other hand, the client 200 includes an apparatus 

body 202 provided With a CPU, a main memory and an I/O 
interface, an external memory unit 204 (Which Will herein 
after be referred to as memory unit 204) having a magnetic 
disk and a photomagnetic disk, and a communication unit 
206 having a LAN adapter (or netWork interface card) and 
others. 

Although not shoWn, the server 100 and the client 200 are 
provided With external input units such as keyboard and 
display units such as CRT and liquid crystal displays. 
Further, the client 200 includes a timer 210 Which Will be 
described later. Furthermore, the main memory has an area 
Where a transfer list 220 is formed, Which Will also be 
described later. 

In the client/server system having the above-described 
arrangement, the server 100 and the client 200 carry out ?le 
transfer betWeen each other through their communication 
units 106 and 206, according to various kinds of protocol 
such as TCP/IP (transmission control protocol/internet 
protocol), SPX/IPX and OSI (open system interconnection). 
The client 200 executes FTP and rcp commands upon 
carrying out the ?le transfer. 

In this embodiment of the present invention, the server 
100 supervises a plurality of document ?les “doc 1, 
doc 2 - - - doc n”, Which are common to a plurality of clients 

200, exclusively in its memory unit 104. 
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When it becomes necessary to edit a document ?le “doc 

i” (i=1, 2, - - - n), each client 200 doWn-loads the required 
?le from the server 100 and edits it. After this editing Work, 
the document ?le “doc i” is returned to the server 100. The 
document ?les “doc 1, 2, - - - n” can be thus exclusively 

supervised by the server 100. 
Each client 200 has Work and save areas 204a and 204b 

respectively in its oWn memory unit 204. The Work area 
204a is used to temporarily store data of the document ?le 
“doc i” Which is being edited. On the other hand, the save 
area 204b is used to save and store the document ?le “doc 
i” after it is edited, until the server 100 is made operative 
again, if it breaks doWn While the doWn-loaded document 
?le “doc i” is being edited. 
The apparatus body 202 of the client 200 includes a server 

supervising portion 202a and a recovery portion 202b. Both 
portions 202a and 202b can be realiZed When the CPU in the 
apparatus body 202 executes programs loaded in its main 
memory to realiZe their functions. They may also be realiZed 
by their oWn processors. 

The communication units 106 and 206 incorporated into 
the server 100 and the client 200, respectively, control and 
execute the transmitting and receiving of data, such as 
document ?les “doc i” and messages betWeen the server 100 
and the client 200, through the LAN 300. They are of the 
processor type or of the non-processor type Which is usually 
called a non-intelligent board. Further, they carry out data 
transfer betWeen their apparatus bodies 102 and 202 through 
the I/O control, common memory or bus master system, for 
example. 
The I/ O control system is intended to transmit and receive 

data in response to I/O commands applied from the CPUs in 
the apparatus bodies 102 and 202. The common memory 
system is intended to transmit and receive data through the 
common memory. At the data transmitting time, the CPUs 
Write transmitted data directly in the memories in the 
communication units 106 and 206. At the data receiving 
time, the communication units 106 and 206 Write received 
data in the common memory arranged in a memory space of 
the CPU, for example. 
The bus master system is intended to transmit and receive 

data in such a Way that the communication units 106 and 206 
serve as bus masters to read and Write data out of and into 
memories in the apparatus bodies 102 and 202. 

FIG. 4 is a block diagram shoWing a circuit arrangement 
in the communication unit 106 or 206 of the non-processor 
type of I/O control system. 

In FIG. 4, a transceiver portion 106a is connected to the 
LAN 300 by a cable (or transceiver cable) for 10 BASE-T 
or 10 BASE-2. It performs the same function as the physical 
layer of an OSI (open system interconnection) reference 
model. In short, it converts transmitting data into electrical 
signals to match the transceiver cable for the 10 BASE-T or 
10 BASE-2, and transmits them to this cable. It also receives 
input data as electrical signals through the cable, converts 
them into digital data Which can be processed by a LAN 
control portion 106b, and then transmits them to the LAN 
control portion 106b. 
The LAN control portion 106b monitors the state of the 

LAN 300 through the transceiver portion 106a, and it reads 
data out of a buffer memory 106c and sends it to the LAN 
300 through the transceiver portion 106a When the trans 
mitting of data becomes possible. 
The buffer memory 106c serves as a memory to store 

therein data transmitted and received. The LAN control 
portion 106b receives transmitted data by receiving I/O 
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commands applied from the CPUs in the apparatus bodies 
102 and 202 through a bus interface control portion 106d, 
Which Will be described later. It then Writes data thus 
received in the buffer memory 106c. Further, it Writes data, 
Which is received through the transceiver portion 106a, in 
the buffer memory 106c and temporarily stores it there. 

The bus interface control portion 106d is an interface 
circuit for controlling the apparatus bodies 106, 206 and the 
LAN control portion 106b to correctly transmit and receive 
I/O commands and data and it is connected to a bus (or 
system bus) 102a of the apparatus bodies 102 and 202. 
An interruption control portion 106e is connected to 

CPUs in the apparatus bodies 102 and 202 through the bus 
102a and, in response to commands applied from the LAN 
control portion 106b, it interrupts the CPUs to inform them 
of the various states of the apparatus bodies 102 and 202. 

When the communication units 106 and 206 are con 
nected to each other through the LAN 300 and the cable for 
10 BASE-5, the LAN control portion 106 is connected 
directly to the transceiver, Which is attached to the main line 
(or coaXial cable) of the LAN 300, through the transceiver 
cable. 

It Will be described hoW the above-described embodiment 
is operated. 

Referring to FIGS. 5 and 6, it Will be described hoW the 
server 100 recovers again its eXclusive supervision of docu 
ment ?les “doc 1, 2, - - - n” if both the server 100 and the 

client 200 break doWn. 

The server 100 supervises a plurality of document ?les 
“doc 1, 2, - - - n” under a directory “/server/system A” 

prepared in the memory unit 104. On the other hand, the 
client 200 realizes the Work area 204a, in Which document 
?les doWn-loaded from the server 100 are stored, to be a 
directory “\ system A\ Work” for not-yet-transferred docu 
ment ?les, Which is prepared in the memory unit 204. The 
save area (or virtual server area) 204b Which is used as a 
virtual server When the server 100 breaks doWn and Which 
is also used to save data transmitted to the server 100 is 
realiZed to be a directory “\ V server \ system A” prepared 
in the same memory unit 204. 

FIG. 5 is intended to eXplain hoW the system is operated 
When the client 200 breaks doWn. 

1) The client 200 receives a document ?le “doc 1” from 
the server 100 through the LAN 300 and stores it in the Work 
area 204a, or under the directory “\ system A \ Work”. 

2) The client 200 breaks doWn While editing the doWn 
loaded document ?le “doc 1” in the Work area 204a. 

3) The client 200 is made operative again after it breaks 
doWn. It checks this time Whether or not any document ?le 
is present under the directory “\ system A\ Work”, and 
con?rms that the document ?le “doc 1” is present under it. 
It thus ?nds that the document ?le “doc 1” has not been 
transferred to the server 100, and it transfers it to the server 
100 through the LAN 300. This document transfer is auto 
matically carried out, as Will be later described in more 
detail, by the client 200. The client 200 sends a message to 
the server 100, instructing it that the supervising information 
of document ?les must be reneWed. In response to this 
message, the server 100 reneWs the supervising information 
that the client Which sent the message noW has the document 
?le “doc 1”. 

It may be arranged in this case that the reneWal date of the 
document ?le “doc 1” under the directory “/server/system 
A” is requested by the server 100, that this date is compared 
With that of the not-yet-transferred document ?le “doc 1”, 
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and that only When the reneWal date of the not-yet 
transferred document ?le “doc 1” is neWer, this document 
?le “doc 1” is regarded as having to be transferred, and is 
transferred to the server 100. 

FIG. 6A and FIG. 6B are intended to eXplain hoW the 
system is operated When the server 100 breaks doWn. 

1) Similarly to the above, the client 200 doWn-loads a 
document ?le “doc 2” from the server 100 into the Work area 
204a, or under a directory “\ system \ Work” and edits it in 
the Work area ?le 204a (FIG. 6A). 

2) The server 100 breaks doWn While the client 200 is 
editing the document ?le “doc 2”. When the editing of the 
document ?le “doc 2” is ?nished, the client 200 checks 
through the server supervising portion 202a Whether or not 
the server 100 is in correct operation, and it detects that the 
server 100 has broken doWn. Instead of transferring the 
document ?le “doc 2”, Whose editing is ?nished in the Work 
area 204a, to the server 100, therefore, the client 200 
transfers and saves it, as a save ?le “doc j” (j=1, 2, - - - n), 

to the save area 204b, or under the directory “\ system \ 
system A” in its memory unit 204. When it is then detected 
through the server supervising portion 202a that the server 
has been made operative again, the document ?le “doc 2” 
Which has been saved to the save area 204b is automatically 
transferred to be under the directory “/server/system A” of 
the server 100 (FIG. 6B). 

Referring to How charts shoWn in FIGS. 7 through 9, it 
Will be described hoW the client 200 operates to return the 
server’s eXclusive supervision of document ?les “doc 1, 
2, - - - n” to the correct state, When the client 200 or server 

100 is made operative again after it breaks doWn. 
FIG. 7 is a general ?oW chart shoWing the Whole opera 

tion of the client 200. 

When the system is started, the client 200 makes the 
server supervising portion 202a operative and asks it 
Whether or not the server 100 is in operation. In response to 
this enquiry, the server supervising portion 202a checks the 
state of the server 100 by using communication betWeen 
processes through the LAN 300, and it informs a control 
portion (not shoWn) of the client 200 Whether or not the 
server 100 is in operation (step S1). 
When so informed, it is con?rmed Whether or not the 

server 100 is in operation (step S2) and When the server 100 
is in operation (S2, YES), the recovery portion 202b is made 
operative and a recovery process A is carried out in such a 
Way that a not-yet-transferred document ?le “doc i” stored 
in the Work area 204a, or a document ?le “doc j” saved in 
the save area 204b (because the server 100 broke doWn When 
it Was about to be transferred), is transferred to the server 
100 through the LAN 300 (step S3). 
The document ?le “doc i” Which Was not transferred 

because the client 200 broke doWn (or not-yet-transferred 
document ?le “doc i”) is thus automatically transferred to 
the server 100. If the client 200 also breaks doWn While the 
server 100 is still broken doWn, and When the server 100 is 
made operative again faster, for eXample, the document ?le 
“doc j” saved in the save area 204b (or document ?le doc j 
saved) is also automatically transferred to the server 100. 
The client 200 then sends a certain predetermined mes 

sage to the server 100 through the LAN 300 to reneW the 
supervising information of the document ?les “doc i” and 
“doc j” Which have been transferred to the server 100 (step 

S4). 
A common process is then eXecuted to meet requests 

made by the users (step S5). When it is found at step S2 that 
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the server 100 is not in operation (S2, NO), the process 
advances at once to this common process at step S5. 

The common process is generally divided into the fol 
lowing three processes: 

1) A referring or editing process requested by the user is 
carried out relating to the data of the document ?le “doc i” 
doWn-loaded from the server 100, and after this processing, 
the data is re?ected in the document ?le “doc 1” under the 
directory “\ system A\ Work”, for not-yet-transferred docu 
ment ?les, or in the Work area 204a. After the editing process 
is ?nished, a closing process is carried out relating to the 
document ?le “doc i”, and reneWal date information (such as 
year, month, day and time) is set relative to it. 

2) A document ?le “doc i” requested by the user is 
doWn-loaded from the server 100 into the Work area 204a 
through the LAN 300, or folloWing a request from the user, 
the document ?le “doc i” in the Work area 204a Whose 
editing is ?nished, is up-loaded to the server 100. 

3) An instruction that the operation of the client 200 is 
?nished. 

It is checked at step S6 Which of these processes 1)—3) is 
requested by the user. 
When it is found at step S6 that transmitting and receiving 

of data (such as document ?le “doc i” and message) is 
requested relative to the server 100, as shoWn in the above 
1) or 2), the server supervising portion 202a is made 
operative as seen at step S1 (step S7). 
When it is con?rmed through the server supervising 

portion 202a that the server 100 is in operation (S8, YES), 
the recovery portion 202b is then made operative to carry out 
a recovery process B in such a Way that the saved or 
not-yet-transferred document ?le “doc j” or “doc i”, Which 
is present in the save or Work area 204b or 204a, is 
transferred to the server 100 (step S9). 

The document ?le “doc j” Which Was not transferred to the 
server 100 but saved to the save area 204b When the server 
100 broke doWn, is thus automatically transferred to the 
server 100. The document ?le “doc i” Which Was not 
transferred because the server 100 Was not in operation at 
step S2, is also automatically transferred to the server 100. 
A message is then transmitted, instructing that the super 

vising information of the document ?les “doc i” and “doc j”, 
Which have been transferred to the server 100, is to be 
reneWed (step S10). 

The server 100, therefore, reneWs the supervising infor 
mation of the document ?les “doc i” and “doc j”. 

It is then con?rmed that the process requested by the user 
is either to doWn-load the document ?le “doc i” from the 
server 100, or to return the document ?le “doc j” Whose 
editing or referring is ?nished to the server 100 (step S11). 
When it is to doWn-load the document ?le “doc i”, the 

document ?le “doc i” is doWn-loaded from the server 100 to 
be under the directory “\ system A\ Work”, prepared in the 
memory unit 204 of the client 200 (step S12), and the 
process is returned to step S5. 

The document ?le “doc i” requested and appointed by the 
user is thus doWn-loaded from the server 100 to the Work 
area 204a or under the directory “\ system A\ Work” for 
not-yet-transferred ?les. 
When it is found at step S11 that the process requested by 

the user is to transfer the document ?le “doc i”, Whose 
editing is ?nished and Which is in the Work area 204a or 
under the directory “\ system A\ Work”, to the server 100, 
the document ?le “doc i” is transferred to the server 100 
through the LAN 300 and it is then released or canceled 

15 

25 

35 

45 

55 

65 

12 
from the Work area 204a or from under the directory “\ 
system A\ Work”, (step S13). The process is then returned 
to step S5. 

The document ?le “doc i” Which is supervised exclusively 
by the server 100 is thus returned to be under the directory 
“/server/system A” prepared in the memory unit 104 of the 
server 100, Which reneWs the contents of the document ?le 
“doc i” and its supervising information. Further, the docu 
ment ?le “doc i” Which has been returned to the server 100 
is canceled from the Work area 204a or from under the 
directory “\ system A\ Work” for not-yet-transferred docu 
ment ?les. 

When it is found at step S8 that the server 100 is not in 
operation, the process requested by the user is con?rmed as 
seen in step S11 (step S14). 
When the process requested by the user is to transfer the 

document ?le “doc j” (j=1, 2, - - - n), Which is under the 
directory “\ system A\ Work” for not-yet-transferred docu 
ment ?les, to the server 100, the document ?le “doc j” is 
transferred not to under the document ?le supervising direc 
tory “/server/system A”, but to under a save document ?le 
directory “\ V server \ system A” Which is prepared in the 
memory unit 204 of the client 200, and Which is regarded as 
the virtual server 100, and the document ?le “doc j” is then 
canceled from under the directory “\ system A\ Work” for 
not-yet-transferred document ?les (step S15). 
The process is then returned to step S5. 

If the server 100 breaks doWn When the document ?le 
“doc j” is transferred to the server 100, the document ?le 
“doc j” is thus transferred from under the directory “\ system 
A\ Work” for not-yet-transferred document ?les to under the 
directory “\ V server \ system A” for save document ?les, 
and it is stored in the save area 204b or under the directory 
“\ V server \ system A”. 

When the process requested at step S14 by the user is to 
receive data to doWn-load the document ?le “doc i”, the 
process is returned at once to step S5. In addition to the 
above- mentioned processes 1)—3), the common process at 
step S5 includes various kinds of processes Which can be 
executed, independently of others, in the client 200 Without 
gaining any access to the server 100. The operation of the 
server is supervised at all times When one of these indepen 
dent processes is being executed, and in a case Where 
not-yet-transferred or save data is present When it is found 
that the server is in operation, the above-described recovery 
process B may be carried out or a reneWal command may be 
sent. 

When it is found at step S6 that the process requested by 
the user is to ?nish the operation of the client 200, a 
predetermined ?nish process is carried out (S15) to ?nish the 
operation of the client 200. 
The server supervising processes Aand B cited at steps S1 

and S7 in FIG. 7 Will be described, referring to a How chart 
in FIG. 8. They are executed by the server supervising 
portion 202a. 
When made operative by the control portion, the server 

supervising portion 202a transfers predetermined data (or a 
message) to the server 100 through the communication unit 
206. This data requests the server 100 to respond to it (step 

S101). 
A certain timer value is then set in a timer 210 housed in 

the apparatus body 202. A message from the server 100, 
responding to the data transferred, is aWaited (step S102). A 
message “time-out” is sometimes received from the timer 
210 under this Waiting state. 
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When the message is received under this Waiting state 
(step S103), the type of the message received is con?rmed 
(step S104). 
When the message is received from the communication 

unit 106 of the server 100, informing that the data is 
successfully transferred, it is found that the server 100 is in 
operation and the control portion is informed of this (step 
S105). 
When the message is received from the communication 

unit 106 of the server 100 or from the timer 210, informing 
that the message transfer is not successful or that time-out 
occurs, it is found that the server 100 is not in operation and 
the control portion is informed of this (step S107). 

The recovery processes A and B cited at steps S3 and S9 
in FIG. 7 and executed by the recovery portion 202b Will be 
described in detail, referring to a How chart in FIG. 9. 
When made operative by the control portion, the recovery 

portion 206 checks Whether or not any not-yet-transferred 
document ?le “doc i” is present under the directory “\ system 
A\ Work” for not-yet-transferred document ?les (step S301). 
When the not-yet-transferred document ?le “doc i” is 

present (S301, YES), the ?le name of the document ?le “doc 
i” is added to the transfer list 220 prepared in a main memory 
of the apparatus body 202 (step S302). 

The process including the steps S301—S302 is repeated for 
all of the document ?les “doc i” Which are under the 
directory “\ system A\ Work” for not-yet-transferred docu 
ment ?les. File names of all document ?les “doc i” not 
transferred are registered in the transfer list 220. 

It is then checked Whether or not the document ?le “doc 
j” saved because the server 100 breaks doWn is present under 
the directory “\ V server \ system A” (step S303), and When 
the document ?le “doc j” is present (S303, YES), its ?le 
name is added to the transfer list 220 (step S304). 

The process including the steps S303—S304 is repeated 
until all of save document ?les “doc j” Which are under the 
save document ?le directory “\ V server \ system A” are 
detected. File names of all save document ?les “doc j” are 
thus registered in the transfer list 220. 
When the process including the steps S301—S304 is 

?nished, the transfer list is checked to ?nd Whether or not ?le 
names are registered in the transfer list (step S305). 

All of the not-yet-transferred document ?les “doc i” or 
those document ?les “doc j” saved, Whose ?le names have 
been registered in the transfer list 220, are transferred to the 
server 100 through the communication unit 206 (step S306). 

After the document ?les “doc i” and “doc j” are trans 
ferred in this manner, their ?le names are canceled from the 
transfer list 220 (step S307) and their real data are deleted or 
canceled from the directories “\ system A\ Work” and “\ V 
server \ system A” (step S308). 

The process including the steps S305—S308 is repeated for 
all of the document ?les “doc i” and “doc j” Which have been 
registered in the transfer list 220. All of the document ?les 
“doc i” and “doc j” Which are under the directories “\ system 
A\ Work” and “\ V server \ system A” and Which must be 
transferred to the server 100 can be thus transferred to the 
server 100. 

The transfer of not-yet-transferred document ?les “doc i” 
and those “doc j” saved from the client 200 to the server 100 
through the LAN 300, can be attained When FTP command 
Which uses an FTP (?le transfer protocol) for the ARPAN ET 
(advanced research project agency netWork), or an rcp 
command under Which UNIX systems copy ?les betWeen 
them through a netWork is automatically executed by the 
apparatus body 202 of the client 200, Without user input. 
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It may be arranged that the client 200 supervises the 

operation of the server 100 at certain time intervals to 
execute the recovery process B at any time, including those 
times When it is made operative or When a request to 
transmit and receive data about document ?les doc i is made 
to the server 100. 

Further, the recovery process B may be executed after the 
lapse of a certain time period since save document ?les “doc 
j” are caused. This can prevent save document ?les “doc j 
”from being left not transferred to the server 100 for a long 
time. This certain time period is counted by the timer 210. 

Although it is document ?les “doc 1, 2, - - - n” that have 
been supervised exclusively by the server 100 in the above 
described case, these ?les may be sounds, images and others. 
Further, the automatic transfer of not-yet-transferred or save 
data to the server may be made not by commands but by 
other methods. 

According to the above-described present invention, data 
Which are present on the client side When the server or client 
breaks doWn, and Which must be transferred to the server, 
can be automatically transferred to the server Without user 
input at the time When the server or client is made operative 
again. 

Further, the exclusive supervision of data by the server 
can be thus made easier and more reliable and accordingly, 
the protection of data can be made more reliable. 

Furthermore, the exclusive supervision of data can be 
achieved With a higher reliability by the server even When 
the user operating the client has no knoWledge about the 
Whole of the system. 
What is claimed is: 
1. A client/server system comprising: 
a server Which supervises data; 
a plurality of clients for Which the server supervises data 

in a memory unit in the server, each client doWn-loads 
data, Which is required for a data processing in each 
client, from the server and returns the data to the server 
after the data processing is ?nished, each of said clients 
comprising: 
a data receiving process doWnloading the data from the 

server: 

a server supervisor that determines Whether the server 
is in correct operation or is doWn by sending data to 
the server Without receiving an inquiry from said 
server; 

a not-yet-transferred data memory for storing, during 
operation as a client and When the server supervisor 
determines that the server is not in operation, not 
yet-transferred data to be returned to the server When 
the server returns to operation; 

a not-yet-transferred data Writing process, during 
operation as a client, Writing the not-yet-transferred 
data to the not-yet-transferred data memory When the 
server supervisor determine that the server is not in 
operation; 

a not-yet-transferred data con?rming process, during 
operation as a client, checking Whether the not-yet 
transferred data to be transferred to the server is 
present in the not-yet-transferred data memory; and 

a not-yet-transferred data transferring process, during 
operation as a client, transferring the not-yet 
transferred data to the server, When the not-yet 
transferred data con?rming process con?rms that the 
not-yet-transferred data is present in the not-yet 
transferred data memory and the server supervisor 
con?rms that the server is in operation. 
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2. The client/server system according to claim 1, wherein 
said not-yet-transferred data Writing process Writes the not 
yet-transferred data in a predetermined speci?c area of said 
not-yet-transferred data memory. 

3. The client/server system according to claim 1, Wherein 
said not-yet-transferred data con?rming process compares 
the not-yet-transferred data in said not-yet-transferred data 
memory With the reneWal date information of the not-yet 
transferred data supervised in the server to select from the 
not-yet-transferred data stored in said not-yet-transferred 
data memory, that data Which is to be transferred to the 
server. 

4. The client/server system according to claim 1, Wherein 
each of said plurality of clients further comprise: 

a message transmitter transmitting a message to the 
server, informing that information regarding supervis 
ing the not-yet-transferred data is to be reneWed, after 
the not-yet-transferred data is transferred to the server 
by the not-yet-transferred data transferring process; and 

Wherein the server has a corresponding data supervising 
information reneWing process for reneWing the infor 
mation regarding supervising the not-yet-transferred 
data When the server receives the message from the 
client. 

5. A client/server system comprising: 
a server Which supervises data; and 
a plurality of clients, each client doWn-loads data, 

required for a data processing in each client, from the 
server and returns the data to the server after the data 
process is ?nished, each of said clients comprising: 
a data receiving process doWnloading the data from the 

server; 
server supervising means for determining Whether the 

server is in correct operation or is doWn by sending 
data to the server Without receiving an inquiry from 
said server; 

save data memory storing data; 
save data Writing means for Writing the data, as save 

data, in the save data memory When the server 
supervising means detects that the server is not in 
operation; 

save data con?rming means for con?rming Whether the 
save data is present in the save data memory When 
the server supervising means detects that the server 
is in operation; and 

save data transferring means for transferring the save 
data, con?rmed by the save data con?rming means, 
to the server. 

6. The client/server system according to claim 5, Wherein 
said save data Writing means Writes the save data in a 
predetermined area of said save data memory. 

7. The client/server system, according to claim 5, Wherein 
each of said Plurality of clients further comprising: 

message transmitting means for transmitting a message to 
the server, informing that information regarding super 
vising the save data is to be reneWed, after the save data 
is transferred to the server by the save data transferring 
means; and 

Wherein the server is Provided With data supervising 
information reneWing means for reneWing the informa 
tion regarding supervising the save data When it 
receives the message from the client. 

8. A client for doWn-loading data, from a server and 
returning the data, to the server after the data processing is 
?nished, the client comprising: 

data receiving means for doWnloading the data from the 
server; 
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not-yet-transferred data memory means for storing not 

yet-transferred data to be returned to the sever, When 
the server is not in correct operation or doWn by 
sending data to the server Without receiving an inquiry 
from said server; 

not-yet-transferred data Writing means for Writing the 
not-yet-transferred data to the not-yet-transferred data 
memory means; 

not-yet-transferred data con?rming means for con?rming 
Whether the not-yet-transferred data to be transferred to 
the server is present in the not-yet-transferred data 
memory means; and 

not-yet-transferred data transferring means for transfer 
ring the not-yet-transferred data to the server, When the 
not-yet-transferred data con?rming means con?rms the 
not-yet-transferred data is present in the not-yet 
transferred data memory means and the server super 
vising means con?rms that the server is in operation. 

9. The client apparatus according to claim 8, further 
comprising: 

message transmitting means for transmitting a message to 
the server, informing that information regarding super 
vising the not-yet-transferred data is transferred to the 
server by the not-yet-transferred data transferring 
means. 

10. A client for doWn-loading data, required for data 
processing, from a sever and returning the data to the server 
after the data processing is ?nished, the client comprising: 

data receiving means for doWnloading the data from the 
server; 

server supervising means for supervising Whether the 
server is in correct operation or is doWn by sending data 
to the server Without receiving an inquiry from the 

server; 
save data storing means for saving and storing data When 

the server is not in operation Which is to be returned to 
the server When the server returns to operation; 

data saving means for storing the data, Which is to be 
returned to the server, in the save data storing means 
When the server supervising means con?rms that the 
server is not in operation; and 

save data returning mean for returning the save data, 
Which is stored in the data save means, to the server 
When the server supervising means con?rms that the 
server is in operation. 

11. The client apparatus according to claim 10, further 
comprising: 

message transmitting means for transmitting a message to 
the server, informing that information regarding super 
vising the save data is to be reneWed, When the save 
data is returned to the server by the save data returning 
means. 

12. A data supervising method for a client/server system, 
Wherein a server supervises data, common to plural clients, 
in a memory unit in the server, the method comprising the 
steps of: 

doWnloading the data from the server to the client; 
processing the data in the client; and 
if the client breaks doWn after the data processing is 

?nished, but before the data is transferred to the server: 
(a) making the client operative again; 
(b) detecting Whether not-yet-transferred data Waiting 

for transfer to the server is present; 
(c) detecting, in the client, Whether the server is in 

correct operation or the server is doWn by sending 
data to the server Without receiving an inquiry from 
said server; 
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(d) transferring the not-yet-transferred data to the 
server by detecting that the not-yet-transferred data 
is present and that the server is in operation; and 

(e) storing the not-yet-transferred data, Which is trans 
ferred from the client, in the memory unit in the 
server. 

13. The data supervising method according to claim 12, 
further comprising the step of: 

transmitting a message from the client to the server, 
informing that information regarding supervising the 
not-yet-transferred data is to be reneWed, When the 
not-yet-transferred data is transferred to the server; and 

reneWing the information regarding supervising the not 
yet-transferred data in the server, responsive to the 
message. 

14. A data supervising method for a client/server system 
Wherein a server supervises data common to a plurality of 
clients in a memory unit of the server, the method compris 
ing the step of: 

doWnloading, from the server, required data from the data 
in the server; 

processing the data doWnloaded in the client; 
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detecting, in the client, Whether the server is in correct 

operation or is doWn by sending data to the server 
Without receiving an inquiry from said server; 

temporarily storing the processed data, Which is to be 
returned to the server, in a predetermined memory area 
When the server is not in operation; 

transferring the temporarily save data to the server When 
the server is detected, in the client, to be once again 
correctly operative by sending the data to the server 
Without receiving an inquiry from said server; and 

storing the processed data Which is transferred from the 
client in the memory unit of the server. 

15. The data supervising method according to claim 14, 
further comprising the step of: 

transmitting a message from the client to the server, 
informing that information regarding supervising the 
not-yet-transferred data is to be reneWed, When the 
not-yet-transferred data is transferred to the server; and 

reneWing the information regarding supervising the not 
yet-transferred data in the server responsive to the 
message. 


