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METHOD TO TRACK AGENTS AFTER A 
LOSS OF STATE EVENT 

BACKGROUND 

The present invention relates to a method for tracking 
agents in a multilevel hierarchical structure across loss of 
state events. 

Modern microprocessors often include agents attached to 
a communications bus that are intended to perform various 
functions. One particular structure of agents may be a 
multilevel, hierarchical structure Where the agents in one 
level of the hierarchy are uniquely associated With one and 
only one agent located on the immediately higher level in the 
hierarchy. The highest level of this hierarchy is occupied by 
a single root agent that interfaces With a host, Which per 
forms other functions of the microprocessor. 

Agents may be identi?ed With a plurality of identifying 
variables that denote for example, the agents’s location on 
the communications bus or purpose of operation. These 
variables may be categoriZed into tWo distinct groups: (1) 
variables that are a function of the agent’s position in 
relation to other agents in the hierarchical communications 
bus structure (“dependent variables”); and (2) variables that 
are independent of the agent’s relation to the position of 
other agents Within the hierarchical communications bus 
structure (“independent variables”). 

During the operation of the microprocessor, agents may 
be added to a communications bus, removed from the 
communications bus, or sWitched from one place on the 
communications bus to another (“agent sWitches”). These 
agent sWitches may occur either While the microprocessor is 
operating or is not operating. In order to dynamically track 
the locations of agents along the communications bus 
structure, a check of the communications bus structure may 
be performed after each event Where an agent sWitch could 
potentially occur (“loss of state event”) to determine 
Whether one or more agent sWitches did, in fact, occur 
during the loss of state event. In prior art systems such as the 
Extended System Con?guration Data (ESCD), the tracking 
of an agent’s position along a hierarchical communications 
bus structure after a loss of state event required the use of 
dependent variables. Because the values of the dependent 
variables associated With a particular agent may change after 
an agent moves locations Within the communications bus 
structure, it Was inef?cient to determine Whether one or more 
agent sWitches had taken place after a loss of state event. 
Accordingly, there is a need in the art for a system and 
method that tracks the locations of agents in a hierarchical 
communications bus structure after loss of state events that 
exclusively utiliZes independent variables that do not depend 
on the location of any particular agent Within a hierarchical 
multilevel communications bus structure. 

SUMMARY 

Embodiments of the present invention provide for a 
method including determining the number of terminal agents 
Within a hierarchical agent system, forming a ?rst matrix 
containing data identifying a plurality of agents Within the 
hierarchical agent system, determining Whether a potential 
loss of state event has occurred, forming a second matrix 
containing data identifying a plurality of agents Within the 
hierarchical agent system and comparing the ?rst matrix to 
the second matrix. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a multiple agent system in a 
communications bus in accordance With an embodiment of 
the present invention. 
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2 
FIGS. 2A, 2B and 2C are block diagrams of a ?oWchart 

illustrating an embodiment of the present invention. 

Detailed Description 
The present invention solves the problem of tracking 

agent sWitches across loss of state events by use of an 
algorithm that ?rst determines the number of terminal agents 
that are in a hierarchical communications bus at a particular 
time. Next, the algorithm records the path of the root agent 
to each terminal agent in a matrix using each agent’s 
independent variable for identi?cation. Finally, after a loss 
of state event occurs, the algorithm determines the path of 
the root agent to each terminal agent in the matrix and 
compares this matrix to the matrix recorded before the loss 
of state event occurred. If the matrices match, no agent 
sWitch occurred during the loss of state event; if the matrices 
do not match, at least one agent sWitch occurred during the 
loss of state event. 

A communications bus structure in accordance With an 
embodiment of the present invention is shoWn in FIG. 1. 
FIG. 1 illustrates a communications bus structure 10 con 
taining a host 20 connected to a root agent 60 at the root 
level 30. The root agent 60 is connected to a plurality of 
bridge agents 70, 80, 90 located at the ?rst level beloW the 
root level 40. Each of the bridge agents 70, 80, 90 is 
connected to a plurality of terminal agents 100, 110, 120, 
130, 140, 150, 160, 170, 180 at the second level beloW the 
root level 50. Each of the terminal agents 100, 110, 120, 130, 
140, 150, 160, 170, 180 located at the second level beloW the 
root level 50 is associated With only one bridge agent 70, 80, 
90 located at the ?rst level beloW the root level 40. Bridge 
agents are those agents that have one or more agents 
associated With them at a level beloW that of the bridge 
agent. Terminal agents are those agents With no agent 
associated With them at a level beloW the terminal agent. 
FIG. 1 is only exemplary of the possible con?gurations of 
communications bus structure 10; further levels of agents 
that are uniquely associated With one agent at the next higher 
level in the hierarchy may be present in the communications 
bus structure 10. 

FIGS. 2A, 2B and 2C illustrate a ?oWchart of the algo 
rithm that is an embodiment of the present invention. The 
?rst stage 1000 of an embodiment of the algorithm as shoWn 
in FIG. 2A is designed to determine the total number of 
terminal agents N that are present in a communications bus 
structure 10 at any given time. This stage of the algorithm 
begins by setting N to 0, clearing all agent marks throughout 
the communications bus structure 10 (Step 1010) and begin 
ning the evaluation of the communications bus structure 10 
at the root agent 60 (Step 1020). The algorithm next deter 
mines if there is at least one unmarked agent at the next 
loWer level of hierarchy (Step 1030). If there is no such 
agent at the next loWer level and the next higher level is the 
host, then all of the terminal agents have been counted and 
this stage of the algorithm is complete (Step 1040). If there 
is no such agent at the next loWer level and the next higher 
level is not the host, there are still terminal agents to be 
counted. Thus, the algorithm proceeds to the next higher 
level (Step 1060) and again evaluates if there is at least one 
unmarked agent at the next loWer level (Step 1030). If there 
is an unmarked agent at the next loWer level, hoWever, the 
algorithm proceeds to this agent (Step 1050), marks the 
agent (Step 1070), and determines if the agent is a terminal 
agent (Step 1080). If the agent is not a terminal agent, the 
algorithm determines if there is at least one unmarked agent 
at the next loWer level of hierarchy (Step 1030) and con 
tinues as described above. If the agent is a terminal agent, 
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the algorithm adds 1 to N (Step 1100), determines if there is 
at least one unmarked agent at the neXt loWer level of 
hierarchy (Step 1030) and continues as described above. 
When the algorithm is complete, N Will represent the 
number of terminal agents in the communications bus struc 
ture 10. 

Once N is knoWn at a given time through the above 
described algorithm or any other method, the algorithm may 
proceed to the second stage 2000, an embodiment of Which 
is shoWn in FIG. 2B. The second stage 2000 of the algorithm 
is designed to build a matriX of data tracing and recording 
the path from the root agent to each terminal agent using 
each agent’s independent variable for identi?cation of steps 
along the path. Each entry in the matriX, T(i,X), represents 
the independent variable of an agent Within the communi 
cations bus structure 10. The ?rst variable, i, in the matriX 
represents the path of the root agent to the ith terminal agent. 
The second variable, X, in the matriX represents the Xth step 
in the path of the root agent to the ith terminal agent. 

To create the matriX T(i,X), the algorithm begins by 
clearing all marks and all entries in the matriX T(i,X) (Step 
2010). The algorithm then sets i (representing the number of 
paths of the root agent to terminal agents) to 1 (Step 2020) 
and sets X (representing the Xth step in the path of the root 
agent to the ith terminal agent) to 1 (Step 2030). The 
algorithm then begins to build the matriX T(i,X) by beginning 
at the root agent (Step 2040) and obtaining the root agents’s 
independent variable and enters it into the matriX at entry 
T(i,X) (Step 2050). The algorithm neXt proceeds to an 
unmarked agent at the neXt loWer level in the hierarchy (Step 
2060) and adds 1 to X (Step 2070). The algorithm neXt 
obtains this agent’s independent variable and enters it into 
the matriX at entry T(i,X) (Step 2080). The algorithm neXt 
determines if the agent is a terminal agent (Step 2090). If the 
agent is not a terminal agent, the algorithm proceeds to an 
unmarked agent at the neXt loWer level in the hierarchy (Step 
2060) and continues from there. If the agent is a terminal 
agent, the algorithm marks the agent (Step 2100) and 
determines if the iteration i is equal to N (Step 2110). If i is 
equal to N, then the matriX T is complete because all paths 
betWeen the root agent and the N terminal agents have been 
recorded and this stage of the algorithm is concluded. If i is 
less than N, then the algorithm adds 1 to i (Step 2120). The 
algorithm neXt proceeds to the agent at the neXt higher level 
(Step 2130) and determines Whether all agents in the neXt 
loWer level are marked (Step 2140). If all agents in the neXt 
loWer level are marked, the algorithm marks the agent at the 
current level (Step 2150) and proceeds to the agent at the 
neXt higher level (Step 2130) and continues from there. If all 
agents in the neXt loWer level are not marked, the algorithm 
resets X to 1 and proceeds to begin tracing the neXt path (Step 
2030). The marking of agents in this manner is necessary so 
that the algorithm Will not duplicate the recording of a path 
of the root agent to a terminal agent using each agent’s 
independent variable for identi?cation of steps along the 
path. 

Once the matriX T(i,X) is built via the above method or 
any other method, the algorithm may proceed to the third 
stage 3000, an embodiment of Which is shoWn in FIG. 2C. 
The third stage 3000 of the algorithm is designed to Wait 
until a loss of state event may have taken place. Such a loss 
of state event may be, for eXample, a poWer loss, a system 
reset, or the addition or removal of an agent. Once this 
occurs, the algorithm determines if an agent sWitch has taken 
place by creating a neW comparative matriX U(i,X). As in 
T(i,X), each entry in the matriX, U(i,X), represents the 
independent variable of an agent Within the communications 
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4 
bus structure 10. The ?rst variable, i, in the matriX represents 
the path of the root agent to the ith terminal agent. The 
second variable, X, in the matriX represents the Xth step in the 
path of the root agent to the ith terminal agent. As the 
algorithm builds the comparative matriX U(i,X), the algo 
rithm compares entries in U(i,X) With their corresponding 
entries in the T(i,X) matriX. If all of the entries match, then 
an agent sWitch did not occur during the possible loss of 
state event. If all of the entries do not match then an agent 
sWitch did occur during the possible loss of state events. This 
comparison assumes that that selection of unmarked agents 
at the neXt loWer level is done consistently in both the 
algorithms to construct the matrices T(i,X) and U(i,X). 
As shoWn in FIG. 2C, the algorithm determines at regular 

intervals Whether or not a potential loss of state event has 
occurred (Step 3010) and, if no such event has occurred, 
continues to determine Whether a potential loss of state event 
has occurred (Step 3010). If a potential loss of state event 
has occurred, the algorithm proceeds to create the compara 
tive matriX U(i,X). To create the comparative matriX U(i,X), 
the algorithm begins by clearing all marks and all entries in 
the matriX U(i,X) (Step 3020). The algorithm then sets i 
(representing the number of paths of the root agent to 
terminal agents) to 1 (Step 3030) and sets X (representing the 
Xth step in the path of the root agent to the ith terminal agent) 
to 1 (Step 3040). The algorithm then begins to build the 
comparative matriX U(i,X) by beginning at the root agent 
(Step 3050), proceeding to an unmarked agent at the neXt 
loWer level in the hierarchy (Step 3060) and adding 1 to X 
(Step 3070). The algorithm neXt obtains this agent’s inde 
pendent variable and enters it into the matriX at entry U(i,X) 
(Step 3080). The algorithm then compares the entry U(i,X) 
With its corresponding entry in the matriX T(i,X) (Step 3090). 
If the entries do not match, then an agent sWitch has occurred 
during the potential loss of state event (Step 3170). The 
algorithm may then notify other portions of the communi 
cations bus 10 or the host 20 to take action based on the 
agent sWitch. One such action may be resetting the algorithm 
to begin aneW at the ?rst stage 1000 (Step 1010). 

If the entries U(i,X) and T(i,X) do match, then an agent 
sWitch may not have occurred during the potential loss of 
state event. The algorithm neXt marks the agent (Step 3110) 
and determines if i is equal to N (Step 3120). If i is equal to 
N, then the formation of comparative matriX U(i,X) is 
complete and, because all entries in comparative matriX 
U(i,X) match their corresponding entries T(i,X), an agent 
sWitch did not occur (Step 3180). The algorithm may then 
notify other portions of the communications bus 10 or the 
host 20 to take action based on the determination that no 
agent sWitch occurred. One such action may be resetting the 
algorithm to begin aneW at the third stage 3000 (Step 3010) 
to Wait for another potential loss of state event. 

If i is not equal to N, then the algorithm adds 1 to i (Step 
3130). The algorithm neXt proceeds to the agent at the neXt 
higher level (Step 3140) and determines Whether all agents 
in the neXt loWer level are marked (Step 3150). If all agents 
in the neXt loWer level are marked, the algorithm marks the 
agent at the current level (Step 3160) and proceeds to the 
agent at the neXt higher level (Step 3140) and continues from 
there. If all agents in the neXt loWer level are not marked, the 
algorithm resets X to 1 and proceeds to begin tracing the neXt 
path (Step 3040). The marking of agents in this manner is 
necessary so that the algorithm Will not duplicate the record 
ing of a path of the root agent to a terminal agent using each 
agent’s independent variable for identi?cation of steps along 
the path. 

In an alternative embodiment of the third stage 3000 of 
the algorithm, the algorithm ?rst forms the comparative 
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matrix U(i,x) in its entirety and then compare the matrices 
T(i,x) and U(i,x). If all entries of the matrices T(i,x) and 
U(i,x) are identical, then no agent sWitch has occurred 
during the potential loss of state event. If at least one of the 
entries of the matrices T(i,x) and U(i,x) are not identical, 
then at least one agent sWitch has occurred during the 
potential loss of state event. 

One implementation of the present invention may take 
place on a PCI communications bus, Which is knoWn in the 
art. The PCI bus communicates With the microprocessor via 
a host, Which coordinates the PCI bus With other operations 
of the microprocessor. The host may operate as the host 20 
as illustrated in FIG. 1. The host is not a part of the PCI bus 
architecture. The PCI bus itself is a multilevel, hierarchical 
bus structure Where the agents in one level of the hierarchy 
are uniquely associated With one and only one agent located 
on the immediately higher level in the hierarchy. The highest 
level of the PCI bus hierarchy may include one or more 
Host-to-PCI bridges each interfacing With the host. A Host 
to-PCI bridge may operate as the root agent 60 as illustrated 
in FIG. 1. A loWer level of the PCI hierarchy may include 
one or more PCI-to-PCI bridges each interfacing With a 
Host-to-PCI bridge. Among other functions, the PCI-to-PCI 
bridge acts as a conduit to maintain the integrity of the 
instructions from the host to the agents on the PCI bus that 
perform the desired operations. A still loWer level of the PCI 
hierarchy may include one or more PCI devices each inter 
facing With a PCI-to-PCI bridge. PCI-to-PCI bridges and 
PCI devices may operate as bridge agents 70—90 as illus 
trated in FIG. 1. Each PCI device may perform operations 
such as video, audio, or data processing. An even still loWer 
level of the PCI hierarchy may include one or more PCI 
functions each interacting With only one PCI device. PCI 
functions may operate as terminal agents 100—160 as illus 
trated in FIG. 1. 

Each agent on the PCI bus may be identi?ed by at least 
three numbers: bus, device, and function. A bus number is 
determined by the location of the PCI device in relation to 
any Host-to-PCI and PCI-to-PCI bridges in the system. The 
bus number of a given PCI device varies depending on the 
addition or removal of Host-to-PCI and PCI-to-PCI bridges. 
Adevice number is associated either With a speci?c physical 
PCI slot in the system or is assigned by the manufacturer of 
the add-in device. Within the scope of each bus, there is a 
maximum of 32 devices and each device number may only 
be used once per bus. The function number is also assigned 
by the manufacturer. Within the scope of each device, there 
is a maximum of 8 functions and each function number may 
only be used once per device. The bus number is a dependent 
variable because its value may change due to removal, 
addition, replacement, or movement of other agents in the 
PCI hierarchy. The device and function numbers are inde 
pendent variables because their values remain constant 
regardless of the removal, addition, replacement, or move 
ment of other agents in the PCI hierarchy. Because the 
device and function numbers are independent variables, 
their tWo values combined serve as the variable entered into 
the matrix T(i,x) and the comparative matrix U(i,x) to 
uniquely identify each agent as described in FIGS. 2A, 2B, 
and 2C. 

Accordingly, the present invention alloWs for the ef?cient 
determination of Whether a sWitch has occurred during a 
potential loss of state event. It Will be appreciated by those 
skilled in the art that the speci?c embodiments disclosed 
above may be readily utiliZed as a basis for modifying or 
designing other methods and techniques for carrying out the 
same purposes of the present invention. It should also be 
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6 
realiZed by those skilled in the art that such equivalent 
constructions do not depart from the spirit and scope of the 
invention as set forth in the folloWing claims. 
We claim: 
1. A method for tracing agents, comprising: 
determining a number of terminal agents Within a hierar 

chical agent system; 
forming a ?rst matrix containing data identifying a plu 

rality of agents Within the hierarchical agent system; 
determining Whether a potential loss of state event has 

occurred; 
forming a second matrix containing data identifying a 

plurality of agents Within the hierarchical agent system, 
Wherein the data identifying a plurality of agents con 
tained in the ?rst and second matrices includes data 
tracing a path from a root agent to each of the plurality 
of agents; and 

comparing the ?rst matrix to the second matrix to deter 
mine if at least one agent sWitch occurred. 

2. The method as in claim 1, Wherein determining the 
number of terminal agents comprises: 

determining if there is a marked agent at the next loWer 
level; 

determining if the agent at the next higher level is a host 
agent; 

marking an agent; and 
determining if an agent is a terminal agent. 
3. The method as in claim 1, Wherein forming a ?rst 

matrix comprises: 
obtaining data identifying a particular agent; 
determining if an agent is a terminal agent; 
marking an agent; and 
determining if all agents at the next loWer level are 

marked. 
4. The method as in claim 1, Wherein forming a second 

matrix comprises: 
obtaining data identifying a particular agent; 
determining if an agent is a terminal agent; 
marking an agent; and 
determining if all agents at the next loWer level are 

marked. 
5. The method as in claim 1, Wherein comparing the ?rst 

matrix to the second matrix comprises: 
comparing data from the ?rst matrix corresponding to a 

particular agent With data from the second matrix 
corresponding to the same particular agent. 

6. The method as in claim 1, Wherein the loss of state 
event is a loss of poWer. 

7. The method as in claim 1, Wherein the loss of state 
event is a system reset. 

8. The method as in claim 1, Wherein the loss of state 
event is the addition of an agent Within the hierarchical agent 
system. 

9. The method as in claim 1, Wherein the loss of state 
event is the removal of an agent Within the hierarchical agent 
system. 

10. A method for tracing agents, comprising: 
determining a number of PCI terminal agents Within a 

hierarchical PCI agent system; 
forming a ?rst matrix containing data identifying a plu 

rality of PCI agents Within the hierarchical PCI agent 
system; 

determining Whether a potential loss of state event has 
occurred; 
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forming a second matrix containing data identifying a 
plurality of PCI agents Within the hierarchical PCI 
agent system, Wherein the data identifying a plurality of 
PCI agents contained in the ?rst and second matrices 
includes data tracing a path from a root PCI agent to 
each of the plurality of PCI agents; and 

comparing the ?rst matrix to the second matrix to deter 
mine if at least one PCI agent sWitch occurred. 

11. The method as in claim 10, Wherein determining the 
number of terminal agents comprises: 

determining if there is a marked PCI agent at the next 
loWer level; 

determining if the agent at the next higher level is a 
host-to-PCI bridge agent; 

marking a PCI agent; and 

determining if a PCI agent is a PCI terminal agent. 
12. The method as in claim 10, Wherein forming a ?rst 

matrix comprises: 
obtaining data identifying a particular PCI agent; 
determining if a PCI agent is a PCI terminal agent; 

marking a PCI agent; and 
determining if all PCI agents at the next loWer level are 

marked. 
13. The method as in claim 10, Wherein comparing the 

?rst matrix to the second matrix comprises: 

comparing data from the ?rst matrix corresponding to a 
particular PCI agent With data from the second matrix 
corresponding to the same particular PCI agent. 

14. The method as in claim 10 further comprising: 

if the ?rst matrix is not equal to the second matrix, 
signaling that a loss of state event occurred. 

15. The method as in claim 10, Wherein the loss of state 
event is a loss of poWer. 

16. The method as in claim 10, Wherein the loss of state 
event is a system reset. 

17. The method as in claim 10, Wherein the loss of state 
event is the addition of a PCI agent Within the hierarchical 
PCI agent system. 

18. The method as in claim 10, Wherein the loss of state 
event is the removal of a PCI agent Within the hierarchical 
PCI agent system. 

19. A method for tracing agents, comprising: 
determining a number of PCI terminal agents Within a 

hierarchical PCI agent system; 
forming a ?rst matrix containing data identifying a plu 

rality of PCI agents Within the hierarchical PCI agent 
system, the data consisting of a bus variable and a 
function variable; 
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8 
determining Whether a potential loss of state event has 

occurred; 
forming a second matrix containing data identifying a 

plurality of PCI agents Within the hierarchical PCI 
agent system, the data consisting of a bus variable and 
a function variable; and 

comparing the ?rst matrix to the second matrix. 
20. The method as in claim 19, Wherein determining the 

number of terminal agents comprises: 
determining if there is a marked PCI agent at the next 

loWer level; 
determining if the agent at the next higher level is a 

host-to-PCI bridge agent; 
marking a PCI agent; and 
determining if a PCI agent is a PCI terminal agent. 
21. The method as in claim 19, Wherein forming a ?rst 

matrix comprises: 
obtaining data identifying a particular PCI agent; 
determining if a PCI agent is a PCI terminal agent; 
marking a PCI agent; and 
determining if all PCI agents at the next loWer level are 

marked. 
22. The method as in claim 19, Wherein forming a second 

matrix comprises: 
obtaining data identifying a particular PCI agent; 
determining if an agent is a PCI terminal agent; 
marking a PCI agent; and 
determining if all PCI agents at the next loWer level are 

marked. 
23. The method as in claim 19, Wherein comparing the 

?rst matrix to the second matrix comprises: 
comparing data from the ?rst matrix corresponding to a 

particular PCI agent With data from the second matrix 
corresponding to the same particular PCI agent. 

24. The method as in claim 19 further comprising: 
if the ?rst matrix is not equal to the second matrix, 

signaling that a loss of state event occurred. 
25. The method as in claim 19, Wherein the loss of state 

event is a loss of poWer. 
26. The method as in claim 19, Wherein the loss of state 

event is a system reset. 
27. The method as in claim 19, Wherein the loss of state 

event is the addition of a PCI agent Within the hierarchical 
PCI agent system. 

28. The method as in claim 19, Wherein the loss of state 
event is the removal of a PCI agent Within the hierarchical 
PCI agent system. 


