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(57) ABSTRACT 

A method and system for inserting and examining Cookies 
in the data streams of HTTP connections for the purpose of 
persistently directing HTTP connections to the same desti 
nation. The present invention enables a network transmis 
sion device, e.g., a router or controller, to reliably and 
ef?ciently direct subsequent HTTP connections from the 
same client to the same server (destination) for accessing the 
requested resources. There are four modes for employing the 
Cookie to persistently direct HTTP connections. The asso 
ciative mode inserts a Cookie into an HTTP response that 
uniquely identi?es the client so that when a client’s subse 
quent HTTP request is compared to a table, the HTTP 
request will be routed to a previously selected destination 
associated with the client. The passive mode inserts Cookie 
information into an HTTP response that uniquely identi?es 
a previously selected destination such as a node server so 

that when a client’s subsequent HTTP request is examined, 
it will be provided to the previously selected destination. In 
the rewrite mode, a network transmission device manages 
the destination information that is rewritten over blank 
Cookie information generated by the destination producing 
the HTTP response. The insert mode enables a network 
transmission device to insert and remove Cookie informa 
tion in the data packets for HTTP requests and responses 
prior to processing by the destination. The Cookie informa 
tion can include a time stamp. Other types of Cookies 
include priority, path and hops. 

8 Claims, 15 Drawing Sheets 
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METHOD AND SYSTEM FOR STORING 
LOAD BALANCING INFORMATION WITH 

AN HTTP COOKIE 

FIELD OF THE INVENTION 

This application relates generally to distributing the load 
demand betWeen servers on a network, and, more 
speci?cally, to employing an HTTP cookie to balance the 
load demand betWeen servers on a Wide area netWork of 

geographically distributed servers such as the Internet. 

BACKGROUND OF THE INVENTION 

Generally, it has proven difficult to reliably and ef?ciently 
load balance the demand for access to resources, e.g., a 
Web-based application, email and streamed multimedia data, 
on a Wide area netWork One prior art attempt 
employed a look up table for storing a relationship mapping 
betWeen a client’s ip address and the ip address of the actual 
server that provided access to the resources for a domain 
name/ip address request. This table Was usually held in the 
memory of a server array controller that managed several 
node servers that could provide access to the resources 
associated With the client’s request. Typically, the server 
array controller Would employ a load balancing technique to 
select and map the ip address of one of the managed node 
servers to the client’s actual ip address and store this mapped 
relationship With a time stamp in the table. In this Way, When 
a client repeated an request before the expiration of the time 
stamp, the controller Would use the mapping stored in the 
table to automatically connect the client to the previously 
selected (load balanced) node server. 

Additionally, if the time stamp had expired, the server 
array controller Would again perform the load balancing 
technique to select one of the managed node servers to 
provide the actual access to the resources associated With the 
request. Each time the load balancing technique Was 
performed, the controller Would update the table to include 
a neW time stamp and a neW mapping of the client’s unique 
ip address to the currently selected node server’s ip address. 

For a relatively small number of client requests, the above 
described prior art solution could reduce the demand on 
server array controller resources because the controller did 
not alWays have to perform a load balancing technique for 
each client request that occurred before the expiration of the 
time stamp. Instead, the controller only performed the load 
balancing technique for a neW client request or When the 
time stamp for a previous client request Was expired. 
HoWever, since all of the table entries had to be kept in the 
memory of the server array controller to be used effectively, 
the available controller resources for load balancing and 
managing several node servers decreased in proportion to an 
increase in the number of client requests. To ensure that table 
entries Were not lost When the server array controller lost 
poWer or Was rebooted, a copy of the table Would be stored 
on a secondary storage medium. Also, under heavy load 
conditions, the secondary storage medium Was often not fast 
enough to store the copy of table entries before the server 
array controller shut doWn. 

Another signi?cant problem With the prior art approach 
Was that the client’s ip address Was not alWays unique. 
Although some clients might have their oWn unique ip 
address, many others used random virtual client ip addresses 
provided by a large Internet Service Provider (ISP), e.g., the 
America On-Line Corporation, to connect to the Internet. 
Since only a portion of a large ISP’s clients are typically 
connected at any one time, a large ISP usually employs a 
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proxy cache to randomly assign a relatively small number of 
virtual client ip addresses to the currently “on-line” 
(customers) clients. Typically, a proxy cache Will assign one 
of the virtual client ip addresses to a client on a ?rst available 
basis each time the client connects to the ISP and starts a 
session on the Internet. From the discussion above, it is 
apparent that When a client used a large ISP to connect to a 
WAN such as the Internet, the prior art did not provide an 
effective method for persistently mapping a client’s rela 
tionship to the server that Was selected to provide access to 
resources associated With a request. 

Therefore, it is desirable to provide a method and system 
for automatically providing a persistent mapping of a pre 
viously selected destination for a domain namer ip address 
request. Preferably, the present invention employs a Cookie 
in a Hyper Text Transport Protocol (HTTP) data stream to 
identify a relationship betWeen a previously selected desti 
nation and a client’s HTTP request. The present invention 
overcomes many of the limitations of the prior art caused by 
the direct mapping of an actual destination ip address to a 
client’s ip address. 

SUMMARY OF THE INVENTION 

In accordance With the present invention, a method for 
load balancing access to a resource identi?ed in an HTTP 

request. The method includes: (1) examining an HTTP 
request to determine When a Cookie is included With the 
HTTP request, the Cookie may include information that 
indicates a destination for accessing the resource identi?ed 
in the HTTP request; (2) When the Cookie is included in the 
HTTP request, sending the HTTP request to the destination 
that is indicated by the Cookie’s information; (3) generating 
an HTTP response at the destination, the HTTP response 
providing access to the requested resource; (4) inserting a 
copy of the information in the Cookie; and (5) sending the 
HTTP response With the copy of the information in the 
Cookie to the sender of the HTTP request, so that a subse 
quent HTTP request to access the resource Will include 
another Cookie With information indicating that the resource 
is accessible at the destination. 

In accordance With other aspects of the present invention, 
the method provides for sending the HTTP request to a 
server array controller that manages a plurality of node 
servers. The server array controller selects one of the plu 
rality of node servers to receive the HTTP request based on 
the information in the Cookie. The selected node server is 
associated With the destination and generates the HTTP 
response that includes the copy of the information in the 
Cookie. 

In accordance With yet other aspects of the present 
invention, the method provides for including an identi?er 
With the copy of the information in the Cookie. The identi?er 
associates the selected node server With the destination. The 
identi?er may be encoded by a mathematical product such as 
a hash value. Also, a time stamp may be generated by the 
node server, server array controller or any netWork trans 
mission device and included in the HTTP response. 

In accordance With additional aspects of the present 
invention, the method provides for employing a selected 
node server to generate the HTTP response and includes a 
blank identi?er in the copy of the information in the Cookie. 
In this case, the server array controller may Write the 
identi?er over the blank identi?er in the copy of the infor 
mation in the Cookie. The method may also provide for 
changing an expiration date for the time stamp relative to the 
number of HTTP requests sent to the server array controller 
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over a period of time. The expiration date for the time stamp 
can be increased When the number of HTTP requests sent to 
the server array controller are greater than a determined 
value over a period of time. Alternatively, the eXpiration date 
for the time stamp may be decreased When the number of 
HTTP requests sent to the server array controller are less 
than a determined value over a period of time. 

In accordance With other aspects of the present invention, 
the method provides for employing the server array control 
ler to select one of the plurality of node servers to receive the 
HTTP request and generate the HTTP response providing 
access to the requested resource When the Cookie is not 
included in the HTTP request. The present invention pro 
vides for sending an HTTP response to the sender of the 
HTTP request With information for creating another Cookie, 
so that a subsequent HTTP request to access the resource 
Will include the other Cookie With information indicating 
that the selected node server is the destination for accessing 
the requested resource. 

In accordance With still other aspects of the present 
invention, the method provides for employing the server 
array controller to balance the load demand on the plurality 
of node servers by determining the optimal node server to 
receive the HTTP request and generate the HTTP response. 
The server array controller may employ one of a plurality of 
functions to determine the optimal node server to balance 
the load demand. These functions include round trip time, 
round robin, least connections, packet completion rate, 
quality of service, server array controller packet rate, 
topology, global availability, hops, static ratio and dynamic 
ratio. 

In accordance With additional aspects of the present 
invention, until the HTTP request is provided to the server 
array controller, the method provides for employing the 
server array controller to buffer communication betWeen the 
sender and the destination. Also, When the HTTP request is 
provided to the server array controller, replaying in con 
secutive order the buffered communication to at least one of 
the plurality of node servers that is associated With the 
destination. 

In accordance With other aspects of the present invention, 
a plurality of Cookies may be included With the HTTP 
request. Each Cookie can have a different type that indicates 
hoW the information included in a Cookie is to be utiliZed. 
The different types of Cookie include priority, path and hops. 
The path type of Cookie includes information indicating all 
of the interim destinations betWeen the sender and the 
destination for an HTTP request. The interim destinations 
include a router, host machine, server array controller, 
?reWall, node server and client. The hops type of Cookie 
includes information indicating a portion of the interim 
destinations betWeen the sender and the destination for an 
HTTP request. The priority type of Cookie includes infor 
mation indicating When the HTTP request and/or response 
associated With the Cookie is to be processed prior to the 
processing of other HTTP communications. The priority 
type of Cookie may include an indication that identi?es a 
priority for processing the HTTP request and/or response 
prior to the processing of the other HTTP communications. 

In accordance With yet other aspects of the present 
invention, Wherein the sender may include a client, server 
and host machine. Also, the destination can include a host 
machine, server array controller, router, node server, ?reWall 
and client. 

In accordance With the present invention, another method 
for load balancing access to a resource identi?ed in an HTTP 
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request, comprising: (1) examining an HTTP request to 
determine When a Cookie is included With the HTTP request, 
the Cookie including information that identi?es a sender of 
the HTTP request; (2) 
When the Cookie is included in the HTTP request, com 

paring the information identifying the sender to a table 
of at least one destination, the HTTP request being sent 
to a destination that is associated With the identi?ed 
sender in the table; (3) 

generating an HTTP response at the destination, the HTTP 
response providing access to the requested resource and 
including a copy of the information in the Cookie; and 
(4) sending the HTTP response With the copy of the 
information in the Cookie to the identi?ed sender of the 
HTTP request, so that a subsequent HTTP request to 
access the resource from the identi?ed sender Will 
include another Cookie With information that identi?es 
the sender of the subsequent HTTP request. 

In accordance With other aspects of the present invention, 
the other method provides for employing a server array 
controller that manages a plurality of node servers. The 
server array controller comparing the information identify 
ing the sender to a destination that is associated With the 
identi?ed sender in the table. The destination can be one of 
the node servers managed by the server array controller. 

In accordance With yet additional aspects of the present 
invention, a system Which implements substantially the 
same functionality in substantially the same manner as the 
methods described above is provided. 

In accordance With other additional aspects of this 
invention, a computer-readable medium that includes 
computer-executable instructions may be used to perform 
substantially the same methods as those described above is 
provided. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing aspects and many of the attendant advan 
tages of this invention Will become more readily appreciated 
as the same become better understood by reference to the 
folloWing detailed description, When taken in conjunction 
With the accompanying draWings, Wherein: 

FIG. 1A is a schematic overvieW of a system for process 
ing an HTTP request that does not include a Cookie; 

FIG. 1B is a schematic overvieW of a system for process 
ing an HTTP request that does include a Cookie; 

FIG. 2A is a How chart shoWing an overvieW for process 
ing an HTTP request that does not include a Cookie; 

FIG. 2B is a How chart illustrating an overvieW for 
processing an HTTP request that does include a Cookie; 

FIG. 3A is a How chart shoWing an associative mode for 
processing an HTTP request that does not include a Cookie; 

FIG. 3B is a How chart illustrating an associative mode for 
processing an HTTP request that does include a Cookie; 

FIG. 4A is a How chart shoWing a passive mode for 
processing an HTTP request that does not include a Cookie; 

FIG. 4B is a How chart illustrating a passive mode for 
processing an HTTP request that does include a Cookie; 

FIG. 5A is a How chart shoWing a reWrite mode for 
processing an HTTP request that does not include a Cookie; 

FIG. 5B is a How chart illustrating a reWrite mode for 
processing an HTTP request that does include a Cookie; 

FIG. 6A is a How chart shoWing an insert mode for 
processing an HTTP request that does not include a Cookie; 

FIG. 6B is a How chart illustrating an insert mode for 
processing an HTTP request that does include a Cookie; 
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FIGS. 7A—7C show exemplary code fragments of HTTP 
requests that include Cookies; 

FIGS. 7D and 7E illustrate exemplary code fragments of 
HTTP responses that include information for setting Cook 
ies at the senders of the associated HTTP requests; 

FIG. 8 shoWs the buffering of communication betWeen a 
client and a node server by a proxy server; and 

FIG. 9 illustrates an exemplary computer system for the 
client. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

The present invention is directed to inserting and exam 
ining HTTP Cookies in the data streams of HTTP connec 
tions for the purpose of persistently directing HTTP con 
nections to the same destination. The present invention 
enables a netWork transmission device, e.g., a router, to 
reliably and conveniently direct subsequent HTTP connec 
tions from the same client to the same server for accessing 
requested resources. 

HTTP is an application level protocol for transferring 
resources across the Internet, e.g., a netWork data object or 
server, and it is speci?ed by the URL. The Hyper Text 
Mark-up Language (HTML) is a simple data format that is 
used to create hypertext documents that are supported by the 
HTTP protocol. Together, these standards have contributed 
to create the World Wide Web on the Internet. The 
WWW is a globally accessible and platform-independent 
hypermedia information system that has become a central 
access point to applications and services for people around 
the World. 

A Cookie is a general mechanism, i.e., protocol, Which 
server side connections can use to both store and retrieve 
information on the client side of the connection. The addi 
tion of a simple, persistent, client-side state signi?cantly 
extends the capabilities of Internet-based client/server appli 
cation programs. A server, When returning a HTTP object to 
a client, may also send a piece of state information Which the 
client may store. Included in that state object is a description 
of the range of Uniform Resource Locators (URLs) for 
Which the returned state is valid. Any future HTTP requests 
made by the client Which fall in that range Will include a 
transmittal of the current values of the state object form the 
client back to the sender. This state object is called a 
“Cookie,” for no compelling reason. 

The Cookie mechanism provides a poWerful tool that 
enables different types of application programs to be Written 
for Internet-based environments. For example, a service 
program could use a Cookie to send back registration 
information and free the client from retyping a user identi 
?cation number for each connection to the service. Also, an 
Internet site could store user preferences for a client and 
have the client supply those preferences each time that the 
client connected to the site. 

Generally, a Cookie is introduced to the client by includ 
ing information With a Set-Cookie command in a header as 
part of an HTTP response. An example of the Set-Cookie 
command included in an HTTP response header is listed 
beloW. 
<HEADER> 

Set-Cookie: NAME=VALUE; expires=DATE; 
path=PATH; domain=DOMAINiNAME; secure 
</HEADER> 
When a client’s broWser program is requesting a URL 

from an HTTP server on the Internet, the broWser Will match 
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6 
the requested URL against all of the URLs stored in the 
client’s Cookies. If the requested URL matches any of the 
stored URLs, a line containing the name/value pairs of all 
matching Cookies Will be included in the HTTP request. An 
exemplary line in a Cookie for an HTTP request could be 
included as folloWs: Cookie: NAME1=OPAQUEi 
STRINGl; NAME2=OPAQUEiSTRING2. 
A Cookie is typically used to save the state of a relation 

ship betWeen a client and a server. HoWever, in some cases, 
the saved state of the relationship may create a load balanc 
ing problem. For example, each node server that is managed 
by a load balancing server array controller may not alWays 
share the same state relationship With the client that is saved 
in the Cookie. In this case, the controller must persistently 
send a repeated client HTTP request to the same node server 
because it is dif?cult to recreate the same state relationship 
in another server during the HTTP request/response session. 

Although the saved state relationship in a Cookie can 
create a load balancing problem, the present invention uses 
the Cookie mechanism to offer a solution to this problem by 
enabling a netWork transmission device, e.g., a sWitch, 
Internet router, and/or a server array controller, to insert 
and/or examine Cookies in the data streams of HTTP 
connections for the purpose of reliably, conveniently and 
persistently directing connections to the same destination, 
e.g., a node server. Preferably, the netWork transmission 
device actively inserts data into or modi?es the HTTP data 
stream from a server so that a Cookie can be saved by the 
client indicating the state relationship betWeen the client and 
the server. In this Way, the transmission device can use the 
Cookie returned in a subsequent client HTTP request to 
direct the current connection to the same server. 

System OvervieW 
FIG. 1A illustrates a system overvieW 100A of the data 

How for an HTTP request/response for accessing resources 
associated With a domain name resolved into an Internet 
protocol (ip) address or an ip address that is directly pro 
vided by a client 10. In this example, the client 10 starts a 
session by connecting With an ISP 102 (located in Chicago, 
Ill.) over a communication medium. For example, the client 
may connect to the local ISP through a telephone modem, 
cable modem and/or satellite connection. The local ISP 102 
usually provides a local domain name system (DNS) server 
106 that communicates With other servers on the WAN for 
resolving a domain name request into an ip address When the 
client provides a domain name for accessing resources. 
The client 10 sends an HTTP request 108A to the local 

ISP 102 for access to resources associated With an ip address 
that is either resolved or directly provided. A proxy server 
104 Will assign and add its ?rst available virtual client ip 
address to the HTTP request 108A, so that the client 10 is 
identi?able during the current session. In the case Where the 
HTTP request 108A identi?es a domain name associated 
With the resource instead of an ip address, the local DNS 
server 106 employs a distributed database to resolve the 
domain name into the ip address for the requested resource. 
The proxy server 104 sends the HTTP request 108A over 

the Internet 110 to a data center 112 located in Seattle, 
Wash., Which is identi?ed to be associated With the 
requested domain name (“domain.com”) or ip address. A 
router 114, (optional) ?reWall 116, server array controller 
118 and an intranet of N node servers 120 are disposed at the 
data center 112. The server array controller 118 is used to 
manage and load balance netWork traf?c on the intranet of 
node servers 120. 

In one embodiment, the server array controller 118 intel 
ligently distributes Web site connections across arrays 
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(pools) of node servers, transparent ?rewalls, transparent 
cache servers, routers as Well as other router-like devices. 
The controller 118 may manage connections to multiple 
Internet or intranet sites, and it can support a Wide variety of 
Internet protocols and services such as TCP/IP (transmission 
control protocol/Internet protocol) and HTTP. It is under 
stood that the TCP/IP protocol actually represents a suite of 
communications protocols that are used to connect hosts on 
the Internet. 

Each node server is de?ned by a speci?c combination of 
a node address and a node port number on the intranet 
behind the server array controller 118 Which can monitor 
several aspects of the node servers. The controller 118 can 
load balance each connection to the intranet of node servers 
by selecting a unique ip address for a node server to provide 
optimal access to a requested resource. 

The selected node server Will provide access to the 
requested resource in an HTTP response that is sent by the 
server array controller 118 over the Internet 110 to the virtual 
client ip address at the Local ISP 102. The HTTP response 
includes a SETiCOOKIE command in the header of the 
response Which includes information identifying the actual 
node server on the intranet behind the server array controller 
118. The client accesses the requested resource in the HTTP 
response received from the Local ISP 102. 

FIG. 1B illustrates a system overvieW 100B of substan 
tially the same data stream ?oW as shoWn in FIG. 1A. Except 
that the client 10 is providing an HTTP request 108B Which 
includes a Cookie uniquely identifying a relationship 
betWeen the previously selected node server and the client 
requesting access to the resource. So long as the Cookie is 
not expired, the server array controller 118 Will automati 
cally direct the HTTP request to the destination (node 
server) identi?ed by the information in the Cookie. Thus, the 
server array controller 118 can use the information in the 
Cookie to reliably and ef?ciently load balance client 
demands for access to requested resources. 

Logic OvervieW 

In FIG. 2A, an overvieW 122 is shoWn of the general logic 
?oW for an HTTP request that does not include a Cookie 
identifying the actual node server that Will provide access to 
the requested resource. Moving from a start block, the logic 
steps to a block 124 Where a TCP/IP handshake is performed 
betWeen the client 10 and the server array controller 118 at 
the ip address provided by the client. Advancing to a block 
126, the client 10 transmits the HTTP request to the server 
array controller 118 Without a Cookie identifying the node 
server that Will provide access to the requested resource. 

FloWing to a block 128, the server array controller 118 
makes a load balancing determination and selects the opti 
mal node server to provide access to the requested resource 
and routes the HTTP request to the selected node server. The 
server array controller 118 may employ any one of several 
different types of load balancing methods to analyZe metric 
information and optimally balance client HTTP requests 
(load demand). These load balancing methods include round 
trip time, round robin, least connections, packet completion 
rate, quality of service, server array controller packet rate, 
topology, global availability, hops, static ratio and dynamic 
ratio. 

Stepping to a block 130, the selected node server gener 
ates an HTTP response that enables the client 10 to access 
the requested resource. The selected node server transmits 
the generated HTTP response to the server array controller 
118 Which retransmits the response to the client 10 along 
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With information included With a SETiCOOKIE command 
that enables the particular ip address of the selected node 
server to be identi?ed. Depending upon the mode of the 
present invention that is selected, the SETiCOOKIE com 
mand may be inserted in the header of the HTTP response 
by the server array controller 118 and/or the selected node 
server. Next, The logic moves to an end block and termi 
nates. 

FIG. 2B shoWs an overvieW 132 for processing an HTTP 
request that includes a Cookie With information that can be 
used to identify the destination that Was previously selected 
to provide access to the requested resources. Moving from 
a start block, the logic steps to a block 134 Where a TCP/IP 
handshake is performed betWeen the client 10 and the server 
array controller 118 associated With the node server identi 
?ed in the Cookie. Advancing to a block 136, the client 10 
transmits the HTTP request to the server array controller 118 
along With the Cookie and its information. The logic ?oWs 
to a block 138 Where the server array controller 118 uses the 
information included in the Cookie to route the HTTP 
request directly to the ip address of the node server that Was 
previously selected to provide access to the requested 
resources. 

Next, the logic moves to a block 140 Where the selected 
node server generates an HTTP response for accessing the 
requested resources and provides this HTTP response to the 
server array controller 118. The controller 118 retransmits 
the HTTP response to the client 10 along With a SETi 
COOKIE command that includes information that can be 
used to identify a relationship betWeen the client and the 
destination (node server) that Will provide access to the 
requested resources. The logic moves to an end block and 
terminates. The present invention thus enables the server 
array controller 118 to use the information in the Cookie to 
quickly, reliably and ef?ciently load balance client demands 
for access to requested resources. 

Although not shoWn, another embodiment of the present 
invention enables the server array controller 118 to vary the 
expiration date of the time stamp included With HTTP 
requests and responses. When the load demand on the server 
array controller 118 increases, the controller may increase 
the period of time (expiration date) before the time stamp 
expires. Alternatively, When the load on the server array 
controller 118 decreases, the controller may decrease the 
period of time before the time stamp expires. By varying the 
expiration dates of the time stamps, the server array con 
troller 118 may control the number of times that the con 
troller performs load balancing determinations Within a 
period of time. Also, When only a feW destinations can 
provide access to the requested resource, the server array 
controller 118 may set the time stamp expiration date to one 
year or more. 

The present invention provides at least four different 
modes of operation for inserting information in an HTTP 
response and examining Cookies in an HTTP request for 
uniquely identifying a relationship betWeen the client and a 
selected destination such as a node server to provide access 
to the requested resources. These modes of operation include 
associative, passive, reWrite and insert. 

Associative Mode 

In FIG. 3A, an overvieW 142 of an “associative” mode for 
processing an HTTP response Without a Cookie is illus 
trated. Moving from a start block, the logic steps to a block 
144 Where a TCP/IP handshake is performed betWeen the 
client 10 and the server array controller 118 at the ip address 














