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(57) ABSTRACT 

The present invention, generally speaking, provides a 
method for modifying an original executable by injecting it 
With an injection executable, using a code injection utility. 
The original executable and the injection executable are of 
the same or compatible ?le formats, and the structure of both 
executables is either known in advance or ascertainable, i.e., 
by “dumping” and analyzing the contents of the executable. 
Preferably, the injection executable is a complete, self 
contained executable Written using standard development 
tools, such as a graphical, object-oriented development 
environment. In an exemplary embodiment, the code injec 
tion utility combines the original executable and the injec 
tion executable in such a Way as to control execution of the 
original executable through prior execution of the injection 
executable. The user need only run the code injection utility, 
specify the names of the original executable and the injec 
tion executable, and specify the name of the neW executable 
to be created. The code injection utility then automatically 
reads and analyZes the original executable and the injection 
executable, combines the original and injection executables 
in a predetermined fashion, and Writes out a neW executable. 
During the foregoing process, addresses are automatically 
adjusted as necessary. The execution pointer of the neW 
executable points to code from the injection executable, and 
export entry points of the original executable are stored 
Within and can only be obtained through code from the 
injection executable. Execution of code from the original 
executable is therefore entirely mediated by code from the 
injection executable. 

17 Claims, 7 Drawing Sheets 
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PORTABLE EXECUTABLE FORMAT 

MS'DOS STUB PROGRAM 

PE FILE HEADER 

PE FILE OPTIONAL HEADER 

SECTION HEADER TABLE 

CODE SECTTON(~ text) 
II] 

DATA SECTION 
(.bss,.rdot0,.duto,.eduto,, .idoto,.pdoto) 

RESOURCE SECTION 

OTHER SECTIONS 
(OPTIONAL) 

RELOCATION SECTION 
(OPTIONAL) 

FIG. I 
PRIOR ART 
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typedef Struct _IMAGE_FILE_HEADER { 
USHORT Machine; 
USHORT NumberOfSections; 
ULONG TimeDateStamp; 
ULONG Pointer'l'osymbol'l‘able; 
ULONG NumberOfSymbols; 
USHORT SizeOfOptionalI-Ieader; 
USHORT Characteristics; 

} IMAGE_E‘ILE_HEADER, *PIMAGE_FILE_HEADER; 

#define IMAGE_SIZEOE‘_E‘ILE_HEADER 20 

FIG. 2 
PRIOR ART 

typedef struct _IMAGE_OPTIONAL_HEADER { 
// 
// Standard fields . 
// 
USHORT 
UCHAR 
UCHAR 
ULONG 
ULONG 
ULONG 
ULONG 
ULONG 
ULONG 
// 
// NT 
// 
ULONG 
ULONG 
ULONG 
USHORT 
USHORT 
USHORT 
USHORT 
USHORT 
USHORT 
ULONG 
ULONG 
ULONG 
ULONG 
USHORT 
USHORT 
ULONG 
ULONG 
ULONG 
ULONG 
ULONG 
ULONG 

Magic; 
MajorLinkerVersion; 
MinorLinkerVersion; 
SizeOfCode; 
SizeOfInitializedData; 
SizeOfUninitializedData; 
AddressOfEntryPoint; 
BaseOfCode; 
BaseOfData; 

additional fields. 

ImageBase; 
SectionAlignment; 
E‘ileAlignment; 
MajorOperatingSystemVersion; 
MinorOperatingSystemVersion; 
Majorlmageversion; 
MinorImageVersion; 
MajorSubsystemVersion; 
MinorSubsystemVersion; 
Reservedl; 
SizeOfImage; 
SizeOfHeaders; 
CheckSum; 
Subsystem; 
Dllcharacteristics; 
SizeOfStackReserve; 
SizeOfStackCommit; 
SizeOfHeapReserve; 
SizeOfHeapCommit; 
LoaderFlags; 
NumberOfRvaAndSizes; 

US 6,334,213 B1 

IMAGE_DATA_DIRECTORY DataDirectory[IMAGE_NU1\1BEROF_DIRECTORY_ENTRIES] ; 
} IMAGE_OPTIONAL_HEADER, *PIMAGE_OPTIONAL_HEADER; 

FIG. 3 
PRIOR ART 
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#define IMAGE__SIZEOF_SHORT_NAME 

typedef struct 
UCHAR 
union { 

} Misc; 
ULONG 
ULONG 
ULONG 
ULONG 
ULONG 
USHORT 
USHORT 
ULONG 
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___IMAGE_SECTION_HEADER { 
Name[IMAGE_SIZEOF_SHORT_NAME] ; 

ULONG 
ULONG 

PhysiqalAddress; 
VirtualSize; 

VirtualAddress; 
SizeOfRawData; 
PointerToRawData; 
PointerTaRelocations; 
PointerToLinenumbers; 
NumberOfRelocations; 
NumberOfLinenumbers; 
Characteristics; 

} IMAGE_SECTION_HEADER, *PIMAGE__SECTION_HEADER; 

FIG. 4 
PRIOR ART 

Value Definition 
0X00000020 Code section 
|0X0000O040|Initialized data section 
[0X00000080 Uninitialized data section 
|0X04000000 Section cannot be cached 
loxoaoooooo Section is not pageable 
|0X1 0000000 Section is shared 

Executable section 
|0X40000000 Readable section 
|0X80000000|Writab|e section 

FIG. 5 
PRIOR ART 
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Level One 
Resource Type 
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typedef struct 

FIG. 6 
PRIOR ART 

ULONG OffEetToDEta; 
ULONG Size; 
ULONG CodePage; 
ULONG Reserved; 

IMAGE RESOURCE_DATA_ENTRY { 

} IMAGE__RESOURCE_DATA_EINTRY, *PIMAGE__RESOURCE_DATA_ENTRY; 

FIG. 7 
PRIOR ART 
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typedef struct __IMAGE_EXPORT_DIRECTORY { 
ULONG Characteristics; 
ULONG TimeDateStamp; 
USHOR'I' MajorVersion; 
USHORT Minor-Version; 
ULONG Name; 
ULONG Base; 
ULONG NumberOfFunctions; 
ULONG NumberOfNames; 
PULONG *AddressOfFunctions; 
PULONG *AddressOfNames; 
PUSHORT *AddressOfNameOrdinals; 

1» IMAGE_EXPORT_DIRECTORY, *PIMAGE_EXPORT__DIRECTORY; 

FIG. 8 
PRIOR ART 

E6A7 0000 F6A7 0000 08A8 0000 1AA8 0000 . . . . . . . . . . . . . . . . 

28A8 0000 3CA8 0000 4CA8 0000 0000 0000 ( . . .<. . .L . . . . . . . 

0000 4765 7441? 7065 61546 696C 654E 616D . .GetOpenE‘ileNam 
6541 0000 636E‘ 6064 6C67 3332 2E64 6C6C eA. .comdlg32.dl1 
0000 2500 4372 6561 7465 466E‘ SE74 496E . .%.CreateFontIn 
6469 7265 6374 4100 4744 4933 322B 646C directA.GDI32.dl 
6C00 A000 4765 7444 6576 6963 6543 6170 1. . .GetDeviceCap 
7300 C600 4765 7453 7461? 636B 4F62 6A65 s . . .GetStockObje 
6374 0000 D500 4765 7454 6578 744D 6574 ct. . . .GetTextMet 
7269 6373 4100 1001 5365 6C65 6374 4E'62 ricsA. . .SelectOb 
6A65 6374 0000 1601 5365 7442 6843 6F6C ject. . . .SetBkCol 
SE72 0000 3501 5365 7454 6578 7443 6F6C or. .5.Set'I'extCol 
6F72 0000 4501 5465 7874 4575 7441 0000 or. .E.TextOutA. . 

FIG. 9 
PRIOR ART 
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INJECHON EXECUTABLE ORIGINAL EXECUTABLE 
(STUB APPLICAHON) 

CODE INJECTION UTILITY 

NEW EXECUTABLE WITH 
INJECTED CODE 

FIG. IO 
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MERGING OF SEPARATE EXECUTABLE 
COMPUTER PROGRAMS TO FORM A 
SINGLE EXECUTABLE COMPUTER 

PROGRAM 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to the modi?cation of 
executable computer programs. 

2. State of the Art 

Many instances arise in Which it is desirable to modify the 
behavior of an executable computer program. Such modi 
?cations may of course be made using the program source 
code, by Writing additional source code and performing 
another program build to create a derivative executable 
computer program. Often, hoWever, it is desirable to modify 
the behavior of an executable computer program using only 
the executable code, or object code, also referred to as the 
executable image. One instance in Which such modi?cation 
is performed is in program monitoring, or pro?ling, as 
described in US. Pat. Nos. 5,193,180 and 5,335,344, incor 
porated herein by reference. In the modi?cation method 
described in the foregoing patents, hoWever, neW instruc 
tions and neW data are interspersed With old code and old 
data in accordance With a detailed control program. The 
control program requires detailed, instruction-level knoWl 
edge of the executable program. Speci?cation of What 
instructions and What data are to be add Where is a pains 
taking process that is dif?cult to automate. 

Object code modi?cation unavoidably requires a detailed 
knoWledge of the ?le format of the executable ?le to be 
modi?ed. One prevalent ?le format is the Common Object 
File Format (COFF), common to both the Unix and PC 
Worlds. A neWer format, the roots of Which may be traced 
back to COFF, is the WindoWs NTTM Portable Executable 
(PE) format. Current WindoWs programs are typically of this 
format. The present invention Will therefore be described, in 
an exemplary embodiment, With reference to the PE format. 
To enable an understanding of the present invention, the PE 
format Will be described in considerable detail. (The PE 
format is publicly documented, for example in the Microsoft 
Developers NetWork (MSDN) CD-ROM, as Well as on the 
MSDN Web site, at http://premium.microsoft.com/msdn/ 
library/techart/pe?le.htm and elseWhere.) The principles of 
the invention, hoWever, are applicable to various ?le formats 
commonly used on various hardWare platforms (WindoWs, 
Unix, Macintosh, etc.). 

Referring to FIG. 1, the PE format calls for an executable 
to have a code section, a data section, and a resource section. 
All code segments are combined into a single section. The 
data section may contain different types of data, including, 
for example, an import data (.idata) and export data (.edata). 
(The location of various types of information Within the 
executable is set forth in the data directory of the PE optional 
header, described beloW.) The executable may also have 
other optional sections, for example a relocation section. 
Although the foregoing arrangement is typical, 
A header portion of a PE executable includes a PE ?le 

header, a PE ?le “optional” header (required), and a section 
table header. Finally, the PE executable includes an 
MS-DOS stub program. (This stub runs under DOS and 
typically just informs the user that the main program is not 
a DOS program and cannot be run under DOS.) 

Referring to FIG. 2, the structure of the PE ?le header is 
shoWn. The PE ?le header is of ?xed siZe and contains 
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2 
high-level information used by the system or application to 
determine hoW to treat the ?le. The NumberOfSections ?eld 
indicates hoW many section headers and section bodies the 
executable contains and may be used to extract information 
from the executable. The section headers are laid out 
sequentially in the section header table, and the correspond 
ing section bodies are laid out sequentially folloWing the 
section header table. 

Referring to FIG. 3, the optional PE header contains most 
of the meaningful information about the executable image. 
The standard ?elds have the same names as corresponding 
?elds in COFF. The AddressOfEntryPoint ?eld indicates the 
location of the entry point for the application Within the code 
section. Immediately preceding the module entry point 
Within the code section is an Import Address Table (IAT), a 
series of jump instructions and associated virtual jump-to 
addresses that, during loading of the executable by the 
operating system, are “?xed-up” to contain physical 
addresses of imported functions that may be called by the 
module. 

The additional (non-COFF) ?elds provide loader support 
for the operating system. The linageBase ?eld speci?es the 
preferred base address in the address space of a process to 
map the executable image to. (In the case of a WindoWs C++ 
compiler, the default value for executables is 0x00400000; 
DLLs must use a different address.) The FileAlignment ?eld 
dictates the minimum siZe of section bodies Within the 
image ?le prior to loading, Whereas the SectionAlignment 
?eld dictates the minimum amount of space a section can 
occupy When loaded. The SiZeOfImage ?eld is obtained by 
determining hoW many bytes each section requires, round 
ing to the nearest page boundary, rounding the page count to 
the nearest Section Alignment boundary, and forming the 
sum total of each sections’s individual requirement. The 
SiZeOfHeaders ?eld indicates the total siZe of the header 
portion of the ?le, or Where the section bodies begin in the 
?le. 

Located at the end of the optional header structure is an 
array of data directory location entries, indicating Where to 
?nd other important components of executable information 
in the ?le. Including in the directory location entries array 
are entries for an export directory, an import directory, a 
resource directory, a base relocation directory, etc., corre 
sponding to prede?ned sections of the executable. The ?eld 
NumberOfRvaAndSiZes identi?es the length of the data 
directory array. Each data directory location entry speci?es 
the siZe and relative virtual address of a directory located 
Within a corresponding section. Typically, a data directory is 
the ?rst structure Within the section body. 

Referring to FIG. 4, section headers are of ?xed length. 
The VirtualAddress ?eld identi?es the virtual address in the 
process’s address space to Which to load the section. The 
actual address is created by taking the value of this ?eld and 
adding it to the ImageBase virtual address in the optional 
header structure. (HoWever, if the image ?le is a Dynamic 
Link Library component, or DLL, it may be loaded to a 
location different than the requested location, necessitating 
relocation.) The SiZeOfRaWData ?eld indicates the siZe of 
the section body to the next nearest FileAlignment-siZed 
increment. Once the image is loaded into a process’s address 
space, the siZe of the section body becomes less than or 
equal to a multiple of SectionAlignment. The characteristics, 
or attributes, ?eld de?nes the section characteristics as 
shoWn in FIG. 5. 

Of the prede?ned sections, the most complex is the 
resource section. Resources may include such things as 
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cursors, bitmaps, icons, menus, dialogs, strings, fonts, etc. 
Referring to FIG. 6, a simple resource tree structure is 
shoWn. At the root of the tree is type directory having one 
entry for each type of resource the ?le contains (regardless 
of hoW many resources of each type it contains). In the 
example of FIG. 6, one type entry might be for menus and 
the other type entry for string tables. Each of the entries in 
the root-level type directory points to a sibling node in the 
second level of the tree. These nodes arc directories also, 
used to identify the name of each resource Within a given 
type. For an application having multiple menus de?ned, for 
example, there Would be an entry for each one at the second 
level of the tree. Resources can be identi?ed by name or by 
integer. If by name, the Name ?eld is used to point to a name 
structure containing the name in Unicode, for example. 
OtherWise, the Name ?eld represents the integer ID of the 
resource. 

Level three of the tree structure maps a one-to-one cor 
respondence betWeen the individually identi?ed resources 
and their respective language IDs. For example, the value 
0x09 designates English as the primary language. Each level 
three node points to a leaf node containing an image 
resource data entry structure of a type shoWn in FIG. 7. 

Of the various data sections, most relevant to the present 
invention arc the export data section (.edata) and the import 
data section (.idata). Functions may be “exported” from a 
module by “publishing” a list of exported function entry 
points. The export data section includes a image export 
directory structure of a type shoWn in FIG. 8. The 
AddressOfFunctios ?eld is an offset to a list of exported 
function entry points. The AddressOfNames ?eld is the 
address of an offset to the beginning of a null-separated list 
of exported function names. The AddressOfNameOrdinals is 
an offset to a list of ordinal values for the same exported 
functions. The three Address ?elds are relative virtual 
addresses into the address space of a process once the 
module has been loaded. Before the ?le is loaded, the 
address can be determined by subtracting the section header 
virtual address (VirtualAddress) from the given ?eld 
address, adding the section body offset (PointerToRaWData) 
to the result, and then using this value as an offset into the 
image ?le. 

Similarly, a module may “import” a function from another 
module. The module and function names of all imported 
modules are listed in the idata section data. The function 
names and module names to Which they belong are ordered 
such that a function name appears ?rst, folloWed by the 
module name and then by the rest of the function names, if 
any, as shoWn in FIG. 9. 

SUMMARY OF THE INVENTION 

The present invention, generally speaking, provides a 
method for modifying an original executable by injecting it 
With an injection executable, using a code injection utility. 
The original executable and the injection executable are of 
the same or compatible ?le formats, and the structure of both 
executables is either knoWn in advance or ascertainable, i.e., 
by “dumping” and analyZing the contents of the executable. 
Preferably, the injection executable is a complete, self 
contained executable Written using standard development 
tools, such as a graphical, object-oriented development 
environment. In an exemplary embodiment, the code injec 
tion utility combines the original executable and the injec 
tion executable in such a Way as to control execution of the 
original executable through prior execution of the injection 
executable. The user need only run the code injection utility, 
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specify the names of the original executable and the injec 
tion executable, and specify the name of the neW executable 
to be created. The code injection utility then automatically 
reads and analyZes the original executable and the injection 
executable, combines the original and injection executables 
in a predetermined fashion, and Writes out a neW executable. 
During the foregoing process, addresses are automatically 
adjusted as necessary. The execution pointer of the neW 
executable points to code from the injection executable, and 
export entry points of the original executable are stored 
Within and can only be obtained through code from the 
injection executable. Execution of code from the original 
executable is therefore entirely mediated by code from the 
injection executable. Furthermore, in an exemplary 
embodiment, code from the original executable is com 
pressed and stored on disk Within a section of the injection 
executable. Absent knoWledge of the particulars of the 
compression mechanism employed, the code from the origi 
nal executable cannot be extracted. When the neW execut 
able is executed, code from the injection executable controls 
execution of code from the original executable. If the 
conditions for execution of code from the original execut 
able are satis?ed, code from the injection executable decom 
presses the code from the original executable from disk and 
loads it into memory locations previously reserved for this 
purpose. From this point, execution of the neW executable is 
preferably indistinguishable to a user from execution of the 
original executable. A simple, highly-effective softWare pro 
tection mechanism therefore results. 

BRIEF DESCRIPTION OF THE DRAWING 

The present invention may be further understood from the 
folloWing description in conjunction With the appended 
draWing. In the draWing: 

FIG. 1 is a diagram of the structure of a conventional 
executable ?le (PE format); 

FIG. 2 illustrates the structure of the PE header; 

FIG. 3 illustrates the structure of the optional PE header; 
FIG. 4 illustrates the structure of a section header; 

FIG. 5 is a table listing characteristics de?nitions for a 

section; 
FIG. 6 is a diagram of a simple resource tree structure; 

FIG. 7 illustrates the structure of an image resource data 
entry; 

FIG. 8 illustrates the structure of an image export direc 
tory; 

FIG. 9 illustrates a dump of the idata section of a sample 
application; 

FIG. 10 is a How diagram of a process for combining tWo 
executable programs in accordance With the present inven 
tion; 

FIG. 11 is a How diagram of a PELink process of the 
present code injection utility. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

Referring noW to FIG. 10, a generaliZed ?oW diagram is 
shoWn of a process for combining to executable programs, 
an original executable and an injection executable, in accor 
dance With an exemplary embodiment of the invention. A 
code injection utility (application injection/link program) is 
used to “inject” the original application With the injection 
executable to produce an injected executable including code 
of both executables. 
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Code injection provides a general method to inject an 
executable application ?le, or stub program (e.g., a WindoWs 
executable such as a PE ?le or NE (Windows 3.X) ?le or a 
non-WindoWs executable) into an existing compatible 
executable ?le and generate a neW application executable. 
When the neW executable runs, the injection executable Will 
be executed ?rst and Will determine Whether or not to 
execute the original executable. The generated application 
can be encrypted or compressed. The injection executable 
can be any compatible application With any desired function, 
e.g.: (1) a program that protects and encrypts an application, 
preventing unauthoriZed use of the application, or that 
provides anti-virus capabilities; (2) a program that has some 
electronic commerce function, such as enabling the appli 
cation to be used to do a purchase via the Internet. 

Code injection has three levels of complexity. The ?rst 
level of complexity is the physical combination of the tWo 
executables. Most operating systems, such as the WindoWs 
operating system, initialiZe an executable by reading various 
information from sections of the executable and Writing 
information into tables used by the operating system. Such 
initialiZation is performed only once. Unless the executables 
are properly combined in the neW executable, the neW 
executable can cause system crashes. 

The second level of complexity is ensuring that code from 
the injection executable is given complete control over 
execution of code from the original executable. Code of an 
executable can be executed in tWo Ways: statically (the 
executable can be launched and run) and dynamically by 
calling exported functions of the executable. Code from the 
injection executable must mediate both kinds of execution. 

The third level of complexity involves optionally encrypt 
ing or compressing the code from the original application to 
prevent the foregoing control mechanism from being 
cracked or hacked. Code from the injection executable must 
be able to undo such encryption or compression completely 
such that When code from the original executable is 
executed, no ill-effects of the code from the injection execut 
able are apparent. During the folloWing description of a 
PELink portion of the code injection utility, the manner in 
Which these three levels of complexity are dealt With Will be 
described. 

Prior to running the PELink portion of the code injection 
utility, hoWever, the code injection utility must have a 
detailed knoWledge of the particulars of the original execut 
able and the injection executable. Because the code injection 
utility is meant to be general-purpose, the original execut 
able may be any executable of a format understood by the 
code injection utility, e.g., the PE format. To obtain detailed 
knoWledge of the original executable, selected portions of 
the original executable (e.g., the PE header and optional 
header, the section table, the directories) are read and 
analyZed, and the contents of the application are “dumped,” 
producing results of a type set forth in the folloWing Appen 
dix. The process of dumping the contents of an executable 
is Well-knoWn in the art, and various utilities are available to 
accomplish the same. The injection executable may also be 
read in and dumped. Alternatively, the injection executable 
may be required to folloW certain rules, i.e., that it be Written 
using a knoWn version of a knoWn development tool (e.g., 
the Visual C++5.X development tool), that it have only 
certain sections speci?ed in advance, etc. 
Assuming that the structures of the original executable 

and the injection executable have been ascertained, if 
necessary, the PELink portion of the code injection utility 
may then proceed. The folloWing description assumes that a 
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6 
compression option has been set. Referring to FIG. 11, the 
?rst step is to determine a neW offset for Where the section 
bodies Will begin in the neW executable. In other Words, the 
section bodies must be moved backWards, from the vieW 
point of the original application, to reserve enough space for 
the neW section table. Offsets of all of the sections of the 
injection executable are adjusted accordingly. (Step 1101. 
The length of the header portion of the executable prior to 
the section table is ?xed and therefore does not affect the 

offset.) 
In Step 1103, the attributes (characteristics) of all of the 

sections to be compressed are changed to Writeable 
OtherWise, When code from the injection executable 
attempts to restore the sections, the operation system Will not 
alloW them to be Written. In the case of WindoWs NT, the 
section in Which the import table is found (.idata) is also 
changed to Writable. Next, the sections of the original 
executable are read and compressed one-by-one to tempo 
rary ?les (Step 1107). (The section in Which the import 
directory is found, hoWever, is not compressed, as some 
operating systems (i.e., WindoWs) Will attempt to Write 
information there; nor is the seetion compressed in Which 
the export table—if any—is found, but the export table is 
modi?ed as described beloW.) The compressed length of 
each of the sections is determined, alloWing information for 
a neW section table to be gathered and stored in an internal 
data structure of the code injection utility (step 1109). 

Then, the resource directory is reconstructed, type-by 
type and item-by-item, to account for the combined resource 
items of the original executable and the injection executable 
(Step 1111). (Care must be taken to avoid item ID con?icts 
betWeen the original executable and the injection execut 
able. In an exemplary embodiment, con?icts are avoided by 
the injection executable using strings instead of numeric 
values for item IDs.) In the neW executable, the resource 
items of the injection executable Will immediately folloW the 
resource items of the original executable. The offsets of the 
resource items of the injection executable must therefore be 
“?xed-up.” Resources of the injection executable include a 
special type of resource used to hold the compressed image 
of a section of the original executable. The neW resource 
section Will store all of the compressed sections of the 
original executable. The number and siZes of the compressed 
section images from the preceding compression step are 
therefore used to construct the neW resource directory. 

Within the disk ?le of the neW executable, the raW data 
siZes of the compressed sections of the old executable Will 
be set to Zero, but their virtual siZes and virtual addresses 
Will be maintained so as to reserve for each section the same 

amount of memory space it occupied Within the original 
executable thereby forming “placeholder” sections. When 
the neW executable is loaded by the operating system, it 
allocate address space for the sections of the original execut 
able but doesn’t put anything there. When code from the 
injection executable runs (prior to any code from the original 
executable), if the proper conditions arc ful?lled, it functions 
as an auxiliary loader by ?nding the special resource items 
containing the compressed sections of the original 
executable, expanding them, and loading them into memory 
Where the operating system has reserved space. Thus code 
from the injection executable is able to undo the compres 
sion completely such that When code from the original 
executable is executed, no ill-effects of the code from the 
injection executable are apparent. 

All compressed data is stored Within a particular type of 
resource and, at run-time, loaded from the particular 
resource and restored to its original address. Because the 
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sections of the original executable are compressed Within the 
resource section, they cannot be located or retrieved Without 
extraordinary effort. 

Combination of the resource sections of the original 
executable and the injection executable is complicated due 
to the resource directory tree structure. Other sections of the 
original executable and the injection executable are also 
cornbined, including the import data sections and the relo 
cation sections. In large measure, simple concatenation 
suffices in order to combine these sections. 

At this point, the code injection utility is ready to Write out 
the neW executable. NeW PE and optional PE headers are 
Written (Step 1113), re?ecting the changed structure and 
attributes of the neW executable, and telling the siZe of the 
code and data sections. Included in the neW optional PE 
header is a neW data directory. A neW section table is also 
Written (Step 1115). 
As previously mentioned, it is important that code from 

the injection executable obtain full control over the neW 
executable. This is achieved in part by modifying the entry 
point Within the PE header to point to code from the 
injection executable. To obtain full control, hoWever, the 
export entry points of the original executable (if any) must 
be protected. Hence, if the original executable has an export 
table, a neW export table is formed Within the code section 
of the injection executable. The entry points of the original 
executable are redirected into the code section of the injec 
tion executable (Step 1117), Where, for each entry point, the 
injection executable causes a jump to the corresponding 
original entry point to be performed only if the appropriate 
conditions have been satis?ed. In an exemplary 
embodiment, the instruction sequence at the redirected entry 
point Within the neW export table ?rst causes an authenti 
cation function to be performed. If this function determines 
that code from the original executable is to be permitted to 
run, the a decompression function is called, causing code 
from the original executable to be decompressed and loaded 
into memory in accordance With the original memory map of 
the original executable. Finally, a jump is performed to the 
old entry point Within the code from the original executable. 

The ?nal step is to Write the sections to the neW execut 
able one-by-one. The sections of the original executable 
(With the exception of those containing the import directory 
and the export table) are Written as placeholder sections With 
the raW data siZe speci?ed to be Zero such that during 
loading of the neW application space is reserved for these 
sections but not ?lled (Step 1119). The sections of the 
injection executable are Written in the normal fashion (Step 
1121), as are the sections of the original executable con 
taining the import directory and the export table. Entries 
Within a relocation table of the injection executable are 
adjusted in accordance With a preferred base address of the 
original executable, and the relocation table is combined 
With a relocation table of the original executable (if any). 

If desired, the sections of the original executable may be 
Written With all information other than the import directory 
itself and the export table itself Zeroed out, to afford greater 
protection of the code of the original executable, and these 
sections may be stored in their entirety in compressed form 
Within the resource section in like manner as other sections 
of the original executable. When code from the injection 
executable is run, if access to the original executable is 
alloWed, then the sections of the original executable con 
taining the import directory and the export table may be 
decompressed and Written over the corresponding sections 
previously loaded into memory. 

10 

15 

25 

35 

45 

55 

65 

8 
It Will be appreciated by those of ordinary skill in the art 

that the invention can be embodied in other speci?c forms 
Without departing from the spirit or essential character 
thereof. The presently disclosed embodiments are therefore 
considered in all respects to be illustrative and not restric 
tive. The scope of the invention is indicated by the appended 
claims rather than the foregoing description, and all changes 
Which come Within the meaning and range of equivalents 
thereof are intended to be embraced therein. 
What is claimed is: 
1. A method of modifying an original executable includ 

ing a code section, a data section and a resource section by 
injecting it With an injection executable also including a 
code section, a data section and a resource section so as to 
control execution of the original executable through prior 
execution of the injection executable, the method compris 
ing the steps of: 

specifying the name of the original executable; 
specifying the name of the injection executable; 
reading and analyZing at least the original executable; 
combining at least one section of the original executable 

With a corresponding section of the injection execut 
able; 

Writing a neW executable including code of the original 
executable and code of the injection executable, and 
including a placeholder section corresponding to a 
section of the original executable, and including a 
modi?ed header, the modi?ed header causing code of 
the injection executable to be executed prior to execu 
tion of any code of the original executable; and 

Writing information from said section of the original 
executable in a different section of the neW executable; 

Wherein the injection executable controls execution of the 
neW executable. 

2. The method of claim 1, Wherein the different section of 
the neW executable is a resource section. 

3. The method of claim 2, Wherein information from 
multiple sections of the original executable is stored in the 
resource section of the neW executable. 

4. The method of claim 3, Wherein said multiple sections 
include a code section and a resource section. 

5. The method of claim 4, Wherein said multiple sections 
further include a data section. 

6. The method of claim 1, comprising the further step of 
compressing or encrypting information from said section of 
the original executable. 

7. The method of claim 1, Wherein the neW executable 
includes code from the injection executable for loading 
information from said section of the original executable into 
computer memory at a location indicated by said place 
holder section. 

8. A method of modifying an original executable includ 
ing a code section, a data section and a resource section by 
injecting it With an injection executable also including a 
code section, a data section and a resource section so as to 
control execution of the original executable through prior 
execution of the injection executable, the method compris 
ing the steps of: 

Writing a neW executable in Which at least one section of 
the original executable is stored Within a different, 
non-corresponding section of the neW executable; 

including instructions to reserve Within memory space for 
said one section of the original executable; and 

upon executing the neW executable, ?rst executing code 
from the injection executable, said code from the 
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injection executable loading said one section of the 
original executable into memory and causing execution 
of said one section of the original executable. 

9. The method of claim 8, Wherein said non 
corresponding section of the neW executable is a resource 
section. 

10. The method of claim 9, Wherein information from 
multiple sections of the original executable is stored in the 
resource section of the neW executable. 

11. The method of claim 10, Wherein said multiple sec 
tions include a code section and a resource section. 

12. The method of claim 11, Wherein said multiple sec 
tions further include a data section. 

13. The method of claim 8, comprising the further step of 
compressing or encrypting information from said at least 
one section of the original executable. 

14. The method of claim 13, Wherein the neW executable 
includes code from the injection executable for loading 
information from said section of the original executable into 
computer memory. 

15. The method of claim 8, comprising the further steps 
of including Within a section from the injection executable 
information corresponding to an export table of the original 
executable, and modifying an export table of the neW 
executable to point to a section of the original executable. 

16. A computer-readable medium including program 
instructions for modifying an original executable including 
a code section, a data section and a resource section by 
injecting it With an injection executable also including a 
code section, a data section and a resource section so as to 
control execution of the original executable through prior 
execution of the injection executable, said instructions 
including instructions for: 

inputting the name of the original executable; 
inputting the name of the injection executable; 
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reading and analyZing at least the original executable; 
combining at least one section of the original executable 

With a corresponding section of the injection execut 
able; 

Writing a neW executable including code of the original 
executable and code of the injection executable, and 
including a placeholder section corresponding to a 
section of the original executable, and including a 
modi?ed header, the modi?ed header causing code of 
the injection executable to be executed prior to execu 
tion of any code of the original executable; and 

Writing information from said section of the original 
executable in a different section of the neW executable; 

Wherein the injection executable controls execution of the 
neW executable. 

17. A computer-readable meadium containing program 
instructions for modifying an original executable including 
a code section, a data section and a resource section by 
injecting it With an injection executable also including a 
code section, a data section and a resource section so as to 
control execution of the original executable through prior 
execution of the injection executable, said instructions 
including instructions for: 

Writing a neW executable in Which at least one section of 
the original application is stored Within a different, 
non-corresponding section of the neW executable; 

reserving Within memory space for said one section of the 
original executable; and 

upon executing the neW executable, ?rst executing code 
from the injection executable, said code from the 
injection executable loading said one section of the 
original executable into memory and causing execution 
of said one section of the original executable. 

* * * * * 


