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METHOD, SYSTEM AND APPARATUS FOR 
GENERATING SELF-VALIDATING PRIME 

NUMBERS 

RELATED INVENTIONS 

Application Ser. No. 09/108,795 entitled Method, System 
and Apparatus for Improved Reliability in Generating Secret 
Keys ?led on Jul. 2, 1998 and assigned to the assigned of the 
present invention. 

BACKGROUND OF THE INVENTION 

Cryptography is a security mechanism for protecting 
information from unintended disclosure by transforming the 
information into a form that is unreadable to humans, and 
unreadable to machines that are not specially adapted to 
reversing the transformation back to the original information 
content. The cryptographic transformation can be performed 
on data that is to be transmitted electronically, such as an 
electronic mail message, and is equally useful for data that 
is to be securely stored, such as the account records for 
customers of a bank or credit company. 

In addition to preventing unintended disclosure, cryptog 
raphy also provides a mechanism for preventing unautho 
riZed alteration of data transmitted or stored in electronic 
form. After the data has been transformed cryptographically, 
an unauthoriZed person is unlikely to be able to determine 
hoW to alter the data, because the speci?c data portion of 
interest cannot be recogniZed. Even if the unauthoriZed user 
kneW the position of the data portion Within a data ?le or 
message, this position may have been changed by the 
transformation, preventing the unauthoriZed person from 
merely substituting data in place. If an alteration to the 
transformed data is made by the unauthoriZed user despite 
the foregoing dif?culties, the fact of the alteration Will be 
readily detectable, so that the data Will be considered 
untrustWorthy and not relied upon. This detection occurs 
When the transformation is reversed; the encrypted date Will 
not reverse to its original contents properly if it has been 
altered. The same principle prevents unauthoriZed addition 
of characters to the data, and deletion of characters from the 
data, once it has been transformed. 

The transformation process performed on the original data 
is referred to as “encryption.” The process of reversing the 
transformation, to restore the original data, is referred to as 
“decryption.” The terms “encipher” and “decipher” are also 
used to describe these processes, respectively. Amechanism 
that can both encipher and decipher is referred to as a 
“cipher.” Data encryption systems are Well knoWn in the 
data processing art. In general, such systems operate by 
performing an encryption on a plaintext input block, using 
an encryption key, to produce a ciphertext output block. 
“Plaintext” refers to the fact that the data is in plain, 
unencrypted form. “Ciphertext” refers to the fact that the 
data is in enciphered or encrypted form. The receiver of an 
encrypted message performs a corresponding decryption 
operation, using a decryption key, to recover the original 
plaintext block. 
A cipher to be used in a computer system can be imple 

mented in hardWare, in softWare, or in a combination of 
hardWare and softWare. HardWare chips are available that 
implement various ciphers. SoftWare algorithms are knoWn 
in the art as Well. 

Encryption systems fall into tWo general categories. Sym 
metric (or secret key) encryption systems use the same 
secret key for both encrypting and decrypting messages. An 
example of a symmetric encryption system is the Data 
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2 
Encryption Standard (DES) system, Which is a United States 
federal standard described in a National Institute of Stan 
dards and Technology Federal Information Processing Stan 
dard (FIPS Pub 46). In the DES system, a key having 56 
independently speci?ed bits is used to convert 64-bit plain 
text blocks to 64-bit ciphertext blocks, or vice versa. 

Asymmetric (or public key) encryption systems, on the 
other hand, use tWo different keys that are not feasibly 
derivable from one another, one for encryption and another 
for decryption. A person Wishing to receive messages gen 
erates a pair of corresponding encryption and decryption 
keys. The encryption key is made public, While the corre 
sponding decryption key is kept secret. Anyone Wishing to 
communicate With the receiver may encrypt a message using 
the receiver’s public key. Only the receiver may decrypt the 
message, since only he has the private key. One of the 
best-knoWn asymmetric encryption systems is the RSA 
encryption system, named for its originators Rivest, Shamir, 
and Adleman, and described in US. Pat. No. 4,405,829 to 
Rivest et al., “Cryptographic Communications System and 
Method.” 
A public key system is frequently used to encrypt and 

transmit secret keys for use With a secret key system. A 
public key system is also used to provide for digital 
signatures, in Which the sender encrypts a signature message 
using his private key. Because the signature message can 
only be decrypted With the sender’s public key, the recipient 
can use the sender’s public key to con?rm that the signature 
message originated With the sender. 
A commonplace method, for both signature generation 

and signature veri?cation, is to reduce the message M (to be 
signed) by means of a cryptographic hash function, in Which 
case, the hash of the message, H(M), is signed instead of the 
message M itself. Signing H(M) requires only one encryp 
tion operation Whereas M may require several encryption 
operations, depending on the length of M. 
A method for computing digital signatures (e.g., With the 

RSA algorithm) is described in ANSI Standard X9.31-1998 
Digital Signatures Using Reversible Public Key Cryptogra 
phy For The Financial Services Industry (rDSA). ANSI 
Standard X931 de?nes procedures for 

1. Choosing the public veri?cation exponent, e, 
2. Generating the private prime factors, p and q, and 

public modulus, n=pq, and 
3. Calculating the private signature exponent, d. 
The procedure for signing a message M (signature 

production) consists of the folloWing steps: M is hashed 
using a cryptographic hash function H to produce a hash 
value H(M) is then encapsulated Within a data struc 
ture IR, a representative element RR is computed from IR, 
and RR is raised to the poWer d modulo n. The signature 2 
is either the result or its complement to n, Whichever is 
smaller. That is, Z=min{RRd mod n, n-(RRd mod The 
signature 2 is exactly one bit less in length than the length 
of the modulus n. The message and signature (M, Z) are then 
sent to the receiver for veri?cation. 
The procedure for verifying a signature (signature 

veri?cation) consists of the folloWing steps: The veri?er 
treats the message and signature as (M‘, 2‘) until the signa 
ture veri?cation is successful, and it is proven that M=M‘ 
and Z=Z‘. The signature 2‘ is raised to the poWer e mod n in 
order to obtain the intermediate integer RR‘. That is, RR‘= 
(2)6 mod n. The intermediate integer IR‘ is then computed 
from RR‘ as a function of the least signi?cant (right most) 
bits of RR‘. A sanity check is then performed on IR‘, and if 
this step succeeds, the value of H(M)‘ is then recovered from 
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IR‘. Finally, a hash is computed on the message M‘, and the 
computed value of H(M‘) is compared for equality With the 
recovered value of H(M)‘. The veri?cation process succeeds 
if the tWo values are equal and it fails if the tWo values are 
not equal. 

The public exponent is a positive integer e, Where 
2§e§2k_160, and k is the length of the modulus n in bits. 
The public exponent may be selected as a ?xed value or 
generated as a random value. When e is odd, the digital 
signature algorithm is called RSA. When e is even, the 
digital signature algorithm is called Rabin-Williams. Com 
mon ?xed values for e are 2, 3, 17, and 216+1=65,537. 

The public modulus, n, is the product of tWo distinct 
positive primes, p and q (i.e., n=pq). 

The private prime factors, p and q, are secretly and 
randomly selected by each signing entity. The private prime 
factors must satisfy several conditions, as folloWs: 

1. Constraints on p and q relative to e are: 
If e is odd, then e shall be relatively prime to both p—1 

and q—1. 
If e is even, then p shall be congruent to 3 mod 8, q shall 

be congruent to 7 mod 8, and e shall be relatively 
prime to both (p—1)/2 and (q—1)/2. 

2. The numbers p11 and q:1 shall have large prime 
factors greater than 2100 and less then 2120, such that: 
p—1 has a prime factor denoted by p1 
p+1 has a prime factor denoted by p2 
q—1 has a prime factor denoted by q1 
q+1 has a prime factor denoted by q2 

3. The private prime factor p is the ?rst discovered prime 
greater than a random number Xp, Where (\/2) (2511+ 
12s5)§Xp§(25 12+1285-1), and meets the criteria in Nos. 
1 and 2 above, and the private prime factor q is the ?rst 
discovered prime greater than a random number Xq, 
Where (\/2) (2511+128S)§Xq§(2512+128S—1), and meets 
the criteria in Nos. 1 and 2 above. s=0, 1, 2, etc. is an 
integer used to ?x the block siZe. Once selected, the 
value of s remains constant for the duration of the prime 
generation procedure. 

4. The random numbers Xp and X1 must be different by 
at least one of their ?rst most signi?cant 100 bits, i.e., 
|XP—Xq|>2412+128S. For example, if s=4, so that Xp and 
X1 are 1024-bit random numbers, then the most sig 
ni?cant bit of Xp and the most signi?cant bit of X1 must 
be “1” and the next most signi?cant 99 bits of Xp and 
the next most signi?cant 99 bits of X1 must be different 
in at least 1 bit. Likewise, the private prime factors, p 
and q, must also satisfy the relationship |p—q|>2412+ 
1285. 

The private signature exponent, d, is a positive integer 
such that d>2512+128S. That is, the length of d must be at least 
half the length of the modulus n. d is calculated as folloWs: 

If e is odd, then d=e_1 mod (LCM (p-1, q—1)) 
If e is even, then d=e_1 mod (1/z LCM (p-1, q—1)) 
Where LCM denotes “Least Common Multiple.” In the 

rare event that d§2512+128S, then the key generation 
process is repeated With neW seeds for Xql, X612, and 
Xq. The random numbers Xql and Xq2 are de?ned 
beloW. 

The candidates for the private prime factors, p and q, are 
constructed using the large prime factors, p1, p2, ql, and q2, 
and the Chinese Remainder Theorem (see A. MeneZes, P. C. 
Van Oorschot, and S. Vanstone, Handbook of Applied 
Cryptography, CRC Press, 1997.) 

The large prime factors p1, p2, ql, and q2, are generated 
from four generated random numbers Xpl, XPZ, Xql and Xqg. 
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The random numbers are chosen from an interval [ , 
21O1+“—1] Where “a” satis?es 0éaé20. For example, if 
a=19, then the random numbers are randomly selected from 
the interval [2119, 2120 —1], in Which case the random 
numbers each have 120 bits, Where the most signi?cant bit 
of each generated number Xpl, XPZ, Xql and Xq2 is “1.” If 
a pseudo random number generator (PRNG) is used, it is 
recommended that the four random numbers should be 
generated from 4 separate input seeds. 
The p1, p2, ql, and q2, are the ?rst primes greater than their 

respective random X values (Xpl, XPZ, Xql and X612) and 
such that they are mutually prime With the public exponent 
e. That is, e must not contain a factor equal to p1, p2, ql, or 

2. 

The procedure to generate the private prime factor p is as 
folloWs: 

A. Select a value of s, e.g., s=4. 

B. Generate a random number Xp such that (\/+e,fra +ee 
2) (2511+1283SX S(2512+128s_1) 

C. Compute the intermediate values: 

If e is odd, do the folloWing: 

1. If YO<XP, replace YO by (YO+p1p2). YO is the least 
positive integer greater than Xp congruent to (1 mod p1) 
and (—1 mod p2). This ensures that p1 is a large prime 
factor of (YO-1) and p2 is a large prime factor of 
(YO+1). 

2. Search the integer sequence 

in order, Where i is an integeriO, until ?nding a Yi such 
that 
Yi is prime and 
GCD (YE-—1, e)=1 
Where GCD is Greatest Common Divisor, in Which 

case, p=Yl-. 
If e is even, do the folloWing: 
1. Replace YO With YO+kp1p2, Where 0§k§7 is the 

smallest non-negative integer that makes YO+kp1p2=3 
mod 8. If YO<XP, replace YO by (YO+8p1p2). YO is the 
least positive integer greater than Xp congruent to (1 
mod p1) and (—1 mod p2) and (3 mod 8). 

2. Search the integer sequence. 

in order, Where i is an integeriO, until ?nding a Yi such 
that 
Yi is prime and 
GCD ((Yi—1)/2, e)=1, and Yi=3 mod 8 

in Which case, p=Yi. 
The procedure to generate the private prime factor q is as 

folloWs: 
A. The s used to generate q is the same s used to generate 

p, e.g., s=4. 

B. Generate a random number Xq such that (\/2) (2511+ 
1285)§Xq§(2512+128S—1). 

C. Compute the intermediate values: 
Rq=(q2_1 mod q1)q2—(q1_1 mod q2)q1. If Rq<0, then 

replace Rq by Rq+q1q2. 
YO=Xq+(Rq—Xq mod q1q2). 
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If e is odd, do the following: 

1. If YO<Xq, replace YO by (Y0+q1q2). YO is the least 
positive integer greater than Xq congruent to (1 mod ql) 
and (—1 mod q2). This ensures that q1 is a large prime 
factor of (YO-1) and q2 is a large prime factor of 
(YO+1). 

2. Search the integer sequence 

in order, Where i is an integeriO, until ?nding a Yi such 
that 
Yi is prime and 
GCD (Yi—1, e)=1 

in Which case, q=Yl-. 
If e is even, do the folloWing: 
1. Replace YO With YO+kq1q2, Where 0§k§7 is the 

smallest non-negative integer that makes YO+kq1q2=7 
mod 8. If YO<XP, replace YO by (YO+8p1p2). YO is the 
least positive integer greater than Xq congruent to (1 
mod ql) and (—1 mod q2) and (7 mod 8). 

2. Search the integer sequence. 

in order, Where i is an integeriO, until ?nding a Yi such 
that 
Yi is prime and 
GCD ((Yi—1)/2, e)=1, and Yi=7 mod 8 

in Which case, q=Yl-. 
As mentioned above, the value |Xp—Xq| must be >2412+ 

1285. If not, then another X1 is generated, and a neW value of 
q is computed. This step is repeated until the constraint is 
satis?ed. Likewise, the generated values of p and q must 
satisfy the relation |p—q|>2412+128S. 

Note that it is very unlikely that the test on |Xp—Xq| Would 
succeed and the test on |p—q| Would fail. Note also that 
according to the X931 Standard, if a pseudo random num 
ber generator is used to generate random numbers, then 
separate seeds should be used to generate Xp and Xq. 

Altogether there are siX random numbers Xi needed in the 
generation of the private prime factors, p and q, namely Xp, 
Xpl, XPZ, Xq, X11 and Xqg. These random numbers are 
generated by either a true noise hardWare randomiZer (RNG) 
or via a pseudo random generator (PRNG). 

The random numbers X- are generated differently depend 
ing on Whether or not the process of generating the private 
prime factors (p and q) requires the capability to be audited 
later by an independent third party. 

In the case Where no audit is required, the outputs of the 
RNG and the PRNG are used directly as the random 
numbers Xi. In the case Where audit is required, the outputs 
of the RNG and the PRNG are used as intermediate values, 
called SEED (upper case) values, and these SEED values are 
then hashed to produce the random numbers Xi. That is, 
When an audit capability is required, an eXtra hashing step is 
used in the generation of the random numbers X. 

The PRNG itself makes use of an input seed (loWer case), 
Which is different from the generated SEED values. Thus, 
When an audit capability is required and a PRNG is used, a 
random seed (loWer case) is input to the PRNG and a SEED 
(upper case) is output from the PRNG. The SEEDs should 
have at least 160 bits of entropy. 

To illustrate the process, suppose that one Wishes to 
generate a 1024 bit random number Xi using SHA-1 as the 
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6 
hash algorithm—see ANSI Standard X930-1996, Public 
Key Cryptography Using Irreversible Algorithms for the 
Financial Services Industry, Part 2: The Secure Hash 
Algorithm-1 (SHA-1). Since the output hash value from 
SHA-1 is 160 bits, the optimal method for generating an X 
of 1024 bits is to generate 7 160-bit SEED values, denoted 
SEED1 through SEED7, hash each of these SEED values 
With SHA-1 to produce 7 corresponding 160-bit hash values, 
denoted hash1 through hash7, and then eXtract 1024 bits 
from the available 1120 bits, e.g., by concatenating the 
values hash1 through hash6 together With 64 bits taken from 
hash7. The method for generating a 120-bit X- is more 
straightforWard. In this case, a single 160-bit SEED is 
generated and then hashed, and 120 bits are taken from the 
resulting hash value. The concatenation of the 7 SEED 
values used in generating each of Xp and X1 are denoted 
XPSEED and XqSEED, respectively. The single SEED val 
ues used in generating Xpl, XPZ, X11 and X12 are denoted 
XplSEED, XPZSEED, XqlSEED, and XqZSEED, respec 
tively. 

In order to alloW for audit, the SEED values XPSEED, 
XqSEED, XplSEED, XPZSEED, XqlSEED, and XqZSEED 
must be saved, and they must be available in case an audit 
is required.. The SEED values must also be kept secret. It is 
recommended that the SEED values (XPSEED, XqSEED, 
XplSEED, XPZSEED, XqlSEED, and XqQSEED) be retained 
With the private key as evidence that the primes Were 
generated in an arbitrary manner. 
The procedure for auditing the generation procedure (i.e., 

the generation of the private prime factors, p and q) is a 
folloWs: 

1. The inputs to the audit procedure are the public 
exponent e, the public modulus n, and the siX secret 
SEED values XPSEED, XqSEED, XplSEED, 
XPZSEED, XqlSEED, and XqZSEED. 

2. The SEED values XPSEED, XqSEED, XplSEED, 
XPZSEED, XqlSEED, and XqZSEED are hashed, and 
the random number Xp, Xq, Xpl, XPZ, X11 and X612, are 
produced from the generated hash values, respectively, 
using the same procedure that Was used to generate the 
private prime factors, p and q. 

3. The private prime factors, p and q, and the private 
signature eXponent d are re-generated using the same 
procedure used originally to generate p, q, and d. 

4. The generated p and q are multiplied together and the 
resulting product is compared for equality With the 
input modulus n. If the tWo values are equal, then the 
prime factors Were generated according to the rules 
prescribed in the ANSI X931 Standard. OtherWise, the 
prime factors Were not generated according to the rules 
prescribed in the ANSI X931 Standard. 

The audit procedure is speci?cally designed to defend 
against a so-called First Party Attack. In a ?rst party attack, 
a user purposely generates a large number of candidate 
prime numbers until one is found that has some mathemati 
cal Weakness. Later, the user repudiates one or more of his 
generated signatures by shoWing that a Weakness eXists in 
one of his primes and claiming that the Weakness Was 
discovered and exploited by an adversary. In such a case, the 
user (or First Party) does not folloW the prescribed ANSI 
X931 private prime factor generation procedure, but instead 
uses a different method to purposely construct primes that 
have a desired Weakness 

But, the ANSI X931 method of prime number 
generation—hashing SEED values to generate the needed 
random numbers, Xi—prevents an insider from starting With 
an intentionally constructed “bad prime” and Working back 
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Wards to derive the SEED(s) needed to generate the prime. 
Whereas, it might be possible to start With a constructed 
“bad prime” and invert the steps to obtain the corresponding 
random number Xi (needed to produce the “bad prime”), it 
is not possible to invert the hash function to determine the 
required input SEED(s) that Will produce X. In effect, the 
method of using hash values forces the user to generate his 
primes using a “forward process.” This means that the only 
Way a “bad prime” can be produced is by pure chance—by 
repeatedly selecting different starting SEED values and 
generating primes from these SEED values until a “bad 
prime” happens to be produced. HoWever, the probability of 
such a chance event is very small, in fact small enough so 
that (for practical purposes) a user Will never be able to ?nd 
a “bad prime” using trial and error. 

The procedure for generating the private prime factors (p 
and q) and the private signature exponent d can be speci?ed 
in terms of the folloWing abbreviated steps: 

1. Generate XplSEED, and then generate Xp1 from 
XplSEED. This is a constructive step that cannot fail. 

2. Generate p1 from Xpl. This step is an iterative step in 
Which candidate values of p1 are generated from a 
single starting value Xpl, in a prescribed order, until a 
p1 is found that satis?es a required primality test and a 
test involving the public veri?cation exponent e. The 
step can potentially fail in the very unlikely event that 
the siZe of the generated p1 (e.g., 121 bits) is greater 
than the siZe of the starting value Xp1 (e.g., 120 bits). 
If step 2 fails, then repeat steps 1 and 2; otherWise, 
continue With step 3. 

3. Generate XPZSEED, and then generate Xp2 from 
XPZSEED. This is a constructive step that cannot fail. 

4. Generate p2 from XPZ. This step is an iterative step in 
Which candidate values of p2 are generated from a 
single starting value XPZ) in a prescribed order, until a 
p2 is found that satis?es a required primality test and a 
test involving the public veri?cation exponent e. The 
step can potentially fail in the very unlikely event that 
the siZe of the generated p2 (e.g., 121 bits) is greater 
than the siZe of the starting value Xp2 (e.g., 120 bits). 
If step 4 fails, then repeat steps 3 and 4; otherWise, 
continue With step 5. 

5. Generate XPSEED (e.g., consisting of 7 160-bit 
SEEDs), and then generate Xp from XPSEED. This step 
involves a test to ensure that Xp falls Within a speci?ed 
range of alloWed values. The step is repeated (possibly 
several times) until a suitable value of Xp is found. 

6. Generate p from Xp. This step is an iterative step in 
Which candidate values of p are generated from a single 
starting value Xp, in a prescribed order, until a p is 
found that satis?es a required primality test and a test 
involving the public veri?cation exponent e. The step 
can potentially fail in the extremely unlike event that 
the siZe of the generated p (e.g., 1025 bits) is greater 
than the siZe of the starting value Xp (e.g., 1024 bits). 
If step 6 fails, then repeat steps 5 and 6; otherWise, 
continue With step 7 

7. Generate XqlSEED, and then generate Xql from 
XqlSEED. This is a constructive step that cannot fail. 

8. Generate q1 from Xql. This step is an iterative step in 
Which candidate values of q1 are generated from a 
single starting value X ql, in a prescribed order, until a 
q1 is found that satis?es a required primality test and a 
test involving the public veri?cation exponent e. The 
step can potentially fail in the very unlikely event that 
the siZe of the generated q1 (e.g., 121 bits) is greater 
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8 
than the siZe of the starting value Xql (e.g., 120 bits). 
If step 8 fails, then repeat steps 7 and 8; otherWise, 
continue With step 9. 

9. Generate XqZSEED, and then generate X,22 from 
XqQSEED. This is a constructive step that cannot fail. 

10. Generate q2 from Xqg. This step is an iterative step in 
Which candidate values of q2 are generated from a 
single starting value X612, in a prescribed order, until a 
q2 is found that satis?es a required primality test and a 
test involving the public veri?cation exponent e. The 
step can potentially fail in the very unlikely event that 
the siZe of the generated q2 (e.g., 121 bits) is greater 
than the siZe of the starting value Xq2 (e.g., 120 bits). 
If step 10 fails, then repeat steps 9 and 10; otherWise, 
continue With step 11. 

11. Generate XqSEED (e.g., consisting of 7 160-bit 
SEEDs), and then generate X q from X qSEED. This step 
involves a test to ensure that Xq falls Within a speci?ed 
range of alloWed values and that |Xp—Xq| is greater than 
a speci?ed value. The step is repeated (possibly several 
times) until a suitable value of X1 is found. 

12. Generate q from Xq. This step is an iterative step in 
Which candidate values of q are generated from a single 
starting value X1, in a prescribed order, until a q is 
found that satis?es a required primality test and a test 
involving the public veri?cation exponent e and a test 
to ensure that |p—q| is greater than a value. The step can 
potentially fail in the extremely unlikely event that the 
siZe of the generated q (e.g., 1025 bits) is greater than 
the siZe of the starting value Xq (e.g., 1024 bits). If step 
12 fails, then repeat steps 11 and 12; otherWise, con 
tinue With step 13. 

13. Generate the private signature exponent d from e, p 
and q. Then test d to ensure that it is smaller than a 
speci?ed value. In the extremely rare event that the test 
on d fails, repeat steps 7 through 13; otherWise stop. 

The ANSI X9.31 prescribed audit procedure has certain 
disadvantages. 

1. For a modulus With 1024-bit primes, approximately 
2880 bits of extra SEED values (XPSEED, XqSEED, 
XplSEED, XPZSEED, XqlSEED, and XqZSEED) 
Would need to be carried With each private key. This 
more than triples the number of secret bits that need to 
be carried in the “private key.” 

2. Although the ANSI X9.31 Standard recommends that 
the SEED values be retained With the private key, some 
implementers may object to this (e.g., When the key is 
stored on a smart card or When the key is input to a 
cryptographic function or cryptographic hardWare to 
perform a cryptographic operation), and they may elect 
to retain the SEED values separately from the private 
key. But keeping the SEED values separate from the 
private key has even Worse rami?cations. In that case, 
the SEED values may become lost or damaged, in 
Which case the audit function is crippled or rendered 
ineffective, and most likely the signature key is also 
rendered ineffective. The user must also protect the 
secrecy of the of the SEED values, since if the SEED 
values are discovered by an adversary, they can be 
easily used to generate the primes and private key, and 
hence to forge signatures. Storing the private key and 
SEED values in tWo different locations means that there 
are noW tWo targets or points of attack for the 
adversary, not just one. Thus, When the audit feature is 
used, the honest user must take extra special steps to the 
SEEDs from becoming lost or damaged and to protect 
the secrecy of the SEEDs. This places an extra burden 
on the user. 
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3. The SEED values are independent, and there is no 
apparent need for this. Consequently, it might be pos 
sible for an insider attacker to exploit this degree of 
independence to attack the procedure. 

Accordingly, a need exists for an improved and more 
?exible audit procedure that retains the advantages of the 
present ANSI X931 audit procedure, but eliminates its 
disadvantages. More particularly, a need exists for an audit 
procedure that does not require secret SEED values to be 
retained With the private key and made available Whenever 
the audit procedure is required to be performed. In addition, 
a need exists for a private prime factor generation procedure 
that incorporates feWer degrees of freedom in the selection 
of random numbers required by the procedure, While at the 
same time providing suf?cient entropy in the generated 
random numbers, thereby providing a strong generation 
procedure While at the same time affording an adversary less 
freedom to exploit and potentially attack the generation 
procedure. 

The present invention achieves these objectives by encod 
ing the initial secret seed values into the generated primes 
themselves. An optional nonsecret initialiZation value (IV) 
can also be speci?ed to the generation procedure. This 
provides an additional source of entropy for the generation 
of the primes. For example, if tWo 1024-bit primes (p and q) 
are generated, then the method of the invention permits seed 
values With a combined entropy of 2048 bits to be used to 
generate these primes. 

One of the inherent limitations of the generation proce 
dure is that it is not possible to construct n-bit primes With 
n bits of entropy, Where the seeds used to generated these 
primes are encoded Wholly into the generated primes. Thus, 
a must choose Whether to (1) generate n-bit primes using less 
than n bits of entropy, in order that the seeds can be encoded 
into the generated primes, or (2) generate n-bit primes using 
a full n bits of entropy, thus implying the need for a 
initialiZation value (IV) that must be retained or regenerated 
in case of audit. It is, therefore, desirable to ?nd a convenient 
method for implementing an IV. 

The generation procedure can be audited using only the 
generated cryptographic variables (n=pq, d, and e) and the 
optional IV, Where n is the public modulus, d is the generated 
private signature exponent, e is the public veri?cation expo 
nent and IV is the (optional) initialiZation value. It is 
unnecessary for the user to retain the primes (p and q), since 
an efficient procedure exists to compute these primes from 
n, d, and e. 

OBJECTS OF THE INVENTION 

It is an object of the present invention to provide a method 
for generating primes such that the secret seed values used 
in generating the primes are encoded in the generated primes 
themselves. Moreover, it is an object of the invention to 
provide an encoding method that permits the secret seed 
values to be recovered from the primes, in case of audit, thus 
alloWing the primes to be validated by demonstrating that 
the primes can be re-generated from the recovered secret 
seed values. 

It is yet another object of the invention to provide a 
method for encoding the secret seed values into the gener 
ated primes that maximiZes the amount of secret entropy that 
can be encoded into the generated primes. 

It is yet another object of the invention to provide a 
method for generating primes that permits n bits of entropy 
to be speci?ed in the generation of an n-bit prime. Moreover, 
it is an object of the invention that the total entropy used in 
the generation of an n-bit prime shall consist (minimally) of 
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a ?rst component consisting of secret entropy and a second 
component consisting of nonsecret or secret entropy. The 
?rst component represents the entropy (i.e., secret seeds) 
encoded into the generated primes; the second component 
represents the entropy supplied via an initialiZation value 
(IV), and is not encoded into the generated primes. 

It is yet another object of the invention to provide a 
procedural method for generating a random IV from infor 
mation readily available or accessible to the user, in such a 
Way that the user does not need to save or store any extra 
information in order to later regenerate the IV in case it is 
necessary to validate the primes because of an audit. 

It is yet another object of the invention to provide a prime 
generation procedure With a general interface such that the 
user has several options for specifying the initialiZation 
value (IV), including any of the folloWing: (1) no IV, (2) a 
knoWn constant, (3) a public random number, (4) a secret 
constant, and (5) a secret random number. 

It is yet another object of the invention to provide a 
method to encode information into the generated primes 
Whereby there is no bias introduced by the encoding method, 
per se, into any bits of the generated primes, excluding any 
such bias introduced into the primes as a consequence of the 
procedure for generating the primes, Which Would otherWise 
be introduced into the primes if there Were no additional 
encoding of information into the generated primes. 

It is yet another object of the invention to provide a 
method for encoding information into the generated primes 
that is compatible With the method for generating prime 
numbers, as described in ANSI Standard X931. It is yet 
another object of the invention to provide a method for 
auditing the procedure for generating the private prime 
factors Which is an improvement on the auditing method 
prescribed in ANSI Standard X931. 

SUMMARY OF INVENTION 

These and other objects, features, and advantages are 
accomplished by the invention disclosed herein. Several 
embodiments of the invention are provided for educational 
purposes although none are meant to limit or restrict the 
scope of the present invention. 
The present invention relates to cryptography, and deals 

more particularly With a method for the generation of prime 
numbers used in public key cryptography, such as the 
generation of an RSA public modulus (n) Which is the 
product of tWo large primes (p and The primes are 
generated from seed values in such a Way that the primes are 
self-validating. That is, given a pair of primes (p and q), 
Where n=pq, one can Work backWards to determine the 
original seed value used to generate the primes, and then 
Work forWards to verify that the primes Were indeed gener 
ated according to the prescribed generation algorithm. 
The present invention describes a method, system and 

apparatus for enabling an independent third party to verify 
that the primes generated for use With a reversible public key 
cryptographic algorithm, such as the RSA or Rabin 
Williams public key algorithms, have been generated cor 
rectly and in accordance With the prescribed generation 
procedure, hereinafter referred to as the Modi?ed Prime 
Number Generation Procedure or Generation Procedure for 
short. The Modi?ed Prime Number Generation Procedure is 
a combination of procedural steps prescribed in ANSI Stan 
dard X931 and neW procedural steps prescribed by the 
present invention, Which replace certain procedural steps 
prescribed in ANSI Standard X931. This distinction is made 
clear by the description of the invention. 
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As such, the present invention describes a method for 
generating tWo 1024-bit (128-bytes) primes (p and q) from 
tWo 95-byte secret random numbers, WP and W , and a 
66-byte secret or nonsecret Initialization Value (IV . In the 
preferred embodiment of the invention, the IV is a 66-byte 
nonsecret value generated via a ?xed procedure using infor 
mation readily available or accessible to the user. HoWever, 
the invention can be practiced in any of the situations, 
including (1) no IV, (2) the IV is a knoWn constant, (3) the 
IV is a public random number, (4) the IV is a secret constant, 
and (5) the IV is a secret random number. WP, Wq, and IV 
are the initial or starting values speci?ed to the generation 
procedure. The public veri?cation exponent e is also used by 
the generation procedure, but it is not referred to as a seed 
value in the present invention. One may think of these as 
seed values, since all other random numbers needed by the 
generation procedure are generated or derived from these 
three values and e. It is also possible, if deemed more 
convenient, to de?ne one 190-byte secret seed value W, 
Where W is the concatenation of W and Wq, i.e., 
W=Wp|lW . In the present invention, both W and IV con 
tribute to the generation of the tWo primes (p and q), but only 
W is encoded into the generated primes. IV and e must be 
provided to the validation procedure in case of an audit, 
Whereas W can be recovered from the generated primes 
themselves. 

Those skilled in the art Will recogniZe and appreciate that 
the invention could easily be extended to alloW the genera 
tion of primes of different siZes, by adjusting the siZes of WP, 
W , and IV, and by adjusting the siZes of the intermediate 
values computed by the generation procedure, as de?ned by 
the invention. 

The present invention is such that given the public modu 
lus n and the public and private exponents (e and d), Where 
e is the public veri?cation exponent and d is the private 
signature exponent, and n is the product of primes p and q 
(n=pq), one can easily recover the primes (p and q) from n, 
d, and e, using an ef?cient procedure Well-knoWn in the art 
(see Section 8.2.2 of A. J. MeneZes’ Handbook ofApplied 
Cryptography, CRC Press, NeW York, 1997). Then, using p 
and q and IV, one can recover the original, initial values of 
WP and W q, using the method of the invention. 

Once WP and Wq have been recovered, the Generation 
Procedure is again performed With WP, Wq, IV and e to 
generate candidate values of p and q. If the generated primes 
are equal in value to the recovered primes, then the valida 
tion procedure succeeds, and one can say that the recovered 
primes Were generated in accordance With the prescribed 
Generation Procedure; otherWise, the validation procedure 
fails. 

The present invention has the desirable property that the 
initial secret random numbers, WP and W q, are encoded into 
the generated primes, p and q, and therefore it is unnecessary 
to retain these secret random numbers With the private key. 
In the preferred embodiment of the invention, the nonsecret 
IV can be regenerated from information already available to 
the user, in Which case it is unnecessary for the IV to be 
stored outside, or carried as an extra cryptographic variable. 
Thus, the invention has the bene?t of additional entropy 
Without paying a penalty for storing the IV. For practical 
purposes, the generated primes are self-validating, Which 
means that the primes can be validated merely on the basis 
of the information contained Within the primes and infor 
mation that can be easily computed and supplied to the 
algorithm, Without the need for storing this information 
outside the generated primes. 

The present invention has the desirable property that a 
user, Who in some cases may be a ?rst party attacker, is 
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12 
unable to select an arbitrary prime, p or q, and then “Work 
backWards” to ?nd values for WP and Wq that Would 
produce the selected values of p or q. That is, one cannot ?rst 
select the primes and then Work backWards to determine the 
initial seeds that Will produce these selected primes. This 
property of the invention protects against a ?rst party attack 
in Which the attacker purposely selects a “bad prime” and 
then Works backWards to determine the seed or seeds that 
Would produce the prime. In the preferred embodiment of 
the present invention WP and Wq are each 95-byte secret 
random numbers, and each contains 95 bytes of secret 
entropy. In the preferred embodiment, IV contains 66 bytes 
of nonsecret entropy. Altogether, the generated primes have 
190 bytes of secret entropy and 66 bytes of nonsecret 
entropy. Each generated prime is a complex function of WP, 
Wq and IV, thus ensuring that it Would be much more 
dif?cult to determine the value of one of the primes by 
making repeated guesses for WP and Wq (IV is assumed 
available to the attacker) and then using the method of the 
invention to generate values of p and q, than it Would to 
guess the value of one of the primes (say p) and then 
compute GCD(n, p) to determine Whether the guessed value 
of p is indeed a factor of n. The 190 bytes of secret entropy 
in WP and Wq Would seem to be more than suf?cient, since 
once the modulus n=pq is revealed, a knoWledge of p Will 
alloW n to be factored, revealing q, and vice versa. Hence, 
it appears that once n is knoWn, there are only 128 bytes of 
effective secret entropy remaining in p and q. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 graphically represents an exemplary method for 
computing random seeds. 

FIG. 2 illustrates an alternative method of computing 
random seeds. 

FIG. 3 depicts an exemplary method for generating Xp. 
FIG. 4 is an example of the masking tables used in prime 

generation. 
FIG. 5 is a pictorial representation of the generation of Xq. 
FIG. 6 represents exemplary masking tables. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

The modi?ed prime number generation procedure con 
sists of 6 steps, as folloWs: 

1. Generation of Random Numbers Xpl, XPZ, X 
Xq2. 

. Generation of Random Number Xp. 

ql, and 

. Generation of Prime p. 

. Generation of Random Number Xq. 

. Generation of Prime q. 

6. Generation of Private Signature Exponent d. 
In the present invention, p is generated from the input 

random numbers, WP, Wq, IV, and the public veri?cation 
exponent e, Whereas q is generated from p, Wq, IV, and e, 
i.e., from the generated p and the input random numbers Wq, 
IV, and e. Thus, the procedures for generating p and q are not 
identical, and in fact p must be generated ?rst, before q can 
be generated. Consequently, the procedures for recovering 
WP and Wq are not identical. Wq is recovered from p, q, and 
IV, Whereas WP is recovered from p, Wq and IV. Thus, W q 
must be recovered ?rst, before WP can be recovered. 
HoWever, unlike the generation procedure Where WP and W q 
are speci?ed, and hence there is no ambiguity over Which of 
these values is WP and Which is Wq, the validation procedure 
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has no Way to know Which of the tWo prime factors of the 
modulus n=pq is p or Which is q. One means for handling 
this is to carry an extra bit of information in the public key 
certi?cate to indicate Whether p>q or p<q. In that case, this 
information is speci?ed to the validation procedure, thus 
alloWing the validation procedure to make an unambiguous 
assignment of p and q. Another approach for handling this 
problem is to make an arbitrary assignment of p and q and 
see if this leads to a successful validation. If not, then the 
assigned values of p and q are sWitched and the validation 
procedure is repeated. If one of the assignments of p and q 
leads to a successful validation, then the validation proce 
dure succeeds; otherWise it fails. Also, the validation pro 
cedure can be performed as an integral part of generation, to 
ensure that the generated p and q validate properly. Thus, 
one could ensure that one and only one of the assignments 
of p and q leads to a successful validation. 

In the preferred embodiment of the invention, the initial 
iZation value (IV) is a nonsecret random number that can be 
generated or regenerated, on demand, by the user from 
information available or easily accessible to the user. This 
means that the user does not need to retain the IV, or carry 
it as an extra cryptographic variable in case of an audit. 
Those skilled in the art Will appreciate that there are many 
possible Ways in Which such a nonsecret IV could be 
generated or regenerated, using some ?xed procedure that 
makes use only of information knoWn to or easily accessible 
to the user. 

One method Would be to make use of a public key 
algorithm, such as the RSA algorithm, Where the public 
modulus n and public exponent e are generated by an entity, 
such as a Certi?cation Authority (CA), e.g., the CA Who 
creates the user’s certi?cate, or published in a national or 
international cryptographic standard. Let n denote a public 
modulus of length L bits, Where L is greater than the length 
of the generated IV. For example, an n of 2048 bits Would 
be suf?cient to generate a 66-byte IV, Where IV is de?ned as 
the least signi?cant 66 bytes of the generated 256-byte value 
y, 

and s is an input seed value speci?ed by the user (s<n). 
In many cases, users are likely to generate only relatively 

feW public and private key pairs. Under such circumstances, 
the seed s could be de?ned as folloWs: 

s=(ID of CAHID of userHcerti?cate expiration date) 

The “ID of CA” and “ID of user” and “certi?cate expi 
ration date” denote information that the user should knoW, or 
be able to acquire, even in advance of the actual creation of 
the certi?cate. Other information in the certi?cate might also 
be used to create s, provided that the method for creating s 
is ?xed, and the information needed to create s is available 
or easily accessible to the user, at the time of generation and 
later in case of an audit. In that case, the conditions on s 
described by the method of the invention Will be satis?ed. 
The seed s might also include a certi?cate creation date or 
a certi?cate activation date or a certi?cate number, or other 
public information uniquely identifying the user and the 
generated public and private key pair, provided that this 
information is conveniently available to the user. It is 
intended that seed s should be different for each generated 
key pair Within each user. This Will ensure that a different IV 
is used each time a different p and q is generated. 

The ?rst embodiment of the invention makes use of 
several functions for transforming input cryptographic vari 
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14 
ables to output cryptographic variables. Those skilled in the 
art Will appreciate that the method of the invention does not 
hinge on the use of a particular function, although the 
invention describes possible methods for implementing 
these functions. 
The four random numbers, Xpl, XPZ, Xql, and Xq2, are 

generated from the inputs WP, W q, and IV via a method With 
the property that each bit of the output (Xpl, XPZ, Xql, and 
Xqz) is a complex function of each bit of the input (WP, Wq, 
and IV). 

Those skilled in the art Will recogniZe that there are many 
possible Ways to generate the desired outputs from the 
inputs, and that the method of the invention does not hinge 
on the use of a particular method for generating the needed 
random numbers Xpl, XPZ, Xql, and Xqz. One possible 
method Would be to use a single function F that translates the 
inputs (WP, Wq, and IV) into a single output containing Xpl, 
XPZ, Xql, and Xqg. Another possible method Would be to 
generate each random number separately With a different 

The length of WP, Wq, and IV are 95, 95, and 66 bytes, 
respectively. 

An example of the ?rst method for computing the random 
numbers, Xpl, XPZ, Xql, and Xq2, is shoWn in FIG. 1. The 
?rst method is described as folloWs: Let pO be a public prime 
of length L bits, such that L is greater than the length of the 
data to be generated, and let g be a public generator. An 
example of such a system is the Diffie-Hellman Encryption 
System Well-knoWn in the art (see A. MeneZes, P. C. Van 
Oorschot, and S. Vanstone, Handbook of Applied 
Cryptography, CRC Press, 1997). For example, pO could be 
a 25 6-byte prime, Which is suf?cient to generate four 120-bit 
numbers. The random numbers WP, Wq, and IV are concat 
enated to form a single 25 6-byte value X=(Wp|\Wq|\IV) (101) 
and the 256-byte value Y is computed using the function g" 
mod pO (103) as folloWs: 

Y=gxmod p0 

Where Y is de?ned as 

Y=< - - - |lxpl‘nxpz‘nxql‘nxqz‘) (105) 
and the length of each Xp and X1 value are de?ned 
as folloWs: 

If e is odd, then the length of each respective X-value is 
120 bits. 

If e is even, then the length of each respective X-value is 
118 bits. 

The most signi?cant bit in each of these four random 
numbers (Xpl‘, XPZ‘, Xql‘, and X612‘) is ?xed to “1” (107) and 
the resulting four values are the random numbers Xpl, XPZ, 
Xql, and Xq2,(109) respectively. 

Note that the four X-values are extracted from the least 
signi?cant bits in the generated Y. Care must be taken to use 
bits in the generated Y that have no bias. Therefore, one 
Would avoid using the most signi?cant bit of Y, since it is 
biased to “0”. Note also that the length of the four X-values 
is adjusted so that the method of the invention Will Work 
equally Well regardless Whether the public veri?cation expo 
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nent e is odd or even. Making the X-values slightly smaller 
When e is even, ensures that the Yi values computed in the 
prime generation procedure Will be of comparable siZe, since 
When e is even the Yi are computed via the recursive 
equation Yi+1=Yi+8p1p2 instead of the recursive equation 
Yi+1=Yi+p1p2, and so the Yi are 8 times larger. 

The siZe of these random numbers X 1, X 2, Xql, and Xq2 
is ?xed at 120 bits for odd e and at 118 its fbr even e. ANSI 
Standard X9.31 permits the siZe of the random numbers to 
be ?xed at 101 bits, or at 102 bits, or any value up to a 
maximum of 121 bits. In the invention, the siZe of the 
random numbers Xpl, XPZ, X ql, and X Q2 is ?xed at particular 
values in order to make the procedure unambiguous. 
OtherWise, one Would have to carry along extra information 
to indicate the length of the generated random numbers Xpl, 
XPZ, Xql, and Xqz, and this information Would have to be 
provided in case of an audit. 

FIG. 2 illustrates the computation of Xp1 using the second 
method. The second method is described as folloWs: Let 
Ml-(i=1, 2, 3, 4) denote four masking values of length L bits 
(203). The value L is set equal to the length of the concat 
enated values of WP, Wq, and IV, respectively. In this case, 
L=2048. NoW compute 

Xi=(Wp|\Wq|\IV) xor Mi, (205) for i=1, 2, 3, 4. Those 
skilled in the art Will recogniZe that there are many 
Ways to de?ne suitable masking values, and that one 
acceptable means for accomplishing this Would be to 
de?ne the Mi as replicated patterns of hexadecimal 
digits, as folloWs: 

The four different masking values ensure that four differ 
ent values of Yi are computed from the concatenated value 
X=(WpuWq|\IV), and that these computed hash values have 
no apparent relationship to each other. Each X- (207) is 
hashed With a hashing algorithm such as the SHA-1 hashing 
algorithm (209) to produce a 160-bit hash value Yi, as 
folloWs: 

Yi=Hash(Xl-), (211) 

. . . HX ‘) 

and the leii2gth of each Xp and X1 value are de?ned 
as folloWs: 

If e is odd, then the length of each respective X-value is 
120 bits. 

If e is even, then the length of each respective X-value is 
118 bits. 

The most signi?cant bit in each of these four random 
numbers (Xpl‘, XPZ‘, Xql‘, and X612‘) is ?xed to “1” (213) and 
the resulting four values are the random numbers Xpl, XPZ, 
Xql, and Xqg, (215) respectively. 

The random number Xp is generated from the inputs WP, 
Wq, IVP and IVq, as shoWn in FIG. 3, Where IVP is the most 
signi?cant 33 bytes of IV and IVq is the least signi?cant 33 
bytes of IV. 
Xp is generated using the folloWing procedural steps: 
1. Concatenate WP and IVP to form the 128-byte value 

(WPHIVP) (301). Concatenate Wq and IVq to form the 
128-byte value (WqHIVq) (303). 
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2. Using steps (a) through beloW, compute and test, in 

order, the values in the integer sequence {V0, V1, . . . 
, V255},j is an integer 0éjé255, until a value V]- is 
found that satis?es the relationship 

in Which case Xp is de?ned equal to V]- and the modi?ed 
prime number generation procedure continues, or until 256 
values of V]- have been computed and tested Without ?nding 
a suitable Vj- satisfying Eq. (1), in Which case the modi?ed 
prime number generation procedure is aborted, Whichever 
occurs ?rst. 

The integer sequence {V0, V1, . . . 
folloWs: 

(a) Compute S]-=((Wq|\IVq)+M]-) mod 21024, Where M]- is 
the jth masking value in a set of 256 different 128-byte 
masking values {M0, M1, . . . , M255}. 

(b) Transform the 128-byte input S]- using function F to 
produce a 128-byte output Ti‘. F is a function such that 
each bit in the output is a complex function of each bit 
in the input. 

(c) Compute T]- (307) from Tj‘ as folloWs: For 120, T]- is 
computed from Tj‘ by replacing bytes 96—98 in T]-‘ With 
bytes 96—98 in To‘. Note that the bytes in and Ti‘ are 
numbered 1, 2, . . . , 128 from the most signi?cant byte 

to the least signi?cant byte. 
NOTE: If F approximates a random function, and has a 

uniform distribution over its range of possible values, then 
the probability that 200 values of T]- are produced Without 
producing a suitable V]- is less than T100. The probability 
that an arbitrary V]- in the integer sequence {V0, V1, . . . , Vi} 
fails the test of Eq. (1) is ((\/22)/2). 

(d) Compute U]-=(Wp|\IVp) xor Ti, and then represent U]- as 
the concatenation Where U]-=(A]-|\b|\C]-) (309) and the 
lengths of A], b, and C]- are 95, 1, and 32 bytes, 
respectively. Note that b as Well as the most signi?cant 
2 bytes of C]- are ?xed or constant for all Uj. 

(e) Compute Bj=(b+j) mod 256 (311). 
(f) Concatenate A], B], and C]- to form the 128-byte value 

v,-=(A,-|\B,-|\C,-> (313) 

A method for computing the function F is as folloWs: Let 
pO be a public prime of length L bits, Where L is greater than 
the length of the output to be generated, and let g be a public 
generator. An example of such a system is the Diffie 
Hellman Encryption System Well-knoWn in the art (see A. 
MeneZes, P. C. Van Oorschot, and S. Vanstone, Handbook of 
Applied Cryptography, CRC Press, 1997.) For example, let 
pO be the ?rst prime greater than 21024. The intermediate 
value Q is computed from S], as folloWs: 

, V255} is computed as 

In the unlikely event that the most signi?cant bit of Q is 
“1”, S]- is set equal to Q and a neW value of Q (denoted Qnew) 
is computed, as folloWs: QneW=gQmod p0. If necessary, the 
process is repeated until a Q is produced Whose most 
signi?cant bit is “0,” in Which case T]- is set equal to the least 
signi?cant 1024 bits of Q. 
The set of 256 masking values are constructed via a 

simple procedure that makes use of tWo tables of 16 different 
4-byte elements each (see FIG. 4(A—C)). The index j 
(0 i j 2255) is ?rst copied to a single 8-bit variable. The most 
signi?cant 4 bits of that 8-bit variable are noW used to index 
a 4-byte element in FIG. 4A (401) and the least signi?cant 
4 bits of that 8-bit variable are used to index a 4-byte element 
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in FIG. 4B (402). These tWo 4-byte elements are concat 
enated to form a single 8-byte element, Which is repeated 16 
times to produce a 128-byte masking value. For example, a 
value of j=237 Would be represented as B‘1110 1101‘ in 
binary, and Would therefore indeX the element X‘2fef9593‘ in 
roW 14 of FIG. 4A(401) and the element X‘0d9a3469‘ in roW 
13 of FIG. 4B (402). These tWo elements are concatenated 
to form a single 8-byte element X‘2fef95930d9a3469‘, and 
this 8-byte element is repeated 16 times to produce the 
masking value M237. 

Those skilled in the art Will appreciate that there are many 
possible Ways to generate the required masking values MO 
through M255, and the method above is just one such 
method. 
An alternative method for computing Tj‘ from (WqHIVq) 

Would be to employ a hashing algorithm, such as SHA-1. In 
this case, 7 tiled 20-byte SHA-1 hash outputs, or 7 SHA-1 
hashing operations, are needed to produce a 128-byte value 
of Ti‘. Thus, 7*256=1792 hashing operations and 1792 
separate masking values Would be needed to produce the full 
set of Ti‘ values {TO‘, T1‘, . . . , T255‘}. 

The 7 masking values for a particular indeX value of j are 
constructed as folloWs: The indeX j (0 i j 2255) is ?rst 
copied to a single 8-bit variable. The most Signi?cant 4 bits 
of that 8-bit variable are noW used to indeX a 4-byte element 
in FIG. 4A (401) of FIG. 4 and the least signi?cant 4 bits of 
that 8-bit variable are used to indeX a 4-byte element in FIG. 
4B (402). These tWo 4-byte elements are concatenated to 
form a single 8-byte element “m.” The 1st masking value for 
indeX value j is constructed by concatenating the 8-byte 
element m and the 1st 8-byte element in FIG. 4C (403). The 
2nd masking value for indeX value j is constructed by 
concatenating the 8-byte element m and the 2nd 8-byte 
element in FIG. 4C (403), and so forth. Each of these 
16-byte pattern values are repeated 8 times to produce a 
128-byte masking value for the indeX value j. The 7 masking 
values for the indeX value j are denoted M131, M132, . . . , MN. 
For example, the indeX value j=237 Would therefore indeX 
the element X‘2fef9593‘ in roW 14 of FIG. 4A (401) and the 
element X‘0d9a3469‘ in roW 13 of FIG. 4B (402). These tWo 
elements are concatenated to form a single 8-byte element 
m=X‘2fef95930d9a3469‘. Masking value M23H is con 
structed by concatenating the value 
m=X‘2fef95930d9a3469‘ With the 1st 8-byte element, 
X‘cbcb2178fc268442‘, in FIG. 4C (403), and then repeating 
this 16-byte value 
X‘2fef95930d9a3469cbcb2178fc268442‘8 times. The mask 
ing values M2372, M2373, etc. Would be constructed simi 
larly eXcept the 2nd 8-byte element in FIG. 4C (403) Would 
be used to construct masking value M2372) and the 3rd 
8-byte element in FIG. 4C (403) Would be used to construct 
masking value M2373, and so forth. 

To compute Tj‘ from (WqHIVq), the folloWing 7 hash 
values H- H- . , Hm, are computed With SHA-1: 

The 7 different masking values ensure that 7 different hash 
output values are computed from (W qHIVq), and that these 
computed hash values have no apparent relationship to each 
other. 

The 7 hash values are tiled to form an intermediate value 
H], as follows: 

10 

15 

25 

35 

45 

50 

a O 

65 

18 

and Ti‘ is set equal to the least signi?cant 128 bytes of the 
140-byte value of Hi. 

T]- is computed from Tj‘ using the method described 
above. That is, for j 20, is computed from Tj‘ by replacing 
bytes 96—98 in Tj‘ With bytes 96—98 in To‘. 

Other hashing algorithms besides SHA-1 could be used to 
produce Hf, although this may require the use of a greater or 
lesser number of hashing operations and masking values in 
order to produce a tiled output of 2128 bytes. Additional 
masking values could be easily computed by adding more 
elements to FIG. 4C (403). Those skilled in the art Will 
appreciate that the method of the invention could be modi 
?ed to easily accommodate different hashing algorithms 
With hash outputs of different lengths. 

In the prime number generation procedure of the present 
invention, the prime p must be generated prior to generating 
the random number Xq. 
The prime p is generated from the values Xp, p1, p2, and 

e, in accordance With the procedure de?ned in ANSI Stan 
dard X9.31-1998 Digital Signatures Using Reversible public 
Key Cryptography For The Financial Services Industry 
(rDSA), eXcept as noted beloW. p1 and p2 are the ?rst primes 
greater than Xpl, and XPZ, respectively such that they are 
mutually prime With e, Where e is the public veri?cation 
eXponent. 
The procedure to generate the private prime factor p is a 

folloWs: 
Compute the intermediate values: 
1. Rp=(p2_1 mod p1) p2—(p1_1 mod p2) p1. If RP <0, then 

replace RP by Rp+p1p2. 

The above 2 conditions ensure that YO is congruent to (1 
mod p1) and (—1 mod p2), Which in turn ensures that p1 is a 
large prime factor of (YO-1) and p2 is a large prime factor 
of (YO+1). 

If e is odd, perform the folloWing steps: 
A. If YO<XP, replace YO by (YO+p1p2). Note that for odd 

e, the method of constructing YO from Xp and plp2 is 
such that Y0—p1p2<X 2Y0. 

B. Search the integer sequence 

in order, Where i is an integer 20, until ?nding a Y, 
such that 
Yi is prime and 

Where GCD is Greatest Common Divisor, in Which 
case, p=Yl-, or until 216—1=65,535 values of Y, 
have been searched unsuccessfully, in Which case 
the procedure halts and must be repeated using 
neW values of WP, W and IV. 

If e is even, perform the folloWing steps: 
A. Replace YO With YO+kp1p2, Where 0§k§7 is the 

smallest non-negative integer that makes YO+kp1p2=3 
mod 8. If YO<XP, replace YO by (YO+8p1p2). 

Note that for even e, the method of constructing YO from 
Xp and plp2 is such that Y0—p1p2<Xp§YO. 

B. Search the integer sequence 

in order, Where i is an integer 20, until ?nding a Y, 
such that 
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Yi is prime and 
GCD ((Yi—1)/2, e)=1, and Yi=3 mod 8 

in Which case, p=Yl-, or until 216—1=65,535 values of 
Yi, denoted {Y0, Y1, . . . , Y65534}, have been 
searched unsuccessfully, in Which case the proce 
dure halts and must be repeated using neW values 
of WP, Wq, and IV. 

Note that the present invention differs slightly from ANSI 
Standard X931 in that the present invention limits the 
number of Yi to be searched to 216—1=65,535 values, 
Whereas the ANSI Standard X931 imposes no such limit. 
HoWever, the limit imposed by the invention is of no actual 
consequence, since the probability of such a failure is quite 
small. Note also that the method of the invention is designed 
so that at each step in the computation of the integer 
sequence {Y0, Yi, . . . , Y65534}, including the computation 
of Y0, there can be at most a single “1” carry from the least 
signi?cant 30 bytes of Yi to the next most signi?cant 2 bytes 
of Yi. In total, there can be at most 65,535 “1” carries from 
the least signi?cant 30 bytes of Yi to the next most signi? 
cant 2 bytes of Yi, Which Will guarantee that—only on the 
basis of an inspection of the resulting value of p—one can 
alWays determine the exact number of “1” carries that 
occurred during the generation process. This fact is crucial 
to the proper operation of the validation procedure. is also 
Worth noting that in the interval from 21023 to 21024, the 
probability that an integer is prime is about 1/710, and one 
Would expect to search about 710 integers before ?nding a 
prime. Note that the search is in order, and therefore includes 
both odd and even integers. If We consider only the primarily 
test on Yi (i.e., ignore the GCD test on Yi using e), and if 
49,179 Yi are tested for primarily, then the probability of not 
?nding a prime in these 49,179 integer values is less than 
2'10‘). More generally, if We let N represent the number of 
Yi that need to be searched in order to guarantee success 
With probability >(1—2_1OO), then N=49,179 for the case 
Where the Yi are tested for primarily only. If We take into 
account both tests, i.e., the primarily test and the GCD test 
using e, then the numbers for Prob(Yi is prime) and N are 
changed as folloWs: For e=2, Prob(Yi is prime)=1/710 and 
N=49,179. For e=3, Prob(Yi is prime)=2/1065 and N=73, 
786. For e=17, Prob(Yi is prime)=1/755 and N=52,298. For 
e=216+1, Prob(Yi is prime)=1/710, and N=49,179. 

The random number X1 is generated from the inputs p, 
Wq, IVP and IVq, as shoWn in FIG. 5, Where IVP is the most 
signi?cant 33 bytes of IV and IVq is the least signi?cant 33 
bytes of IV. 
X1 is generated using the folloWing procedural steps: 
1. Concatenate Wq and IVq to form the 128-byte value 

(WqHIVq) (501). Concatenate the most signi?cant 95 
bytes of p With the Exclusive-OR product of the least 
signi?cant 33 bytes of p and IVP (503). Call this value 
(left pHright p xor IVP) or (p xor IVP) for short. 

2. Using steps (a) through beloW, compute and test, in 
order, the values in the integer sequence {V0, V1, . . . 
, V255}until a value V]- is found is an integer 
0éjé255) that satis?es the relationships expressed in 
Eqs. (2) and (3) beloW 

(2) 

(3) 

in Which case X1 is de?ned equal to V]- and the modi?ed 
prime number generation procedure continues, or 
until 256 values of V]- have been computed and tested 
Without ?nding a suitable Vj- satisfying Eqs. (2) and 

(@(21023) (21024_1) 

20 
(3), in Which case the modi?ed prime number gen 
eration procedure is aborted, Whichever occurs ?rst. 

The integer sequence {V0, V1, . . . , V255} is computed as 
folloWs: 

5 (a) Compute Sj=((p xor IVp)+M]-)mod 21024, Where M]- is 
the jth masking value in a set of 256 different 128-byte 
masking values {M0, M1, . . . , M255}. 

(b) Transform the 128-byte input S]- using function F to 
produce a 128-byte output Tj‘. F is a function such that 
each bit in the output is a complex function of each bit 
in the input. 

(c) Compute T]- (505) from Tj‘ as folloWs: For 120, T]- is 
computed from Tj‘ by replacing bytes 96—98 in T]-‘ With 
bytes 96—98 in To‘. Note that the bytes in and Ti‘ are 
numbered 1, 2, . . . , 128 from the most signi?cant byte 

to the least signi?cant byte. 
NOTE: If F approximates a random function, and has a 

uniform distribution over its range of possible values, then 
the probability that 202 values of T]- are produced Without 
producing a suitable V]- is less than 2'10‘). The probability 
that an arbitrary V]- in the integer sequence {V0, V1, . . . , Vi} 
fails the tests of Eqs. (2) and (3) is ((\/2)/2)+2_99. 

(d) Compute U]-=(Wp|\IVp) xor Ti, and represent U]- as a 
concatenation Where Uj=(Aj-|lb|lCj-) (507) and the 
lengths of A], b, and C]- are 95, 1, and 32 bytes, 
respectively. Note that b as Well as the most signi?cant 
2 bytes of C]- are ?xed or constant for all Uj. 

(e) Compute B]-=(b+j)mod 256 (509). 
(f) Concatenate A], B], and C]- to form the 128-byte value 

v,-=(A,-|\B,-|\C,-> (511)' 

A method for computing the function F is as folloWs: Let 
pO be a public prime of length L bits, Where L is greater than 
the length of the output to be generated, and let g be a public 
generator. An example of such a system is the Diffie 
Hellman Encryption System Well-knoWn in the art (see A. 
MeneZes, P. C. Van Oorschot, and S. Vanstone, Handbook of 
Applied Cryptography, CRC Press, 1997.) For example, let 
pO be the ?rst prime greater than 21024. The intermediate 
value Q is computed from S], as folloWs: 
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45 In the unlikely event that the most signi?cant bit of Q is 
“1”, S]- is set equal to Q and a neW value of Q (denoted Qnew) 
is computed, as folloWs: Qn€W=gQ mod p0. If necessary, the 
process is repeated until a Q is produced Whose most 
signi?cant bit is “0,” in Which case T]- is set equal to the least 
signi?cant 1024 bits of Q. 
The set of 256 masking values are constructed via a 

simple procedure that makes use of tWo tables of 16 different 
4-byte elements each (see FIG. 6). The procedure used here 
to generate the needed 25 6 masking values is the same as the 
procedure for generating the 256 masking values, described 
in the section Generation of the Random Number Xp above, 
except that the masking values are constructed using the 
(different) 4-byte elements in FIG. 6A (601) and 6B (602) 
instead of the 4-byte elements in FIG. 4A (401) and 4B 
(402). This ensures that different masking values are used in 
the generation of Xp and Xq. The reader is referred to the 
section Generation of the Random Number Xp for a descrip 
tion of hoW to produce the needed masking values. 
An alternative method for computing Tj‘ from (p xor IVP) 

Would be to employ the SHA-1 hashing algorithm, as 
previously described in the section Generation of the Ran 
dom Number Xp. In this case, 7 tiled 20-byte SHA-1 hash 

50 

a O 
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outputs, or 7 SHA-1 hashing operations, are needed to 
produce a 128-byte value of Ti‘. Thus, 7*256=1792 hashing 
operations and 1792 separate masking values Would be 
needed to produce the full set of T]-‘ values {TO‘, Ti‘, . . . , 
T255‘}. The 7 masking values for a particular indeX value of 
j are constructed using the same procedure described in the 
section Generation of the Random Number Xp, eXcept that 
the masking values are constructed using the (different) 
elements in Tables 6A (601), 6B (602), and 6C (603) instead 
of the elements in FIGS. 4A (401), 4B (402), and 4C (403). 
The reader is referred to the section Generation of the 
Random Number Xp for a description of hoW to produce the 
needed masking values. 

The prime q is generated from the values Xq, q1, q2, and 
e, in accordance With the procedure de?ned in ANSI Stan 
dard X9.31-1998 Digital Signatures Using Reversible public 
Key Cryptography For The Financial Services Industry 
(rDSA), eXcept as noted beloW, Where q1 and q2 are the ?rst 
primes greater than Xql, and Xq2 such that they are mutually 
eXclusive With e, respectively, Where e is the public veri? 
cation exponent. 

The procedure to generate the private prime factor q is a 
folloWs: 

Compute the intermediate values: 

replace Rq by Rq+q1q2. 

The above 2 conditions ensure that YO is congruent to (1 
mod ql) and (—1 mod q2), Which in turn ensures that q1 is a 
large prime factor of (YO-1) and q2 is a large prime factor 
of (YO+1). 

If e is odd, perform the folloWing steps: 
A. If YO<Xq, replace YO by (YO+q1q2). Note that for odd 

e, the method of constructing YO from X1 and qlq2 is 
such that YO—q1q2<Xq§Y0. 

B. Search the integer sequence 

in order, Where i is an integer 20, until ?nding a Y, 
such that 
Yi is prime and 

Where GCD is Greatest Common Divisor, in Which 
case, q=Yl-, or until 216—1=65,535 values of Y, 
have been searched unsuccessfully, in Which case 
the procedure halts and must be repeated using 
neW values of WP, Wq, and IV. 

If e is even, perform the folloWing steps: 
A. Replace YO With YO+kq1q2, Where 0§k§7 is the 

smallest non-negative integer that makes YO+kq1q2=7 
mod 8. If YO<Xq, replace YO by (YO+8q1q2). Note that 
for even e, the method of constructing YO from X1 and 
qlq2 is such that YO—8q1q2<Xq§YO. 

B. Search the integer sequence 

in order, Where i is an integer 20, until ?nding a Yi 
such that 
Yi is prime and 
GCD ((Yi—1)/2, e)=1, and Yi=7 mod 8 

in Which case, q=Yl-, or until 216—1=65,535 values of 
Yi, denoted {Y0, Y1, . . . , Y65534}, have been 
searched unsuccessfully, in Which case the proce 

10 

15 

20 

25 

30 

35 

40 

45 

55 

60 

65 

22 
dure halts and must be repeated using neW values 
of WP, Wq, and IV. 

Note that the present invention differs slightly from ANSI 
Standard X9.31 in that the present invention limits the 
number of Yi to be searched to 216—1=65,535 values, 
Whereas the ANSI Standard X9.31 imposes no such limit. 
HoWever, the limit imposed by the invention is of no actual 
consequence, since the probability of such a failure is quite 
small. 

Note also that the method of the invention is designed so 
that at each step in the computation of the integer sequence 
{YO, Y1, . . . , Y65534}, including the computation of Y0, 
there can be at most a single “1” carry from the least 
signi?cant 30 bytes of Yi to the neXt most signi?cant 2 bytes 
of Yi. In total, there can be at most 65,535 “1” carries from 
the least signi?cant 30 bytes of Yi to the neXt most signi? 
cant 2 bytes of Yi, Which Will guarantee that—only on the 
basis of an inspection of the resulting value of q—one can 
alWays determine the eXact number of “1” carries that 
occurred during the generation process. This fact is crucial 
to the proper operation of the validation procedure. 

It should also be noted that, in the interval from 21023 to 
21024, the probability that an integer is prime is about 1/710, 
and one Would eXpect to search about 710 integers before 
?nding a prime. Note that the search is in order, and 
therefore includes both odd and even integers. If We consider 
only the primarily test on Yi (i.e., ignore the GCD test on Y, 
using e), and if 49,179 Yi are tested for primarily, then the 
probability of not ?nding a prime in these 49,179 integer 
values is less than T100. More generally, if We let N 
represent the number of Yi that need to be searched in order 
to guarantee success With probability >(1—2_1OO), then 
N=49,179 for the case Where the Yi are tested for primarily 
only. If We take into account both tests, i.e., the primarily test 
and the GCD test using e, then the numbers for Prob(Yi is 
prime) and N are changed as folloWs: For e=2, Prob(Yi is 
prime)=1/710 and N=49,179. For e=3, Prob(Yi is prime)= 
2/1065 and N=73,786. For e=17, Prob(Yi is prime)=1/755 
and N=52,298. For e=216+1, Prob(Yi is prime)=1/710, and 
N=49,179. 

Note also that the test on |p—q| is not part of the step of 
searching the Yi to ?nd a prime, since if it ever happened that 
|p—Yl-|<2294 for some Yi in the sequence, then it might also 
be the case the |p—Yl-|<2294 for all subsequent Yi in the 
sequence, in Which case the procedure Would continue With 
no possible chance of ?nding a suitable Yi. 
The private signature exponent d is calculated from e, p 

and q as folloWs: 

If e is odd, then d=e_1 mod(LCM (p—1, q—1)). 
If e is even, then d=e_1 mod(1/z LCM (p—1, q—1)). 

Where LCM denotes Least Common Multiple. The 
generated value of d is noW checked to ensure that it 
satis?es the folloWing condition: 

d>21024 

in Which case, the procedure for generating d completes 
successfully. OtherWise, if the test on d fails, then the 
procedure halts, and it must be repeated using neW values of 
WP and Wq. 
NOTE: The present invention differs slightly from ANSI 

Standard X9.31 With regard to the action taken in the event 
that the test on d fails. The present invention calls for the 
generation procedure to be repeated using neW values of WP 
and Wq, Whereas ANSI Standard X9.31 calls for the gen 
eration procedure to be repeated using neW values for X1, 
Xql, and Xqz. HoWever, this difference is of no real 
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consequence, since the probability of failure is so small that, 
for practical purposes, the test on d Will never fail. 

The inputs to the prime number validation procedure are 
as folloWs: 

public modulus n, Where n=pq. 
public veri?cation exponent e. 
private signature exponent d. 
a speci?cation designating Which prime is p (e.g., speci 

fying Whether p<q or p>q). 
The prime number validation procedure consists of the 

folloWing: 
A sub-procedure for recovering p and q from n and d. 
A sub-procedure for recovering the initial values WP and 
Wq from the recovered values of p and q and the 
initialiZation value IV. 

Asub-procedure for generating primes p‘ and q‘ from WP, 
Wq and IV and verifying that the generated primes, p‘ 
and q‘, are equal to the recovered primes, p and q. 

A sub-procedure for generating the private signature 
exponent d‘ from e, p‘ and q‘ and verifying that the 
generated value of d‘ is equal to the input value of d. 

Aconvenient and straightforWard method, Well-knoWn in 
the art, exists to recover the primes p and q from n and d, 
using a procedure described in Section 8.2.2 of A. J. Men 
eZes’ Handbook ofAppliea' Cryptography, CRC Press, NeW 
York, 1997. 

One can also recover the initial values Wp and Wq from 
the primes p and q and the initialiZation value (IV) using a 
procedure described by the present invention. Once Wp and 
Wq have been recovered, the Generation Procedure is again 
performed to generate candidate values of p‘ and q‘. If the 
generated primes are equal in value to the recovered primes, 
then the validation procedure succeeds, and one can say that 
the recovered primes Were generated in accordance With the 
prescribed Generation Procedure; otherWise, the validation 
procedure fails. 

If it is unknoWn Which of the tWo recovered primes is p 
or q, one may elect to make an arbitrary assignment. If the 
prime number validation procedure reports success, then 
stop. OtherWise, interchange the values of p and q and repeat 
the prime number validation procedure. In this case, the 
primes are valid if the prime number validation procedure 
reports success on either the ?rst or second attempt, Whereas 
the primes are not valid if the prime number validation 
procedure reports failure on both attempts. Depending on 
hoW one Wishes to implement the invention, the primes can 
also be considered to be not valid if the prime number 
validation procedure reports success on both attempts. Even 
though such an event is extremely unlikely, one could avoid 
the situation by performing validation as part of generation, 
in Which case one Would accept the generated primes only 
if the validation procedure reports success When p and q are 
correctly assigned. 

The prime number validation procedure consists of the 
folloWing procedural steps: 

1. Recover p and q from n, d and e, using the procedure 
in Section 8.2.2 of A. J. MeneZes‘ Handbook ofApplied 
Cryptography, CRC Press, NeW York, 1972. 

2. Verify that the tWo recovered primes are 128-byte 
integers. If yes, then continue; otherWise abort With 
failure. 

3. Use the input speci?cation to determine Which of the 
recovered primes is p and Which is q. 

4. Divide q into four ?elds, as folloWs: 

q=AllBllC ll 
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Where the length in bytes of A‘, B‘, and C are 95, 1, and 

2, respectively. The least signi?cant 30 bytes of q are 
not named. 

5. Compute the 128-byte value of T0 from the 128-byte 
recovered value of p and the 33-byte input IVP using 
the procedure described above in the section Genera 
tion of Random Number Xq. Divide To into four ?elds, 
as folloWs: 

Tu=allbllcll 

Where the length in bytes of a, b, and c are 95, 1, and 
2, respectively. The least signi?cant 30 bytes of T0 
are not named. 

6. Compute (AHB) from (A‘HB‘), as folloWs: 

NOTE: The condition (Cic) indicates that a “1” carry 
from byte 97 to byte 96 did not occur during the generation 
of q, Whereas the condition (c<C) indicates that a “1” carry 
from byte 97 to byte 96 did occur during the generation of 
q. 

7. Compute index j, as folloWs: 

8. Compute the 128-byte value of T]- from the 128-byte 
recovered value of p, the 33-byte input IVP, and the 
recovered index j (step 7) using the procedure 
described above in the section Generation of Random 
Number Xq. 

9. Compute Wq=A xor (most signi?cant 95 bytes of Ti). 
10. Divide p into four ?elds, as folloWs: 

where the length in bytes of A‘, B‘, and C are 95, 1, and 
2, respectively. The least signi?cant 30 bytes of p are 
not named. 

11. Compute the 128-byte value of T0 from the 95-byte 
input W q and the 33-byte input IVq using the procedure 
described above in the section Generation of Random 
Number Xp, see also FIG. 3. Divide TO into four ?elds, 
as folloWs: 

Tu=allbllcll 

Where the length in bytes of a, b, and c are 95, 1, and 
2, respectively. The least signi?cant 30 bytes of T0 
are not named. Note that the TO values in steps 5 and 
11 of the validation procedure are not the same; they 
are computed from different input values. 

12. Compute (AHB) from (A‘HB‘), as folloWs: 

NOTE: The condition (Cic) indicates that a “1” carry 
from byte 97 to byte 96 did not occur during the generation 
of p, Whereas the condition (C<c) indicates that a “1” carry 
from byte 97 to byte 96 did occur during the generation of 
p. 

13. Compute index j, as folloWs: 

14. Compute the 128-byte value of T]- from the QS-byte 
input W q, the 33-byte input IVq and the recovered index 
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j (step 13) using the procedure described above in the 
section Generation of Random Number Xp, see also 
FIG. 3. 

15. Compute WP=A xor (most signi?cant 95 bytes of Ti). 
Note that the value of A from step 12 is the value used 
in step 15. 

16. NoW, repeat the modi?ed prime number generation 
procedure using the values of WP and W recovered 
above in steps 12 and 7, respectively, and the input 
value of IV to generate tWo primes (p‘ and q‘) and to 
generate a private signature exponent d‘, including all 
tests performed on the generated values. If the modi?ed 
prime number generation procedure succeeds in gen 
erating tWo primes and a private signature exponent 
from WP, Wq, and IV, and the generated primes (p‘ and 
q‘) are equal to the recovered primes (p and q), from 
step 1 above, and the generate private signature expo 
nent d‘ is equal to the input private signature exponent 
d, then return success. OtherWise, return failure. 

A second embodiment of the invention differs from the 
?rst embodiment of the invention only in the Way the 
variable B]- is computed. The procedure for computing B]- is 
described above, see also FIG. 3 and FIG. 5. In the ?rst 

embodiment, B]- contains an encoded index value Whereas in the second embodiment B]- contains a bit-pattern 

used for scanning or searching. In either case, B]- is used as 
the means to determine the correct value of Tj- needed to 
recover WP from p, or similarly to determine the correct 
value of Tj- needed to recover Wq from q. HoWever, the 
method for determining the correct value of is different. 

In the second embodiment, the step of computing T]- from 
Tj‘, Wherein bytes 96—98 in Tj‘ are replaced With bytes 96—98 
in To‘, is changed so that only bytes 97—98 in T]-‘ are replaced 
With bytes 97—98 in To‘. Thus, the value b (byte 96) in the 
?rst embodiment of the invention, Which is ?xed or constant, 
is replaced in the second embodiment of the invention by a 
sequence of pseudorandomly generated integer values, b0, 
b1, . . . , b-. 

The method of computing B]- from b]- is as folloWs: 
If bj/bi for i=0, 1, . . . , j-1, then B]-=b]-. 

OtherWise, B]-=(b]-+k)mod 256, Where k is the least posi 
tive integer value§255 such that bk/bi for i=0, 1, . . . , 

J. 
In the present circumstance Where B]- and b]- are 8-bit 

values, We are assured of the fact that 256 different values of 
B]- Will be produced from 256 pseudorandomly generated 
values of b], even though some of the b]- may repeat. An 
example illustrating the output integer sequence B0, B1, B2, 

. . , computed from the input integer sequence b0, b1, b2, 

. . , is the folloWing: 

bi: 1, 95,1, 254, 254, 0, 254, . . . 

Bi: 1, 95, 2, 254, 255, 0, 3, . . . 
In the example, the repeated values 1, 254 and 254 map 

to the values 2, 255, and 3, respectively, since these are the 
nearest neighbors according to the speci?ed mapping rule. 

The validation procedure in the second embodiment is the 
same as the validation procedure in the ?rst embodiment, 
except that the value of Tj- needed to perform the recovery 
step is determined not by recovering the index j from B but 
instead by using a forWard searching procedure in Which the 
values of T0, T1, T2, etc. are generated, in order, until a T] 
is found such that the corresponding value of b]- produces a 
mapped value B]- equal to the value B obtained at step 6 or 
step 12 in the validation procedure, depending on Whether 
the method is being used to recover Wq from q, or to recover 
WP from p, respectively. 
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A third embodiment of the invention avoids the need to 

compute the integer sequence T0, T1, T2, etc., by making use 
of a “squeeze” function F. 

Let “LoWlimit” be the smallest integer greater than ( 
V2)(21O23) and let x|\y=LoWlimit, Where the length in bytes 
of x and y are 96 and 32, respectively. Let F1 denote a 
“squeeze” function that maps integer values in the range 0 
to (2768-1) to integer values in the range x to (2768-1). Let 
F2 denote a “squeeze” function that maps integer values in 
the range 0 to (2256-1) to integer values in the range y to 
(2256_1)~ 
The procedures for generating Xp and X1 are modi?ed, as 

described beloW. 
Xp is generated using the folloWing procedural steps: 
1. Concatenate WP and IVP to form the 128-byte value 

(WPHIVP). Concatenate Wq and IVq to form the 128 
byte value (WqHIVq). 

2. Compute SO=((Wq|\IVq)+MO)mod 21024, Where MO is 
the zeroth masking value, as described above in the ?rst 
embodiment of the invention in the section “Generation 
of Random Number XP.” 

3. Transform the 128-byte input SO using function F to 
produce a 128-byte output To‘, also equal to the output 
To, as described above in the ?rst embodiment of the 
invention in the section “Generation of Random Num 
ber XP.” F is a function such that each bit in the output 
is a complex function of each bit in the input. 

4. Compute UO=(WPHIVP) xor TO and U0 is represented as 
a concatenation Where UO=(A|\B|\C) and the lengths of 
A, B, and C are 95, 1, and 32 bytes, respectively. 

5. Compute F1 (AHB), Where x§F1(A|\B)§(2768—1), 
using the “squeeze” function F1. 

6. If F1(A|\B)=x, then compute F2(C), Where y§F2(C)§ 
(2256-1), and set Xp=F1(A|\B)|\F2(C). OtherWise, if 
F1(A|\B)>x, then set Xp=F1(A|\B)|\C. The method of 
constructing Xp is such that it is guaranteed to satisfy 
the relationship 

(G) (21023) éxp é (21U24_ 
The values x and y are those de?ned above, i.e., x|ly= 
LoWlimit, Where LoWlimit is the smallest integer greater 
than (V2)(21023) And the length in bytes of x and y are 96 and 
32, respectively. 
The procedure for generating X1 is similar to the proce 

dure for generating Xp. X1 is generated using the folloWing 
procedural steps: 

1. Concatenate Wq and IVq to form the 128-byte value 
(WqHIVq). Concatenate the most signi?cant 95 bytes of 
p With the Exclusive-OR product of the least signi?cant 
33 bytes of p and IVP. Call this value (left pHright p xor 
IVP). or (p xor IVP) for short. 

2. Compute SO=((p xor IVp)+MO)mod 21024, Where MO is 
the zeroth masking value, as described above in the ?rst 
embodiment of the invention in the section “Generation 
of Random Number Xq.” 

3. Transform the 128-byte input SO using function F to 
produce a 128-byte output To‘, also equal to the output 
To, as described above in the ?rst embodiment of the 
invention in the section “Generation of Random Num 
ber Xq.” F is a function such that each bit in the output 
is a complex function of each bit in the input. 

4. Compute UO=(Wq|\IVq) xor TO, Where UO=(A|\B|\C) and 
the lengths of A, B, and C are 95, 1, and 32 bytes, 
respectively. 

5. Compute F1(A|\B), Where x§F1(A|\B)§(2768—1), using 
the “squeeze” function F1. 












