
United States Patent 
US006292879B1 

(12) (10) Patent N0.: US 6,292,879 B1 
Fong (45) Date of Patent: Sep. 18, 2001 

(54) METHOD AND APPARATUS TO SPECIFY 4,894,772 * 1/1990 Langedorf .......................... .. 395/587 
ACCESS CONTROL LIST AND CACHE 4,926,323 * 5/1990 Baror et a1. ........................ .. 395/585 

ENABLING AND CACHE COHERENCY 4,942,520 * 7/1990 Langendorf ........................ .. 711/140 

0N 29113332 915/122; INDIVIDUAL OPERANIIS OFAN 92199919 9 91999 1911222? .1111:1::1::1::111111111111111111..- 911/9 
INSTRUCTION OFA COMPUTER 5,463,746 * 10/1995 Brodnax et a1. ................... .. 395/375 

5,553,258 9/1996 Godiwala et a1. . 
(76) Inventor: Anthony S. Fong, 5B Block 13, Tak 

Chee Yuen, 88 Tat Chee Ave., Kowloon * Cited by examiner 
(H19 

*) N t_ _ S b_ H d, 1 _ th t fth_ Primary Examiner—Tuan V. Thai 
( 0 Ice‘ u Jec_ 0 any 156 almeri e erm 0 1S (74) Attorney, Agent, or Firm—Stephen J. LeBlanc; LaW 

patent is extended or adJusted under 35 of?ces of Jonanthan Alan Quine 
U.S.C. 154(b) by 0 days. 

(57) ABSTRACT 

(21) Appl' NO': 08/736’326 A computer has its programs in instructions and operand 
(22) Filed; ()CL 23, 1996 descriptors to specify the operands of the instructions. 

Apparatus for identifying data coherency and encaching 
Related US. Application Data requirements and providing access control in a computer 

(60) Provisional application No. 60/007,066, ?led on Oct. 25, system With operands ofits instructions speci?ed by operand 
1995~ descriptors is described hereby. In a computer system 

(51) Int. c1.7 .................................................... .. G06F 12/00 gher‘i'in datahitems (OPeIaII‘lS) as? IePIeSeIEed bYdIéPeIaIId 
(52) US. Cl. ............................. .. 711/214; 711/3; 711/141; escnptors t at .Can compngz O Jed. Hum ers’ a resses’ 

711/200 data types and sizes, vector information and other relevant 

(58) Field of Search .............................. .. 711/3, 100, 200, lllfoimanon Concemmg the Operands.’ with one b“ to “len' 
711/211 272 213 214 212 141 273 tify 1f the data coherency is to be maintained, another bit to 

’ ’ ’ ’ ’ ’ identify if the data is cached, and a ?eld to provide infor 

. mation on t e r1v1 e e 0 ea , rite an Xecute, an (56) References Cited ' h p i '1 g f R d W i d E d 

U.S. PATENT DOCUMENTS 
Supervisor or User mode. When an operand is accessed, the 
respective access control code is checked to validate if any 
protection is violated, Whether caching is activated and 

4,068,299 * 1/1978 Bachman ........................... .. 711/202 Whether it is re Hired to maintain data Coherenc 
4,236,206 * 11/1980 Strecker et al. ................... .. 395/380 q y‘ 

4,447,879 5/1984 Fong . 
4,731,734 * 3/1988 Gruner et al. ..................... .. 711/202 19 Claims, 5 Drawing Sheets 

L Address liypel SIZE I Vector I Access lDnlacohcrcncy Caching I 
as 4 a 8 4 1 l 

0 47 48 51 52 39 6D 67 68 71 72 73 

EM name #bits encoding definition 
Address is virtual address 

Type A 0 undefined 
1 logical and integer 
2 floating-point 
3 binary-coded-decimal 
4 character string 
5 bit string 
s-r undefined 

Size 
sizeitype l 0 sizeiccunt is number 02 bytes or bits 

1 size_count is number or pages (64 Kbyte page) 
sizeicount 7 

strings , or 
number of bytes for all types except hit 

number of bits Eor bit strings 
number of pages 

Vector info 8 
element in the 

vector . 

“Ml/dress" 
address of the 

‘Size’ (8-bit field) is the size at an 

(48-bit field) is the virtual 

first element of the remaining elements. 
count of the remaining elements 

Access control A 0 no access privilege 
[0] 0 access for both supervisor and. use: modes 

1 access for supervisor mode only 
[1] 0 nc read privilege 

1 read privilege 
[2] 0 no write privilege 

1 write privilege 
[3] 0 no execute privilege 

l execute privilege 

Data coherency 1 0 no date coherency maintenance required 
1 data coherency maintenance required 

Caching 1 we no data caching required 
data caching required 

OPERAND DES CRIPTOR 
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OPCODE CD0 CD1 OD2 
16 16 16 16 

0 16 32 48 63 

?eld name # bits de?nition 
opcode 
[0:12] 12 Instruction operation code 
[13] 1 To indicate OD0 to be a simple 64-bit data 
[14] 1 To indicate ODl to be a simple 64-bit data 
[15] 1 To indicate OD2 to be a simple 64-bit data 

OD0 16 If ODO < 64, use general registers (implementation dependency) 
OD1 16 If ODl < 64, use general registers (implementation dependency) 
OD2 16 If OD2 < 64, use general registers (implementation dependency) 

FIGURE 1.‘ INSTRUCTION FORMATS 

Data Type Access Data Caching 
64 4 4 coherency 1 1 

0 63 64 67 68 71 72 73 

FIGURE 2: GENERAL REGISTER 
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Address Type Size Vector Access Data coherency Caching 
48 4 8 8 4 1 1 

0 47 48 51 52 59 60 67 68 71 72 73 

?eld name # bits encoding definition 
Address 48 virtual address 

Type 4 undefined 0 
l logical and integer 
2 floating-point 
3 binary-coded-decimal 
4 character string 
5 bit string 
6 —F undefined 

Size 
size_type l 0 size_count is number of bytes or bits 

1 size_count is number of pages (64 Kbyte page) 
size__count 7 number of bytes for all types except bit 

strings, or 
number of bits for bit strings 

number of pages 

Vector info 8 “Size" (8-bit field) is the size of an 
element in the 

vector. 

“Address” (48-bit field) is the virtual 
address of the 

first element of the remaining elements. 
count of the remaining elements 

Access control 4 0 no access privilege 
[0] 0 access for both supervisor and user modes 

1 access for supervisor mode only 
[1] 0 no read privilege 

1 read privilege 
[2] 0 no write privilege 

1 write privilege 
[3] 0 no execute privilege 

l execute privilege 

Data coherency l 0 no data coherency maintenance required 
1 data coherency maintenance required 

Caching 1 0 no data caching required 
1 data caching required 

FIGURE 3: OPERAND DESCRIPTOR 
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A1 

in a computer system, with storage for 
instructions and operands, a central processor, 
providing operand descriptor indexes, operand 
descriptors, and an operand descriptor cache 

i A2 
in the central processor, specifying access 

privileges of individual operands through the 
operand descriptors 

i A3 
in the operand descriptor cache, storing the 
access privileges of individual operands 

l A4 
in the central processor means, validating 

access privileges of individual operands through 
the operand descriptor cache against a memory 

operation requested by the process on the 
operand 

i A5 
if validation is violated, issuing protection violation 

and terminating the process 
FIGURE 4 



U.S. Patent Sep. 18,2001 Sheet 4 0f 5 US 6,292,879 B1 

B1 

in a computer system, with storage for 
instructions and operands, a central processor, 
providing operand descriptor indexes, operand 
descriptors, and an operand descriptor cache 

i B2 
in the central processor, specifying access 
privileges of individual operands through the 

operand descriptors 

l B3 
in the operand descriptor cache, storing the 
access privileges of individual operands 

in the central processor, validating access 
privileges of whole set of individual operand 

descriptors through a pre-determined template of 
allowable accesses for the individual operands 
when a program is initiated and loaded into the 

system. 
FIGURE 5 
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01 

in a computer system, with storage for 
instructions and operands, a central processor, 
providing operand descriptor indexes, operand 
descriptors, and an operand descriptor cache 

i C2 
in the central processor, specifying access 
privileges of individual operands through the 

operand descriptors 

l 03 
in the operand descriptor cache, storing the 
access privileges of individual operands 

i C4 
in the central processor, specifying the option of 
storing data of individual operands to cache or 

not 
FIGURE 6 
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METHOD AND APPARATUS TO SPECIFY 
ACCESS CONTROL LIST AND CACHE 
ENABLING AND CACHE COHERENCY 

REQUIREMENT ENABLING ON 
INDIVIDUAL OPERANDS OF AN 
INSTRUCTION OF A COMPUTER 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application claims the bene?t of the ?ling date of 
Provisional Application No. 60/007,066, ?led Oct. 25, 1995. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention is related to digital processing 
systems, more speci?cally, concerning identifying data 
coherency requirement and data caching requirement, With 
a piece of data residing in one or more different storage 
elements in a digital data processing system, providing 
access control code of a piece of data Which relates more 
particularly to digital data processing systems With 
multiprogramming, and a mixed static and dynamic branch 
prediction method With correct static branch predictions on 
both in-loop (during looping) and loop-exit (exit from loops) 
branch predictions. 

2. Description of the Prior Art 
Adigital data processing system (computer) instruction is 

composed of an opcode and one or more operands. The 
operands are data in either registers or memory. There are no 
quali?ers that explicitly specify the nature and system 
attributes for the data except those implied by the opcode. In 
a descriptor architecture computer, the operands in an 
instruction are speci?ed by descriptors. A descriptor of an 
operand usually consists of a virtual address of the memory 
space of the operand, its data type and siZe, and vector 
speci?cation if so exists. 

To optimiZe the memory reference performance, operat 
ing systems specify if a page of data should be encached or 
not, so that unnecessary and undesirable data encaching Will 
be avoided. It is also desirable to be able to specify if 
maintaining data coherency in a multiprocessing system is 
required. Such maintenance demands exhaustive checking, 
Which creates performance bottlenecks and system 
complexity, but only a small percentage of data requires 
absolute data coherency. To provide protection to data, 
access code is often utiliZed to limit read, Write and some 
times execution accesses to authoriZed and privile,ed pro 
cesses. 

At present, to specify a piece of data in a digital data 
processing system the system attributes such as encaching or 
maintaining data coherency, and access control of the piece 
of data, is on page basis through Translation Lookaside 
Buffer (TLB) via page table entries in page tables managed 
by memory management of operating systems. The data 
coherency is normally assumed to be required in a computer 
system. The access control on data is normally on per page 
basis and is implemented in the Translation Lookaside 
Buffer (TLB) via page tables managed by memory manage 
ment of operating systems. 
At present, in descriptor architecture computers, just like 

in others, system attributes such as access control on data, 
caching options to specify if a page of data should be 
encached or not, and ability to specify if maintaining abso 
lute data coherency in a multiprocessing system is required, 
are on per page basis and not on individual operands. 
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2 
The present computers contain branch prediction logic to 

predict With high accuracy if branching Will take place for a 
conditional branch instruction or not. It is done so With static 
and dynamic branch prediction schemes. Static methods are 
based on compilers to generate object codes to identify to the 
processor if branching is likely or unlikely to occur. Dynan 
tic methods are based on hardWare to store histogram of 
earlier branching and not branching actions, and make an 
educated guess that branching Will be talcen or not, for the 
current conditional branch instruction. 

The present invention is an improvement over certain 
previous computer systems. An instruction consists of an 
opcode, and indexes of operand descriptors pointing to 
operand descriptors as a descriptor computer, and a branch 
prediction scheme. 

SUMMARY OF THE INVENTION 

The invention disclosed herein concerns features that add 
to the existing processors, described in the previous section 
of “Description of the Prior Art”. These features are parts of 
the computer system HISC: A High-level Instruction Set 
Computer. 
The ?rst feature is the indicator or data coherency ?ag 

residing in the operand descriptor that indicates if it is 
required to maintain the coherency of the data When the data 
is stored in various storage elements or caches in a process 
ing system. The requirement Will typically be accomplished 
by a method checking the existing data of the address in 
other storage elements in the processing system, Which 
typically are caches, and buffers. The bene?t of this inven 
tion is to eliminate the need of such checking for the 
operands that are speci?ed to have no such need of main 
taining absolute data coherency, to minimiZe the snooping 
necessary for data coherency. The decision on issuing such 
data coherency ?ag is accomplished trough programming 
languages and their corresponding compilers. 

There is also an indicator or eneaching ?ag residing in the 
operand descriptor that indicates if the data is to be encached 
or not. Encaching means the data Will also resides in cache, 
in order to expedite the accesses to the data. HoWever, there 
are cases that this facility is not desirable, such as in those 
cases the references Will be made only once for a long time. 
This feature is to avoid unnecessary or undesirable caching. 

Another invention feature is the access control code in the 
operand descriptor Which indicates the access privilege 
required in order to be able to perform certain access to the 
data, together With the required mode of the accessor. The 
access is de?ned as read, Write and/or execute, and the mode 
is either supervisor and user. The supervisor mode dictates 
that only supervisor processes can access the data of the 
operand if other access code bits permit. A non-supervisor 
(or user) mode indicates that all processes can access the 
data provided that other access code bits permit. 
The branch prediction of HISC is a mix of dynamic and 

static branch prediction method. The static part is done 
through the opcode assignment In HISC, an instruction 
consists of a 16-bit opcode, folloWed by three 16-bit operand 
descriptors, as shoWn in FIG. 1. TWo bits in the opcode ?eld 
are used to facilitate conditional branching. The ?rst of the 
tWo bits is used to indicate if static conditional branch 
prediction or dynamic branch prediction is used. The second 
bit is for static branch prediction to indicate prediction of 
branching. The compiler Will decide if the static or the 
dynamic branch prediction should be used, and in static 
branch prediction case, if it is likely or unlikely to branch. 
Inner loop counting Will utiliZe the static prediction, and the 
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opcode Will indicate if it is likely to branch or not. For other 
conditional branching Which Will mainly be decision 
making, the dynamic branch prediction is used. In order to 
identify the last pass of a loop counting, the Branch Predic 
tion Unit (BPU) of HISC contains a fully-associative array, 
a loop-exit look-up table, of addresses of static prediction 
branch instructions of loop counting. There is a special 
loop-counting instruction in HISC. BPU Will put the current 
branch instruction address into the associative array When it 
detects the loop-counting instruction and it is executing the 
second last pass. If BPU encounters a hit in the loop-exit 
look-up table, it Will predict the opposite of the static 
prediction scheme, since this is the very last pass of the loop. 
If the addresses over?oW the look-up table capacity, the 
incorrect prediction only impacts the performance. If there 
is any entry in the array is replaced undesirably, the proces 
sor still maintains its system integrity. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a diagram of the instruction format of the present 
invention; 

FIG. 2 is a diagram of the general register format of the 
present invention; 

FIG. 3 is a diagram of the operand descriptor format of the 
present invention. 

FIG. 4 is a diagram illustrating a method for specifying 
operand descriptors according to speci?c embodiments of 
the present invention. 

FIG. 5 is a diagram illustrating a method for specifying 
operand descriptors according to a ?rst alternative embodi 
ment of the present invention. 

FIG. 6 is a diagram illustrating a method for specifying 
operand descriptors according to a second alternative 
embodiment of the present invention. 

DESCRIPTION OF A PREFERRED 
EMBODIMENT 

The folloWing description presents the structure and 
operation of a computer system incorporating a presently 
preferred embodiment of the present invention. HISC is a 
descriptor architecture computer. An instruction consists of 
an opcode, an index of the destination operand descriptor, 
and tWo indexes of the source operand descriptors, as shoWn 
in FIG. 1. For example, to execute an ADD instruction, the 
tWo pieces of data pointed by the tWo source operand 
descriptors are added together, and the result is stored in the 
storage pointed by the destination operand descriptor. 
A descriptor of an operand usually consists of a virtual 

address of the memory space of the operand, its data type 
and siZe, and vector speci?cation if so exists. HISC extends 
the operand descriptor to include system attributes: to alloW 
enabling of cache for the data of the operand, to specify if 
data coherency is to be maintained, and to specify access 
control code for the data of the operand, as shoWn in FIG. 
3. For performance purpose, any operand descriptor index 
less than 64 Will refer directly to the corresponding general 
register, shoWn in FIG. 2. HISC also employs a mix of static 
and dynamic branch prediction method, With a hardWare 
mechanism to correctly predict the end of a loop counting. 

A. Access Control 

When a program is compiled, the object code consists of 
three parts: the instructions, a table of operand descriptors, 
and the data pointed by the operand descriptors. The operand 
descriptors are a linear array, indexed by the operand 
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4 
descriptor indexes in the instructions. When the object code 
is initially loaded into the HISC system, the operating 
system Will compare the attributes speci?ed for individual 
operands in the object code, With respective templates of the 
corresponding ?les to verify if access privileges are being 
violated. If so, the process Will be terminated for protection 
violation. 

There are four bits in the access code in an operand 
descriptor: supervisor mode, read privilege, Write privilege, 
and execute privilege. The supervisor mode requires super 
visor processes to access the data, coupled With the other 
privilege speci?cations. Read, Write, and execute privileges 
are also speci?ed to grant minimum access privileges nec 
essary for the Work the processes have to perform. 

Before an instruction is alloWed to execute, its operand 
descriptors must be loaded into a special fast storage With 
speed comparable to a data cache, Which is named operand 
descriptor cache. When the program is being executed, any 
time a memory reference is made on an operand, the access 
code in the corresponding operand descriptor cache Will be 
checked against the memory operation to verify if there is 
any violation in access privileges. If access is violated, a 
protection fault results, and the program Will not be alloWed 
to continue its execution. 

FIG. 4 illustrates a method for checking operand data 
accesses using operand descriptors and terminating a pro 
cess if access is violated. 

FIG. 5 illustrates a method for checking operand data 
accesses using operand descriptors using a predetermined 
template according to speci?c embodiments of the present 
invention. 

B. Encaching Option and Data Coherency Option 
The operand descriptor cache also contains encaching and 

maintenance of data coherency. Every time a reference is 
made, the data cache Will honor these tWo 1-bit ?ags, and 
Will or Will not perform eneaching of the data and maintain 
data coherency according to the ?ags. The data cache Will 
check With the corresponding entry of the operand descriptor 
cache for the action declared. 

Because an entry in the operand descriptor cache dictates 
the action and access checking, and different programs may 
have different operand descriptors for a certain piece of data, 
different programs can have different settings for these cache 
features and access privileges. even though they share the 
identical piece of data in memory concurrently. Therefore 
different programs or users can be granted different privi 
leges for the identical piece of data concurrently. 

FIG. 6 illustrates a method for checking access of oper 
ands using operand descriptors and further including an 
indication of Whether operand data should be cached accord 
ing to speci?c embodiments of the present invention. 

C. The Improved Branch Prediction 

In many present computers, the operand siZes are of a 
?xed length, normally a Word-length, depending if it is a 
32-bit or a 64-bit architecture computer. In a program, 
information is often of variable lengths, such as a name or 
an address, and it often requires inner loops to process the 
piece of information. The HISC architecture alloWs variable 
length and long operands. Therefore it requires less inner 
loops than others. Loop counting is highly predictable, and 
the very last pass of a loop is important enough to Warrant 
special handling. 
The branch prediction of HISC is a mix of dynamic and 

static branch prediction method. The static part is done 
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through the opcode assignment. In HISC, an instruction 
consists of a 16-bit opcode, followed by 16-bit operand 
descriptors, as shoWn in FIG. 1. TWo bits in the opcode ?eld 
are used to facilitate conditional branching. The ?rst of the 
tWo bits is used to indicate if static conditional branch 
prediction or dynamic branch prediction is used. The second 
bit is for static branch prediction to indicate prediction of 
branch taken or not taken. The compiler Will decide if the 
static or the dynamic branch prediction should be used, and 
in static branch prediction case, if it is likely or unlikely to 
branch. Inner loop counting Will utiliZe the static prediction, 
and the opcode Will indicate if it is likely to branch or not. 
For other conditional branching Which Will mainly be deci 
sion making, the dynamic branch prediction is used. 

In order to identify the last pass of loop counting, the 
Branch Prediction Unit (BPU) of HISC contains a fully 
associative array, a loop-exit look-up table, of addresses of 
static prediction branch instructions of loop counting. When 
the special loop counting instruction is executed, the data 
referred by the Operand Descriptor 1 (ODl) is decremented 
by one, and BPU Will put the current branch instruction 
address into the associative array if it detects this loop 
counting instruction and that it is executing the second last 
pass. If BPU encounters a hit in the loop-exit look-tip table, 
it Will predict the opposite of the static prediction scheme 
since this is the very last pass of the loop, and is different 
from the previous in-loop branches. If the addresses over 
?oW the loop-exit look-up table capacity, the incorrect 
prediction Will only impact the performance. If there is any 
entry in the array is replaced undesirably, the processor still 
maintains its system integrity. Aloop counting instruction is: 
BZ Branch via OD0 if OD1 is Zero. 

Decrement by 1 the data referred by ODI. 
The dynamic part is done Wit a tWo-bit branch history 

table in BPU. Each entry of the table contains the previous 
tWo branch actions, With each bit indicating either that 
branch Was taken or that branch Was not taken. If the 
preceding tWo branches have the same action (branch taken 
or not taken), then the same action is predicted. If different, 
then the opposite of the last action is predicted. 

actionii2 actionii1 action; (predicting). 

Taken Taken Taken 
Taken Not taken Taken 

Not taken Taken Not taken 
Not taken Not taken Not taken 

Therefore, the action predicting is the same as the second 
last action. 
What is claimed is: 
1. In a computer system, including memory for storing 

instructions and operands, a central processor able to fetch 
and decode instructions, operand descriptor indexes, oper 
and descriptors, and an operand descriptor cache, a method 
for performing access control on individual operands com 
prising: 

in the central processor, specifying the access privileges 
of individual operands using said operand descriptors; 

Wherein said specifying is performed by setting or reset 
ting an access code in an individual operand’s respec 
tive operand descriptor, independent of any paging 
de?ned by a memory or caching system; and 

in the central processor, validating access privileges of 
individual operands stored in said operand descriptor 
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6 
cache against a memory operation requested by a 
process on the operand, and if said validating fails 
issuing a protection violation and terminating said 
process. 

2. The method of claim 1 further comprising: 

in the operand descriptor cache, storing the access privi 
leges of individual operands through the operand 
descriptors. 

3. The method of claim 1 further comprising: 
in the central processor, validating access privileges of a 

set of individual operand descriptors through a pre 
determined template of alloWable accesses for the 
individual operands established When the program is 
initiated and loaded into the system. 

4. The method of claim 1 Wherein said computer system 
is a high-level instruction set computer system. 

5. The method of claim 1 Wherein said access privileges 
comprise read, Write, and execute privileges for an indi 
vidual operand. 

6. The method of claim 1 Wherein said access privileges 
can be set for supervisor mode and user mode for an 
individual operand. 

7. In a computer system, including memory for storing 
instructions and operands, central processor capable of 
fetching and decoding instructions, operand descriptor 
indexes, operand descriptors, and an operand descriptor 
cache, a method of selecting Whether to store data on 
individual operands into a data cache comprising: 

in the central processor, processing information from an 
operand descriptor cache and specifying Whether to 
store data of individual operands into a cache; 

in the operand descriptor cache, storing cache options of 
individual operands in operand descriptors Wherein 
said options comprise: (1) storing data in the data cache 
or not and (2) requiring absolute data coherency for the 
data in an operand or not; 

in the data cache, not checking if data to be encached is 
shared With data in other data caches and therefore 
operating on the data Without giving notice to other 
data caches or storages; 

further specifying Whether data coherency of cached 
operands is to be maintained; and 

further specifying an enabling of said cache, and enabling 
of said cache coherency. 

8. The method of claim 7 further comprising: 
in the data cache, performing optional bypassing of the 

data cache for data of individual operands. 
9. The method of claim 7 further comprising: 
in the data cache, checking according to the data coher 

ency ?ag in the operand descriptor if data to be 
encached is shared With data in other data caches and 
if indicated by the data coherency ?ag, maintaining 
data coherency With other caches if data is modi?ed. 

10. In a computer system, a method of managing data 
access comprising: 

providing for data storage a plurality of operand 
descriptors, an operand descriptor including an address 
and operand speci?c parameters; 

requiring that instructions referencing data storage use 
one or more operand descriptors; 

for an instruction accessing data storage using said oper 
and descriptor, checking said operand speci?c param 
eters to validate said accessing; and 

storing operand descriptors in an operand descriptor 
cache; 
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wherein an operand descriptor parameter values are inde 
pendent of any other operand descriptor parameter 
values; 

Wherein operand descriptor parameter values may be set 
and reset independent of any paging de?ned by a 
memory or caching system. 

11. The method of claim 10 further comprising: 
providing identi?ers for said operand descriptors; and 
requiring that instructions referencing data storage use 

said identi?ers. 
12. The method of claim 10 Wherein said operand speci?c 

parameters comprise: 
a parameter indicating Whether caching is required for an 

operand descriptor’s data. 
13. The method of claim 10 Wherein said operand speci?c 

parameters comprise: 
a parameter indicating Whether coherency maintenance is 

required for an operand descriptor’s data. 
14. The method of claim 10 Wherein said operand speci?c 

parameters comprise: 
a parameter indicating Whether read access is alloWed for 

an operand descriptor’s data. 

10 

8 
15. The method of claim 10 Wherein said operand speci?c 

parameters comprise: 
a parameter indicating Whether Write access is alloWed for 

an operand descriptor’s data. 
16. The method of claim 10 Wherein said operand speci?c 

parameters comprise: 
a parameter indicating Whether execute access is alloWed 

for an operand descriptor’s data. 
17. The method of claim 10 Wherein said operand speci?c 

parameters comprise: 
a parameter indicating Whether access is alloWed in user 
mode or supervisor mode. 

18. The method of claim 10 Wherein an operand descrip 
tor’s parameter values are independent of any other operand 
descriptor parameter’s values. 

19. The method of claim 10 further comprising: 

validating access privileges of a set of individual operand 
descriptors through a pre-determined template of 
alloWable accesses. 
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