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INTEGRATED CIRCUIT CARD TERMINAL SECURE APPUCUTDN NODULE 

INTITAUZATTON 

801 LOAD KEY KS1, KS2 LOAD KEY Kst, Ks2, Ksum 
802 WRRE (C',S') Ks2 WRTTE (C,S,A) Ksom 

APPUCATTON REQUEST 8c MJTT-IDRIZATTDN 

803 get request <== SELECT ?le-pro?le 
804 select correct ?le 
805 get request , , <== SEEK(C',S’) 
806 search forC and S , 
807 return RN = >fetch RN 
808 check RN':=vu|id 

809 ASK RND1==> get request 
810 generate RNDT 
811 store RNDt 
812 get RNDt <== GIVE RND] return RNDT 
813 get request == READ (RN) 
814 comp Y:=MAC(RND1,RN’,C')Ks1 ' 
815 return C',Y ==>fetch C.,Y , ’ I 
816 VERIFY MAC(C,RN ,Y)==> get C,RN ,Y 
817 store C',RN' 

818 comp R:=Bool(C'==C) 
819 check R==true 

820 comp X:=MAC(RND1,RN'.C')Ks1 

821 comp R:=Bool(X=Y) 
822 check R==true 

823 check R<== return R 
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SERVICE ACRON REQUEST 8c AUIHORIZARON 

824 get request == SELECT file-service 
825 select correct file 
826 get request <== ASK RND2 
827 generate RND2 
828 store RND2 
829 return RND2 GNE RND2 ==> GEt RND2 
830 couPurE MAC(WRRE(S',D,RN')==> get WRHE(S’.D,RN') 

831 comp R:=Bool(RN’== ) 
832 check R==true 

833 comp R:=Boo|(S'== ) 
834 check R==true 

835 comp Rz=uuthorize 
(WRrmcsn) 

836 check R==true 

837 comp X:=MAC(RND2,S,D,RN)Ks2 
838 fetch == return X 

839 check X==vu|id 

SERVICE ACRON EXECUHON 

840 get request <== WR|TE(S,D,RN,X) 
841 comp Y:=MAC(RND2,S,D,RN)Ks2 

842 comp R:=Boo|(X==) 
843 check R==true 

844 fetch RN 
845 store S,D on RD 
846 return R 
847 ==>fetch R 

check R 

FIG.80(2) 
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INTEGRATED CIRCUIT CARD TERIIINAL SECURE APPUCATION IIODULE 

INIITAIJZAITON 

801 LOAD KEY KSI, KS2 LOAD KEY KSI, KS2, Ksum 
802 WRITE (C',S') Ks2 WRITE (C,S,A) Ksum 

APPUCAITON REQUEST & MIIT'IORIZATION 

803 
I 1 see ?gure 80 

823 

SERVICE ACTTON REQUEST & AUTHORIZATTON 

824 get request <== SELECT file-service 
825 select correct ?le 

E25} ______________ ‘131-8531;; _____ ‘QR-[Q1568 __________ n 

8258 generate RND3 
825c store RND3 
825d get RND3 <== GIVE RND; return RND3 
825e get request <== READ (RN) 
825f comp Y:=MAC(RND3,RN',S',D')KsI , , 
825g return S',D',Y ==>fetch S,D ,Y 
825h VERIFY MAC(S',D',RN',Y)==> get S',D',RN',Y 

825i comp R:=Boo|(S'== ) 
825] check R==true 

825k store S',D',RN’ 
825l store D'.?xed , , , 

825m comp X:=MAC(RND3,S,D ,RN)KsI 
825n comp R:=Bool(X==Y) 
8250 check R==true 

825p check == return R 

FIG.8b(1) 
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826 get request == ASK RND2 
827 generate RND2 
828 store RND2 
829 return RND2 GIVE RND2 == GEI RND2 
830 COMPUTE MAC(WRITE(S',D.vur,RN')==> get WRITE(S'.D.vur,RN') 
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F|G.8b(2) 
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INTEGRATED CIRCUIT CARD, SECURE 
APPLICATION MODULE, SYSTEM 

COMPRISING A SECURE APPLICATION 
MODULE AND A TERMINAL AND A 

METHOD FOR CONTROLLING SERVICE 
ACTIONS TO BE CARRIED OUT BY THE 
SECURE APPLICATION MODULE ON THE 

INTEGRATED CIRCUIT CARD 

BACKGROUND OF THE INVENTION 

The present invention relates to an integrated circuit card 
provided With memory means storing service data relating to 
at least one service. 

Such integrated circuit cards are noW Widely used. The 
present invention is intended to be used in multiple appli 
cation authoriZation mechanisms. Examples of multiple 
application authoriZation mechanisms have been described 
before in, e.g., US. Pat. No. 5,473,690, WO-A-92/06451, 
EP-A-0,640,945, EBA-0,644,513, WO-A-87/07060, EP-A 
0,262,025 and EP-A-0,661,675. 

These knoWn multiple application authoriZation mecha 
nisms share a direct memory access structure in Which no 
directories and ?les are used. A common feature of the 
knoWn mechanisms is to use a secret code to check Whether 
a secure application module is alloWed to access an 

application, indicated by a unique identi?er, on the inte 
grated circuit card. Whenever a secure application module 
Wishes access to this application this secret code needs to be 
reproduced. 

Since these knoWn mechanisms do not use directories or 
?le structures the presence of access tables on the integrated 
circuit cards is required. These access tables comprise 
several entries including the secret code for a predetermined 
application, the related memory locations on the integrated 
circuit card used for the predetermined application and the 
related access rights associated With the predetermined 
application such as, for example read/Write rights, or a pin. 
Most importantly, a secret key is required to avoid disclosure 
of the secret code. 

A disadvantage of the knoWn mechanisms referred to 
above is that the access tables on the integrated circuit card 
occupy memory locations. Since noWadays an integrated 
circuit card only has about 8 kilobits of memory space 
available, this is a serious disadvantage. 

SUMMARY OF THE INVENTION 

The object of the present invention is to provide an 
integrated circuit card having a memory organiZed in a 
directory and ?le structure and in Which memory space is 
saved by reducing the overhead data on the integrated circuit 
card per application. 

To obtain this object the present invention provides an 
integrated circuit card Wherein at least part of the memory 
means comprises service data in ?le structures Within one 
directory comprising a ?rst ?le and a second ?le, service 
data being grouped together in service slots, any service slot 
being divided into a pro?le part and a data part, any pro?le 
part having a slot number, and being stored in the ?rst ?le 
and comprising a unique application identi?er and any data 
part being stored in the second ?le and comprising data 
relating to the service, the memory means storing at least 
one key to protect Write access to the ?rst and second ?les. 

By means of a memory on the integrated circuit card 
structured as de?ned above it is enough to store only one or 
tWo keys on the card Which are common to several service 
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2 
applications. Thus, less overhead data relating to any of the 
service applications on the card is required and more service 
applications can be supported by the integrated circuit card. 

In one embodiment, at least one pro?le part also com 
prises data relating to an expiry date of the service slot 
concerned. Such data relating to an expiry date may be 
checked by the secure application module Which is commu 
nicating With the integrated circuit card. If it is established 
that the date has already expired the service slot concerned 
is available to any other neW service application. Thus, no 
complicated arrangements have to be provided for betWeen 
the hardWare provider, the provider of the softWare and the 
party Who is providing the service to the user of the 
integrated circuit card. The availability of a service slot of 
Which the expiry date has expired can be checked automati 
cally. 
When there are different application providers of the 

softWare related to several services the service slots are 
preferably structured such that they comprise their oWn 
pro?le part and their oWn data part, the pro?le parts being 
implemented as records of the ?rst ?le and the data parts 
being implemented as records of the second ?le, the memory 
means storing a further key to protect access to the ?rst ?le. 
In such a case these service slots may be called “generic 
service slots”. 

HoWever, When there is only one application provider of 
the softWare for several services, preferably the imple 
mented service slots share one common pro?le part but any 
service slot comprises its oWn data part, the common pro?le 
part being implemented as one record of the ?rst ?le and the 
data parts being implemented as separate records of the 
second ?le. These service slots may be called “dedicated 
service slots”. In such a case, the ?rst ?le only comprises one 
record, thus saving required memory space for the pro?le 
part data. 

The directory of the integrated circuit card may be 
extended by a third ?le such that at least one service slot 
comprises an additional data part in the third ?le for storing 
additional data. Some service applications need a lot of 
additional data Which may be stored in such an additional 
data part. 
The present invention also relates to a secure application 

module equipped to communicate With an integrated circuit 
card, provided With memory means storing service data 
relating to at least one service, Wherein at least part of the 
memory means comprises service data in ?le structures 
Within one directory, the directory comprising at least one 
?le, the at least one ?le storing service data relating to one 
single service grouped together into: 

application/service de?nition data comprising a unique 
service identi?er and data indicating a service type; 

at least tWo application counters for administrating the 
number of allocations and for generating a unique 
record transaction number; 

a service sequence counter for generating a unique object 
number and administrating the number of created ser 
vice objects; 

a service ?oat for administrating the number of either 
issued or received value units and 

data relating to access rights de?ning service actions 
alloWed to be performed by prede?ned terminals, 

and Wherein the memory means comprises at least a ?rst 
key and a second key for protecting any data communication 
With an integrated circuit card. 

The service de?nition data and the keys on the secure 
application module are used for the management of the 
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service application, Which Was controlled by access tables 
on the integrated circuit card in the mechanisms according 
to the prior art. Thus, management control data is noW stored 
on the secure application module instead of on the integrated 
circuit card. HoWever, this is no serious disadvantage since 
the available memory space on the secure application mod 
ule is less critical than on the integrated circuit card itself. 
Moreover, such a construction has several advantages. 

First of all, the management of the applications may be 
realiZed more easily since the issuer of the integrated circuit 
cards is alWays able to establish a direct link betWeen the 
secure application module and a central data collect system 
Which is more dif?cult betWeen the integrated circuit cards 
and the central data collect system. 

Secondly, different service acceptants, i.e. parties Which 
establish direct links betWeen integrated circuit cards and the 
secure application module to facilitate a service, may be 
authoriZed to different access rights. The secure application 
module can easily check Which service actions are alloWed 
to a service acceptant to be carried out on an integrated 
circuit card, e.g. adding loyalty points, subtracting loyalty 
points, or only displaying a total number of loyalty points 
present on the integrated circuit card. 
By using records Within the ?le structure of the service 

slot mechanism, the use of access tables on the integrated 
circuit cards is avoided. The secure application module Will 
alWays only alloW use of a speci?ed record number that has 
been read in a secured Way. 

The present invention also relates to a system comprising 
a secure application module according to the invention and 
at least one terminal coupled to the secure application 
module, the terminal being equipped to communicate With 
the secure application module and With at least one inte 
grated circuit according to the invention in order to control 
a service carried out on the at least one integrated circuit 
card. 

Moreover, the present invention relates to a method for 
controlling a service action to be carried out by a terminal on 
an integrated circuit card, the terminal being coupled to both 
a secure application module and to the integrated circuit 
card, including the folloWing steps: 

a. establishing Whether the terminal is alloWed to carry out 
the circuit action on the integrated service card by using 
at least one code and at least one secret key, both the at 
least one code and the at least one key being stored on 
both the integrated circuit card and the secure applica 
tion module and by checking predetermined access 
rights, and 

b. carrying out the circuit action on the integrated service 
card; 

c. checking step b. on the terminal, 
Wherein the checking of predetermined access rights in step 
a is carried out on the secure application module using the 
data relating to access rights stored on the secure application 
module and the at least one code. 

Thus, in the method according to the invention more steps 
of the application mechanism are carried out on the secure 
application module than in methods according to the prior 
art. This saves memory space on the integrated circuit cards 
and simpli?es management of multiple applications on 
integrated circuit cards. 

Since the available memory space in secure application 
modules is less critical than on integrated circuit cards the 
number of possible access rights may be rather large. Access 
rights may be de?ned in more Ways than only read or Write. 
In accordance With the invention access rights may relate to 
creating, erasing, increasing, decreasing, validating, 
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4 
marking, and verifying service slots on the integrated circuit 
card and to modifying additional data parts if present. These 
are only examples: other types of access rights may be 
implemented on the secure application module. 

In an alternative embodiment, the method de?ned above 
includes the folloWing step prior to the step of checking 
predetermined access rights in step a: reading out service 
data from the service slot and storing in the secure applica 
tion module a predetermined data part of the data Which has 
to remain unchanged; and by the step of carrying out step b. 
Without changing the predetermined part of the data on the 
integrated circuit card. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention Will be explained beloW With 
reference to some draWings. These draWings are only meant 
to illustrate the present invention and not to limit its scope. 

FIG. 1 shoWs processes to support integrated circuit card 
services like an “electronic purse” facility; 

FIGS. 2.1—2.3 shoW a schematic ?oW diagram of method 
steps carried out in an integrated circuit card, a terminal, and 
a secure application module, respectively, to support such a 
service in accordance With the prior art; 

FIG. 3 shoWs a structure for several secure application 
module facilities; 

FIG. 4 shoWs a service application environment on an 
integrated circuit card Which may be used for services of the 
same type, originating from different application providers 
(generic service slots); 

FIG. 5 shoWs a structure of an alternative service appli 
cation environment for services of different types, originat 
ing from one application provider only (dedicated service 
slots); 

FIG. 6 shoWs a structure of a service application envi 
ronment of a secure application module in accordance With 
the present invention; 

FIG. 7 shoWs a secure application module and its relation 
betWeen several parties involved for providing and facili 
tating a service; 

FIGS. 8A1 and 8A2 shoW a schematic ?oW diagram of 
method steps carried out on an integrated circuit card, a 
terminal and a secure application module, respectively, for 
carrying out one of the folloWing service actions: creating, 
erasing, or modifying a service object; 

FIGS. 8B1 and 8B2 shoW an alternative ?oW diagram 
including steps for carrying out one of the folloWing service 
actions: increasing, decreasing, validating, and marking an 
eXisting service object; 

FIG. 9 shoWs an eXample of the eXact structure of a 
service slot. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

As shoWn in FIG. 1, in accordance With the state of the art, 
an integrated circuit card 1 may be loaded With one or more 
services, like an “electronic purse” facility. A user 5 may 
insert the integrated circuit card 1 into suitable connection 
means (not shoWn) of a terminal 2. The terminal 2 is coupled 
to a secure application module 3. A data collect system 4 is 
coupled to the secure application module 3 via the terminal 
interface. The connections betWeen the terminal 2, the 
secure application module 3, the data collect system 4, and 
the integrated circuit card 1, respectively, may be either by 
conventional Wires, optical ?bres or by any Wireless trans 
mission technique. 
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The terminal 2 operates as an interface between the 
integrated circuit card 1 and the secure application module 
3. 

In order to facilitate the description, several de?nitions 
used Will be stated ?rstly. 

Service type: the type of card-related service to be used by 
a card holder 5. Examples of service types are the electronic 
purse, loyalty counters, loyalty coupons, identi?ers, 
subscriptions, tickets, eg to be used for parking, public 
transport, cinema, concerts, etc. 

Service application: the set of necessary service objects to 
be stored on the integrated circuit card 1 and on the secure 
application module 3, to be used for the exploitation of the 
service. Examples of service objects are: loyalty points, 
tickets, subscriptions, etc. 

Service parameter: a service object that is necessary for 
the secure application module 3 in order to facilitate a 
service application, e.g., the application identi?er, service 
identi?er, service access rights, etc. 

Service action: the (authorized) execution of one or more 
softWare routines Which results in the modi?cation, creation 
or elimination of the service object, for example, the cre 
ation or veri?cation of a ticket or the increase or decrease of 
loyalty points on a loyalty coupon. 

Service access rights: a de?ned authoriZation rule for the 
use of a certain service action by a predetermined terminal; 
some terminals may, for example, only have the right to read 
the number of loyalty points on a integrated circuit card 1, 
Whereas others may have the authoriZation to modify this 
number of loyalty points. 

Service object: the service related data structure that is 
securely stored on the integrated circuit card and Which can 
be modi?ed by a service (object) action (eg tickets, 
coupons, loyalty counters). 

HardWare provider: the party Which provides the inte 
grated circuit card 1 to the card issuers and the secure 
application module 3 to the card acceptants. These inte 
grated circuit cards 1 and secure application modules 3 Will 
be provided With basic applications for the use of, for 
instance, the electronic purse. Part of the memory of the 
provided integrated circuit cards 1 and the secure application 
modules can be used for the storage of further applications 
to be determined by the card issuer/card acceptant. 

Card issuer: the party Which issues the integrated circuit 
card 1 to customers. This party determines the optional 
applications on the integrated circuit cards 1, usually after a 
legal agreement With the hardWare provider. 

Card acceptant: the party Which buys the necessary secure 
application modules 3 from the hardWare provider in order 
to offer several card-related services to the card holders 5. 
These secure application modules 3 must be linked to the 
terminal(s) 2 of the card acceptant. The card acceptant 
determines the optional applications on the secure applica 
tion module 3, usually after a legal agreement With the 
hardWare provider. 

Application provider: the party Which facilitates these 
card-related services, by means of storing service applica 
tion modules on the integrated circuit card 1 and on the 
secure application modules 3. This party must also provide 
the necessary terminal softWare to be stored in the terminal 
(s) 2 of the card acceptant. 

Service provider: the party Which (?nancially) exploits 
the card-related service offered by a card acceptant and 
facilitated by an application provider. 

Service acceptant: the party Which establishes the direct 
link betWeen the card holder 5 and a certain service via an 
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6 
on-line service host or via an off-line service terminal 2. This 
party performs the service actions on the stored service 
object, for Which it is alloWed to use. 

Card holder 5: the customer Who uses the integrated 
circuit card 1 for several services by means of establishing 
the necessary link betWeen the integrated circuit card 1 and 
the terminal 2, e.g., by inserting the Chipper in a retailer’s 
reader or by communicating via a Tele-Chipper®. 
As shoWn in FIG. 1, the terminal 2 controls any service 

transaction after a customer 5 has connected his integrated 
circuit card 1 to the terminal 2. The terminal 2 performs any 
service action to be made and updates the service object on 
the integrated circuit card 1. At the same time, the terminal 
2 performs the necessary actions on the secure application 
module 3. 
The data collect system 4 collects service parameters from 

and loads service parameters on the secure application 
module 3 in a collection session. 

The collection session as indicated in FIG. 1 is knoWn to 
persons skilled in the art and is not explained in detail here. 
As indicated above, several multiple application authori 

Zation mechanisms have been described before, like in US. 
Pat. No 5,473,690, WO-A-92/06451, EP-A-0,640,945, 
EP-A-0,644,513, WO-A-87/07060, and EP-A-0,262,025 
and EP-A-0,661,675. These knoWn multiple application 
authoriZation mechanisms share a direct memory access 
structure, i.e., Without directories and ?les structures. A 
secret code C is used for accessing the application With an 
identi?er I on the integrated circuit card 1. Whenever a 
secure application module 3 Wishes to access this applica 
tion it must be able to generate this secret code C. This secret 
code C may be encrypted When it is supplied to the inte 
grated circuit card 1 to avoid its disclosure to the outside 
World. Alternatively, this code C may be processed With a 
message authentication code (MAC) in order to avoid any 
modi?cation by the outside World. As a further alternative, 
this code C may be supplied directly. A control mechanism 
on the integrated circuit card 1 may count hoW many times 
a Wrong code C is supplied. 
A second feature of all these knoWn mechanisms is the 

presence of an access table on the integrated circuit card 1. 
Mostly, such a table comprises a plurality of entries con 
sisting of 1) the secret code C for a speci?c application, 2) 
related memory locations M on the integrated circuit card 1 
used by that application (eg referring to Zones, number of 
bytes, offsets, records, etc.) and 3) related access rights A 
applicable to this application (eg read/Write rights, PIN, 
etc.). When either option 1 or option 2 is used a secret key 
Ks is required. 

FIG. 2 shoWs a schematic ?oW diagram broadly summa 
riZing the mechanism according to the prior art When Writing 
data D on a memory location M of the application related to 
the code C. Four phases can be distinguished: the initial 
iZation phase in Which several parameters are stored in the 
integrated circuit card (ICC) 1 and the secure application 
module (SAM) 3, the application access phase in Which the 
integrated circuit card 1 checks Whether the secret code C as 
supplied is correct, the application request phase in Which 
the request to Write data D on the memory location M is 
made, and the request authoriZation execution phase in 
Which the terminal is authoriZed to Write data on memory 
location M given access rights A and code C. The use of 
random numbers RND is optional but is required to avoid 
so-called “replay attacks”. A random number RND is used 
by the secure application module 3 to encrypt the code C 
When the secret code C is to be transferred from the secure 
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application module 3 to the integrated circuit card 1. The 
integrated circuit card 1 is equipped to decode the encoded 
secret code C. Thus, the terminal 2 When transferring the 
encrypted secret code C from the secure application module 
3 to the integrated circuit card 1 does not knoW the value of 
the secret code C and Will not be able to carry out any further 
action on the integrated circuit card 1 Without being autho 
riZed. 

The How diagram of FIG. 2 is separated into three parts 
relating to the integrated circuit card (ICC) 1, the terminal 2, 
and the secure application module (SAM) 3, respectively. 

In step 201, the integrated circuit card 1 stores the 
folloWing set of parameters for an application: an identi?er 
I, a secret code C, a memory location M, and access rights 
A. 

In step 202, the integrated circuit card 1 stores a secret key 
Ks. 

In the initialiZation phase, in step 203, the secure appli 
cation module 3 stores an application identi?er I‘ and a secret 
code C‘. In step 204, the secure application module stores the 
secret key Ks. 

For the same application, it is required that I=I‘ and C=C‘. 

In the application access phase the folloWing steps are 
carried out. 

In step 205 the integrated circuit card 1 generates a 
random number RND Which is stored in step 206. 

In step 207, the random number RND is transmitted to the 
terminal 2. 

Step 208 indicates that the terminal 2 is Waiting for receipt 
of the random number RND. As long as the random number 
RND has not been received the terminal 2 remains Waiting. 

As soon as the terminal 2 has received the random number 
RND it transfers the random number RND, in step 209, to 
the secure application module 3. 

Step 210 indicates that in the application access phase the 
secure application module 3 Waits until the random number 
RND has been received. 

As soon as the random number RND has been received 
the secure application module 3 computes the value of a 
parameter Y in accordance With: 

Thus, the parameter Y is an encrypted form of the secret 
code C‘, the value of Y being determined by the value of the 
random number RND as received in step 210 and by the 
secret key Ks. 

In step 212, the secure application module 3 transmits the 
application identi?er I‘ and the parameter Y to the terminal 

Step 213 indicates that the terminal 2 is Waiting for receipt 
of the application identi?er I‘ and the parameter Y 
As soon as the terminal 2 receives the application iden 

ti?er I‘ and the parameter Y, it transfers the application 
identi?er I‘ and the parameter Y to the integrated circuit card 
1. 

Step 215 indicates that the integrated circuit card 1 is 
Waiting until it has received the application identi?er I‘ and 
the parameter Y 
As soon as the application identi?er I‘ and the parameter 

Y have been received the integrated circuit card 1 searches 
the entry on the application identi?er I‘, as indicated in step 
216. 

Then, the integrated circuit card 1 computes the value of 
a parameter X in accordance With: 
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When de secret code C is equal to the secret code C‘, then, 
the value of parameter X needs to be equal to the value of 
the parameter Y This equivalence is checked in step 218 
Where a Boolean parameter R is computed in accordance 
With a Boolean operation X=Y? 

In step 219 the Boolean value of parameter R is trans 
mitted to the terminal 2. 
The terminal 2 is Waiting in step 220 for receipt of the 

parameter R. As soon as parameter R has been received, in 
step 221, the terminal 2 checks Whether R=true. If not, the 
terminal 2 Will generate an error message in step 222 Which 
may be shoWn to the user through suitable display means 

(not shoWn). 
If R=true, the application request phase may start. 
In the application request phase the terminal 2 requests, in 

step 223, the integrated circuit card 1 to generate a random 
number RND. 

Step 224 indicates that the integrated circuit card 1 is 
Waiting for such a request. 

After receipt of said request, in step 225, the integrated 
circuit card 1 generates a random number RND, Which is 
stored in step 226. 

Then, the integrated circuit card 1 transmits the random 
number RND in step 227 to the terminal 2. 

Step 228 indicates that the terminal 2 is Waiting until the 
random number RND is received. 

If so, in step 229, the random number RND is transferred 
to the secure application module 3. 

Step 230 indicates that the secure application module 3 is 
Waiting until the random number RND has been received. 

After the terminal 2 has transferred the random number 
RND in step 229 the terminal 2, in step 231, starts the Write 
operation by sending a Write request to the secure applica 
tion module 3. 

Step 232 indicates that the secure application module 3 is 
Waiting until such a Write request has been received. If so, 
it computes, in step 233, the value of parameter Y in 
accordance With: 

Thus, Y is obtained by a message authentication code 
(MAC) operation on the values of the random number RND, 
the data D and the memory location M by using secret key 
Ks. 

In step 234, the secure application module 3 transmits Y 
to the terminal 2. 

Step 235 indicates that the terminal 2 is Waiting until Y 
has been received. 

If so, the application authoriZation execution may start. 
In the application authoriZation eXecution phase the ter 

minal 2 starts With a request to Write data D on memory 
location M in the integrated circuit card 1 given the com 
puted value of Y. This is indicated by reference number 236. 

In step 237 the integrated circuit card 1 Waits until such 
a Write request has been received. 

If so, the integrated circuit card 1 computes the value of 
parameter X in accordance With: 

Thus, if the value of key Ks has been properly stored both 
on the integrated circuit card 1 and the secure application 
module 3, X Will be equal to Y This is checked in step 239, 
Where the integrated circuit card 1 computes the value of 
Boolean parameter R in accordance With X=Y? 
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In step 240, the integrated circuit card 1 establishes 
Whether the terminal 2 is authorized to Write the data D on 
memory location M, given the values of the access rights A 
and the secret code C. If not, in step 241, the integrated 
circuit card 1 may generate an error message Which may be 
sent to the terminal 2 for display on display means (not 
shoWn). 

If the terminal 2 is authoriZed to Write, then, the integrated 
circuit card 1 Will Write the data D on memory location M, 
as indicated in step 242. 

In step 243, the integrated circuit card 1 transmits the 
value of Boolean parameter R to the terminal 2. 

Step 244 indicates that the terminal 2 is Waiting until the 
Boolean parameter R has been received. 

If so, the terminal 2 evaluates the Boolean parameter R in 
step 245 to check Whether the Write operation has been 
executed correctly. 

Steps 246, 247 and 248 indicate the end of the processing 
on the integrated circuit card 1, the terminal 2 and the secure 
application module 3, respectively. 

Although FIG. 2 relates to a Write operation it may be 
clear to a person skilled in the art that this is an eXample 
only. Read operations and other operations may be pro 
cessed in the same Way, in accordance With the prior art. 

Thus, from FIG. 2 it may be clear, that, in accordance With 
the prior art, in multiple application authoriZation 
mechanisms, the integrated circuit card 1 comprises a table 
for any individual application. Any of these tables comprises 
an application identi?er I, a secret code C, an indication of 
the memory Zones M Where the application has been stored, 
and a de?nition of access rights A optionally linked to more 
than one service acceptant. 

Contrary to this knoWn mechanism, the multiple applica 
tion authoriZation mechanism according to the present 
invention is based on a directory and ?le structure in the 
memory of the integrated circuit card 1. Moreover, in 
accordance With the present invention no access right tables 
are stored on the integrated circuit card 1 itself but are stored 
in the secure application module, thus, saving memory space 
in the integrated circuit card 1. 

In practice, on one physical secure application module 3 
both an electronic purse application and one or more other 
services must be implemented. These services must be 
clearly separated from one another. 

In accordance With the invention, a “service slot mecha 
nism” is used to facilitate the service applications other than 
the already eXisting electronic purse application. This Will be 
eXplained beloW. 

FIG. 3 schematically indicates that Within the secure 
application module 3 a service slot mechanism 7 must 
co-eXist With an eXisting electronic purse mechanism 8. 
Both the service slot mechanism 7 and the electronic purse 
mechanism 8 are implemented by means of generic secure 
application module facilities, such as internal ?les and an 
internal ?nite state machine. 

BeloW, an eXample of using service slots Will be given. In 
this eXample the previously stated de?nitions Will be used 
Which are, thus, further clari?ed. 

It is assumed that a “generic service slot” (Which Will be 
eXplained With reference to FIG. 4) is used in the eXample. 
If one of the de?nitions given above is used, it is printed in 
italics. 
A local shopping centre (service provider) decides to 

begin a regional loyalty scheme for the frequent visitors 
(card holders) of the centre. The Wish of the centre is that all 
retailers (service acceptants) Which are participating in the 
loyalty scheme must be able to safely store points (service 
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1) on the integrated circuit card 1. Most of the retailers are 
already accepting the integrated circuit card 1 for the pay 
ment of small amounts, i.e., the integrated circuit card 1 
already serves an electronic purse application. The idea is 
that if the customer (card holder) has collected 100 of these 
issued points he can eXchange them for a loyalty coupon 
(service 2) at a speci?c loyalty terminal 2 on a speci?c 
location in the centre. Then this coupon can only be 
exchanged for a speci?c product at the shop of a speci?c 
retailer. 
The shopping centre agrees With the hardWare provider 

and the card issuer concerned that tWo “generic service 
slots” are used for the implementation of the loyalty scheme 
(service application). In order to use the integrated circuit 
card 1 for the loyalty scheme, the hardWare provider, Which 
in this case is also the application provider, must provide the 
secure application modules 3 of the participating retailers 
With the necessary service parameters. These necessary 
service parameters Will be loaded into the secure application 
module 3 during a collection session (see FIG. 1) Which is 
already facilitated by the hardWare provider. Therefore, the 
hardWare provider must have the secure application module 
identi?ers at its disposal. By means of these service param 
eters the retailers are able to perform some service actions. 
At the normal payment terminals 2, the retailer must be 

able to increase a loyalty counter on the integrated circuit 
card 1 and to accept loyalty coupons that are stored on the 
integrated circuit card 1. HoWever, the retailer must not be 
able to decrease the counter or to create loyalty coupons. In 
other Words, the service access rights for any retailer 
concerned, ie any terminal 2 concerned, must be Well 
de?ned. When increasing the loyalty counter or accepting a 
loyalty coupon the retailer stores a “stamp” on the integrated 
circuit card 1 in order to depict the location of the last loyalty 
transaction. 
When creating loyalty points, a loyalty counter in the 

secure application module 3 of the terminal 2 concerned Will 
be increased by the issued amount of points. This is also 
done for the creation of loyalty coupons at the loyalty 
terminal. The value of these counters Will also be collected 
by the hardWare provider during a collection session (see 
FIG. 1) and Will then be distributed to a central system of the 
centre. In order to be able to administrate the saved points 
per card holder, the loyalty system must use loyalty trans 
action records that are processed by a central system Which 
may be implemented as a personal computer. Then, if a 
customer 5 loses or damages his integrated circuit card 1 the 
shopping centre Will be able to restore the collected amount 
of points on a neW integrated circuit card 1. 

In order to limit the number of points to be issued, each 
payment terminal must be able to issue, e.g., 10,000 loyalty 
points. Also, the retailer must pay a predetermined amount 
of money to a central shopping centre’s account for each 
point to be issued. Therefore, the secure application module 
3 of the terminal 2 concerned must be reloaded With 10,000 
points, each time that all the points have been issued (e.g. 
once a Week). The reloading of the secure application 
module 3 Will be handled during the collection session (see 
FIG. 1). 

After having arranged all this, the retailers are able to 
accept the integrated circuit card 1 for their loyalty scheme. 
In order to enable the customer 5 to participate in the loyalty 
scheme, the retailer must allocate tWo “generic service slots” 
on the integrated circuit card 1. One of these “generic 
service slots” is used for the storage of points and another for 
the storage of coupons. If the customer 5 has tWo service 
slots available he can authoriZe the allocation by means of 
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entering his PIN. Only for the allocation of the slot the 
customer’s PIN is required but not for the storage of points 
or coupons. When a retailer has allocated tWo slots on the 
integrated circuit card 1 an allocation counter in the secure 
application module 3 is increased by tWo. Based on this 
allocation counter the hardWare provider charges the shop 
ping centre With a certain amount of money. During a 
collection session (see FIG. 1), this allocation counter is read 
in a secure Way. 

In accordance With the invention, the integrated circuit 
card service types (eg a loyalty points service), or groups 
of service types, Will be stored in one service domain, 
protected by a unique key (one service domain is equal to 
one set of ?les, pro?le, data, and additional data), ie one 
common directory on the integrated circuit card 1. This 
directory contains several “generic service slots”. Any of 
these “generic service slots” comprises the data for one 
service application. “Generic service slots” Will be used for 
services of the same type (or the same group of types), 
originating from different application providers. 

Each service domain Will be protected by a unique set of 
cryptographic keys Ks1, Ks2, see FIG. 4. Thus, any of the 
generic service slots belonging to the application environ 
ment Will be protected by the same tWo keys Ks1 and Ks2. 
In order to prohibit the reading and Writing of these generic 
service slots by unauthoriZed parties and to necessitate a PIN 
When initialiZing a generic service slot, the generic service 
slot must be subdivided into a pro?le part and a data part. 
This is indicated in FIG. 4. The pro?le part Will function as 
an authoriZation mechanism for each of the generic service 
slots. This mechanism must alWays be used in addition to the 
cryptographic security architecture of the application envi 
ronment (directory) concerned. 
As shoWn in FIG. 4, the pro?le parts of the generic service 

slots present are grouped together Within a ?rst ?le. 
Moreover, the data parts of the generic service slots present 
are grouped into a second separate ?le. 
Any of the generic service slots may comprise an addi 

tional data part for storing additional data. The additional 
data parts of the generic service slots are grouped together 
into a third separate ?le. 
Any generic service slot i Within the application environ 

ment (directory) can easily be found by using a record 
number RN(i). For any i, the pro?le part, data part and 
additional data part concerned are stored in the same record 
RN(i) of the three different ?les. 

The pro?le part may, for instance, comprise 20 bytes. For 
any application, the pro?le part concerned contains a unique 
application identi?er and a slot label. In a preferred 
embodiment, the pro?le part of a generic service slot com 
prises data as to an expiry date. This expiry date refers to a 
date When the service concerned expires for the integrated 
circuit card 1 concerned. From that day onWards the generic 
service slot concerned is available to be used for any other 
service application, i.e., the data in the generic service slot 
concerned may be deleted and the generic service slot 
concerned may be Written by another service automatically. 

The data part of the generic service slot contains data 
Which depends on the service type for Which the generic 
service slot is used. For example, the data for a loyalty 
scheme Will be different from the data for a subscription. 

The additional data part depends on the service type. It 
offers the possibility of storing additional data When 
required. For some applications no additional data part is 
required. 

Adetailed description of the structure of a generic service 
slot Will be given later, With reference to FIG. 9. 
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FIG. 5 shoWs an alternative structure for an application 

environment on an integrated circuit card 1. This alternative 
structure is applicable if one single application provider 
Wishes to facilitate different service types, eg loyalty 
points, tickets, subscriptions, etc. In such a case several 
different generic service slots, as explained With reference to 
FIG. 4, may be used. HoWever, this Would result in 1) 
performance loss due to the required application sWitching 
time and 2) memory loss due to the presence of identical 
pro?le parts. Therefore, it must also be possible for an 
application provider to use different service types Within one 
application environment. 
The required service objects for these different service 

types Will, then, be stored into “dedicated service slots”, as 
referred to in FIG. 5. These dedicated service slots Will only 
be used for services of different types, originating from one 
single application provider. 

For the use of such dedicated service slots only one pro?le 
part Will be necessary because all data parts are used by the 
same application provider. HoWever, due to the fact that the 
contents of the dedicated pro?le part are directly linked to 
one key environment (of the application provider), the single 
pro?le part does not have to be checked by the secure 
application module 3 concerned. 

Thus, in the embodiment according to FIG. 5, still three 
different ?les (or tWo ?les When the ?le With additional data 
parts is super?uous) are used. HoWever, the ?le for the 
pro?le parts only comprises one single pro?le part and, 
therefore, needs less memory locations than in the embodi 
ment according to FIG. 4. 
An example of the embodiment according to FIG. 5 is the 

situation in Which one single public transport ?rm offers 
several different services and in Which one or more railWay 
?rms and one or more bus companies are operating as 
service acceptants. Then, the different services may relate to 
storing railWay tickets, bus tickets, loyalty points etc. 

While the card service slots (FIGS. 4 and 5) are grouped 
per service type the secure application module service slots 
are grouped per application provider and stored into one 
single secure application module application environment, 
i.e., one single directory on the secure application module. 
For example, a retailer could provide loyalty points, loyalty 
coupons and loyalty cross-selling points Whereas another 
organiZation could provide electronic tickets and electronic 
subscriptions on the same integrated circuit card 1. The 
secure application module of this retailer needs only to 
control these loyalty points, loyalty coupons and loyalty 
cross-selling points. The secure application module of the 
other organiZation need only to control the electronic tickets 
and the electronic subscriptions. Thus, the application envi 
ronment on the secure application module concerned can be 
organiZed into different service slots, as shoWn in FIG. 6. A 
secure application module service slot consists of an appli 
cation service de?nition, tWo application counters, a service 
?oat, a service sequence counter, and service access rights of 
the terminal concerned. The application service de?nition 
Will be used to store the unique service identi?er and to 
determine the service type. The application counters are an 
allocation counter for administrating the number of 
allocations, and a transaction counter for generating a unique 
record transaction number. The service ?oat administrates 
the number of issued/received value units, if applicable. The 
service sequence counter generates a unique object number 
and administrates the number of created service objects. 
The service rights must de?ne the service actions Which 

the secure application module concerned is alloWed to 
perform. For example, a secure application module could be 
















