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METHOD AND SYSTEM FOR DATA 
TRANSFER 

TECHNICAL FIELD 

The present invention relates to a method of data transfer 
betWeen a on board unit (OBU) and external devices such as 
integrated circuit card (ICC). The present invention relates 
further to a system for data transfer by means of radio 
communication using a transponder. In particular it relates to 
data transfer for application such as automatic fee collection 
(AFC) or automatic vehicle identi?cation (AVI). 
FR 2 708 764 discloses a vehicle equipment auto 

con?gurable With integrated circuit card comprising an 
integrated circuit card reader and a memory in Which a ?xed 
microprogram is stored designed to process remote 
transaction objects. Such an equipment is normally used for 
performing applications such as automatic fee collection on 
motorWays. The document discloses a microprogram in the 
on board unit (OBU) Which autonomously con?gures the 
equipment and adapts it to the special parameters of different 
applications. For this a ?xed routine, Which is initiated in 
response to a detection of an insertion of an ICC into the card 
reader, retrieves from the ICC parameters de?ning the 
speci?c values of the attributes of remote-transaction 
objects. 
From for example US. Pat. No. 4,309,904 (Chasek) a 

system is knoWn for collecting road toll charges by remote 
communication by means of microWaves betWeen a station 
ary installation and communication units in passing 
vehicles. 

Systems knoWn up to noW have been designed so that all 
components have a predetermined connectivity, the equip 
ment of the check point being arranged for a certain type of 
operation and the computer of the vehicle equipment being 
constructed and programmed for executing exactly this type 
of operation and having the ICC adapted to the speci?c 
operation and for co-operation With the computer of the 
vehicle equipment. It means that one obtains a strong 
locking to the system to Which the adaptation has been 
made, and then a considered vehicle equipment cannot be 
used Within another system, for example a differing system 
Within another territorial area. 

Of course it is a great disadvantage; road vehicles can 
move betWeen different territorial areas and then need to 
pass check points having systems different from those to 
Which the built-in equipment is adapted. For security rea 
sons the vehicle equipment is usually stationary installed in 
the vehicle and cannot easily be exchanged or modi?ed. 

In general, the communication betWeen ICC and OBU is 
based on a Master-Slave relationship. The OBU acts as the 
Master and the ICC acts as the Slave. The active application 
controls the communication and issues commands to the 
ICC using an ICC Driver. The Driver is con?gured accord 
ing to the capabilities and type of ICC. 

There is a family of ISO standards (7816-x) de?ning the 
various layers of the protocol betWeen ICC and OBU. 
HoWever, these standards do not cover the applications, i.e., 
the organisation and access methods of the data stored on the 
ICC. Therefore, it is necessary for the speci?c application 
and the driver of the OBU to ‘know’ these structures. Issuing 
a neW ICC requires a re-con?guration of the OBU. Usually, 
this is done by means of a central computing system and a 
communication netWork. 

As long as the ICC and the OBU is issued by one 
organisation there is no problem With issuing neW cards and 
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2 
re-con?guration of OBUs. Examples are: Phone-Cards, Toll 
Cards or Personal Identity Cards issued by companies. 

For the future it is expected, that the issuer of an ICC is 
not necessarily responsible for the OBUs (With the exception 
aspects concerning security, i.e., loading of secret keys into 
the OBUs, etc.). Furthermore, there Will be multi-application 
ICCs Where additional applications are brought onto an 
already issued ICC card. The OBUs Will have to handle a 
large number of different types of ICCs Where the required 
application is stored on the ICC in a Way the OBU does not 
knoW a priori. 

In one area of use to Which the present invention is 
directed, thus the collecting of vehicle charges by means of 
Wireless communication, a stationary equipment is provided 
in a number of check points, Which are arranged at the 
entrances to some roads, in particular motor highWays, 
bridges and tunnels Which are subject to charges. When 
passing the check point then a question signal is issued 
therefrom and is received by a transponder of the passing 
vehicle, giving rise to response, Which is transmitted from 
the transponder to the check point by means of modulating 
a signal from the check point. In such more developed 
systems Which are considered here a full series of such 
question and response messages can be exchanged enabling 
an entire payment operation, the ?nal result thereof being 
that money Which has been programmed into the ICC 
inserted in the reader of the vehicle equipment is reduced by 
the charged amount at the same time as the check points 
register that the corresponding amount of “electronic 
money” has been received. 
The execution of such a complicated operation requires 

that the transponder both Will be able to provide response 
messages adapted to several different questions and Will be 
able to accomplish said deduction in the smart card. Then it 
is not suf?cient that the transponder is designed only as a 
communication unit but the vehicle equipment must also be 
provided With a computer for processing and producing 
encoded data including memory equipment for storing pro 
grams and results of operations. 

In order to achieve it tWo extreme paths can be chosen: 
either the vehicle equipment is supplemented With a com 
puter betWeen the transponder and the card reader or the 
transponder is made to only have the function of a commu 
nication unit and all of the computing poWer is placed inside 
the ICC. HoWever, the latter alternative is not possible in the 
case Where, in a road toll, a free How is to be alloWed past 
the check point, also for high velocities, since the commu 
nication betWeen the ICC and the transponder through the 
card reader requires a time period that is too long that a 
payment operation Will have time to be performed for a high 
velocity of the vehicle. The transmitter of the check point 
must have a relatively short range both for enabling a 
selection betWeen different vehicles and because of demands 
from authorities that the signals must have a limited range. 
Therefore, in free How systems it has appeared to be 
necessary to transfer, before the communication, necessary 
data from the ICC to a computer coupled directly to the 
transponder. 

SUMMARY OF THE INVENTION 

The primary objective of the present invention is to 
provide a method Which alloWs for more ?exible relation 
betWeen an OBU and an external entity, such as a ICC, as 
Well as for ?exible con?guration of the OBU. 
A method according to this objective is claimed in claim 

1. Further preferable embodiments are claimed in the respec 



US 6,213,396 B1 
3 

tive subclaims. The general principle is to exchange macros 
and to provide a macro-interpreter inside the OBU (OBU, 
card reader) Which is able to read the macros and to execute 
them. This mechanism can be used to perform three different 
main groups of tasks: 

Application speci?c actions can be performed by the 
OBU, Without previously knoWing the structuring of 
the data for example inside the ICC as Well as the 
access conditions to be ful?lled in order to access the 
data. This information is provided for example by the 
ICC implicitly inside the macro. For example the OBU 
only has to knoW the location of storage of the macro 
inside the ICC, and, the ‘meaning’ of the macro, i.e., the 
purpose it Was designed for. Such application speci?c 
actions can be executed upon pressing of buttons of the 
OBU, or, the execution is triggered by some external 
events (eg commands received from other interfaces 
of the OBU) or the OBU recognises a speci?c situation, 
such as loW battery, end of communication etc. 

Creation/Initialisation of application speci?c data held 
inside the OBU. The values of these data can be created 
and/or modi?ed autonomously on insertion of a card, 
by executing a special ‘auto-con?guration’ macro read 
from the card. Alternatively, the values can be changed 
by execution of a macro during some transaction, eg 
on pressing buttons of the OBU, or, on commands 
received via some other interface of the OBU, Which 
triggers the execution of a macro, or the OBU recog 
nises a speci?c situation. 

Con?guration or creation of application speci?c functions 
of the OBU (e.g., modifying parameters of OBU 
functions). The functions can be created and/or modi 
?ed autonomously on insertion of a card, by executing 
a special ‘auto-con?guration’ macro read from the card. 
Alternatively, the functions can be changed by execu 
tion of a macro during some transaction, eg on press 
ing buttons of the OBU, or, on commands received via 
some other interface of the OBU, Which triggers the 
execution of a macro, or the OBU recognises a speci?c 
situation. 

The method according this invention is later explained in 
more detail together With preferred embodiments. 

Afurther objective of the invention is to provide a system, 
to use a regionally valid ICC for con?guration a generic 
OBU, so that the OBU can operate ef?ciently With the 
regional stationary equipment alloWing regional payment 
schemes. The computer of the OBU shall then be arranged 
so that ICCs, belonging to different payment systems, can 
Work together With it. The OBU, in particular its computer, 
shall in addition be capable of Working in such a universal 
Way that operations in different systems can be carried out. 
Thereby it shall thus be achieved that the vehicle equipment 
Without major changes and Without adding neW components 
Will be able to communicate and execute the operation 
together With stationary equipment arranged for different 
applications and versions of applications and at the same 
time Will be able to Work Within different payment schemes 
and together With ICC adapted thereto. 
By providing this universality of the vehicle equipments, 

it can be manufactured in large series having loWer produc 
tion costs than in the case Where the vehicle equipment must 
be adapted to each application and payment schemes. 

Afurther objective of the inventional system is to provide 
a vehicle equipment comprising a transponder, a macro 
interpreter, a computer, arranged for the control of the 
transponder and arranged to execute, When receiving 
instructions in the form of macros from the stationary 

15 

25 

35 

45 

55 

65 

4 
equipment and optionally interfaces for communication With 
external entities, such as integrated circuit card or other 
electronic devices. The electronic devices could be an sat 
ellite navigation systems, vehicle computer, communication 
centre. 

DESCRIPTION OF PREFERRED 
EMBODIMENTS 

The general function is noW explained in connection With 
the only FIGURE. On the ICC 1 there is stored a set of 
macros 5 and the card reader 3 reads these macros. A macro 
consists of a sequence of instruction to be executed by the 
macro interpreter 7. The card reader 3 is connected to the 
computer 4, comprising a processor 5 a memory 6 and a 
macro interpreter 7. The communication betWeen the OBU 
2 and the stationary equipment 10 is performed With radio 
signals using an transponder 8 and antennas 9. The user can 
interact With the OBU 2 via the Man Machine Interface 
(MMI) 12. Furthermore external electronic devices such as 
satellite navigation systems 13 con communicate With the 
OBU 2 via a serial interface 11. 

The folloWing de?nitions are used for equipment accord 
ing to the invention. 

Stationary equipment: active radio transmitter and 
receiver equipment, preferably for microWaves, arranged in 
a traf?c check point such as a road toll and controlled by a 
computer for generating data for transmission and for pro 
cessing and registering arriving, data during reception. 

Vehicle equipment: An equipment placed in respective 
vehicles provided for exchange of data With the stationary 
equipment. The vehicle equipment is including the folloW 
ing functional units: On board unit (OBU), integrated circuit 
card (ICC), external electronic devices. 
The OBU comprises a transponder, a computer, a macro 

interpreter, optionally a man machine interface and other 
interfaces, such as a card reader. 

Transponder: a transmitter and receiver equipment in the 
OBU and arranged to receive radio signals and to transmit 
radio signals after modulation, so that it is possible to reply 
to the received radio transmitted message by means of 
transmitting a response message (a transponder can be 
designed for such signal processing that less complicated 
response messages or even response sequences can be 
generated by the unit that is usually called a transponder— 
here hoWever it is presupposed that a more complicated 
signal processing and generation is supported by a 
computer). 

Computer: a computer comprising a read and Write 
memory for storing programs and data, a processor and a 
macro interpreter, connected to the transponder for receiving 
data, processing them and generating data for retransmission 
through the transponder. Optionally, the computer attends to 
communication With a integrated circuit card through a card 
reader (see beloW). 

Card reader: reader for ICCS, arranged to receive data 
from the card and forWard them to the vehicle computer and 
vice versa. 

ICC (integrated circuit card): at least a memory unit for 
storing data and optionally a microcomputer for processing. 
The ICC is provided to the OBU through the card reader. 
A macro de?nes eg the complete message sequencing 

toWards the ICC and all actions necessary to perform a 
certain task of the OBU. 

Another possible feature of the macros is to provide a 
?xed return value after execution, With could be displayed 
by the OBU. 
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Another feature of the macros 5 stored on ICCs 1 is to 
re-con?gure OBUs 2. This means that the ICC contains 
macros Which are executed by the OBU upon a user request, 
or, autonomously after insertion of the ICC. The result of the 
execution is a changing and/or creation of data and/or 
functions inside the OBU. For example, in systems for 
Automatic Fee Collection (AFC) the ICC may carry an 
electronic purse Where the fee is debited from, or, some 
identi?cation code referring to the users account. It is an 
advantage to con?gure the OBU by means of an ICC macro. 
This feature can be used to transfer vehicle related param 
eters into the OBU (personalisation of OBU). Alternatively, 
the behaviour of the OBU With respect to other interfaces 
can be altered by means of re-con?guration. 

The general applications of macros as already mentioned 
above read from ICCs are in the folloWing further speci?ed 
Without limiting the scope of the invention to the embodi 
ments. 

A ?rst group of applications are application speci?c 
actions performed by the OBU, for example: 
An electronic purse implemented on an ICC can be 

debited by the OBU by simply executing a macro With 
meaning ‘Debit X units’, Which is provided by the ICC. 
This is an example for a macro having a parameter ‘X’ 
Which is to be ?lled in by the OBU. Example: The ICC 
carries an electronic purse and the OBU is used for 
debiting a certain amount of money from these purses. 
The user requests the OBU to debit 5 ECU from the 
purse. As the OBU knoWs Where to ?nd the macro 
‘Debit X ECU’ on the ICC, it is able to doWn-load this 
macro and execute it With the parameter ‘5 ECU’. The 
macro contains all necessary steps and messages to 
perform the transaction. Hence, the OBU does not need 
any explicit knowledge about the structure of the 
electronic Purse and the location of storage. It only has 
to have access to the required keys Which are used for 
achieving security. The return value of the macro could 
indicate the success or failure of the transaction. The 
issuer of the purse can thus use arbitrary ICCs Which 
are already on the market, as long as he provides in 
addition a macro and stores it on the ICC together With 
the purse application. 

Reading of application speci?c data from the ICC and 
display them on the OBU’s display. 

Writing of some logging information into the ICC. 
Closing an ICC session autonomously by the OBU. 
Assume, the ICC is accessed by the stationary 
equipment, using the OBU as a transparent channel. If 
the link betWeen the stationary equipment and the OBU 
is interrupted, the OBU may execute autonomously 
some ‘post-processing macro’, provided by the ICC to 
properly conclude a session in such exceptional situa 
tions. 

A second group of applications deals With con?guration/ 
initialisation and/or creation of application speci?c data 
inside the OBU, for example: 

If the OBU is used for AFC, vehicle related parameters 
should be stored inside the OBU and not inside the 
ICC. On insertion of a special con?guration ICC, these 
data can be transferred from the ICC to the OBU. The 
ICC provides an ‘auto-con?guration macro’ Which 
implicitly contains the necessary instruction for this 
task. 

For faster access to application data stored on the ICC, 
there is the possibility to temporary store an ‘image’ of 
the ICC’s data inside the OBU. This can be achieved by 
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6 
some ‘preparation macro’ provided by the ICC and 
executed autonomously by the OBU on insertion of the 
ICC. This preparation is helpful in some high-speed 
applications like AFC. 

A third group concerns the con?guration and/or creation 
of application speci?c functions inside the OBU (e.g., modi 
fying parameters of OBU functions), for example: 
The ICC provides parameters needed for some routines 

inside the OBU to properly communicate via other 
external interfaces of the OBU, eg the radio interface 
used for communication With the stationary equipment. 
These parameters can be copied from the ICC by means 
of executing a ‘preparation-macro’, or, an ‘auto 
con?guration macro’. 

The ICC provides parameters and data Which change resp. 
complete internal system data of the OBU, e.g. look-up 
tables used to access attributes inside the ICC etc. 
Which are accessed by external interfaces. Again, these 
parameters can be read from the ICC during execution 
of a macro provided by the ICC. 

The ICC provides macros, Which are executed upon 
pressing of OBU buttons. This can be used to generally 
con?gure the MMI of the OBU. 

One objective of the invention is that the vehicle equip 
ment Will have the capability of being universal so that it can 
co-operate With different applications preferably fee collec 
tion When passing a check point. Then it is assumed that the 
vehicle equipment co-operates With a ICC While having a 
connection to the stationary equipment of the check point. 
This transaction results in reducing data representing money 
or identifying the user’s account. 

To arrange the operation in such a Way that it can be 
executed in spite of the short time available for the com 
munication betWeen the stationary equipment and the 
vehicle equipment, the operation can be structured in a 
manner Which Will be described later on: 
By travel of the vehicle the ICC can or must be displaced 

betWeen different areas, furnished With different payment 
schemes and different contracts betWeen the user and the 
road operator. In order to be used in various areas the vehicle 
equipment therefore must be able to co-operate through the 
transponder With different stationary equipment and differ 
ent applications. 

In order to reach said purpose of the invention to make the 
vehicle equipment adapted to be used Within different sys 
tem the OBU is provided With a macro interpreter, Which 
When introducing the card into the card reader of the vehicle 
equipment executes a macro in the computer of the OBU, for 
a signal processing adapted to the communication system 
and to the application of the present area. The method of use 
is thus that if a vehicle travels into an area Where the 
stationary equipments do not Work according to the system 
for Which the computer at the instant is programmed, the 
ICC inserted in the vehicle equipment Will program or 
reprogram the vehicle computer, so it Will be adapted to be 
used Within the territorial area in question and also adapted 
to the payment system thereof. Consequently by means of 
the ICC the vehicle equipment is con?gured to operate 
according to the signal processing system an up to the 
application that is valid for the area in question. 

Also, for the application data stored on the ICC memory 
is reserved in the computer, that is ?nally initialised accord 
ing to the card connected to the computer. The card must 
then be provided With the corresponding data for a ?nal 
programming of the reserved memory. 

In the folloWing some explanations and further informa 
tion Will be given around the items discussed above. Then 
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?rst the method of dividing the data processing into an 
operation in a preparatory stage, a real time stage executed 
during the radio signal communication and a post processing 
stage is discussed. 

The preparatory phase consists of reading data and/or 
function parameters into the vehicle computer and/or pro 
cessing commands. Possibly, all of the preparatory stage is 
executed according to a macro stored on the ICC. 

The period of time of the part of the payment operation 
Which is performed by means of radio communication 
during the passage of the toll station has to be kept as small 
as possible. 

The post processing stage can be executed When the 
communication area has been left. Therefore the computer 
should have a command queue Where commands from the 
stationary equipment (Write commands, containing the data 
Which are to be Written and Where they are to be Written) can 
be stored until they can be processed by the vehicle com 
puter. Optionally the OBU can autonomously execute a post 
processing macro. 

There is a Wish of manufacturing and selling data 
equipped OBUs in large quantities Without con?guring them 
for one speci?c application. Certain countries or regions can 
have or Will have, in a later stage When already many OBUs 
are in circulation, special demands for the application, ie 
for the Way in Which data are to be processed in the vehicle 
equipment. In such a situation the issuer of the OBUs does 
not Want to be forced to recall millions of OBUs or 
modi?cations/exchange. 

Said solution comprising a macro interpreter and macros 
stored on the ICC implies that not only data but even 
functions operation on data can be created and/or 
con?gured/initialised inside the OBU. 

In a other preferred embodiment the macros are provided 
to the OBU through other interfaces of the OBU such as the 
radio signal communication interface or a serial interface to 
other external electronic devices such as a communication 
centre or a satellite navigation system, or a external vehicle 
computers. 
What is claimed is: 
1. A method of data transfer betWeen an on board unit 

including a processor, memory means and interfaces, to an 
external entity including an integrated circuit card, the 
method comprising the steps of communicating betWeen a 
stationary equipment and the on board unit by means of 
radio signal; communicating betWeen the integrated circuit 
card and the on board unit by radio signal; knoWing by the 
on board unit a location of storage of at least one predeter 
mined sequence of commands formed as macros stored 
inside the integrated circuit card; exchanging the macro over 
one of interfaces and processing in the on board unit without 
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previously knoWing a structuring of data in order to teach the 
on board unit hoW to perform respective tasks. 

2. A method as de?ned in claim 1, Wherein said commu 
nicating betWeen the stationary equipment and the on board 
unit is performed betWeen the stationary equipment and a 
transponder inside the on board unit. 

3. Amethod as de?ned in claim 1, Wherein said processing 
includes processing in the on board unit Without previously 
knoWing a structuring of data in order to teach the on board 
unit hoW to perform the respective tasks according to an 
application of the on board unit. 

4. Amethod as de?ned in claim 1, Wherein said processing 
includes processing in the on board unit Without previously 
knoWing a structuring of data in order to teach the on board 
unit hoW to perform the respective tasks according to an 
application of the stationary equipment. 

5. Amethod as de?ned in claim 1; and further comprising 
the step of processing an execution of at least one macro in 
order to perform a speci?c task of the on board unit. 

6. Amethod as de?ned in claim 1; and further comprising 
the step of processing an execution of at least one macro in 
order to perform a speci?c task of a system connected to the 
on board unit. 

7. A system for data transfer by means of radio 
communication, comprising an on board unit for operations 
betWeen a stationary equipment and said on board unit, said 
on board unit including a receiver and transmitter equipment 
formed as a transponder, a computer With a processor and a 
memory unit connected to said transponder for receiving 
signals, processing them and generating signals for retrans 
mission through said transponder by means of a modulation 
of the signals, said on board unit communicating With at 
least one external entity, said on board unit including a 
macro interpreter and being formed so as to read at least one 
sequence of commands formed as macros and/or parameters 
from a knoWn location stored inside of the external entity 
Without previously knoWing a structure of the macro, said on 
board unit interpreting the macros and/or storing the param 
eters in order to perform a respective task according to an 
application of said on board unit and/or the external entity. 

8. A system as de?ned in claim 7; and further comprising 
interface means through Which said on board unit commu 
nicates With the at least one external entity. 

9. A system as de?ned in claim 7, Wherein said on board 
unit is formed to read from an integrated circuit card. 

10. A system as de?ned in claim 7, Wherein said on board 
unit is formed to read from an electronic device connected 
to said on board unit. 


