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PROXIMITY DETECTION OF VALID 
COMPUTER USER 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

This invention relates to computer security, and more 
particularly to the use of a proximity detector to continu 
ously authoriZe a computer for use only by authorized 
persons. 

2. Background of Related Art 
There are many purposes for securing a computer against 

unauthoriZed use. For instance, the computer may provide 
access to accounting records or other sensitive information, 
particularly When the computer is located in an area acces 
sible by many persons, e.g., as in a large of?ce. 

AWell knoWn and by far the most prevalent technique for 
preventing unauthoriZed access to a computer is by entering 
a unique passWord as depicted in FIG. 8. In FIG. 8, an 
authoriZed user boots up or otherWise starts a computer 130, 
perhaps at the beginning of their day. Usually, the computer 
contains a number of softWare programs, including an 
operating system and one or more application programs. 
Moreover, it is not unusual for the user to be prompted to 
enter tWo, three or even more different passWords by the 
various softWare programs (e.g., by the operating system, to 
access a netWork, and to load a particular application 
program) before the computer is up and running. A visual 
prompt for entry of each passWord is typically printed on the 
display 112 of the computer 130, Which the user subse 
quently types on the keyboard 110 to gain authoriZed access 
for proceeding. While providing some level of security, this 
process typically requires a signi?cant amount of user input 
and time before the computer is up and running. 

During the business day, the user of the secure computer 
130 may have the need to leave the room containing the 
computer, e.g., to go to the restroom, lunch, etc. HoWever, 
as long as the computer 130 remains poWered up, it Will 
provide access to any user. 

To prevent unauthoriZed access to the computer 130 When 
the authoriZed user(s) is (are) out of the room, the most 
traditional methods require the computer 130 to be turned 
off. HoWever, this method is rather inconvenient because it 
causes signi?cant delays in restarting the computer and 
re-entering the authoriZing passWords When the authoriZed 
user returns. Moreover, the user may inadvertently forget to 
turn the computer 130 off When out of the room, leaving the 
computer susceptible to unauthoriZed use. Or, Worse yet, the 
user may deliberately leave the computer on for quick 
absences from the room to eliminate the necessary doWn 
time While aWaiting rebooting of the computer upon return, 
perhaps to increase their personal productivity. 
An authoriZing keyed lock 132 has been added to the 

external casing of many neWer personal computers 130 as 
shoWn in FIG. 8. In the unlocked position, there is no change 
to the ordinary operation of a computer 130. HoWever, When 
the authoriZing keyed lock 132 is turned to the lock position, 
keyboard entry is prevented. 

The authoriZing keyed lock 132 is used most often for 
computers operating as servers or other multi-user tasks, and 
for computers Which are otherWise intentionally not alWays 
attended during their operation. HoWever, even When locked 
out from keyboard entry With the authoriZing keyed lock 132 
in the lock position, the conventional computer 130 contin 
ues to operate as previously authoriZed and often continues 
to display information on display 112. The keyed lock 
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2 
usually prevents neW keyboard entry—it does not disable 
previous keyboard entries. Moreover, even an authoriZing 
keyed lock 132 cannot prevent a computer 130 from unau 
thoriZed use When the absent user forgets to lock the 
computer 130 before leaving the room. 

There is thus a need for a computer having an authoriZing 
feature Which is ?exible enough to prevent access When the 
user steps out of the room even for just a minute, Which is 
automatic Without requiring instruction from the authoriZed 
user to initiate some security procedure (e.g., poWering 
doWn) before an absence from the room. 

SUMMARY OF THE INVENTION 

In accordance With the principles of the present invention, 
a proximity detection system for a computer comprises 
means for enabling a computer When a valid user is present, 
and means for disabling the computer When the valid user is 
not present. 

In another aspect, a proximity detection system comprises 
a proximity detector in communication With the computer. A 
timer associated With the computer is operable to expire 
upon non-receipt of an authoriZing code from an authoriZed 
user of the computer. A disabling module in the computer 
disables at least one feature of the computer based on an 
expiration of the timer. 

In another aspect, a proximity detection system in accor 
dance With the present invention comprises a proximity 
reader in communication With the computer, a detection 
module Which continuously determines a presence of an 
authoriZed user Within a proximity of the proximity reader, 
and a disabling module in the computer to disable at least 
one feature of the computer based on a determination by the 
detection module that the authoriZed user is not Within the 
proximity of the proximity reader. 
A method of continuously detecting an authoriZed user 

Within a proximity of a computer in accordance With the 
present invention comprises repeating steps. In one step, 
receipt of a coded message from an authoriZed user is 
determined to indicate that the authoriZed user is Within a 
proximity of the computer. As the authoriZed user moves in 
and out of the proximity of the computer, at least one 
function of the computer is enabled and disabled, 
respectively, based on a receipt of a coded message from the 
authoriZed user. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Features and advantages of the present invention Will 
become apparent to those skilled in the art from the folloW 
ing description With reference to the draWings, in Which: 

FIG. 1 shoWs a proximity detector for continuous detec 
tion of valid computer user in accordance With the principles 
of the present invention. 

FIG. 2A shoWs a process for continuously enabling a 
computer in accordance With a ?rst embodiment of the 
present invention. 

FIG. 2B shoWs an interrupt routine for use With the ?rst 
process shoWn in FIG. 2A. 

FIG. 3 shoWs an alternative process for continuously 
enabling a computer in accordance With a second embodi 
ment of the present invention. 

FIG. 4 shoWs a process for synchronously detecting the 
presence of an object in proximity to the computer With a 
check for validity or authority of the detected object. 

FIG. 5 shoWs a block diagram of an RF presence detector; 
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FIG. 6 is a schematic diagram of the RF presence detector 
shown in FIG. 5. 

FIG. 7A shows a proximity badge containing a bar code 
in accordance With a third embodiment of the present 
invention. 

FIG. 7B shoWs an optical proximity bar code reader for 
detecting the presence of the proximity badge shoWn in FIG. 

FIG. 8 shoWs the prior art method of requiring entry of a 
passWord to enable a computer for use. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

The present invention integrates a proximity detector With 
a computer to allow autonomy to authoriZed users While at 
the same time offering increased security to prevent unau 
thoriZed access to sensitive computers. 

Proximity detectors are knoWn for use in preventing theft 
of retail items, for alloWing one-time entry through locked 
gates, etc. For instance, US. Pat. Nos. 4,857,913 and 
5,467,082 disclose coded proximity devices such as plastic 
cards capable of being identi?ed at a distance by suitable 
readers for use in one-time unlocking of a lock. The dis 
closed badges are inductively coupled to a poWer source 
such that the badges need not contain a battery. Each badge 
is uniquely identi?ed by a preset binary code, Which is 
emitted to a reader to identify an authoriZing badge Within 
proximal distance of the reader. The content of US. Pat. 
Nos. 4,857,913, and 5,467,082, is explicitly incorporated 
herein by reference. 

The present invention makes use of coded proximity 
detectors such as those disclosed in these patents in a unique 
Way and subject to a unique process in the computer, i.e., to 
uniquely and continuously identify authoriZed users Within 
proximal or visual distance of a relevant computer to alloW 
ongoing usage of the computer. 

In particular, FIG. 1 shoWs a user Wearing a proximity 
badge 100 for detection When in the proximity of a prox 
imity reader 120 of a computer 130, in accordance With the 
principles of the present invention. The proximity badge 100 
is preferably carried at all times by the user, e.g., Worn as a 
necklace as shoWn in FIG. 1, Worn as a badge, carried in a 
pocket, etc. Of course, the user may carry the proximity 
badge 100 in their hand and place it on the table near the 
computer When operating the computer, but this method 
risks leaving the computer operational When unattended if 
the user forgets to take the proximity badge 100 With him or 
her When leaving the room. If this method is used, it is 
preferable that the proximity badge 100 be tethered to the 
user in some Way. 

The communication betWeen the proximity badge 100 and 
the proximity reader 120 may be by Wireless radio frequen 
cies (RF), or by infrared (IR) optics, as knoWn in the art, as 
depicted in FIG. 1. The proximity reader 120 and proximity 
badge 100 are tuned to operate only Within a desired range 
Which varies depending upon the application. Most prefer 
ably the range Will extend throughout the room in Which the 
computer 130 is contained. HoWever, in extremely sensitive 
applications, the poWer of the proximity reader 120 and/or 
proximity badge 100 can be doWngraded to operate only 
Within a feW feet of one another. 

It may be desirable to add hysteresis to the range in Which 
the proximity system operates, e.g., so that When the user is 
standing at the brim of the range, the computer 130 Will not 
repeatedly be rendered operational and non-operational until 
the user steps back Within safe range. 
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4 
The proximity detection system in accordance With the 

present invention includes functionality installed in the 
computer 130 to prevent use of desired features of the 
computer 130 When the proximity badge 100 is not in the 
proximity of the proximity reader 120. One embodiment of 
the process performed by the computer 130 in conjunction 
With the proximity reader 120 is shoWn in FIGS. 2A and 2B. 

FIGS. 2A and 2B shoW processes installed Within the 
kernel, operating system, and/or application program(s) of 
the computer 130, depending upon the level of security 
desired. The process may be installed in a separate applica 
tion program running on a multi-tasking operating system. 
Installation of the process in the kernel or operating system 
Will prevent any successful use of the computer 130 Without 
having the proximity badge 100 Within the proximity of the 
proximity reader 120, Whereas installation of the process in 
an application program Will prevent use of that application 
program, but Will alloW use of the operating system of the 
computer. For highest security, it is preferred that the pro 
cesses of the present invention be implemented at or beloW 
the operating system of the computer 130. 

In the ?rst step 202 of the process shoWn in FIG. 2A, the 
computer 130 searches for indication of receipt of a binary 
coded message from a proximity badge 100. Upon receipt of 
a binary coded message, the proximity reader 120 compares 
the received coded message With authoriZing codes con 
tained in a secure database in step 204 to determine if the 
detected proximity badge 100 is authoriZed to use the 
particular computer 130 in Which the system is installed. If 
the received coded message does not correspond to an 
authoriZed code, then the process continues to step 206 
Where the relevant features of the computer 130 are disabled. 
If the process is installed in the kernel or the operating 
system, it is preferred that the operating system and/or 
keyboard be rendered non-operational in step 206. If the 
process is installed in an application program, then it is 
preferred that the application program be prevented from 
operating in step 206. 

It is most preferable that step 206 not cause any change to 
the status of information or programs already operating on 
the computer 130, just that step 206 prevent further opera 
tion of the computer 130. For instance, if the authoriZed user 
Wearing the correctly authoriZed proximity badge 100 
momentarily steps out of the room, and another person 
Wearing a proximity badge for a different computer Walks 
by, it is not desirable for the computer to close the applica 
tion program or operating system. Rather, When the autho 
riZed user returns to the room, it is desirable that the 
subsequent re-activation of the computer 130 continue from 
the point at Which the user left off. 

For instance, the computer function disabled in step 206 
may operate as a screen saver to prevent visual display of 
information on the display 112 When the proximity badge 
100 is not in the proximity of the proximity reader 120. 
Alternatively or additionally, the computer may enter and 
remain in a standby mode of operation and lock out any 
keyboard entry until the authoriZed user returns to the room 
as detected by the proximity reader 120. 

If an authoriZed proximity badge 100 is Within the pre 
scribed distance from the computer, and thus an authoriZing 
binary coded message Was received by the proximity reader 
120, then step 208 enables the computer function(s) Which 
Would have been disabled in step 206. 
An important feature of the present invention is the 

continuous nature of the authoriZation to the computer 130 
to operate. Conventional passWord entry alloWs one-time 
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access beyond a point in a program of a computer. For 
instance, once a suitable password has been entered, com 
plete access to netWork resources may be granted until the 
computer is poWered doWn. The present invention provides 
a continuous check for an authoriZed user to prevent further 
operation of the relevant feature of the computer as soon as 
the authoriZed user leaves the proximity of the computer 
130. 

One Way of implementing the continuous authoriZation in 
accordance With the principles of the present invention is to 
install a process in the computer 130 Which repeatedly (on 
a timed or other basis) checks to see if the authoriZing 
proximity badge 100 remains Within the proximity of the 
proximity reader 120 of the computer 130. Step 210 accom 
plishes this implementation by resetting a security counter, 
Which is otherWise incremented either based on computer 
cycles, time, number of calls to a particular routine in the 
computer 130, or other basis. Preferably, the counter is based 
on a safe amount of time that the computer 130 can be left 
unattended Without risking unauthoriZed use. This safe time 
is based on the particular application as determined by the 
user. 

Step 212 checks the value of the security counter to 
determine if it is time to check for the presence of the 
proximity badge 100. If the security timer has not yet 
reached its present maximum value (determined by the user 
based on their particular needs), then step 212 repeats. Once 
the security counter has reached the maximum count, i.e., 
the point at Which it is desired to check for the presence of 
the proximity badge 100, then the process returns to step 202 
to search for the receipt of the coded message. 

Given an estimated time in Which a computer may be 
accessed by an unauthoriZed individual once an authoriZed 
individual leaves the premises, a maximum value of the 
security counter corresponding to about 10 to 20 seconds 
Would be considered suitable for most applications, but 
shorter or longer times are expected and anticipated based 
on particular needs, in accordance With the principles of the 
present invention. 

FIG. 2B shoWs an interrupt routine or process used to 
automatically reset the security counter upon detection of an 
authoriZing binary code from a proximity badge 100, to 
avoid occasional stoppages of the computer 130 While the 
proximity reader 120 is Waiting for receipt of a message 
from an authoriZed proximity badge 100. The interrupt 
routine operates upon reception by the computer 130 of a 
binary coded message from any proximity badge 100. In the 
disclosed embodiment, the proximity reader 120 outputs 
serial data to a serial port of the computer 130, Which 
contains a UART Which causes the interrupt routine of FIG. 
2B to operate upon receipt of a coded message from a 
proximity reader 120. 

In the ?rst step 250 of the interrupt routine, the received 
coded message is compared against authoriZing codes con 
tained in a secure database to determine if the received 
coded message corresponds to an authoriZed user of the 
computer 130. If not, then the interrupt routine simply exits 
and returns to the previously operating routine (if any) 
Without any change to the security counter. HoWever, if the 
received coded message Which caused the interrupt does 
match an authoriZing code, then the security counter 260 is 
reset in step 260 before returning to the previously operating 
routine. 

FIG. 3 shoWs an alternative process to alloW continuous 
authoriZation of a user in accordance With the principles of 
the present invention. 
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In FIG. 3, steps 202, 204, 206 and 208 are performed as 

described With respect to FIG. 2A. HoWever, after enabling 
the desired computer function in step 208, the process 
merely Waits a predetermined amount of time in step 280 
before returning to step 202 to re-check for receipt of a 
coded message from an authoriZing proximity badge 100. In 
the disclosed embodiment, this process operates simulta 
neously With the normal operation of the computer so that an 
authoriZed user can operate the computer While the process 
is Waiting in step 280. 
Where RF communications are undesirable, such as in an 

air traffic control toWer Where electronic emissions are 
severely restricted, the present invention may be imple 
mented With an infrared (IR) proximity badge and an IR 
reader. Of course, positioning of the IR proximity badge 
With respect to the IR reader is important to alloW line of 
sight communications. The proximity badge 100, if an IR 
device, may be operated by an internal battery in environ 
ments Where RF frequencies are undesirable, or may receive 
poWer from an inductively coupled RF signal from an 
external poWering device located close to or in the proximity 
reader 120. 

The process shoWn in FIG. 3 is particularly useful in 
applications With a continuously transmitted encoded mes 
sage from a proximity device, e.g., a continuous frequency 
or unique combination of frequencies corresponding to an 
authoriZed user. 

The processes of FIGS. 2A, 2B and 3 are equally appli 
cable to the use of IR as to the use of RF. HoWever, in step 
202 shoWn in FIGS. 2A and 3, the coded message sent by an 
occasionally transmitted IR signal may be buffered in a 
serial universal asynchronous receiver transmitter (UART) 
of the computer 130, and simply read by the computer 130. 
OtherWise, the processes shoWn in FIGS. 2A, 2B and 3 for 
use With an IR proximity detection system comprising an IR 
proximity badge 100 and IR proximity reader 120 are as 
described above With respect to the use of RF. 

In addition, the proximity system may include a detection 
of the presence of an object (i.e., a person) synchronously 
With the detection of an authoriZed proximity detector. For 
instance, FIG. 4 shoWs a process for synchronously detect 
ing the presence of a person in proximity to the computer 
together With a check of authority of the detected person. 

In FIG. 4, presence of a person is detected in step 482. 
Presence may be determined in any of a number of Ways, 
e.g., by detection of a keypress on the keyboard. 
Alternatively, the presence may be detected by the blockage 
of an infrared beam to an infrared receiver, or by interfer 
ence With a transmitted radio frequency 

Presence of a person is detected in step 484 of FIG. 4. If 
a person is detected in step 484, the process searches for 
receipt of a coded message in step 490. Step 494 determines 
Whether or not a valid coded message Was received. If a 

valid coded message Was received, the relevant computer 
function is enabled in step 492. If a valid coded message Was 
not received, then a counter is checked in step 496 to 
determine if a maximum length of time has expired since a 
valid coded message Was received. Although the maximum 
length of time is dependent upon the application, an example 
of 30 seconds has proved suitable. If the maximum length of 
time has not expired in step 496, then the process returns to 
step 490 to again search for receipt of a coded message. If, 
on the other hand, the maximum amount of time has been 
exceeded, then the process passes to step 498, Wherein the 
relevant computer function is disabled and the process 
returns to step 484 to again determine the physical presence 
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of a person in the proximity of the computer. If a valid coded 
message Was received thus causing enablement of the rel 
evant computer function in step 492, then continued pres 
ence is determined in step 486. If the person continues to be 
Within the proximity of the computer, then step 486 contin 
ues to allow enablement of the relevant computer function in 
step 492. If, hoWever, the person leaves the proximity of the 
computer, then the process Will restart at step 484. 

Thus, as long as the authoriZed person remains Within the 
proximity of the computer, the coded message is not again 
searched for. The process of FIG. 4 ‘resets’ after the person 
has left the proximity of the computer to thereafter require 
re-transmission of the coded message to the proximity 
reader. This avoids unnecessary checking and re-checking of 
an authoriZed proximity badge Within the proximity of the 
computer. 

FIG. 5 shoWs a block diagram of one example of a 
presence detector utiliZing a radio frequency for detection of 
a person interrupting transmission and reception of a fre 
quency signal. Any neW object affecting the electromagnetic 
?eld betWeen a transmitting antenna 520 and a receiving 
antenna 508 is detected as a presence in the presence 
detector 500 shoWn in FIG. 5. 

The RF presence detector shoWn in FIG. 5 outputs a 
reference constant frequency, and compares the reference 
constant frequency With that Which is received to detect an 
offset from the level at Which the system Was tuned When 
installed in the room. 

In particular, in FIG. 5, a sineWave generator 504 provides 
a constant frequency signal to a drive ampli?er 502 and 
transmitted from antenna 520. The transmitted signal is 
received at a receive ampli?er 508, and input to a four 
quadrant analog multiplier 510. The four-quadrant analog 
multiplier looks at both the reference transmitted signal and 
the received signal to output a multiplication of the differ 
ence. Thus, the four-quadrant analog multiplier 510 also 
receives as a reference the frequency signal from the sin 
eWave generator 504 as adjusted in compensator 506 for 
gain and phase corresponding to the delay and loss betWeen 
the transmitter and the receiver. The output sineWave is 
?ltered in ?lter 512, and the difference is ampli?ed and 
detected in offset and detect gain module 514 and output to 
a processor to determine a presence of a person in a 
proximity of the antennas 520, 522. 

Antennas 520, 522 may be simple devices, e.g., identical 
lengths of hookup Wire, audio cable or ?at foil. 

FIG. 6 is a more detailed schematic diagram of the RF 
presence detector shoWn in FIG. 5. 

Another embodiment of the present invention is shoWn in 
FIGS. 7A and 7B. This embodiment utiliZes bar codes 
printed on a proximity badge 100a, Which are placed Within 
optical distance of an optical proximity reader 120a. In this 
embodiment, the proximity badge 100a contains an autho 
riZing code in the form of an optical bar code. To authoriZe 
continuous use of the computer, the proximity badge 100a is 
placed in a cradle of the proximity reader 120a. The coded 
message is contained in the bar code on the proximity badge 
100a, and is read by the optical proximity reader 120a. 

The proximity reader 120a comprises a conventional bar 
code reader system 400 including a light emitting diode 
(LED) or other light source 404, a scanning mechanism 406 
such as a rotating mirror, and a light detector 402. The 
detected authoriZing code is transmitted to the computer 130 
(FIG. 1) via a serial cable to a serial port for use by the 
processes as shoWn in FIGS. 2A, 2B and 3 as previously 
described. 
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A tether 170 on the proximity badge 100a alloWs free 

movement of the users arms While Working on the computer 
130, but retrieves the proximity badge 100a if the user 
forgets to remove the proximity badge 100a from the 
proximity reader 120a before leaving the room. 

The embodiment shoWn in FIGS. 4A and 4B is particu 
larly useful for applications requiring lighter security, as the 
optical bar code can be easily copied by an unauthoriZed 
user. 

While all embodiments herein provide continuous secu 
rity of a computer (as opposed to the conventional method 
of passWord entry to provide a one-time authority check), 
the present invention does not preclude and in fact prefers 
the use of passWords in addition to the continuous authori 
Zation in accordance With the principles of the present 
invention to provide increased security. 

While the invention has been described With reference to 
the exemplary preferred embodiments thereof, those skilled 
in the art Will be able to make various modi?cations to the 
described embodiments of the invention Without departing 
from the true spirit and scope of the invention. 
What is claimed is: 
1. Aproximity detection system for a computer, compris 

ing: 
a detection module that continuously determines a pres 

ence of an authoriZing code from an authoriZed user; 

a synchronous detection module that continuously detects 
a presence of a person synchronously With said pres 
ence of said authoriZing code; 

a timer associated With said computer, said timer being 
operable to expire upon at least one of non-receipt of 
said authoriZing code and a failure to detect said 
presence of said person; and 

a disabling module in said computer, said disabling mod 
ule disabling at least one feature of said computer based 
on an expiration of said timer. 

2. The proximity detection system for a computer accord 
ing to claim 1, Wherein: 

said at least one feature is a display function. 
3. The proximity detection system for a computer accord 

ing to claim 1, Wherein: 
said at least one feature is an operation mode of a 

processor in said computer. 
4. The proximity detection system for a computer accord 

ing to claim 1, Wherein: 
said at least one feature is input from a keyboard. 
5. The proximity detection system for a computer accord 

ing to claim 1, further comprising: 
an enabling module in said computer, said enabling 

module enabling said at least one feature of said 
computer based on receipt of said authoriZing code 
from said authoriZed user of said computer and said 
detection of said person. 

6. The proximity detection system for a computer accord 
ing to claim 5, Wherein: 

said enabling module is adapted and arranged to reset said 
timer substantially upon receipt of said authoriZing 
code and said detection of said person. 

7. Aproximity detection system for a computer, compris 
ing: 

a detection module that continuously determines a pres 
ence of an authoriZing code from an authoriZed user; 

a synchronous detection module that continuously detects 
a presence of a person synchronously With said detec 
tion of said authoriZing code; and 
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a disabling module in said computer, said disabling mod 
ule disabling at least one feature of said computer based 
on at least one of a determination by said detection 
module that said authorizing code is not present and a 
determination by said synchronous detection module 
that said person is not present. 

8. The proximity detection system for a computer accord 
ing to claim 7, Wherein: 

said at least one feature is a display function. 
9. The proximity detection system for a computer accord 

ing to claim 7, Wherein: 
said at least one feature is an operation mode of a 

processor in said computer. 
10. The proximity detection system for a computer 

according to claim 7, Wherein: 
said at least one feature is input from a keyboard. 
11. The proximity detection system for a computer 

according to claim 7, further comprising: 
an enabling module in said computer, said enabling 
module enabling said at least one feature of said 
computer based on said determination by said detection 
module that said authoriZed code is present and said 
determination by said synchronous detection module 
that said person is synchronously present With said 
detection of said authoriZing code. 

12. A proximity detection system for a computer, com 
prising: 

authoriZing code detection means for continuously detect 
ing an authoriZing code from an authoriZed user of said 
computer; 

synchronous detection means for continuously detecting a 
presence of a person synchronously With said detection 
of said authoriZing code by said authoriZing code 
detection means; and 

disabling means for disabling at least one feature of said 
computer based on at least one of said determination by 
said authoriZing code detection means that said autho 
riZing code is not detected and a determination by said 
synchronous detection means that a person is not 
present synchronously With said detection of said 
authoriZing code. 

13. The proximity detection system for a computer 
according to claim 12, Wherein: 

said at least one feature is a display function. 
14. The proximity detection system for a computer 

according to claim 12, Wherein: 
said at least one feature is an operation mode of a 

processor in said computer. 
15. The proximity detection system for a computer 

according to claim 12, Wherein: 
said at least one feature is input from a keyboard. 
16. The proximity detection system for a computer 

according to claim 12, further comprising: 
enabling means for enabling said at least one feature of 

said computer based on said determination by said 
authoriZing code detection means that said authoriZed 
user is Within said proximity of said proximity reader 

10 
means and said determination by said synchronous 
detection means that a person is present synchronously 
With said detection of said authoriZing code. 

17. Amethod of continuously detecting an authoriZed user 
5 Within a proximity of a computer, said method comprising: 

determining receipt of a coded message from said autho 
riZed user indicating that said authoriZed user is Within 
a proximity of said computer; 

determining a presence of a person synchronously With 
receipt of said coded message from said authoriZed 
user; 
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disabling at least one function of said computer if at least 
one of said coded message Was not received from said 
authoriZed user and said person Was not determined as 

being synchronously present With said receipt of said 
coded message from said authoriZed user; 
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enabling said at least one function of said computer if said 
coded message is received from said authoriZed user 
and said person is determined to be synchronously 
present With said receipt of said coded message from 
said authoriZed user; 

said step of enabling and said step of disabling being 
repeatedly performed as said authoriZed user moves in 
and out of said proximity of said computer. 

18. The method of continuously detecting an authoriZed 
user Within a proximity of a computer according to claim 17, 
Wherein: 

25 

said step of disabling comprises disabling a display of 
said computer; and 

30 

said step of enabling comprises enabling said display of 
said computer. 

19. The method of continuously detecting an authoriZed 
user Within a proximity of a computer according to claim 17, 
Wherein: 

35 

said step of disabling comprises placing a processor of 
said computer in a standby mode; and 

said step of enabling comprises placing said processor of 
said computer in an operating mode. 

20. The method of continuously detecting an authoriZed 
user Within a proximity of a computer according to claim 17, 
Wherein: 

40 

said step of disabling comprises disabling input from a 
keyboard of said computer; and 

said step of enabling comprises enabling a display of said 
computer. 

21. A proximity detection system comprising: 
50 means for enabling a computer When an authoriZing code 

from a valid user is present and a person is synchro 
nously present With a receipt of said authoriZing code; 
and 

means for disabling said computer When at least one of 
said authoriZing code from said valid user is not present 
and a person is not synchronously present With said 
presence of said authoriZing code. 

* * * * * 


