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COMMUNICATIONS GATEWAY MAPPING 
INTERNET ADDRESS TO LOGICAL-UNIT 

NAME 

CROSS-REFERENCE TO RELATED 
APPLICATION 

This patent application claims the bene?t under 35 U.S.C. 
§119(e) of US. Provisional Patent Application No. 60/053, 
005, ?led on Jun. 30, 1997, by Michael Boe and Derek 
Bolton for a Communications GateWay Mapping Internet 
Address to Logical-Unit Name. 

BACKGROUND OF THE INVENTION 

The present invention is directed to computer communi 
cations and in particular to gateways that mediate commu 
nications betWeen processes that communicate in different 
netWork protocols. 
A large installed base of computer equipment employs a 

communications protocol knoWn as Systems NetWork 
Architecture (“SNA”), Which speci?es the manner in Which 
a host computer, for example, Will communicate over a 
netWork With a device such as a terminal. At the same time, 
the Transmission Control Protocol/Internet Protocol (“TCP/ 
IP”)has enabled many disparate systems to communicate 
With each other over a Wide variety of physical communi 
cations media. 

To enable customers to communicate With SNA 
compliant systems but take advantage of the large number of 
TCP/IP links, communications-equipment manufacturers 
have built communications gateWays that translate betWeen 
the tWo protocols. FIG. 1 depicts a typical gateWay envi 
ronment. 

A user located in a city remote from a host mainframe 
computer 12 employs his terminal equipment 14, possibly in 
the form of a personal computer and modem, to gain access 
to an applications program that runs on the host 12. For this 
purpose, the user employs an Internet path 16; i.e., it 
employs the TCP/IP communications protocol to establish a 
Telnet connection. The Telnet connection is Well knoWn to 
the Internet community and described in its Requests for 
Comments (“RFCs”) 854, 860 and 862. 

The client terminal 14 is of a type sometimes referred to 
as a TN3270 emulator. The “TN” refers to the Telnet 
connection, and the “3270” signi?es that the connection’s 
data payload, namely, lines of EBCDIC characters and 
display parameters, takes the form of a “3270 data stream,” 
so called because its form is that employed by IBM termi 
nals and devices referred to as “3270s.” (Actually, not all 
“3270”-device names take the form 327x, but all such 
devices do use the 3270 data stream.) 

Such communication requires a TN3270 server such as 
server 18. Although the host in Which the target application 
is running sometimes performs the TN3270-server process, 
having it do so is usually considered too prodigal a use of 
mainframe cycles. So FIG. 1 includes a communications 
channel 20 betWeen the host 12 and the TN3270 server 18 
to indicate that the TN3270 server is embodied in separate 
hardWare. 

TCP/IP transmissions occur in IP datagrams that include 
the transmitting node’s IP address and encapsulate TCP 
segments that include the transmitting process’s port num 
ber. The client-terminal process’s TCP port number is usu 
ally arbitrary, but a TN3270 emulator connects to a server at 
a speci?c combination of IP address and TCP port number 
from Which the server infers that the client thereby con 
nected Wishes to use the Telnet protocol. 
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2 
To forWard the terminal’s information to the host, the 

TN3270 server Will have to engage in an SNA communi 
cations session With the host 12. A brief digression folloWs 
to revieW a feW Well-knoWn SNA features of particular 
relevance to the present discussion. 

Communications softWare in an SNA node performs for 
each of that node’s end users, such as a remote user terminal 
and the host applications program With Which the user 
terminal is to communicate, a respective process called a 
logical unit (“LU”). The LU manages the data How betWeen 
the associated user and an LU being performed for some 
other end user. Additionally, each node performs a further 
process, called a physical unit (“PU”), that manages that 
node equipment’s LUs and presents their data to the channel 
20. (For reasons not relevant to the present discussion, a 
given hardWare node may actually have more than one PU, 
but little is lost by considering the special case in Which each 
hardWare node runs only a single PU process.) Finally, one 
of the netWork nodes performs a further process called a 
systems services control point (“SSCP”), Whose responsi 
bility is the SNA netWork’s overall organiZation. (Actually, 
different parts of the netWork can be organiZed by SSCPs 
operating in different nodes, but it simpli?es the discussion 
to consider a single-SSCP network.) The host’s Virtual 
Telecommunication Access Method (VTAM) softWare cus 
tomarily provides this capability. 
NoW, let us assume that the host’s SSCP process has 

already performed various initial netWork-organiZation 
tasks, such as activating PU processes in each SNA node. 
For instance, We assume that the SSCP has already activated 
PUs in the TN3270 server 18 as Well as in an SNA 
communications controller 22 and a cluster controller 24 
With Which it communicates by Way of a communications 
link 26 dedicated to communications betWeen SNA devices. 
The cluster controller 24’s purpose is to encapsulate data 
streams from non-SNA equipment such as a terminal 26 or 
Workstation 28 in SNA messages for communication over 
the SNA netWork and to eXtract data streams from SNA 
messages for forWarding to that equipment. 

After the netWork has been initialiZed, link-level trans 
missions that support communication among SNA netWork 
addressable units, i.e., among units such as the PUs, the LUs, 
and the SSCP, occurs in basic link units Whose format FIG. 
2’s ?rst roW depicts. At the ?rst roW’s level of detail, the 
illustrated link unit’s RU ?eld can be thought of as the 
payload of loWer-level processes that use the outer ?elds for 
bit transmission through individual links, for data transmis 
sion and routing through paths consisting of those links, and 
for management of communications sessions betWeen 
netWork-addressable units. In addition, certain bits of the 
RH ?eld affect the RU ?eld’s interpretation. 
NoW, the manner in Which a given netWork node’s LU 

process can be initiated depends on the particular SNA 
netWork and its node’s capabilities. But in many cases the 
peripheral-node LU cannot be activated unless that node’s 
PU receives a request to do so from the SSCP by Way of such 
a link unit. We assume that terminal 26 and Workstation 28 
Were already attached When the SSCP did the initialiZation, 
so the SSCP immediately orders that respective LU pro 
cesses be activated for those devices. In a scenario that We 
noW discuss by reference to FIG. 3, We assume that the 
TN3270 client 14 is not initially attached to the server 18 but 
that the host 12 nonetheless begins operation by activating 
in the server an LU process that can represent a client When 
one does become attached. 

To this end the host sends a link unit Whose transmission 
FIG. 3’s line A represents. In that link unit the RH ?eld’s 
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contents indicate that the RU contains not end-user data but 
rather an SNA request of an unspeci?ed type Within a 
speci?ed category of requests and responses, and a request 
code-indicating part of the RU indicates that the resquest is 
of the type Whose mnemonic in SNA literature is ACTLU. 
This type of request directs a PU to activate an LU, and its 
RU ?eld further speci?es a local address, Which the SSCP 
thereby assigns to the LU being activated. 
As is Well knoWn to those skilled in the art, there are many 

request messages that the SNA protocol requires the receiv 
ing netWork-addressable unit to acknowledge. According to 
the protocol, the acknowledging unit ful?lls this requirement 
by sending back a message Whose “request” code is the same 
as that of the request message to Which it is responding but 
Whose RH ?eld identi?es it as a response rather than a 
request. For that reason, the message-type-identifying part 
of the RU ?eld is often called a request/response code 
instead of a request code. In FIG. 3’s line B, the notation 
“+Rsp” represents the acknoWledgment of the preceding 
message, the plus sign indicating that the request Was 
processed in the normal manner. The ACTLU response 
includes a ?eld that indicates Whether the LU is enabled, and 
in this case that ?eld states that the LU is disabled. 

FIG. 3’s line C represents the client 14’s thereafter 
establishing a TCP/IP connection, and line D represents a 
“TN3270 negotiation,” the conventional Telnet colloquy by 
Which a TN3270 emulator and a TN3270 server arrive at 
ground rules for subsequent communication. Having estab 
lished those ground rules, the TN3270 server must conduct 
a corresponding session With the host, so its PU sends the 
SSCP a “request” of the type knoWn as “Notify” in SNA 
literature, and the SSCP acknoWledges the request, as FIG. 
3’s lines G and H indicate. The Notify request’s contents 
indicate that the LU is noW available for a communications 
session, so the SSCP noW considers it enabled and upon its 
request establishes a communications session betWeen that 
LU and a host LU that supports communications With a 
host-resident application to Which the client’s user desires 
access. Line I represents the resultant LU—LU session, 
Which contains a TN3270 data stream. 

The client eventually ?nishes the session and disconnects, 
as line J indicates, and lines K and L represent a Notify 
request and resultant response by Which the host is advised 
and acknoWledges that the LU is disabled. 
At some point a neW user may Want to use a neW client 

30 (FIG. 1) to obtain access to the host application. For that 
purpose, client 30 establishes a TCP/IP link and performs a 
TN3270 negotiation With the server 18, as lines O and P 
indicate. For communication With the applications-process 
LU, and the server may choose to use the same LU process 
and therefore employ a Notify request (line S) to advise the 
host that the LU is noW available for a session, and the host 
issues a resultant response in acknoWledgment, as line T 
indicates. As lines U—X indicate, the LU—LU session and 
subsequent disconnect and disablement proceed as before. 

In many installations, it is important for billing or other 
management purposes to keep track of different clients’ use 
of various applications. For this purpose, a host-computer 
management application may monitor the SSCP’s opera 
tions and thereby assemble statistics of various clients’ 
usage. In traditional, all-SNA systems, this does not require 
any interference With communications; the messages that the 
LUs send to initiate sessions With others identify the logical 
units involved. For instance, the cluster controller 24 per 
forms an LU process for each of its attached peripherals, and 
a given LU’s local address therefore identi?es the terminal 
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4 
24, Workstation 26, or other device by Which a user obtains 
access to the target application. 

In the TN3270 context, though, identifying the LU is not 
enough. As Was explained above, different clients can 
employ the same logical unit. So the management applica 
tion Would itself have to include a process for real-time 
detection of session termination and for thereupon initiating 
a session With the TN3270 server to ask it the identity of the 
client Whose session had just been completed. Time-sharing 
operations that employ SNA netWorks have therefore tended 
to forgo the convenience of Internet-link usage When billing 
or other user-based accounting has been important. 

SUMMARY OF THE INVENTION 

We have recogniZed that the need for such a management 
application to interrupt the communications operations can 
be eliminated by having the TN3270 server send the SSCP, 
for each neW LU activation and/or deactivation, an SNA 
message similar to a type that might be sent in adapting 
dynamic logical-unit de?nition to TN3270 use. 
As Was explained above, the host traditionally prede?nes 

and preactivates all dependent LUs, but more-recent proto 
col developments have provided for de?ning LUs dynami 
cally during operation. This feature lends itself particularly 
to TN3270 use, and FIG. 4 depicts a scenario that illustrates 
hoW TN3270 operation could take advantage of it. 

In the FIG. 4 sequence, the SSCP does not initially 
activate an LU process in the server 18 in anticipation of its 
use for a not-yet-connected client. Lines A and B depict the 
client and server’s initial communications as taking place 
Without a server LU’s having been activated. As Was stated 
above, the peripheral-node LU cannot be activated unless 
the SSCP sends the server’s PU a request to do so. So the 
SSCP must in some Way be prompted to do this, and FIG. 
3’s line C represents a Way in Which this can be done. 
Speci?cally, the server’s PU sends the SSCP a type of SNA 
request called an NMVT (for “NetWork Management Vector 
Transport’). This is a variable-length SNA request/response 
unit that carries data concerning the management of the 
netWork. 
We return to FIG. 2 to illustrate the NMVT’s structure. 

When such a message is to be sent, the RH contents specify 
the “NetWork Services” category of request messages, and 
the RU ?eld’s ?rst, RC ?eld identi?es the request as being 
of the NMVT type if its (three-byte) value is 41038DH. An 
NMVT has the format that FIG. 2’s second roW sets forth. 
The second, “Required Info” ?eld of such a request is knoWn 
to be ?ve bytes long, and it contains certain information 
necessary to this type of request but not of particular interest 
to the present discussion. 
The remainder of the NMVT consists of “vectors,” Whose 

formats and meanings are speci?ed by their oWn internal 
headers. In general, an NMVT “request” is best thought of 
not as a request but simply as a container for vectors that 
deal With netWork management. In the present scenario, that 
?eld contains a single vector, Whose format FIG. 2’s third 
line depicts. The vector’s ?rst, tWo-byte ?eld gives its length 
in bytes (0054 H in this example), and the next, tWo-byte ?eld 
speci?es the vector’s type. In this case the type code is 
0090H, Which is the code for a Reply PSID (“Product Set 
ID”)vector. (The “reply” designation is merely historical; in 
fact, this vector can be sent unsolicited, as it is here.) A 
Reply PSID’s remaining ?elds are subvectors, each of Which 
has its oWn internal header ?elds that specify its respective 
length and type. The subvector codes set forth in FIG. 2’s 
third line are the SNA codes for those subvectors’ types. 



6,122,276 
5 

Recall that the purpose of line C’s PSID-containing 
NMVT is to prompt the SSCP to activate an LU in the 
TN3270 server. Of particular interest in this context are its 
?rst tWo subvectors (codes 04H and 82H), of Which FIG. 2’s 
fourth roW depicts the latter. That subvector’s ?rst byte gives 
the subvector’s length, and its second byte is the subvector’s 
type code 82H. Code 82H indicates that its contents are 
sub?elds that represent various information concerning a 
port-attached device and that have length/type headers just 
as subvectors do. In this scenario, the second sub?eld’s type 
code is 20H, Which indicates that the sub?eld represents the 
device’s poWer-on status, and the remaining byte has a value 
of 01H, indicating that the device is in the connected state. 

The draWings do not similarly shoW the internal format of 
the PSID’s ?rst subvector, but its code, 04H, indicates that its 
contents are addresses of various types, and one of the 
addresses that it contains is the local address, designated “x” 
in FIG. 4, to be assigned to the logical unit Whose activation 
it is the NMVT’s purpose to prompt. Subvector 11H, Whose 
internal format the draWings also omit, contains information 
concerning the terminal’s physical attributes (its “model”). 

Since the local address that the TN3270 server’s PU 
thereby submits is not in the SSCP’s list of activated LUs 
associated With that PU, the SSCP can interpret the vector as 
prompting it to order activation of a neW LU and to give the 
neW LU that address. So it sends an ACTLU request to the 
PU, placing the local address speci?ed by line C’s NMVT 
into the ACTLU ?eld that contains the local address to be 
assigned to the LU. A ?eld in the TN3270 server’s resultant 
(positive) response (line F) indicates that the activated LU is 
in its enabled state. 

The LU can thereupon ask the SSCP to place it into a 
session With one of the LUs associated With an applications 
program to Which the user Wants access. With that LU—LU 
session thereby established the end users can exchange a 
3270 data stream through that session in the normal manner. 
Communications can thereafter progress in a manner the 
same as that in Which they proceed in the scenario of FIG. 
3, although FIG. 4 depicts the exchange as including another 
NMVT and response, represented by lines O and P, that 
could be used in accordance With the protocol to transmit a 
model-number change for dynamically de?ned LUs. 
We have developed a Way of using an NMVT to enable 

host management applications to keep track of different 
clients’ usages in most cases by merely monitoring the 
normal message traf?c. We include in the NMVT PSID a 
Product Set Attributes subvector having a physical-location 
sub?eld. The physical-location sub?eld is rarely if ever used 
in conventional TN3270 applications, and it Was originally 
intended to indicate something like the cable bay in Which 
associated equipment is located. But We use it to set forth the 
client’s IP address and/or TCP port number. In most cases 
this uniquely identi?es the client that starts a neW session, so 
even When different users employ the same TN3270-server 
LU, a host management application can distinguish betWeen 
the different users, Without interfering With the communi 
cations operation, simply by referring to data normally 
collected by the host’s VTAM softWare in the normal course 
of its operations. 

All this requires in the case of a conventional, “static-LU” 
TN3270 server is adding such an NMVT to its message ?oW. 
For a server that adopts dynamic LU activation, all that is 
necessary is to add a single subvector to the PSID that Would 
be sent anyWay. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention description beloW refers to the accompa 
nying draWings, of which: 
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6 
FIG. 1, described above, is a block diagram of a computer 

system of the type in Which the present invention’s teachings 
may be practiced; 

FIG. 2, described above, is a diagram of various SNA 
basic-link-unit ?elds; 

FIG. 3, described above, is a diagram of a conventional 
TN3270 transaction sequence; 

FIG. 4, described above, is a diagram of another TN3270 
transaction sequence; 

FIG. 5 is a diagram similar to FIG. 3 but illustrating 
transactions in a computer system that employs the present 
invention’s teachings; 

FIG. 6 is a diagram similar to FIG. 4 but illustrating 
transactions in a computer system that employs the present 
invention’s teachings; and 

FIG. 7 is a diagram of Product Set Attributes subvector 
sent by a TN3270 server that employs the present inven 
tion’s teachings. 

DETAILED DESCRIPTION OF AN 
ILLUSTRATIVE EMBODIMENT 

The present inventions can be practiced in a computer 
system in Which the TN3270 server’s operation differs only 
slightly from that of a conventional server. FIGS. 5 and 6 
depict operating sequences for systems that implement the 
present invention’s teachings. They correspond to FIGS. 3 
and 4 in that they respectively employ static and dynamic 
LUs. 
The NMVTs of FIG. 6’s lines C, K, O, and W differ from 

the corresponding messages in FIG. 4 only in that the PSID 
of FIG. 2’s third roW additionally includes a subvector of 
type 84H, as FIG. 7 illustrates. Subvectors of that type have 
the format exempli?ed by FIG. 7’s middle roW. The contents 
of that subvector’s ?rst ?eld indicate that its length in bytes 
is 19H, and its second-?eld contents, Whose value is 84H, 
indicate that its third-?eld contents represent a physical 
location. Historically, such a subvector Was intended to 
indicate a hardWare device’s equipment bay or other desig 
nation of the equipment’s physical location. HoWever, such 
information—and, consequently, this subvector—are not 
conventionally included for TN3270 use. We use it, but its 
contents in our approach are the TN3270 client’s IP address 
and TCP port number, Which the TN3270 server must 
ordinarily knoW, of course, in order to use the Internet for 
communication With the client. 

Actually, there are some environments in Which the client 
IP address as seen by the server is one that a node interposed 
betWeen the client and the server has dynamically invented. 
(This is knoWn as Dynamic Host Con?guration Protocol, or 
“DHCP,” and de?ned in RFC 1541.) In such an 
environment, the TCP/IP address may not uniquely identify 
the client. Even in such an environment, though, the server 
may be able to identify the client to the host by maintaining 
a table of DHCP nodes and, When the address is that of such 
a node, interrogating it about the actual client’s identity. In 
that case, the server Would identify the client to the host by 
domain name (from the Domain Name System, or “DNS,” 
de?ned in RFC 1035) instead of TCP/IP address. 

To specify the IP address and TCP port number, We 
employ EDCDIC decimal digits for both the IP address and 
the TCP port number, With the address and port number 
separated by a colon and the IP-address octets separated by 
periods, although any other format could be used instead. 
This format is illustrated in FIG. 7’s bottom roW, Where i and 
t represent the last four bits of the EBCDIC code for a 
decimal digit in an IP-address or TCP port number, respec 
tively. 
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The power-on PSID of FIG. 6’s line C identi?es the client 
and indicates that it is connected, the power-off PSID of line 
K indicates that that it has disconnected, and the PSIDs of 
lines O and W identify a new client and similarly delimit is 
connection interval. FIG. 5’s Lines E, M, Q, and Y represent 
corresponding messages by which the present invention’s 
teachings can be implemented in a static-LU system. 

Through this technique, data normally collected by the 
host’s VTAM software uniquely identify each TN3270 
client and enable that client’s usage to be monitored. Our 
invention thereby removes a barrier to greater Internet use 
by a large installed base of mainframe users. It thus consti 
tutes a signi?cant advance in the art. 
What is claimed is: 
1. In a communications gateway for forwarding to a 

Systems Network Architecture channel in a session between 
logical units information received from a client by way of an 
Internet Protocol link in Internet Protocol datagrams that 
include a source Information Protocol address and a Trans 

mission Control Protocol port number, the improvement 
comprising circuitry that for each such session transmits 
over the SNA channel a Reply Product Set Id (PSID) vector 
that includes a physical-location subvector whose contents 
represent at least one of the Internet Protocol address and the 
Transmission Control Protocol port number. 

2. A communications gateway as de?ned in claim 1 
wherein the contents of the PSID vector’s physical-location 
subvector represent both the Internet Protocol address and 
the Transmission Control Protocol port number. 

3. A communications gateway as de?ned in claim 1 
wherein the gateway transmits the Reply PSID vector in 
response to connection with the client. 

4. A communications gateway as de?ned in claim 3 
wherein the Reply PSID vector includes a power-on 
indicating sub?eld. 

5. A communications gateway as de?ned in claim 3 
wherein the gateway additionally responds to disconnection 
from the client by transmitting a Reply PSID vector that 
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includes a physical-location subvector whose contents rep 
resent the Internet Protocol address and/or Transmission 
Control Protocol port number. 

6. A communications gateway as de?ned in claim 5 
wherein the Reply PSID vector transmitted in response to 
the client’s disconnection includes a power-off-indicating 
sub?eld. 

7. In the method of forwarding to a Systems Network 
Architecture channel in a session between logical units 
information received from a client by way of an Internet 
Protocol link in Internet Protocol datagrams that include a 
source Information Protocol address and a Transmission 
Control Protocol port number, the improvement comprising 
transmitting over the SNA channel for each such session a 
Reply Product Set ID (PSID) vector that includes a physical 
location subvector whose contents represent at least one of 
the Internet Protocol address and the Transmission Control 
Protocol port number. 

8. Amethod as de?ned in claim 7 wherein the contents of 
the PSID vector’s physical-location subvector represent 
both the Internet Protocol address and the Transmission 
Control Protocol port number. 

9. A method as de?ned in claim 7 wherein the step of 
transmitting the Reply PSID vector is performed in response 
to connection to the client. 

10. A method as de?ned in claim 9 wherein the Reply 
PSID vector includes a power-on-indicating sub?eld. 

11. A method as de?ned in claim 9 further including the 
step of responding to disconnection from the client by 
transmitting a Reply PSID vector that includes a physical 
location subvector whose contents represent the Internet 
Protocol address and/or Transmission Control Protocol port 
number. 

12. A method as de?ned in claim 11 wherein the Reply 
PSID vector transmitted in response to the client’s discon 
nection includes a power-off-indicating sub?eld. 


