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[57] ABSTRACT 

A system for managing objects in a hierarchial structure, the 
system being implemented preferably in a network manage 
ment program. The system determines a composite index for 
a network object in the hierarchical structure from one or 

more parameters. In addition, the system determines com 
posite indices for parent objects based on composite indices 
for child objects. Preferably, parameters are based on a scale 
common to all objects. Parameters are de?ned in the range 
of Zero to one inclusively. Multiple composite indices for an 
object may be determined and combined with multiple 
indices of other objects at a same level of the hierarchical 
structure to determine multiple composite indices for parent 
objects. Alternatively, multiple composite indices may be 
combined to determine an overall state index for a parent 

object. Further, multiple composite indices may be deter 
mined for a root object of the hierarchical structure. The 
system determines a next index value in time for an object 
based on past values of the index and a presently calculated 
value. Preferably, the system implements a memory effect 
whereby high index values are maintained longer than low 
index values. The system presents an indicator associated 
with a network to a network administrator. The indicator 
preferably is a ?ag having a color and showing the com 
posite index for the network object. The color of the ?ag 
indicates a level of one or more properties of the object, and 
the index represents a degree of con?dence that the object is 
at that level. 

30 Claims, 13 Drawing Sheets 
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SYSTEM AND METHOD FOR MANAGING 
OBJECTS IN A HIERARCHICAL DATA 

STRUCTURE 

BACKGROUND OF THE INVENTION 

1. Field Of The Invention 
The present invention relates generally to network man 

agement systems and, more particularly, to netWork man 
agement systems that manage objects arranged in a hierar 
chical structure. 

2. Related Art 

NetWork management is commonly de?ned as the process 
of controlling a communications netWork to maXimiZe the 
ef?ciency and productivity of the netWork. A communica 
tions netWork may include a number of netWork entities or 
nodes, a number of interconnecting links and communica 
tion devices. A node may be, for example, a netWork node 
such as a personal computer, a netWork printer, ?le server or 
the like. An interconnecting link may be, for example, an 
Ethernet, Token-Ring or other type netWork link, While the 
associated communication devices may include routers, 
sWitches, bridges or their equivalents. As computer netWorks 
have groWn in siZe, netWork management systems that 
facilitate the management of netWork entities, communica 
tion links and communication devices have become neces 
sary tools for a netWork administrator. 

AnetWork management system typically includes a com 
puter system or node on a communications netWork that 
eXecutes What is generally referred to as a netWork man 
agement program. A netWork administrator uses such a 
netWork management program to primarily manage netWork 
entities. The netWork management program typically pre 
sents one or more maps of the netWork to the netWork 
administrator Within a graphical user interface and includes 
a number of different tools for managing the netWork 
entities. An eXample of such a netWork management pro 
gram is the ManageWise® netWork management program 
available from Novell, Incorporated, Orem, Utah. The Man 
ageWise netWork management program provides centraliZed 
management of NetWare® servers and NetWare and 
IntranetWare® clients. The ManageWise netWork manage 
ment program provides information concerning NetWare 
server con?guration, memory allocation and processor 
usage, and manages devices such as servers and routers 
through the Simple NetWork Management Protocol (SNMP) 
and NetWare Core Protocol (NCP)TM, and client machines 
through the Desktop Management Task Force (DMTF) 
management interface (Desktop Management Interface 
(DMI)), (ManageWise, NetWare and IntranetWare are reg 
istered trademarks, and NetWare Core Protocol is a trade 
mark of Novell, Incorporated). SNMP, NCP, and DMI are all 
Well knoWn in the art of netWork management. 

The ManageWise netWork management program is gen 
erally used by a netWork administrator to speci?cally man 
age Novell netWorks. A Novell netWork includes NetWare 
and IntranetWare clients, NetWare servers, and other net 
Work nodes capable of communicating using the Well 
knoWn NCP. NCP de?nes the services available to nodes 
Which participate in the Novell netWork. Such services 
include ?le access, ?le locking, security, NetWare directory 
services, communication and connection, print services, 
queue management, and netWork management, among oth 
ers. ManageWise may also be used to manage netWorks 
using SNMP as discussed beloW. 

NetWork entities can be arranged in a hierarchical struc 
ture as objects to provide for more ef?cient management of 
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2 
the devices. For eXample, related objects may be grouped 
into a container object such as a folder. In the case of a large 
netWork, some netWork management programs alloW a user 
to create folder or container objects representing sites, 
buildings, group, or other meaningful organiZational enti 
ties. The user can then place an object representing the 
netWork entity in a location folder object to identify the 
location of the netWork entity. Other objects such as a 
relational database may inherently possess a hierarchical 
structure Which can be reproduced in the netWork manage 
ment program. 
One database having such a hierarchical structure is the 

Novell Directory Services® (NDS) database by Novell 
Incorporated (Novell Directory Services is a registered 
trademark of Novell, Incorporated). The NDS provides a 
single logical vieW of all netWork services and resources in 
a Novell netWork. Also, the NDS database is globally 
distributed to multiple netWork nodes to provide clients 
access to netWork resources regardless of Where the client is 
located. Speci?cally, the NDS database organiZes objects of 
a hierarchical directory tree. Objects of the directory tree 
could include printers, users, servers and the like. As dis 
cussed above, folder objects may be created by a netWork 
administrator to organiZe objects of the directory tree. The 
hierarchical directory tree is used by the netWork adminis 
trator to add, delete, and otherWise manage objects in the 
netWork. In particular, the ManageWise netWork manage 
ment program may be used by a netWork administrator to 
administer NDS objects. 
The netWork administrator typically uses a graphical map 

to manually navigate through a hierarchical structure such as 
an NDS tree, to locate a problematic object; that is, an object 
that is behaving in such a manner to adversely impact 
netWork performance. Also, the netWork management pro 
gram enters errors or traps in a log ?le, usually in the order 
of occurrence, for later revieW by the netWork administrator. 
Typically, the netWork management program makes entries 
in the log ?le When a trap is received by the netWork 
management program or When a statistical value in the 
netWork management program eXceeds a threshold value. In 
conventional systems, and icon is often used to represent the 
netWork object. When an error is encountered, a character 
istic of the icon, such as its color, is altered. The netWork 
administrator is then required to obtain additional informa 
tion regarding the netWork object through the netWork 
management program to determine the status of the device 
and the source of the error. The netWork administrator must 
manually sift through the list of errors in the log ?le to locate 
the error that leads to the object that caused the errors. In this 
case, the netWork administrator must have prior knoWledge 
of troubleshooting techniques for the netWork object at 
issue, and thus must knoW What data to observe from the 
netWork object. Also, because the netWork object interacts 
With other netWork objects, the netWork administrator must 
analyZe a considerable quantity of data related to other 
netWork objects as Well. 
A concept of netWork object health is a recent develop 

ment to simplify netWork management for the netWork 
administrator. NetWork health is a method of combining 
indicators into a single “health” value for a netWork object. 
An indeX representing the health of the NetWork Object is 
computed, usually having a numeric value having an asso 
ciated color in Which an icon representing the netWork 
object in the netWork management program is rendered. For 
a netWork object, multiple variables typically are monitored 
on a netWork management station. These variables have 
certain ranges, over Which, the variables can have particular 
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values. For example, for a network object such as a ?le 
server, the ?le server may have a indicator corresponding to 
the percent utiliZation of the processor that may take a value 
betWeen Zero and one hundred percent. For a particular type 
of netWork object, its overall health may be determined by 
a number of indicators such as percent utiliZation of the 
processor and other factors. By determining a health index 
for overall health, the amount of information that must be 
processed by the netWork administrator is reduced. 

One conventional netWork management program utiliZing 
such a health index is the Network Health netWork man 
agement program from Concord Communications. The Net 
Work Health netWork management program assigns ?xed 
grades for each indicator value and assigns ranges for each 
grade. The grades for each indicator contributing to an 
overall health index are added together to determine the 
health index for a particular netWork object. For example, an 
excellent health grade Would be given a grade of 0, a good 
health grade receives a grade of 2, a fair grade receives a 
grade of 4, and a poor grade receives a grade of 8. In the case 
of the determining the utiliZation of a link, a utiliZation range 
betWeen 0 and 10% is given an excellent grade, betWeen 
10% and 20% a good grade, betWeen 20 and 35% a fair 
grade and a utiliZation over 35% a poor grade. If, for 
example, a netWork object’s utiliZation Was 15%, the net 
Work object Would receive a good grade for utiliZation, and 
thus receives a utiliZation health index of 2. The utiliZation 
health index may be combined With a number of other 
indices to determine an overall health index for a particular 
netWork object. 

In the Network Health NetWork Management program, a 
netWork object is likely experiencing some type of problem 
When a health index has a value greater than a predetermined 
threshold value. Also, elements With a high health index may 
be problematic and should be investigated. HoWever, a 
draWback to the NetWork Health netWork management 
program is that it may overestimate or underestimate prob 
lems for certain devices due to predetermined threshold 
values. If the de?ned range of values is underestimated, that 
is, threshold levels are set loW relative to actual netWork 
conditions, numerous unnecessary error entries Will be 
entered in the error log ?le. If overestimated, problems With 
netWork objects go undetected. Another draWback is that the 
netWork administrator is required to change the de?ned 
range of values for each variable used to calculate the health 
index to account for differences betWeen various types of 
netWork objects. This requires the netWork manager to have 
prior knoWledge of the type and scope of potential problems 
to adjust the levels of the health index. Typically, netWork 
administrators are not completely familiar With every net 
Work object, and thus do not have the requisite experience 
to properly adjust levels of the health index. As a result, the 
above overestimation and underestimation problems regu 
larly occur. 

Further, conventional netWork management programs that 
compute a health index determine a health index value that 
is not on a standard scale. That is, a health index for one 
object type may have index value ranges that are different 
than the same health index for another type of object. Thus, 
it becomes more dif?cult for a netWork administrator to 
identify objects experiencing a problem When comparisons 
betWeen objects are not standardiZed. 

Also, When a problem occurs in conventional netWork 
management programs, many related alarms are often raised 
concurrently, masking the source of the problem. An impor 
tant alarm may be buried among less important alarms, and 
thus the more signi?cant or important alarms may escape the 
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4 
attention of the netWork administrator. To avoid this from 
occurring, the netWork administrator must process a number 
of different netWork indicators to arrive at a problem reso 
lution. As a result, a heavy burden is placed on the netWork 
administrator to skillfully and diligently process the netWork 
indicator information. Furthermore, this process is time 
consuming. HoWever, the netWork administrator needs to 
obtain and process information quickly, as any delay may be 
problematic, such as When the problem causes a loss of 
netWork service. 
The above draWbacks are further magni?ed due to the 

number of entities in large netWorks. In such large netWorks, 
many parameters must be observed concurrently. In an NDS 
tree, for example, there may be many layers of objects, and 
thus it is inef?cient for a netWork administrator to traverse 
the NDS tree structure to locate a particular problem. Also, 
for complex problems involving multiple objects in the NDS 
tree, a netWork administrator must look at different indica 
tors concurrently to determine the overall problem. 
What is needed, therefore, is a netWork management 

system that alloWs a netWork manager to ?nd problems 
quickly Without prior knoWledge of the problem. In addition, 
a netWork management system that provides a netWork 
administrator With accurate information of the source of a 
problem object Would be bene?cial. Such a netWork man 
agement program should be able to manage a large netWork 
having numerous netWork objects. 

SUMMARY OF THE INVENTION 

The present invention relates to an apparatus and method 
for managing objects in a hierarchial structure, and is 
preferably implemented in a netWork management program. 
The present invention method determines a composite index 
for a netWork object in the hierarchical structure from one or 
more parameters, based on an expert judgement. Also, the 
present invention determines composite indices for parent 
objects based on indices for child objects. 

According to one aspect of the present invention, a 
method for managing a plurality of objects arranged in a 
hierarchical structure is disclosed. The method includes a 
method for managing a plurality of objects arranged in a 
hierarchical structure, the steps of a) combining a ?rst and 
a second parameteriZed property both associated With a ?rst 
object in accordance With a ?rst predetermined manner to 
form a composite index of the ?rst object, Wherein the 
composite index represents a relative health of the ?rst 
object and has a standardiZed value range; b) combining a 
third and a fourth parameteriZed property, both associated 
With a second object, in accordance With a second prede 
termined manner to form a composite index of the second 
object, Wherein the composite index of the second object 
represents a relative health of the second object and has a 
same standardiZed value range; and c) combining the com 
posite indices of the ?rst and second objects to obtain a ?rst 
parent composite index corresponding to a parent object, 
Wherein the ?rst and second objects are child objects of the 
parent object and the ?rst parent composite index has a value 
range Which is the same as that of the ?rst and second object 
composite indices. 

Advantageously, the method of the present invention 
determines a composite index for a netWork object Which 
does not require prior knoWledge of the netWork object by 
the netWork administrator. The composite index represents a 
degree of con?dence that a particular netWork object is 
experiencing a problem. 

In one embodiment, the method also includes the steps of: 
d) determining a second parent composite index for the 
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parent object; and e) combining the ?rst and second parent 
composite indices into a total state index for the parent 
object. Preferably, before said step e), the invention per 
forms step f) of Weighting the ?rst and second indices. 

In another embodiment, the method also includes the 
steps of: d) combining the ?rst parent composite index With 
other parent composite indices at a same level of the 
hierarchical structure, the hierarchical structure having a 
root object; and e) combining, for the root object, parent 
composite indices to obtain a ?nal composite index, Wherein 
the ?nal composite index indicates a health of the hierar 
chical structure. Preferably, the composite indices of the 
?rst, second, and parent objects each have a standardiZed 
range of value in the range of Zero to one, inclusively, and 
the step c) includes 1) determining the arithmetic average of 
the ?rst index, second index, and other indices of objects at 
a same level of the hierarchial structure. 

In one embodiment, step c) includes the steps of: 1) 
Weighting the ?rst index by a ?rst Weighting producing a 
?rst Weighted index; 2) Weighting the second index by a 
second Weighting producing a second Weighted index, 
Wherein the ?rst Weighting is different than the second 
Weighting; and 3) arithmetically combining the ?rst and 
second Weighted indices. 

In an alternative embodiment, the method also includes 
the steps of: d) determining the composite index for the ?rst 
object at one moment in time; e) determining a neWer 
composite index at a later point in time; and f) computing a 
next composite index based on the composite index and the 
neWer composite index. Preferably, the next composite 
index is an arithmetic average of the composite index and 
the neWer composite index. 

In one embodiment, the next composite index is increased 
by a ?rst fraction of a difference betWeen squares of the 
composite index and the neWer composite index if the neWer 
composite index has a greater value than the composite 
index and Wherein the next composite index is decreased by 
a second fraction of the difference betWeen squares of the 
composite index and the neWer composite index, if the 
neWer composite index has a lesser value than the composite 
index. When the ?rst fraction is greater than the second 
fraction, the method includes the step of providing a rising 
response that is faster than a proportional falling response. 

In another aspect of the invention, system for managing a 
plurality of objects arranged in a hierarchical structure is 
disclosed. The system includes means for combining a ?rst 
and a second parameteriZed property both associated With a 
?rst object in accordance With a predetermined manner to 
form a composite index of the ?rst object, Wherein the 
composite index represents a health level of the ?rst object 
and has a standardiZed value range, means for combining a 
third and a fourth parameteriZed property both associated 
With a second object in accordance With a second predeter 
mined manner to form a composite index of the second 
object Wherein the composite index of the second object 
represents a relative health of the second object and has a 
same standardiZed value range, and means for combining 
the composite indices of the ?rst and second objects to 
obtain a ?rst parent composite index corresponding to a 
parent object, Wherein the ?rst and second objects are child 
objects of the parent object and the parent composite index 
has a value range Which is the same as that of the ?rst and 
second object composite indices. 

Preferably, the composite indices of the ?rst, second, and 
parent objects each have a standardiZed range of value in the 
range of Zero to one inclusively, and the means for combin 
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6 
ing includes means for Weighting the ?rst index by a ?rst 
Weighting producing a ?rst Weighted index, means for 
Weighting the second index by a second Weighting produc 
ing a second Weighted index, Wherein the ?rst Weighting is 
different than the second Weighting, and means for arith 
metically combining the ?rst and second Weighted indices. 
Preferably, the system also includes means for determining 
a second parent composite index for the parent object, and 
means for combining the ?rst and second parent composite 
indices into a total state index for the parent object. 
Preferably, the ?rst and second indices are Weighted before 
being combined into the total state index. 

In one embodiment, the system also includes means for 
combining the ?rst parent composite index With other parent 
composite indices at a same level of the hierarchical 
structure, and means for combining, at the top of the 
hierarchical structure, parent composite indices to obtain a 
?nal composite index. 

In another embodiment, the system also includes means 
for determining the composite index for the ?rst object at 
one moment in time, means for determining a neWer com 
posite index at a later point in time, and means for comput 
ing a next composite index based on the composite index 
and the neWer composite index. Preferably, the next com 
posite index is an arithmetic average of the composite index 
and the neWer composite index. 

In another embodiment, means for combining includes 
means for determining the arithmetic average of the ?rst 
index, second index, and other indices of objects at a same 
level of the hierarchial structure. 

In another embodiment, the next composite index is 
increased by a ?rst fraction of a difference betWeen squares 
of the composite index and the neWer composite index if the 
neWer composite index has a greater value than the com 
posite index and Wherein the next composite index is 
decreased by a second fraction of the difference betWeen 
squares of the composite index and the neWer composite 
index, if the neWer composite index has a lesser value than 
the composite index. Preferably, the ?rst fraction is greater 
than the second fraction, providing a rising response that is 
faster than a proportional falling response. 

In one aspect of the invention, a netWork management 
system is disclosed. The system includes a netWork manager 
operable to retrieve at least one property value from one of 
a plurality of agents corresponding to a ?rst object located 
in a hierarchical structure; a data correlator constructed and 
arranged to compute a relative health of the object based 
upon the at least one property value Wherein the relative 
health of the object is represented by a ?rst index having a 
standardiZed value range, and Wherein said data correlator is 
operable to combine the index With a second index for a 
second object to produce a composite index of a parent 
object, the composite index having a same standardiZed 
value range as that of the ?rst and second indices; and a 
graphical user interface for displaying the relative health of 
the netWork management system. 

In one embodiment of the invention the data correlator 
includes: a state processor that determines a state of the 
object based on at least one object rule; and an interface 
processor Which changes the color of an indicator based on 
the state of the object, the indicator being associated With the 
object Within the graphical user interface and presenting the 
user With the health index of the object. In another 
embodiment, the state processor that determines a state of a 
container object based on a relative health index of at least 
one of a plurality of objects located at a same hierarchical 
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level in the hierarchical structure; and an interface processor 
Which changes the color of an indicator based on the state of 
the object, the indicator being associated With the container 
object Within the graphical user interface and presenting the 
user With the health indeX of the container object. Preferably, 
the interface processor generates the indicator associated 
With the object, and Wherein the indicator is a ?ag containing 
a value of the health indeX. It is also preferably that the ?rst, 
second, and composite indices have a value in a range from 
0 to 1. 

In another embodiment, the interface processor generates 
the indicator associated With the object, and Wherein the 
indicator is a ?ag containing a value of the health indeX. 

In still another aspect of the invention, a controller for 
enabling a processor to manage netWork objects in a hier 
archical structure. The controller includes a netWork man 
ager for retrieving at least one property value from one of a 
plurality of agents corresponding to an object located in a 
hierarchical structure, and a data correlator for computing 
relative health of the object based upon the at least one 
property value Wherein the relative health of the object is 
represented by a ?rst indeX having a standardiZed value 
range, and for combining the indeX With a second indeX for 
a second object to produce a composite indeX of a parent 
object, the composite indeX having a standardiZed range that 
is the same as the standardiZed range of the ?rst and second 
indices. 

In still another aspect of the invention, a computer pro 
gram product comprising a computer readable medium 
having computer program logic recorder thereon for 
enabling a processor in a netWork management system to 
manage objects in a hierarchical structure, said computer 
program product comprising, a netWork manager for retriev 
ing at least one property value from one of a plurality of 
agents corresponding to an object located in a hierarchical 
structure, and a data correlator for computing relative health 
of the object based upon the at least one property value 
Wherein the relative health of the object is represented by a 
?rst indeX having a standardiZed value range, and for 
combining the indeX With a second indeX for a second object 
to produce a composite indeX of a parent object, the com 
posite indeX having a standardiZed range that is the same as 
the standardiZed range of the ?rst and second indices. 

Further features and advantages of the present invention 
as Well as the structure and operation of various embodi 
ments of the present invention are described in detail beloW 
With reference to the accompanying draWings. In the 
draWings, like reference numerals indicate identical or func 
tionally similar elements. Additionally, the left-most one or 
tWo digits of a referenced numeral identi?es the draWing in 
Which the reference numeral ?rst appears. 

BRIEF DESCRIPTION OF THE DRAWINGS 

This invention is pointed out With particularity to the 
appended claims. The above and further advantages of this 
invention may be better understood by referring to the 
folloWing detailed description When taken in conjunction 
With the accompanying draWings, in Which: 

FIG. 1 is a block diagram of a netWork Wherein the 
present invention may be implemented; 

FIG. 2A is a block diagram of a netWork management 
system suitable for implementing the present invention; 

FIG. 2B is a block diagram of one embodiment of a 
netWork management station including an embodiment of 
the present invention; 

FIG. 2C is a block diagram shoWing one embodiment of 
a data correlator of the present invention; 
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8 
FIG. 3 is a block diagram of a hierarchical database 

structure; 
FIG. 4 is a diagram of one embodiment of a netWork 

management station interface utiliZing the present invention; 
FIG. 5A is a diagram depicting an exemplary parameter 

iZation method shoWing the relationship betWeen parameter 
data and a state indeX; 

FIG. 5B is a diagram shoWing one approach to revising 
state indices over time; 

FIGS. 6A—6D are How charts of one embodiment of a 
health indeX calculation procedure of the present invention; 
and 

FIGS. 7A—7B are How charts shoWing an eXemplary 
process for determining a health indeX ?ag color in accor 
dance With one embodiment of the present invention. 

DETAILED DESCRIPTION 

The management method of the present invention may be 
implemented in any system architecture from a stand-alone 
computer system such as a personal computer, to a server or 
client node of a distributed netWork. FIG. 1 illustrates an 
eXemplary distributed netWork environment in Which the 
management method of the present invention may be imple 
mented. 

In the illustrative netWork environment, one embodiment 
of the invention may be implemented on a netWork man 
agement station 101 connected to a distributed netWork 102. 
The distributed netWork 102 may include one or more 
subnetWorks 102A, 102B connected With an internetWork 
ing device such as router 103E. Attached to the distributed 
netWork 102 are netWork entities or devices. The netWork 
entities may include a server 103B, a printer 103C, a 
computer 103D and the router 103E. These devices are 
generally and collectively referred to as netWork entities 
103. In the portion of the exemplary netWork illustrated in 
FIG. 1, the netWork management station 101 typically 
manages the netWork entities 103 using a netWork manage 
ment protocol. One such netWork management protocol is 
the Simple NetWork Management Protocol (SNMP). SNMP 
is considered to be Well knoWn in the art of netWork 
management. It is noted that many other netWork manage 
ment protocols may be used by netWork management station 
101. 

Using the netWork management protocol, the netWork 
management station 101 actively polls netWork entities 103 
to determine information settings, change the con?guration 
or perform an action on the netWork entities 103. In general, 
the netWork management station 101 either obtains infor 
mation from, or delivers information to, the netWork entities 
103. When using SNMP, the netWork management station 
101 eXecutes functions that are commonly referred to in the 
art as set, get, or get-neXt functions for setting and retrieving 
information from a netWork entity. In SNMP, this informa 
tion is stored in a database Within a netWork entity referred 
to as a Management Information Base (MIB). The netWork 
management station 101 may also receive unsolicited infor 
mation from a netWork entity 103. This unsolicited infor 
mation is commonly referred to as an SNMP trap. NetWork 
entities 103 typically send SNMP traps to the netWork 
management station 101 When a problem in the netWork or 
device occurs. 

FIG. 2A is a block diagram of the netWork management 
system 101 illustrated in FIG. 1. As shoWn in FIG. 2A, the 
netWork management station 101 may be any general pur 
pose computer system Which is programmable using a 
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high-level computer programming language. In another 
embodiment, the network management station 101 may be 
implemented using specially programmed, special purpose 
hardWare. The illustrative netWork management station 101 
includes a commercially-available processor 201, such as 
the PENTIUM Microprocessor by the Intel Corporation, 
PoWer PC Microprocessor, SPARC Microprocessor, RISC 
Microprocessor or 68000 Series Microprocessor. Many 
other processors are also available. Such a processor 201 
usually executes an operating system (not shoWn) Which 
may be any Well knoWn operating system providing an 
operating environment for a netWork management program 
206 implementing an embodiment of the present invention. 
For example, the operating system may be any one of the 
various versions of the Windows@ and 
MS-DOS® operating systems from Microsoft 

Corporation, the UNIX Operating system available from 
many vendors, such as Sun Microsystems, Inc. and the 
HeWlett-Packard Corporation, or the NetWare or Intranet 
Ware operating systems available from Novell, Incorporated 
(WindoWs and MS-DOS are registered trademarks of 
Microsoft Corporation, UNIX is a registered trademark in 
the United States licensed exclusively through X/Open 
Company, Ltd., NetWare and IntranetWare are registered 
trademarks of Novell, Incorporated). The processor 201 
controls the execution of computer programs that provide 
scheduling, debugging, input-output control, accounting 
compilation, storage assignment, data management, 
memory management, and communication control and 
related services. The processor 201 and operating system 
de?ne a computer platform for Which application programs 
in high level programming languages are Written. 

The operating system interfaces With ?rmWare and hard 
Ware (not shoWn) and a Well-knoWn manner to access 
memory 202, storage 203, and netWork interface 204. The 
processor 201 communicates With memory 202, storage 203, 
and the netWork interface 204 through an interconnection 
mechanism such as computer bus 205. Storage device 203 
may store programs such as a netWork management program 
206. 
As Will be explained in detail beloW, the present invention 

may be implemented in the netWork management program 
206 or in a netWork management agent 207 in accordance 
With an embodiment of the invention. The netWork man 
agement program 206 is preferably con?gured as a generic 
softWare application capable of residing on any Well-knoWn 
computing platform, such as the netWork management sta 
tion 101. NetWork management program 206 may be, for 
example, the ManageWise® management program available 
from Novell, Incorporated, HP OpenView@ netWork man 
agement program available from the HeWlett-Packard 
Company, or the like (ManageWise is a registered trademark 
of Novell, Incorporated and HP OpenVieW is a registered 
trademark of the HeWlett-Packard Company). In one 
embodiment of the present invention, the netWork manage 
ment program 206 is implemented in a softWare program 
Written in the C++ programming language. In an alternative 
embodiment, the netWork management program is imple 
mented in a softWare program Written in the Java® pro 
gramming language (Java is a registered trademark of Sun 
Microsystems, Inc.). The softWare routines for performing 
the netWork management functions in accordance With the 
present invention typically reside in memory 202 and may 
be stored on a computer-readable medium such as, for 
example, magnetic disk, compact disk, or magnetic tape, and 
may be loaded in the netWork management station 101 using 
an appropriate peripheral device as knoWn in the art. It 
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10 
should be understood, hoWever, that the present invention is 
not limited to a particular computer platform, particular 
operating system, particular processor, or particular program 
language and/or algorithm. The exemplary embodiments 
described herein are given by Way of example only and the 
invention may be implemented in a variety of computer 
systems having a variety of system architectures. 
As discussed above, netWork management station 101 

manages one or more netWork entities 103. Station 101, 
through interface 204, communicates With a netWork man 
agement agent 207 residing on the netWork entity 103. This 
communication is performed typically by calling available 
netWork management functions, such as those found in 
SNMP. The netWork management agent 207 may be a 
softWare process running on a processor or may be imple 
mented in special purpose hardWare. 

FIG. 2B is a functional block diagram of one embodiment 
of a netWork management system con?gured in accordance 
With the present invention. The netWork management station 
101 generally includes a netWork communication interface 
213, a netWork manager 215, a data acquisition unit 217, and 
a graphical user interface 221. The netWork communication 
interface 213 may include transport protocols and LAN 
drivers used to communicate information to the netWork 
102. Examples of suitable transport protocols include the 
Well-knoWn IPX and TCP/IP transport protocols, although 
many others may be used. LAN drivers may include soft 
Ware required to transmit data on netWork 237 through 
netWork interface 204. These LAN drivers are generally 
provided by the manufacturer of the netWork interface for 
the general purpose computer for the purpose of communi 
cating through the netWork interface 204. NetWork manager 
215 may be, for example, an SNMP netWork manager/agent 
implementing SNMP functions, or a NetWare manager 
performing netWork management functions through NCP. 
The netWork manager 215 uses the netWork communication 
interface 213 to transfer requests to netWork entities 211 and 
103 on netWork 102. 

NetWork entity 103 is a conventional netWork entity 
having a netWork management agent 207. The netWork 
management agent 207 may be an SNMP agent. Agent 207 
generally includes a netWork manager 233 Which commu 
nicates through the netWork communication interface 231 in 
the same manner as described above With respect to the 
netWork management station 210. Agent 207 also includes a 
data collector 235 Which collects performance and con?gu 
ration information from the netWork entity 103. 
The data acquisition unit 217 is used to obtain manage 

ment information from netWork entities 211, 103 by calling 
netWork management functions in the netWork manager 215. 
These netWork management functions return data to the data 
acquisition unit 217 Where they may be stored, processed or 
deleted. Also, this data is typically displayed to a user 250 
of the netWork management station 101 through a graphical 
user interface 221. 

In accordance With the present invention, the netWork 
management station 101 also includes a data correlator 219. 
In accordance With one embodiment of the present 
invention, the data correlator 219 interprets data received 
through the data acquisition unit 217 and presents this 
interpreted data to the user 250 through the graphical user 
interface 221. As Will be explained in detail beloW, in an 
alternative embodiment, the data correlator of the present 
invention may also be included in a netWork entity 103. For 
example, as shoWn in FIG. 2B, a data correlator 229 is also 
included in netWork entity 211. On the netWork entity 103, 


















