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[57] ABSTRACT 

A system comprises a ?rst asynchronous transfer mode 
sWitch, a second asynchronous transfer mode sWitch, and a 
system control module. The ?rst asynchronous transfer 
mode sWitch and the second asynchronous transfer mode 
sWitch are interconnected With one another via a physical 
interface. The ?rst asynchronous transfer mode sWitch is in 
communication With the With the second asynchronous 
transfer mode sWitch via a virtual connection on the physical 
interface. The virtual connection has a corresponding band 
Width. The system control module is in communication With 
the ?rst asynchronous transfer mode sWitch. The system 
control module is in communication With the second asyn 
chronous transfer mode sWitch via the ?rst asynchronous 
transfer mode sWitch and the physical interface. The system 
control module dynamically controls the corresponding 
bandwidth of the virtual connection over time. The system 
control module is centralized for the ?rst asynchronous 
transfer mode sWitch and the second asynchronous transfer 
mode sWitch. The physical interface has a corresponding 
utilization level and further Wherein the system control 
module periodicallly and continuouly checks the utilization 
level to determine What the corresponding bandwidth should 
be. A process comprises creating at least one virtual path 
extending from a ?rst location to a second location through 
at least one asynchronous transfer mode sWitch for a cus 
tomer in response to a customer request, selectively destroy 
ing at least one selected virtual channel of the at least one 
virtual channel of the virtual path as needed, checking each 
selected virtual channel of the at least one virtual channel 
that is created With the connection admission control module 
of each asynchronous transfer mode sWitch that the virtual 
path extend through to determine Whether the selected 
virtual channel Will ?t in the virtual path, and checking the 
customer contract and the time of day to determine neces 
sary adjustments. 

90 Claims, 13 Drawing Sheets 

NOTE: THESE FUNCTIONS CAN ALL RUN ON ONE COMPUTING PLATFORM, 
OR ALTERNATIVELY, EACH FUNCTION CAN BE CONFIGURED TO RUN ON 
ITS OWN COMPUTING PLATFORM 
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BANDWIDTH MANAGEMENT PROCESSES 
AND SYSTEMS FOR ASYNCHRONOUS 
TRANSFER MODE NETWORKS USING 

VARIABLE VIRTUAL PATHS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

The following patent applications, Which are ?led 
herewith, are incorporated by reference: 

Reference Number/Serial Number Title Author 

08/766,021 Enhanced Ser- Greg Graham and 
vices for ATM Kim Holmes 
Switching 
Using Ex 
ternal Control 

08/764,959 noW U.S. Pat. No. 

5,698,866 
Dynamic Con 
trol Processes 
and Systems 
For Asynchron 
ous Transfer 

Mode Net 
Works 

Greg Graham and 
Patrick Ma 

FIELD OF INVENTION 

The present invention generally relates to the ?eld of 
telecommunications equipment and processes and, more 
speci?cally, to the ?eld of Asynchronous Transfer Mode 
(“ATM”) netWork management and control equipment and 
processes. 

BACKGROUND 

Modern telecommunications systems and netWorks are 
generally built around digital netWorks that Were originally 
designed for transmitting telephone conversations. These 
systems and netWorks typically use digital techniques to 
multiplex many communication channels designed to carry 
voice transmissions onto individual transmission facilities 
(e.g., copper Wire, coaxial cable, and optical ?ber). 

One such digital technique, Time Division Multiplex 
(“TDM”), divides the data transmission bandWidth of the 
transmission facility into equal siZed time slots, Which have 
the exact siZe needed to carry a telephone voice conversa 
tion. TDM generally served its purpose When the netWork 
Was primarily used for standard, telephony voice transmis 
sion but today telecommunications netWorks are being used 
to transmit computer data, video information, and voice 
information from cellular and traditional telephones alike. 
Each of these applications have varying data transmission 
bandWidth requirements that differ from each other and from 
requirements associated With traditional telephony. As a 
result, traditional digital techniques, such as TDM, have 
encountered a number of problems in recent years. 

Asynchronous Transfer Mode (“ATM”) techniques have 
provided a neW Way of dividing the bandWidth of the 
transmission facilities, physical interfaces, and sWitches of a 
netWork. Where TDM uses time slots to divide the band 
Width into ?xed siZe channels, ATM uses 53 byte cells to 
divide the bandWidth into virtual channels. Each cell 
includes a header that identi?es a virtual path and virtual 
channel to Which the cell belongs. Cells can be allocated to 
a virtual channel in response to the needs of the users 
sending information over the virtual channel and the limits 
of the transmission facilities, physical interfaces, and 
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2 
sWitches that carry the virtual channel. Virtual paths are used 
to group certain virtual channels together to aid in the 
management and routing of the virtual channels. 
To create a virtual path through an ATM netWork, virtual 

path connections must be made through each sWitch that the 
virtual path traverses, connects, or through Which the virtual 
path connection extends. Similarly, to create a virtual chan 
nel through an ATM netWork, virtual channel connections 
must be constructed through each sWitch that the virtual 
channel traverses, connects, or through Which the virtual 
channel extends. Virtual channel connections can be made 
through provisioning by the operator, Which is called a 
Permanent Virtual Connection (“PVC”). Alternatively, vir 
tual channel connections can be made through the use of 
signaling messages to request a connection, Which is called 
a SWitched Virtual Connection (“SVC”). 
A request for either a virtual path connection or a virtual 

channel connection, Whether it is a PVC or SVC, typically 
includes the quality of service and traf?c parameters that 
characteriZe the connection. The parameter corresponding to 
the quality of service indicates Whether the requestor of the 
connection requires any guarantees from the netWork to 
transport data over the connection at a certain rate, Which is 
described by the traf?c parameter corresponding to the 
traffic. Parameters corresponding to traffic include features, 
such as peak cell rate, average cell rate, and cell delay 
variation. Parameters corresponding to traffic generally 
describe the netWork bandWidth that Will be taken up by the 
connection. 

When a request is made to set up a virtual channel 
connection through an ATM sWitch, softWare found in the 
ATM sWitch determines if the ATM sWitch and physical 
interfaces through Which the connection is to be made can 
support the requested bandWidth, Which is generally called 
Connection Admission Control (“CAC”). When a virtual 
channel connection is requested, it must be placed in a 
virtual path, so that the CAC softWare can determine if there 
is enough bandWidth remaining in the virtual path to support 
the neW virtual channel connection. Since virtual channel 
connections can only be made over existing virtual paths, 
virtual paths provide a Way to control the maximum band 
Width taken up by virtual channels in the netWork and, as a 
result, are helpful in managing the bandWidth in an ATM 
netWork. HoWever, because virtual paths are manually pro 
visioned in a sWitch, the management capabilities that they 
provide are in?exible and static. 

In addition, large private communications netWork can 
span a vast geographic area. In practice, it is cost prohibitive 
for private netWorks to install its oWn transmission facilities 
betWeen different sites. Instead, private netWork often lease 
dedicated transmission lines from a public carrier (e.g., 
AT&T or MCI). As a general rule, these leased lines are 
“named up” and are designed to provide full transmission 
capacity 24 hours a day regardless of its actual utiliZation. A 
large mesh of leased lines is typically required to provide 
connections betWeen every site of a netWork. 

Furthermore, each private netWork Will require its oWn 
mesh of leased lines. Private netWorks using leased lines are 
very expensive, because of the inef?cient use of resources. 
Public carriers have attempted to solve this problem by 
alloWing multiple clients to utiliZe the carrier’s facilities and 
through softWare control have them appear as individual 
dedicated leased lines. This softWare controlled utiliZation 
then forms What has been called a Virtual Private NetWork 
(“VPN”). In order for a VPN netWork to function, it must 
effectively divide the bandWidth betWeen different custom 
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ers. Unfortunately, however, existing systems do not 
adequately address the concern of Whether each client 
consumes an appropriate, necessary portion of the shared 
resources. There does not presently exist any Way to 
dynamically manage stored resources on a continuous, 
ongoing, real-time basis. 

Existing designs and procedures have other problems as 
Well. 

SUMMARY 

Preferred embodiments pertain to an apparatus and related 
methods and systems that generally manage netWorks and 
individually and collectively manage ATM sWitches. Note 
that preferred methods are preferably performed by the 
preferred apparatus and systems and are discussed in refer 
ence to the preferred apparatus and systems. 

Preferred embodiments of the netWork are generally com 
prised of at least one virtual private netWork, Which is 
provided by a service provider. The virtual private netWork 
is comprised of a plurality of ATM sWitches that are inter 
connected With one another via one or more physical inter 

faces (e.g., ?ber optic, tWisted pair, coax, and Wireless) to 
form the backbone of a netWork, Which can span over a large 
geographical area. Clients using the virtual path netWork 
generally have a local private netWork of one type or 
another, such as a local private data netWork and/or a local 
private voice netWork. Sometimes, a client’s local private 
netWork(s) is(are) interconnected to a carrier’s netWork 
backbone via a common communication infrastructure pro 
vided by the service provider. If so, a client’s local private 
netWork shares transmission facilities With other netWorks. 
Virtual connections (e.g., virtual paths, virtual channels, 
groupings of virtual paths, and any combination thereof) 
extend from one ATM sWitch to another ATM sWitch 
through the netWork and are used to transfer various types of 
information across the netWork. Preferred embodiments 
bundle virtual channel(s) into a virtual path and virtual paths 
into grouping(s) of virtual paths. 

Preferred embodiments have a system-Wide, centraliZed 
control module to manage these virtual paths and/or virtual 
channels. The control module is in direct communication 
With at least one ATM sWitch in the ATM netWork and in 
indirect communication With most, if not all, of the other 
ATM sWitches in the ATM netWork. The control module 
controls the provisioning of each ATM sWitch in the ATM 
netWork, Which, among other things, enables the centraliZed 
control module to set up and dynamically change virtual 
paths and virtual channels as Well as groups of virtual paths 
in an ATM netWork on an ongoing, continuous, real-time 
basis. The control module speci?cally has the ability to 
dynamically control the assigned parameters (e.g., 
bandWidth) of virtual paths, virtual channels, and groupings 
of virtual paths. 

Speci?cally, regarding the operation of the control 
module, the control module considers one or more factors to 
determine Whether the virtual connection through the net 
Work can be made. These factors include, but are not limited 
to, terms and conditions of a netWork contract agreement 
covering the virtual connection, type of information that the 
virtual connection Will transfer (e.g., constant bit rate 
information, voice information, video information, variable 
bit rate information, data information, connection-oriented 
information, frame-relay information, and connectionless 
information), the quality of service expected of the virtual 
connection, existing traf?c load of the netWork, and the 
utiliZation of the netWork. In particular, regarding the utili 
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4 
Zation level, the control module determines on an ongoing 
basis Whether the netWork is in an overload condition. The 
control module also checks the overload condition and 
determines Whether the virtual connection can be set up for 
the netWork. Similarly, the reference to a client agreement 
concerning the client’s use of the netWork de?nes acceptable 
parameter and quality of service requests for the virtual 
connection that are available to the client. Preferred embodi 
ments of the control module generally perform the folloWing 
procedure: checks With the agreement to determine 
Whether the parameter requirements of the virtual connec 
tions are compliant With the agreement, (ii) check With the 
agreement governing quality of service requests to deter 
mine Whether the quality of service requirements of the 
virtual connections are compliant With the agreement, and 
(iii) determines Whether the virtual connection has any 
available capacity. If the netWork is not in an overload 
condition and the control module does not otherWise alloW 
(or object to) the creation of the virtual connection, the 
control module may alloW the virtual connection to be set tip 
in unspeci?ed capacity of the netWork. 

Preferred embodiments provide a number of advantages. 
Preferred embodiments manage an ATM sWitch dynamically 
and continuously, Which alloWs for greater use of the avail 
able capacity of netWorks and, particularly, transmission 
facilities Within a netWork. Preferred embodiments enable 
telecommunications companies that operate various types of 
netWorks for a multitude of clients to “lease” unspeci?ed 
capacity on virtual paths in a virtual path group having 
certain features or parameters to other customers on an ATM 
backbone netWork, on an ‘as needed’ basis. Some of this 
capacity may, in fact, be oWned by another party or already 
be leased to another party, but is not being used at the 
speci?c time that another party requests permission to use 
the capacity. Preferred embodiments thereby provide a tech 
nique of “throttling” the physical interfaces needed to shape 
the bandWidth consumed by the overall ATM netWorks. The 
importance of this capability should not be underestimated, 
as it effectively alloWs carriers to “over book” physical 
interfaces and transmission facilities (e.g., ATM lines, ATM 
sWitches, and ATM netWorks) to ensure existing capacity 
Will be used to the fullest extent possible. 

Other advantages of the invention and/or inventions 
described herein Will be explained in greater detail beloW. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying draWings are incorporated into and 
form a part of the paci?cation to illustrate several examples 
of the present inventions. These draWings together With the 
description serve to explain the principles of the inventions. 
The draWings are only for the purpose of illustrating pre 
ferred and alternative examples of hoW the inventions can be 
made and used and are not to be construed as limiting the 
inventions to only the illustrated and described examples. 
Further features and advantages Will become apparent from 
the folloWing and more particular description of the various 
embodiments of the invention, as illustrated in the accom 
panying draWings, Wherein: 

FIG. 1A is a diagram shoWing a preferred embodiment 
180 of a virtual private netWork 170 having centraliZed 
control module 160 comprised of call control module 140, 
centraliZed call admission control/usage monitor module 
145, and bandWidth manager module 150, ATM Edge 
SWitch 130G, ATM Edge SWitch 130H, ATM Edge SWitch 
1301, ATM Edge SWitch 130], and ATM SWitch 130K; 

FIG. 1B is a diagram shoWing a preferred embodiment 
100 having ATM NetWork 120 connected directly and/or 
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indirectly to multiple customer networks 110A, 110B, 
110C, . . . , and 110K via physical interfaces 133, Wherein 

ATM Network 120 is comprised of ATM Edge SWitches 
130A, 130B, 130C, . . . , and 130F interconnected With one 

another via physical interfaces 131, at least one of Which, 
ATM Edge SWitch 130A, is connected to centraliZed control 
module 160 With bandWidth control module 150, centraliZed 
call admission control/usage monitor module 145, and call 
control module 140 via one physical interface 133; 

FIG. 2 is a diagram shoWing the detailed vieW of the 
interrelationship of call control module 140, centraliZed call 
admission control/usage monitor module 145, and band 
Width manager module 150 of centraliZed control module 
160 and ATM SWitch 130K; 

FIG. 3 is an enlarged vieW of ATM SWitch 300 having 
physical interface 302 extending from ATM SWitch 300, 
physical interfaces 310 and 312 transferring voice informa 
tion and data information, respectively, for Client A, physi 
cal interfaces 314 and 316 transferring voice information 
and data information, respectively, for Client B, Which 
corresponds to ATM SWitch 130K (in FIG. 2), ATM Edge 
SWitches 130G, 130H, 1301, and 130] (in FIG. 1A), and 
ATM SWitches 130A, 130B, 130C, . . . , and 130F (in FIG. 

113); 
FIGS. 4A, 4B, 4C, and 4D are diagrams that illustrate the 

relationship betWeen the reserved and available bandWidth 
for speci?c ATM physical interfaces 141A, 141B, 141C, and 
141D (in FIG. 1A) in Which virtual paths are grouped or 
pooled together for Clients A and B by a number of factors, 
such as Quality of Service (“QOS”) and bandWidth; 

FIGS. 5A, 5B, 5C, and 5D are diagrams that shoW a 
sWitch level vieW of speci?c ATM physical interfaces 141A, 
141B, 141C, and 141D (in FIG. 1A) in Which virtual paths 
are grouped or pooled together for Clients A and B by a 
number of factors, such as quality of service and bandWidth; 

FIG. 6 is a diagram shoWing a more generaliZed vieW of 
the use of virtual path groups in an ATM physical interface 
for Clients A and B With varying traf?c types by preferred 
embodiments; 

FIGS. 7A and 7B are draWings that highlight the organi 
Zation and relationship betWeen virtual paths 702 and virtual 
channels 703 that are managed and controlled by bandWidth 
manager module 150 of centraliZed control module 160 (in 
FIG. 1A); 

FIG. 8 is a How diagram for the procedure implemented 
by centraliZed call admission control/usage monitor module 
145 in FIGS. 1A, 1B, and 2; 

FIGS. 9A and 9B are How diagrams for subprocedures 
implemented by centraliZed call admission control/usage 
monitor module 145 in FIGS. 1A, 1B, and 2, Which are 
referenced in FIG. 8, that monitor the availability of 
unspeci?ed virtual paths and check the utiliZation level of 
each virtual path group to determine Whether an overload 
condition exists; and 

FIG. 10 is a How diagram for the procedure implemented 
by bandWidth manager module 150 in FIGS. 1A, 1B, and 2. 

DETAILED DESCRIPTION 

The present inventions Will be described by referring to 
apparatus and methods shoWing various examples of hoW 
the inventions can be made and used. When possible, like 
reference characters are used throughout the several vieWs 
of the draWing to indicate like or corresponding parts. 

FIG. 1A shoWs a preferred embodiment 180. Virtual 
private netWork 170 is comprised of centraliZed control 
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6 
module 160 and ATM Edge SWitches 130G, 130H, 1301, and 
130] and ATM SWitch 130K. ATM SWitch 130K forms the 
backbone of virtual private netWork 170, Whereas ATM 
Edge SWitches 130G, 130H, 1301, and 130] have the addi 
tional interfaces needed to interact With various Clients A 
and B in order to concentrate these numerous small physical 
interfaces 142A, 142B, 142C, . . . , and 142F from clients 

into larger physical interfaces 141A, 141B, 141C, and 141D. 
CentraliZed control module 160 manages calls for virtual 
private netWork 170 and is generally comprised of call 
control module 140, centraliZed call admission control/ 
usage monitor module 145, and bandWidth manager module 
150. 

In general, call control module 140 handles the majority, 
if not all, of the call requests for virtual private netWork 170. 
CentraliZed call admission control/usage monitor module 
145 determines Whether or not to alloW a speci?c ‘call’ to 
access to virtual private netWork 170. BandWidth manager 
module 150 controls the siZe of all virtual paths in virtual 
private netWork 170 in response to and in conjunction With 
call control module 140 and centraliZed call admission 
control/usage monitor module 145. Note call control module 
140, centraliZed call admission control/usage monitor mod 
ule 145, and bandWidth manager module 150 preferably all 
run on a single computing platform (e.g., a computer), but, 
alternatively, may be con?gured to run on more than one 
separate computer platform at multiple locations. Also, note 
that a virtual private netWork may stretch across large 
geographic distances. For instance, ATM Edge SWitches 
130H and 130G may reside in Richardson, Tex., Whereas 
ATM Edge SWitches 1301 and 130] may reside in Raleigh, 
NC. And, ATM SWitch 130K may reside someWhere else, 
such as in Knoxville, Tenn. CentraliZed control module 160 
may be positioned in one or more places as Well. For the 
purposes of illustration, all of the transmission facilities or 
physical interfaces shoWn in the ?gures are presumed to be 
OC-3 interfaces, but other physical interfaces can be used. 

FIG. 1B is a diagram shoWing an overvieW of a preferred 
embodiment 100 of an ATM netWork 120 verses a single 
virtual private netWork 170. Multiple virtual private 
netWorks, such as virtual private netWork 170 in FIG. 1A, 
are preferably installed on an ATM netWork, such as ATM 
NetWork 120 in FIG. 1B. ATM NetWork 120 has multiple 
customer netWorks 110A, 110B, 110C, . . . , and 110K 

electrically or optically coupled directly and/or indirectly to 
ATM NetWork 120 via physical interfaces 133. Customer 
netWorks 110A, 110B, 110C, . . . , and 110K may correspond 

to data netWorks and/or voice netWorks, both of Which may 
be selectively grouped together to provide a virtual path 
netWork for one or more clients, such as for Clients A and 
B in FIGS. 1A and 1B. 
ATM NetWork 120 in preferred embodiments is com 

prised of a plurality of ATM SWitches, such as ATM Edge 
SWitches 130A, 130B, 130C, . . . , and 130F, all of Which are 
interconnected With one another via physical interface or 
transmission facilities 131 to form ATM NetWork 120. As 
With the single virtual private netWork 170 in FIG. 1A, at 
least one ATM sWitch, such as ATM Edge SWitch 130A, is 
connected to centraliZed control module 160, Which has 
submodules therein to manage various parameters used to 
de?ne virtual paths and/or virtual channels, such as band 
Width and the number of calls. As explained above in 
reference to FIG. 1A, centraliZed control module 160 in FIG. 
1B is comprised of call control module 140, centraliZed call 
admission control/usage monitor module 145, and band 
Width manager 150. CentraliZed control module 160 utiliZes 
control features typically provided in ATM Edge SWitches 
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130A, 130B, 130C, . . . , and 130F to control each individual 

ATM Edge Switch 130A, 130B, 130C, . . . , and 130F. In so 
doing, centralized control module 160 controls the creation 
and nature of virtual paths and virtual channels extending 
throughout the overall ATM Network 120 (in FIG. 1B). 

FIG. 2 shows the interrelationship between call control 
module 140, centraliZed call admission control/usage moni 
tor module 145, and bandwidth manager module 150 of 
centraliZed control module 160 and between bandwidth 
manager module 150 and ATM Switch 1301C These inter 
relationships enable preferred embodiments to use an ef? 
cient control scheme to effectively manage and accommo 
date different traf?c service requirements of a virtual path 
network. Call control module 140 implements an overall, 
network-wide call admission strategy, which determines 
whether to admit or reject a request to allow a virtual 
connection to be setup. Using the procedure and apparatus 
discussed in co-assigned, the pending patent application, 
entitled “Enhanced Services for ATM Switching Using 
External Control,” which was ?led herewith and incorpo 
rated by reference above, call control module 140 handles 
speci?c client requests for a call requiring access to virtual 
private network 170 (in FIG. 1A). Using a procedure to 
implement a call admission strategy procedure, which is 
outlined in the How chart shown in FIG. 8, centraliZed call 
admission control/usage monitor module 145 handles a 
request for permission to access virtual private network 170 
(in FIG. 1A) that was received by call control module 140. 
CentraliZed call admission control/usage monitor module 
145 determines what virtual paths and virtual channels are 
needed and, ultimately, will be connected, depending upon 
any number of factors, such as virtual path network cus 
tomer service contract agreement, traf?c type, quality of 
service expectations, and existing or expected traf?c load 
and utiliZation. Moreover, if necessary, depending upon the 
current load conditions, centraliZed call admission control/ 
monitor module 145 instructs bandwidth manager module 
150 to dynamically adjust the siZe of each virtual path, 
virtual channel, and virtual path group with instructions to 
and from the CAC at speci?c ATM switches. ATM Switch 
130K (and any other ATM switch in the ATM network) 
adjusts, alters, creates, or destroys the actual siZe of the 
virtual path, as instructed by the bandwidth manager module 
150, so that, if possible, the call requested by a client to call 
control module 140 can be made. The CAC at each ATM 
switch checks every connection created or changed, no 
matter how or when it is created. 

In using the call admission process outlined in FIG. 8, 
centraliZed call admission control/monitor module 145 bal 
ances the needs of some clients against the needs of other 
clients using the virtual path network who may have con 
tracted for varying amounts of capacities in real time. For 
instance, preferred embodiments of centraliZed control mod 
ule 160 consider parameters set in service contract agree 
ments with the clients for the allocation of an available 
bandwidth for virtual paths and virtual channels. Additional 
allocations can be negotiated by clients using virtual path 
resiZing to add additional capacity needed to address 
requirements exceeding the levels speci?ed by the service 
contract. CentraliZed call admission control/usage monitor 
module 145 takes the appropriate actions to guarantee the 
level of service as speci?ed in the contract agreements. 
Consequently, preferred embodiments grant priority to con 
nection requests which are compliant to the service contract 
agreements concerning virtual path networks. In addition, 
when a client using a virtual private network exceeds its 
service agreement, as mentioned above, it can “borrow” 
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additional bandwidth from the provider of the virtual private 
network as long as the provider is not in an “overload” 
condition. The borrowed bandwidth requests are tagged and 
returned to the client using (or wanting to use) the virtual 
private network with a special “over-reserved” condition. 
Furthermore, bandwidth that is reserved with an “over 
reserved” condition is generally not guaranteed and calls 
using this bandwidth are subjected to call loss in an overload 
condition. 

Connections with the “over-reserved” connections are set 
up in the virtual path with the unspeci?ed quality of service. 
Finally, clients using the virtual private networks are respon 
sible for accepting or rejecting calls when the virtual path 
network is in the overload condition. Clients of the virtual 
private network are also responsible for prioritiZing their 
own calls. For example, in an overload condition, one client 
may decide to drop calls using a ?rst-in-?rst-out basis, while 
another client may decide to drop a data application call to 
accommodate a voice call. Since this connection may be 
setup and torn down on demand, necessary computation 
processing is kept to a minimum. 

FIGS. 9A and 8B illustrate the subprocedures imple 
mented by centraliZed call admission control/usage monitor 
module 145 in FIGS. 1A, 1B, and 2 and referenced in the 
How diagram shown in FIG. 8. The ongoing background 
processes shown in FIG. 9A and 9B monitor the traffic load 
of clients of virtual path networks and dynamically adjust 
the bandwidth allocation for each client of the virtual path 
network. Speci?cally, these background processes detect 
overload conditions and take necessary actions to address 
and relieve an overload condition. Flags or indicators of an 
overload condition are set when the actual utiliZation 
exceeds the utiliZation threshold, which craftsmen specify 
by provisioning. In addition, the background processes 
report service contract violations in the form of an alarm. 
Similarly, these background processes negotiate with the 
termination side to add a block of additional bandwidth 
when a maximum utiliZation threshold is exceeded in order 
to anticipate periods of over utiliZation and accommodate 
the extra bandwidth demand. Finally, these background 
processes release a block of “borrowed” bandwidth when 
the load falls below the minimum utiliZation threshold. 
Preferred background processes are generally divided into 
two subfunctions. In particular, as shown in FIG. 9A, one 
function monitors the client traf?c load on the virtual private 
network and adjusts the bandwidth allocation for each 
virtual private group. Likewise, as shown in FIG. 9B, 
another function monitors the client traf?c load on a virtual 
private network and adjusts the bandwidth allocation for 
each of virtual paths in the virtual path group. 
As a result of the above operation, centraliZed control 

module 160 speci?cally directly and indirectly controls the 
operation of ATM Switch 130K in FIG. 2 (and other ATM 
Switches not shown in FIG. 2, such as ATM Edge Switches 
130G, 130H, 130H, and 130] in FIG. 1A and ATM Switches 
130A, 130B, 130C, . . . and 130F in FIG. 1B). This 
capability is, perhaps, most useful in 10 managing the 
bandwidth assigned to a speci?c virtual path and a virtual 
path group. CentraliZed control module 160 enables pre 
ferred embodiments to dynamically adjust the bandwidth of 
a virtual path and/or a virtual path grouping to respond to 
varying requests of clients, which ensures that ATM physical 
interfaces are used to their fullest capacity. CentraliZed 
control module 160 allows a carrier to dynamically respond 
to changing needs of numerous clients (e.g., Clients A and 
B) that share the backbone network. In short, if a speci?c 
client is not using all of the capacity which the client has a 



6,097,722 

reservation or a right to use (according to the contract), this 
unused capacity is made available to other clients. This 
function in centralized control module 160 is generally 
performed by bandwidth control module 150. Bandwidth 
control module 150 uses management interfaces found in 
ATM Switches 130A, 130B, 130C, . . . , and 130F, namely 

the management interface of each ATM switch that provi 
sions the virtual paths and channels for each ATM switch, to 
control the siZe of the virtual path or paths within overall 
ATM Network 120. 

As shown in FIG. 3, the use of ATM switches, such as 
ATM Edge Switch 300, which corresponds to ATM Edge 
Switches 130G, 130H, 1301, and 130] shown in FIG. 1A, 
and ATM Edge Switches 130A, 130B, 130C, . . . , and 130F 
in FIG. 1B, enables preferred embodiments to consolidate 
multiple traf?c types (e.g., voice and data) with varying 
quality of service expectations into a single ATM interface 
or a network. Speci?cally, note Client A uses physical 
interface 310 for various traf?c and physical interface for 
data traf?c 372, whereas Client B uses physical interface 314 
for various traffic and physical interface 316 for data traf?c, 
all of which are consolidated on ATM interface 302 by ATM 
edge switch 700. 

The operation of centraliZed control module 160 is, 
perhaps, best understood in relation to an eXample. The ?rst 
step performed by centraliZed call admission control/usage 
monitor module 145 of centraliZed control module 160 is to 
check the service contract agreement for each client for 
which the call was initiated to determine whether or not to 
accept the call, what quality of service to provide, what to 
charge the client, and for directions as to how to make the 
connections. In the following eXample, please refer to FIG. 
1A and de?ne physical interface 141A as “Interface 1,” 
physical interface 141B as “Interface 2,” physical interface 
141C as “Interface 3,” and physical interface 141D as 
“Interface 4.” Furthermore, suppose that the service contract 
agreement between the carrier managing the virtual private 
network 170 (in FIG. 1A) and/or network 120 (in FIG. 1B) 
and Client A guarantees 93 MB/sec at Interface 1 and 62 
Mb/sec at Interface 2. a situation in which Client A desires 
connection(s) having a maXimum total bandwidth of 155 
Mb/second total and Client B desires connection(s) also 
having a maXimum total bandwidth of 155 Mb/second total. 
While other breakups may be possible, one breakup for 
ClientsA and B provided by centraliZed control module 160 
for Interfaces 1, 2, 3, and 4 is shown in TABLE 1: 

TABLE 1 

Breakup for Clients A and B 
for Interfaces 1, 2, 3 and 4 
BREAKUP BY INTERFACE 

CLIENT A 

Interface 1: 60% total bandwidth = 93 Mb 
Initial allocation: 

Quality of Service 1: 20% (of 93 Mb) = 
18.6 Mb 

Quality of Service 2: 50% (of 93 Mb) = 
46.4 Mb 

Unspeci?ed Quality of Service: 30% (of 93 Mb) = 
27.9 Mb 

Interface 2: 40% total bandwidth (155 Mb) = 62 Mb 
Initial Allocation 

Quality of Service 1: 20% (of 62 Mb) = 
18.6 Mb 

80% (of 62 Mb) = 
49.6 Mb 

Unspeci?ed Quality of Service: 

10 

15 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

10 

TABLE 1-continued 

Breakup for Clients A and B 
for Interfaces 1, 2, 3 and 4 
BREAKUP BY INTERFACE 

CLIENT B 

Interface 1: 40% total bandwidth (155 Mb) = 62 Mb 
Initial allocation: 

Quality of Service 1: 20% (of 62 Mb) = 
18.6 Mb 

Quality of Service 2: 50% (of 62 Mb) = 
46.4 Mb 

Unspeci?ed Quality of Service: 30% (of 62 Mb) = 
18.6 Mb 

Interface 3: 60% total bandwidth (155 Mb) = 93 Mb 
Initial Allocation 

Quality of Service 1: 20% (of 93 Mb) = 
18.6 Mb 

Unspeci?ed Quality of Service: 80% (of 93 Mb) = 
74.4 Mb 

TABLE 1: Breakup for Clients A and B for 
Interfaces 1, 2, 3 and 4 

The assignments of Clients A and B for Interfaces 1, 2, 3, 
and 4 are shown for this eXample in the following TABLE 
2. 

TABLE 2 

Assignments for Clients and B 
for Interfaces 1, 2, 3 and 4 

INTERFACE 1 

Client A: 93 Mb Assigned 
18.6 Mb for Quality Of Service 1 
46.5 Mb for Quality Of Service 2 
27.9 Mb Unspeci?ed 
62 Mb Assigned 
12.4 Mb for Quality Of Service 1 
31 Mb for Quality Of Service 2 
18.6 Mb Unspeci?ed 
INTERFACE 2 

Client B: 

Client A: 62 Mb Assigned 
18.6 Mb for Quality Of Service 1 
49.6 Mb Unspeci?ed 

Available Bandwidth for Reservation: 93 Mb 
INTERFACE 3 

Client B: 93 Mb Assigned 
18.6 Mb for Quality Of Service 1 
74.4 Mb Unspeci?ed 

Available Bandwidth for Reservation: 62 Mb 
INTERFACE 4 

Available Bandwidth for Reservation: 155 Mb 

TABLE 2: Assignments for Clients and B for 
Interfaces 1, 2, 3 and 4 

FIGS. 4A, 4B, 4C, and 4D are diagrams illustrating the 
relationship between the reserved and available bandwidth 
for speci?c ATM physical interfaces 141A, 141B, 141C, and 
141D (in FIG. 1A) for the above eXample. The relative siZe 
of each enclosed circle or oval re?ects the siZe (e.g., in terms 
of bandwidth) of the actual virtual path and/or virtual path 
group. As a general rule, the actual siZe of the virtual path 
adjusts (or is adjusted by centraliZed control module 160) 
dynamically based upon the utiliZation level of that virtual 
path, as indicated by the bidirectional arrows crossing the 
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borders of regions corresponding to virtual paths and virtual 
channels. The siZe of each virtual group of virtual paths is 
dependent upon the terms and conditions Within the service 
contract agreement betWeen a client and the carrier. Once 
again, the siZes of the virtual path groupings are adjusted by 
centraliZed control module 160 based upon the utiliZation 
levels. As shoWn in FIG. 8 and eXplained in the correspond 
ing text, if the siZe needed by some client increases beyond 
a certain contractually de?ned point, the calls from the client 
admitted Will be tagged as using ‘over-reserved’ capacity 
Within the speci?c physical interface and Will use the 
unspeci?ed quality of service as de?ned by the ATM forum. 

Speci?cally, referring to FIG. 4A, in Interface 1, region 
401 corresponds to the virtual path group for Client Ain the 
above example, Which represents 93 Mb, Whereas region 
402 corresponds to the virtual path group for Client B in the 
above eXample, Which represents 93 Mb. Also, note Within 
virtual path group 401, virtual paths 403 and 404 have been 
created, one for each quality of service promised Client A in 
virtual path group 401. Similarly, Within virtual path group 
402 for Client B, virtual paths 405 and 406 have been 
created, one for each quality of service promised for Client 
B in virtual path group 402. Additional or leftover capacity 
(or area) Within virtual path group 401 and virtual path group 
402 is unspeci?ed. The total bandWidth capacity for virtual 
group 401 and virtual group 402 equals 155 Mb, Which is the 
total ?Xed capacity of Interface 1. There is not any unas 
signed bandWidth capacity that is available for reservation. 

Referring to FIG. 4B, in Interface 2, the region 408 
corresponds to the virtual path group for Client A in the 
above example, Which represents 62 Mb. Within virtual path 
group 408 for Client A, virtual path 407 has been created for 
the speci?c quality of service for Client A in virtual path 
group 408. Additional bandWidth capacity (or area) Within 
Interface 2 is available for reservation. Similarly, additional 
bandWidth capacity Within virtual path group 408 is unspeci 
?ed. 

Referring to FIG. 4C, in Interface 3, region 409 corre 
sponds to the virtual path group for Client B in the above 
eXample, Which represents 93 Mb. Within virtual path group 
409 for Client B, virtual path 410 has been created for the 
speci?c quality of service for Client B in virtual path group 
409. Additional bandWidth capacity (or area) Within Inter 
face 3 is available for reservation. Similarly, additional 
bandWidth capacity Within virtual path group 409 is unspeci 
?ed. 

Referring to FIG. 4D, no virtual path groups and/or virtual 
paths for any client have been assigned to Interface 4, so the 
entire bandWidth capacity, 155 Mb, of Interface 4 is avail 
able for reservations. 

FIGS. 5A, 5B, 5C, and 5D are diagrams shoWing a sWitch 
level vieW of separate ATM physical interfaces (physical 
interfaces 141A, 141B, 141C, and 141D correspond to FIG. 
1A), for Clients A and B. Note that the quality of service has 
been de?ned When applicable. For instance, the Quality of 
Service 1 has been generally de?ned as Constant Bit Rate 
(“CBR”) traf?c and Quality of Service 2 has been generally 
de?ned as Variable Bit Rate (“VBR”) traffic. Note, as shoWn 
in FIG. 6, alternate assignments for other quality of service 
types can be made. Referring to FIG. 6, for ATM Interface 
600 betWeen ATM SWitches A and B (not shoWn), for each 
virtual path group, a unique virtual path Will be provisioned 
for each speci?c traffic type as indicated by its quality of 
service requirements. One additional virtual path Will be 
provisioned for “unspeci?ed” quality of service, Which Will 
be used by the virtual path netWork service provider to offer 
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an “unguaranteed” service or a “best-effort” service. In 
particular, if Client A requires or contracts for a certain 
amount of capacity for CBR traf?c (for voice and video), 
VBR traffic (for packetiZed audio and video), Connection 
Oriented traf?c (for frame-Relay), and/or Connectionless 
traffic (for IP traffic), Client AWill be assigned a virtual path 
group 601 having virtual paths 403 for CBR traf?c, virtual 
path 604 for VBR, virtual path 605 for Connection-Oriented 
traf?c, and virtual path 606 for Connectionless traf?c. 
Similarly, if Client B requires or contracts for a certain 
amount of capacity for CBR and VBR traf?c, but not any 
virtual paths for any other forms of traf?c (e.g., connection 
oriented traf?c and connectionless traf?c), Client B Will be 
assigned virtual path group 607 having virtual paths 608 for 
CBR traf?c and virtual path 608 for VBR traf?c. As a general 
rule, the bandWidth requirements are calculated differenti 
ates for each quality of service. Virtual path 609 is not a 
member of any virtual path group and is unspeci?ed and 
otherWise available to be used on an ‘as-needed’ case by 
either Client A, Client B, or another client. 

Preferred embodiments take advantage of the fact that 
each allocation to each client has varying amounts of 
unspeci?ed quality of service capacity and that, While Inter 
face 1appears to be completely booked, Interfaces 2 and 3 
have varying amounts of bandWidth that is available to be 
reserved by Clients A and/or B and/or any other client and 
Interface 4 appears to be completely clear of any reserva 
tions. Thus, bandWidth reserved is not necessary equal to 
bandWidth utiliZed. CentraliZed control module 160 simul 
taneously balances the use of the under utiliZed bandWidth 
and the obligations to the service contract agreements and 
prevents overload conditions to use each ATM SWitch and 
the overall ATM netWork to the utmost. By comparison, 
traditional time multiplexed systems dedicate transmission 
and sWitching resources When a call “reserves” bandWidth 
during call setups, Which ties up the capacity for the call 
duration, even if all of the capacity is not needed. Thus, as 
far as its call admission control system is concerned, band 
Width reserved is equal to bandWidth utiliZed, Which means 
large portions of physical interfaces are not used on an 
ongoing basis and there is no Way to actively and system 
atically utiliZe such unused capacity. 

Referring to FIG. 7A, the bandWidth capacity of a trans 
mission facility 700 (e.g., SONET OC-3 ?ber optic facility, 
Which has a bandWidth capacity of 155 Megabits per second 
(Mb/s)), virtual path 702, and virtual channels 703 are 
conceptually represented by “pipes” of various siZes that are 
nested inside of each other, Wherein the diameter of each 
pipe represents the bandWidth of transmission facility 700, 
virtual path 702, and virtual channels 703. Virtual path 702 
may be comprised of at least one virtual channel 403, Which 
reside inside virtual path 702. Note, hoWever, a virtual path 
is not required to hold any virtual channels, but every virtual 
channel must be in a virtual path. Of course, although not 
shoWn in FIG. 7A (see FIG. 6), transmission facilities 700 
may contain additional virtual paths, other than virtual path 
702 and these additional virtual paths Would rest inside 
transmission facility 700, like virtual path 702. As shoWn in 
FIG. 7A, virtual channels 703 consume all of the available 
bandWidth of virtual path 702. As a result, any attempt to 
create an additional virtual channel 703 in virtual path 702 
Will be denied by the CAC of the ATM sWitch. As shoWn in 
FIG. 4B, preferred embodiments of bandWidth manager 
module 150 effectively increased or otherWise adjusted the 
siZe of virtual path 702 to provide eXtra capacity 704, so that 
additional virtual channels 703 can be created to accommo 
date varying demands of clients on an ATM Network, such 
as ATM netWork 120 in FIG. 1B. 


















