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[57] ABSTRACT 

Information processing system and control method thereof is 
provided. A camera server apparatus determines, upon 
receiving a connection request from a client, Whether or not 
an additional client to the number of clients Who are cur 
rently being connected Would exceed a permissible number. 
If it is determined that the number of clients exceeds the 
permissible number, image data is not transferred to the 
client apparatus Which has just sent the connection request, 
instead, information indicative of the current access state is 
transferred. Accordingly, the client side is able to knoW the 
access state of the camera server With Which the client Wants 

to connect. 
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INFORMATION PROCESSING SYSTEM AND 
CONTROL METHOD THEREOF 

BACKGROUND OF THE INVENTION 

The present invention relates to an information transmis 
sion service provided via a network such as Internet, LAN 
or the like. More particularly, the present invention relates to 
a camera control system comprising a camera server Which 
controls a camera to capture an image sensed by the camera 
and a camera client Which remotely operates the camera, 
also relates to the camera server, camera client, method of 
controlling thereof and a computer-readable memory 
medium. 

Furthermore, the present invention relates to a method of 
realiZing a service Which transmits image/audio/document 
data on a computer netWork such as Internet, LAN or the 
like. Particularly, the present invention relates to an infor 
mation processing system and method of a mechanism for 
monitoring operational states in the service realiZed by a 
client-server form to handle information such as image/ 
audio data Which constantly changes. 

Since high-speed LAN has become available and Internet 
is noW Widely used, a user has more chance to use various 
services (information or games), provided by computers 
located in a remote place, via computer netWork. As a typical 
eXample of such service, the service provided by WWW 
(World Wide Web) for offering document information, or the 
service provided by VOD (Video on Demand) for broad 
casting moving pictures and audio data, are available. 

Normally, the system for providing such services 
(hereinafter referred to as a “service system”) is realiZed in 
the server-client form. In the service system of this type, a 
server program (hereinafter referred to as a “server”) is 
operated on an appropriate computer (hereinafter referred to 
as a “host”) connected to a netWork to offer the service such 
as information offer or the like. A user of the service 
(hereinafter referred to as a “user” starts a client program 
(hereinafter referred to as a “client”) on the nearest host and 
uses the service provided by the server. 

As an eXample of the system in the server-client form, 
inventors of the present invention have suggested several 
systems Which can vieW an image sensed by a camera 
apparatus by operating the camera apparatus Which is con 
nected to a camera server located in a remote place via a 
netWork. 

According to the suggested systems, for instance, a user 
is able to vieW an image of a sight-seeing spot Without 
leaving home, by utiliZing Internet as the netWork. 
Therefore, the future of these systems is promising. 
More speci?cally, a camera server Which directly controls 

a camera is provided on the Internet. An image sensed by the 
camera is transferred in real time to a client Who is con 
nected to the server. 

HoWever, since Internet has a limited transmission band 
Width in the netWork, the number of users Who can actually 
receive the image is limited. 

Therefore, When the number of clients connected to the 
server eXceeds an appropriate number, and if another access 
request is transmitted by a neW client, a Warning message 
informing “cannot access because busy” is transmitted to the 
neW client and transferring of an image is not performed, or 
the access request to the server is rejected. 

HoWever, When the access request is rejected, the user is 
uninformed of information such as the number of clients 
Who are presently requesting to receive the image, or the 
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2 
volume of traffic on the camera server. In addition, a user is 
not given any suggestion as to Whether to try sending the 
access request again or to give up sending the access request. 

The above-described problem is not limited to a camera 
server Which directly controls the video camera, but is also 
common to a server Which transfers an image stored as data. 

In addition, in the service system realiZed by the afore 
mentioned server-client form, sometimes a relay server for 
relaying data is established betWeen a server and a client in 
order to deal With an expanded scale of Internet/LAN. 
Expanding the scale of a computer netWork results in 
increase in the number of clients and increase in the amount 
of data How in the netWork; consequently a large load is 
added to the server (hereinafter referred to as a main server 
in order to distinguish it from the relay server). To solve such 
problem, the relay server has been introduced. 

The introduction of a relay server attains the folloWing 
advantages: 

i) reduced load on the main server; 

ii) reduced load on the netWork; and 
iii) reduced load on the client. 
Hereinafter, each of the advantages Will be described. 

i) Reduced Load on the Main Server 
By virtue of the introduction of the relay server, a part of 

the function of the main server can be performed by the relay 
server. Because the relay server incorporates the function to 
manage clients Who utiliZe the service, the load added to the 
main server Will not increase even if the number of clients 
increases. 
ii) Reduced Load on the NetWork 
A large-scale computer netWork such as Internet is real 

iZed by, in terms of physical connection, mutually connect 
ing various lines (telephone lines, optical ?ber and the like) 
having different bandWidths. Therefore, a certain line is able 
to transmit data in eXtremely high speed, While another line 
has capability to process only at one hundredth of that speed. 
If data is transmitted from the main server to a client Without 
considering such difference, a client Who is able to use a 
high-speed line can receive high-quality data, but a client 
Who is able to use only a loW-speed line receives partially 
missing data or lose the entire data. In order to cope With 
such situation, the relay server makes adjustment to the 
amount of data or data quality to suit the processing capa 
bility of a netWork or a line so that all clients can receive the 
best service. 
A moving-picture-transmission service in a VOD system 

is noW taken as an eXample. It is assumed that tWo clients are 
accessing the server, one client being capable of communi 
cating at 10 Mbps (Mega-bits per second) and the other 
client capable of communicating at 64 Kbps (Kilo-bits per 
second). In this condition, if an image Where one frame has 
500K bits is transmitted at tWenty frames per second, the 
client capable of communicating at 10 Mbps can receive 
data Without any problem. HoWever, the other client capable 
of communicating at 64 Kbps requires eight seconds to 
transmit data corresponding to one frame. 

To handle the above situation, the relay server converts 
moving-picture data transmitted by the main server into data 
Where one frame has a 16K-bit data capacity, and transfers 
the converted data at four frames per second. Accordingly, 
the client capable of communicating at 64 Kbps is able to 
receive the service With some degree of quality. 
iii) Reduced Load on the Client 
The relay server can substitute not only for the function of 

the main server but also for the processing performed by a 
client. For instance, the process of converting data eg 
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images or the like, transmitted by the main server into a 
displayable form is normally performed by a client. 
However, in a case Where data conversion is of a type Which 
does not depend upon an internal structure of the client, or 
a case Where there are plural clients Who utiliZe the same 
form of data, the conversion processing can be performed by 
the relay server. As a result, processing performed by each 
client can be centraliZed, so that the load added to the client 
can be reduced. 
On the other hand, introduction of the relay server gen 

erates the folloWing problems to be solved: 
i) maintenance dif?culties because of the expanded scale 

of the service system; and 
ii) need to integrate plural services. Hereinafter, the above 

problems are discussed. 
i) Maintenance Dif?culties Because of the Expanded Scale 
of the Service System 
As the netWork is expanded, a larger number of relay 

servers becomes necessary. Depending on a case, a structure 
Where relay servers are con?gured in hierarchy may be 
possible. In such structure, relay servers are scattered 
through the netWork, making it dif?cult to manage. 

For instance, it is assumed that there is a problem in a 
relay server and the processing of the relay server has 
stopped. A client Who is located under the management of 
the relay server Will not be able to use the service of the main 
server. The user side (client) can assume the folloWing 
reasons as a cause of service stop: 

service stop due to a problem on the main server; 
temporary service delay due to an increased load on the 

main server; 
relay processing stop due to a problem on the relay server; 

or 

temporary delay of relaying processing due to an 
increased load on the relay server. 

In order to appropriately handle the situation, it is neces 
sary to specify the cause Which stopped the service. 

If there is means to obtain sufficient information, it is 
possible to take necessary steps such as the folloWings, 
depending on the aforementioned causes: 

make a phone call to a person responsible for the service; 
use another relay server. Use another route/another line; 

or 

Wait and observe the situation. 
HoWever, in the above example, the relay server, Which is 

supposed to provide the client With the information regard 
ing Why the service is not available, has stopped. Therefore, 
the user is unable to specify the cause of the service stop. 
Thus, it is dif?cult to take an effective action. 
ii) Needs To Integrate Plural Services 

In the netWork environment, not only one service alone is 
used, but plural services are simultaneously used. For 
instance, simultaneous utiliZation of a moving-picture 
transmission service and audio-data-transmission service 
can construct a TV phone service. 

In vieW of the above, in order to solve the “maintenance 
dif?culties because of the expanded scale of the service 
system,” it is preferable to provide mechanism/means Which 
can be Widely used, rather than a mechanism/means Which 
handles each of the service systems. In addition, such 
mechanism/means Which can be Widely used is effective in 
vieW of the situation Where a version of the relay server is 
updated or the case of utiliZing a relay server, a main server 
and a client manufactured by different manufacturers. 

For instance, in the ?eld of WWW, there is a mixture of 
clients (Web broWser) manufactured by different 
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4 
manufacturers, causing a problem of incompatibility among 
broWsers. There is a possibility that the similar problem 
occurs in other service systems besides WWW. 

SUMMARY OF THE INVENTION 

The present invention has been made in consideration of 
the above situation, and has as its object to provide an 
information processing system constructed by including a 
server and a client Who processes data transmitted by the 
server, the server comprising: determining means for deter 
mining Whether or not a number of predetermined types of 
access requests received by the server exceeds a predeter 
mined permissible number; and transferring means for trans 
ferring access state information indicative of an access state 
to the client Who has transmitted a predetermined type of 
access request, in accordance With the determining result 
made by the determining means, and the client comprising: 
displaying means for, upon transmitting the predetermined 
type of access request to the server and receiving the access 
state information from the transferring means, displaying the 
access state on the basis of the access state information. 

Another object of the present invention is to provide a 
monitoring mechanism Which is applicable to each compo 
nent in an arbitrary service system. 

Furthermore, an object of the present invention is, in a 
case Where plural services are integrated, to provide a 
monitoring mechanism Which can appropriately monitor 
operation state of each module Which constitutes the service 
system. 

To attain the above object, the monitor system according 
to the present invention has the folloWing con?guration. 
More speci?cally, it is a monitor system for monitoring an 
operation state of a service system Which provides a prede 
termined service in a computer netWork, comprising: a 
monitor module communicable With other modules, Which 
is provided separately from a plurality of service modules 
entered in the service system; receiving means for receiving, 
in the monitor module, a message from the plurality of 
service modules; communication means for performing 
communication betWeen the monitor module and the plu 
rality of service modules on the basis of the message; and 
processing means for executing corresponding processing 
on the basis of contents noti?ed by the communication 
means. 

Other features and advantages of the present invention 
Will be apparent from the folloWing description taken in 
conjunction With the accompanying draWings, in Which like 
reference characters designate the same or similar parts 
throughout the ?gures thereof. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying draWings, Which are incorporated in 
and constitute a part of the speci?cation, illustrate embodi 
ments of the invention, and together With the description, 
serve to explain the principles of the invention. 

FIG. 1 is a block diagram shoWing a camera system 
according to the ?rst embodiment; 

FIG. 2 is a ?oWchart shoWing a part of processing 
performed by a camera server according to the ?rst embodi 
ment; 

FIG. 3 is a ?oWchart shoWing a part of processing 
performed by a client according to the ?rst embodiment; 

FIG. 4 shoWs a message example displayed on a client 
according to the ?rst embodiment When rejecting an access 
request; 
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FIG. 5 is a graph displayed on a client according to the 
second embodiment When rejecting an access request; 

FIG. 6 is a table shoWing contents of an access state 
management table in the camera server according to the 
second embodiment; 

FIG. 7 is an example of a display screen of a client 
according to the third embodiment; 

FIG. 8 is a block diagram shoWing a construction of a 
remote image service system according to the fourth 
embodiment; 

FIG. 9 is a diagram shoWing a state Where independent 
computers connected via netWork realiZe an image server, 
relay server and a client (image vieWer); 

FIG. 10 is a display example of an interface “operation 
state display WindoW” provided by a user interface module; 

FIG. 11 is a block diagram shoWing operation of a 
monitor-subjected module and a monitor server at the time 
of start-up; 

FIG. 12 is an explanatory diagram for negotiation pro 
cessing betWeen the image server and monitor server; 

FIG. 13 is an explanatory diagram for the processing in a 
case Where a request message is transmitted by a monitor 
subjected module; 

FIG. 14 is a ?oWchart shoWing operation steps of the 
monitor server; 

FIG. 15 is a ?oWchart shoWing operation steps of the 
monitor server; and 

FIG. 16 is a block diagram shoWing a construction of a 
remote image service system according to the ?fth embodi 
ment. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

Preferred embodiments of the present invention Will be 
described in detail in accordance With the accompanying 
draWings. 

First Embodiment 

FIG. 1 is a block diagram shoWing connection relation 
betWeen a camera server apparatus and a client apparatus, 
and respective construction according to the ?rst embodi 
ment. 

In FIG. 1, reference numeral 1-1 denotes a camera server 
apparatus; and 1-2, 1-3, 1-4 and 1-5 denote client appara 
tuses. The camera server apparatus 1-1 captures an image 
sensed by a video camera and transmits the image to a client 
apparatus Who is connected at the time With the camera 
server apparatus. Each client can receive and display the 
image transmitted by the camera server apparatus. 
Theoretically, it is assumed that the number of clients is not 
limited. The camera server apparatus is applicable in a 
netWork, e.g. Internet, Where an unspeci?ed number of users 
may become clients. Note that, as mentioned above, the 
speed at Which the camera server apparatus captures an 
image is limited, and the number of client apparatuses Who 
can connect With the server apparatus at once is limited due 
to the limited transmission bandWidth in the netWork. 

The camera server apparatus 1-1 is constructed With: a 
video camera 1-11, a video capture apparatus 1-12 Which 
captures an image sensed by a video camera, a netWork 
interface 1-13 Which transmits the captured image to a 
netWork 1-0, a CPU 1-14 Which controls the aforementioned 
modules, a main memory 1-15, and a secondary memory 
1-16 Which stores access data. 
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6 
The video capture apparatus 1-12 captures an NTSC 

signal indicative of an image sensed by the video camera, 
compresses the signal according to Motion JPEG upon 
performing A/D conversion, and sends the compressed data 
to the netWork interface. Although the image compression 
method utiliZed herein is Motion J PEG, the present embodi 
ment is not limited to this compression form. In addition, the 
rate at Which frames of an image are transmitted is not 
speci?cally de?ned. It is to be understood that image signals 
are captured and transmitted at a rate Within a permissible 
range of the speed of the netWork, CPU and so on, and 
Within a permissible range of image capturing speed by the 
video camera. 

Since the basic construction and operation of the client 
apparatuses 1-2, 1-3, 1-4 and 1-5 are the same, description 
Will be provided herein only on the client apparatus 1-2. 

The compressed image data transmitted by the camera 
server apparatus 1-1 via the netWork 1-0 is received by a 
netWork interface 1-24, expanded by a CPU 1-21 and 
displayed on a bit-map display 1-25. In the client apparatus 
1-2, for instance, a WindoW system is operated, and the 
expanded image data is displayed in the WindoW form on the 
display 1-25. 

Processing of the CPU 1-14 in the camera server appa 
ratus 1-1 is realiZed by an access management module and 
an image transmission module. The access management 
module determines the number of client apparatuses to 
Which an image is transmitted, and determines Whether or 
not the number exceeds the permissible number of commu 
nication in the communication line When a neW access 

request is received. In addition, the access management 
module stores access history information (the number of 
transmission and accesses rejected in the past). The image 
transmission module transmits image data to the client 
apparatus Who is connected to the camera server apparatus. 
MeanWhile, the client apparatus is con?gured by an access 
request module and an image display module. 

Operation of the camera server apparatus and client 
apparatus in a case Where the client apparatus sends an 
access request to receive an image sensed by the video 
camera, Will be shoWn in FIGS. 2 and 3. 
When the camera server apparatus receives an access 

request from a client to receive an image sensed by a video 
camera, the access management module obtains the present 
number of accesses (step S200). In the access management 
module, an upper limit is set for the number of accesses in 
correspondence With the capacity of the communication 
line. Upon receiving a neW access request, the access 
management module determines Whether or not the number 
of accesses exceeds the upper limit (S201). The upper limit 
value is predetermined and stored in the secondary memory 
1-16. 

In a case Where the number of accesses does not exceed 
the upper limit, the image transmission module transmits the 
image to the client apparatus (step S202). In a case Where the 
number of accesses exceeds the upper limit, the access 
request is rejected, and access statistic information is trans 
mitted to the client apparatus, instead of the image sensed by 
the video camera (step S203). Herein, the access statistic 
information is: the number of clients presently connected to 
the camera server apparatus, the number of accesses recently 
rejected, and the access permission probability (the number 
of accesses permitted/the number of access requests). To 
determine the number of accesses recently rejected and the 
access permission probability, for instance, data obtained in 
the last ?ve minutes is utiliZed. 
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In this case, the camera server apparatus stores data 
related to the time at Which an access request is received and 
Whether the access request is rejected or permitted. The data 
Which is older than the last ?ve minutes may be deleted. 

Meanwhile, the processing by the client apparatus is as 
folloWs. 
Upon transmitting an access request to the camera server 

apparatus (step S300), the client apparatus aWaits for a 
response from the camera server apparatus (step S301). If 
data transmitted by the camera server apparatus is image 
data, the image display module eXpands compressed image 
data and displays the expanded data in the WindoW of the 
bit-map display (steps S302 and S303). If data transmitted 
by the camera server apparatus is access statistic 
information, the information is displayed in a dialogue 
(steps S302 and S304). 

The client apparatus displays access statistic information 
as shoWn in FIG. 4. The number of present accesses, the 
number of accesses rejected in the last ?ve minutes, and 
access probability are displayed in the dialogue. Although 
the above information is expressed by numerical values, a 
bar graph or the like may be used. 
By virtue of the access statistic information, a user, Whose 

access request has been rejected, is able to knoW the volume 
of traf?c on the camera server apparatus. Therefore, the user 
can be provided With a hint for the neXt action as to Whether 
to Wait for a While and re-send an access request later, or to 
give up sending the access request for the moment. 

Second Embodiment 

In the second embodiment, access statistic information 
Which is more detailed than that of the ?rst embodiment is 
presented to a user so that the user is able to obtain clear 
suggestion for re-accessing. 

The process How of the camera server apparatus and 
client apparatus in a case Where the client apparatus trans 
mits a request to receive an image, is the same as that of the 
?rst embodiment. According to the second embodiment, in 
a case Where the camera server apparatus rejects an access 
request, access statistic information indicative of a varying 
state of the number of accesses throughout a day, is sent to 
the client apparatus. More speci?cally, the sum of the 
number of client apparatuses Who are presently receiving an 
image from the camera server apparatus and the number of 
accesses permitted and rejected in a predetermined time 
period (eg ten minutes) is determined as the number of 
accesses, and the number of accesses counted throughout a 
day is transmitted to the client apparatus as numerical value 
data, along With time data. 

FIG. 6 shoWs a table for managing access states of the 
camera server apparatus for entire day. As shoWn in FIG. 6, 
the number of accesses, the number of accesses rejected and 
the number of accesses permitted are counted for every ten 
minutes; the counted values are Written in a roW correspond 
ing to real time; and the processing proceeds to the neXt roW. 
The data Written in the neXt roW of (the one beloW) the arroW 
“present time” is actually the data from a previous day. Note 
that time data is not included because each data corresponds 
to a ten-minute period and the entire data corresponds to 
tWenty-four hours. Therefore, time for each data can be 
obtained based on the present time. 
When a transferred access request is rejected, the data 

shoWn in FIG. 6 is transferred to the client apparatus. The 
data is transferred in the sequence indicated by the arroW 60 
in FIG. 6. In other Words, old data is transferred ?rst (or, neW 
data may be transferred ?rst). Note that, at this stage, time 
and date of the data is added to the ?rst data (or may be the 
last data). 
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The client apparatus provides a user With the access 

statistic information, transmitted upon rejection of the 
access request, by displaying the information in a graph. A 
display eXample thereof is shoWn in FIG. 5. In FIG. 5, the 
abscissa denotes time and the ordinate denotes the number 
of accesses. The permissible number of accesses in the 
camera server apparatus is also displayed in the graph. The 
time period, in Which the number of accesses largely 
eXceeds the permissible number of accesses, indicates that 
the possibility of an access request being accepted is loW. 
Note that eXceeding “the permissible number of accesses” 
does not mean that an access request Will be alWays rejected 
because the data is ten minutes old. More speci?cally, there 
is alWays a possibility Where a user of a client apparatus Who 
has been receiving images from the server has quit the 
connection. The data shoWn in FIG. 6 is merely the infor 
mation obtained at ten minutes intervals. 

According to the second embodiment, When an access 
request to vieW an image sensed by a video camera is 
rejected, statistic information for the entire day is displayed. 
Therefore, a trend of the time at Which the camera server 
apparatus is available and the time at Which the camera 
server apparatus is busy become apparent, enabling a user to 
obtain a clear hint for determining timing for the neXt access. 

Note that the second embodiment has been described 
based on an assumption that the data, indicative of access 
states of the past tWenty-four hours, is stored. HoWever, as 
long as the storage capacity of the secondary memory 1-16 
alloWs, the data storing time period is not limited to this, but 
may be a Week, month or more. 

In addition, the time interval for updating data is not 
limited to ten minutes, but may be ?ve minutes, tWenty 
minutes or more. HoWever, in order to respond to various 
requests, such as for access history information of the past 
one day or information of the last thirty days, it is necessary 
to store detailed data. If access history information updated 
at short time intervals is stored, it is possible to respond to 
a request from a client apparatus Who Wants to have the 
access history of longer time intervals. HoWever, if access 
history information updated at large time intervals is stored, 
it is not possible to respond to a request from a client 
apparatus Who Wants to have the access history of shorter 
time intervals. 

Third Embodiment 

In the foregoing ?rst and second embodiments, descrip 
tion has been provided on the processing performed When an 
access request to receive an image sensed by a video camera 
is rejected. The third embodiment applies the system 
described in the ?rst and second embodiments to a system 
Which alloWs a large number of client apparatuses located in 
remote places to control parameters of a video camera e.g. 
pan, tilt and Zoom. 

When one video camera is provided, normally the number 
of users Who can control the video camera at the same time 

is a single user. (Hereinafter, the user Who is presently 
controlling the video camera Will be referred to as “a user 
Who has the control privilege.”) Therefore, if a large number 
of client apparatuses send camera control requests, for those 
users Who send a camera control request after the ?rst user 
has sent one, the camera control request is rejected or the 
request is inputted in a Waiting queue in the order of the 
request being received. Even in a case Where the camera 
control requests are inputted in the Waiting queue, the 
number of requests Which can be stored in the queue is 
limited. Therefore, if the number of access requests is larger 
than the queue limitation, a neWly received access request is 
rejected. 




























