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public boolean isCompatibleWith(Class beanClass) 

// Protocols only test the compatibility of 
// Instruments, for all other types, throw an 
// exception. 
if(!Instrument.classisAssignableFrom(beanClass)) 

throw new InvalidCommerceBeanException(); 

if( ! Requiredlnterface_l .class.isAssignableFrom(beanClass)) 
return false; 

// continue testing for each required interface 

if(!RequiredInterface_n.class.isAssignableFrom(beanClass)) 
return false; 

// All of our interface requirements are met, return true. 

return true; 

FIG. 5 
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COMPATIBILITY CHECKING BETWEEN 
INSTRUMENTS, OPERATIONS AND 

PROTOCOLS IN ELECTRONIC COMMERCE 

COPYRIGHT NOTICE PURSUANT To 37 C.F.R. 

171(6) 
A portion of the disclosure of this patent document 

contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Of?ce 
patent ?le or records, but otherWise reserves all copyright 
rights Whatsoever. 

BACKGROUND 

The present invention relates to mechanisms for facilitat 
ing transactions in electronic commerce. More speci?cally, 
the present invention relates to checking compatibility 
betWeen operations, protocols and instruments involved in 
electronic commerce operations. 

The advent of computer networks, such as the Internet and 
the rise of the World Wide Web have led to an explosion in 
the development of applications, such as Websites, that 
facilitate rapid dissemination of information. Using the 
World Wide Web, it is presently possible to instantaneously 
access information on the Weather in Africa or stock prices 
in Tokyo With a only a feW clicks of a computer mouse. As 
the Internet continues to evolve, it no longer merely func 
tions as a mechanism for dissemination of information; it is 
also becoming an infrastructure that supports electronic 
commerce. The Internet is noW commonly used to sell items 
such as books, softWare and compact discs. 
An electronic commerce transaction, such as a sale, is 

typically accomplished by alloWing a user on a client 
computer system to remotely broWse through a Web site on 
a server computer system in order to select an item to 
purchase. Once the item is selected, the user purchases the 
item by entering a credit card number into a form, and 
sending the form to the Website. 

People are noW beginning to develop more sophisticated 
mechanisms to facilitate electronic commerce. Financial 
instruments, such as credit cards, debit cards and cash, are 
presently being cast into electronic form. For example, 
instead of entering a credit card number into a form, a 
purchaser Will be able to select an icon representing a credit 
card or, alternatively, an icon representing electronic cash. 
These recent developments have given rise to a large number 
of different protocols, Which are currently being developed 
and used to support electronic commerce transactions. For 
example, an electronic transaction might make use of the 
Secure Electronic Transactions (SET) protocol, the Auto 
matic Teller Machine (ATM) protocol, the Secure Sockets 
Layer (SSL) protocol, or the Mondex protocol. A user 
desiring to perform transactions With different entities that 
make use of these different protocols must presently provide 
a different version of a ?nancial instrument, such as a credit 
card, for each different protocol. Additionally, as neW pro 
tocols come into existence, a user must modify existing 
instruments or produce neW instruments to make use of the 
neW protocols. Providing many different versions of a ?nan 
cial instrument for different protocols is burdensome and 
greatly complicates electronic commerce transactions. 

SUMMARY 

The present invention provides a modular infrastructure 
for electronic commerce that alloWs electronic ?nancial 
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2 
instruments to Work With a variety of different protocols. 
One embodiment of the present invention receives a request 
for an operation, and checks compatibility betWeen the 
operation and available protocols for the operation to deter 
mine a set of compatible protocols. Next, the system checks 
compatibility betWeen the set of compatible protocols and 
available instruments for the operation to determine a set of 
compatible instruments. If the set of compatible instruments 
includes at least one instrument, the system selects a com 
patible instrument and a corresponding compatible protocol, 
and uses this instrument and protocol to perform the opera 
tion. Note that the compatibility checking takes place 
dynamically—after compilation. In a variation on the above 
embodiment, the act of selecting the compatible protocol 
and the compatible instrument entails presenting the set of 
compatible protocols and the set of compatible instruments 
to a user, and alloWing the user to select the compatible 
protocol and the compatible instrument for the operation. 

Thus, the present invention provides a modular infrastruc 
ture that alloWs modular ?nancial instruments to be used 
With different protocols to perform operations in electronic 
commerce. 

BRIEF DESCRIPTION OF THE FIGURES 

FIG. 1 is a block diagram illustrating a centraliZed pro 
cessing system in accordance With an embodiment of the 
present invention. 

FIG. 2 is a block diagram illustrating a distributed pro 
cessing system in accordance With an embodiment of the 
present invention. 

FIG. 3 is a diagram illustrating the instrument, operation 
and protocol frameWork for electronic commerce in accor 
dance With an embodiment of the present invention. 

FIG. 4 is a How chart illustrating some of the operations 
involved in determining and recording compatibility infor 
mation betWeen operations, instruments and protocols in 
accordance With an embodiment of the present invention. 

FIG. 5 is a diagram illustrating an exemplary piece of 
computer code that tests for compatibility betWeen a proto 
col and a set of instruments in accordance With an embodi 
ment of the present invention. 

FIG. 6 is a How chart illustrating some of steps involved 
in performing an operation in accordance With an embodi 
ment of the present invention. 

FIG. 7 illustrates an example of the process of selecting 
instruments and protocols for an operation in accordance 
With an embodiment of the present invention. 

DETAILED DESCRIPTION 

The folloWing description is presented to enable any 
person skilled in the art to make and use the invention, and 
is provided in the context of a particular application and its 
requirements. Various modi?cations to the disclosed 
embodiments Will be readily apparent to those skilled in the 
art, and the general principles de?ned herein may be applied 
to other embodiments and applications Without departing 
from the spirit and scope of the present invention. Thus, the 
present invention is not intended to be limited to the embodi 
ments shoWn, but is to be accorded the Widest scope 
consistent With the principles and features disclosed herein. 

CentraliZed Processing System 
FIG. 1 is a block diagram illustrating a centraliZed pro 

cessing system 100 in accordance With an embodiment of 
the present invention. In the embodiment illustrated in FIG. 
1, centraliZed processing system 100 includes storage unit 
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102, network interface unit 112, operation startup and execu 
tion unit 104 and installation and binding unit 108. Central 
iZed processing system 100 also includes a processor (not 
shown) through which operation startup and execution unit 
104 and installation and binding unit 108 operate. Storage 
unit 102 may be any type of storage device for data and/or 
code, including, but not limited to, a magnetic storage 
device, a semiconductor memory device, and an optical 
storage device. Storage unit 102 is coupled to both operation 
startup and execution unit 104 and installation and binding 
unit 108. Network interface unit may be any type of mecha 
nism that facilitates communication across a computer net 
work. In the illustrated embodiment, network interface unit 
112 is coupled to network 120, and includes a network 
interface controller as well as a software driver for commu 
nicating across network 120. Network 120 generally refers 
to any type of wire or wireless link between computers, 
including, but not limited to, a local area network, a wide 
area network, or a combination of networks. In one embodi 
ment of the present invention, network 120 includes the 
Internet. 

Operation startup and execution unit 104 controls the 
initialiZation and execution of operations on centraliZed 
processing system 100. Operation startup and execution unit 
104 includes compatibility checking mechanism 106, which 
tests for compatibility between various operations, protocols 
and instruments at operation runtime. Operation startup and 
execution unit 104 receives context information 114 from 
network interface unit 112. This context information 114 
includes parameters for an operation that may be generated, 
for example, by a purchaser ?lling out a purchase form on 
a web site. 

Installation and binding unit 108 controls both the instal 
lation and binding of objects, such as objects de?ned within 
an object-oriented programming system, that represent 
operations, protocols and instruments, in accordance with an 
embodiment of the present invention. Installation and bind 
ing unit 108 includes compatibility checking mechanism 
110, for checking compatibility between operation, protocol 
and instrument objects as these objects are installed and 
bound into the system. Installation and binding unit 108 
receives components 118 through network interface unit 
112. Components 118 may include instruments, protocols 
and operations involved in electronic commerce applica 
tions. 

During operation, context information 114 is loaded 
across network 120 into operation startup and execution unit 
104. This context information provides parameters, perhaps 
gathered from a web site, that are used to initiate an 
operation within operation startup and execution unit 104. 
Compatibility checking may occur at this point, when opera 
tions are initiated. Next, components 118 are loaded across 
network 120 into installation and binding unit 108. Instal 
lation and binding unit 108 installs the components 118 into 
the system. Compatibility checking may additionally occur 
during this installation and binding process instead of, or in 
addition to, compatibility checking that occurs at other 
times. 

Distributed Processing System 
FIG. 2 is a block diagram illustrating a distributed pro 

cessing system including client 200 and servers 220 and 230 
in accordance with an embodiment of the present invention. 
Client 200 may be any entity that makes requests on a server, 
such as servers 220 and 230, for services involving compu 
tational or data storage resources. Servers 220 and 230 can 
be any entity that includes a mechanism for servicing 
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4 
requests from a client, such as client 200, for services 
involving computational or data storage resources. Client 
200 is coupled to servers 220 and 230 through network 120, 
which is described above. 

Server 220 includes object server 224, and storage unit 
222. Object server 224 provides objects de?ned within an 
object-oriented programming system that can be accessed 
across network 120. Storage unit 222 may be any type of 
storage device for data and/or code, including, but not 
limited to, a magnetic storage device, a semiconductor 
memory device, and an optical storage device. Note that 
storage unit 222 is optional; in some embodiments, server 
220 may not include storage unit 222. 

Similarly, server 230 includes object server 234 and 
storage unit 232. Object server 234 provides objects de?ned 
within an object-oriented programming system that can be 
accessed across network 120. Storage unit 232 may be any 
type of storage device for data and/or code, including, but 
not limited to, a magnetic storage device, a semiconductor 
memory device, and an optical storage device. Storage unit 
232 is optional; in some embodiments, server 230 does not 
include storage unit 232. 

Client 200 includes operation startup and execution unit 
202, compatibility checking unit 204, binding mechanism 
208 and network interface unit 210. Operation startup and 
execution unit 202 controls the initialiZation and running of 
operations on client 200. Operation startup and execution 
unit 202 receives context information 114 from network 
interface unit 210. This context information 114 includes 
parameters, perhaps gathered from a web site, which can be 
used to initiate an operation. 

Operation startup and execution unit 202 is coupled to 
compatibility checking unit 204, which tests for compatibil 
ity between various operations, protocols and instruments, at 
either operation run time or at object installation time, or a 
combination of both times. Compatibility checking unit 204 
may be coupled to optional storage unit 206, which allows 
compatibility checking unit 204 to lookup pre-recorded 
compatibility information, or to record discovered compat 
ibility information between operations, protocols and instru 
ments. Storage unit 206 may be any type of computer 
readable storage medium for data and/or code, including, but 
not limited to, semiconductor memory devices, magnetic 
and optical storage devices such as disk drives, magnetic 
tape, CDs (compact discs) and DVDs (digital video discs), 
and computer instruction signals embodied in a carrier 
wave. 

Compatibility checking unit 204 is additionally coupled 
to binding mechanism 208. Binding mechanism 208 facili 
tates distributed binding, using protocols such as RMI or 
CORBA, to objects located on remote servers, such as object 
servers 224 and 234. Binding mechanism 208 is coupled to 
network 120 through network interface unit 210. In the 
illustrated embodiment, network interface unit 210 is 
coupled to network 120, and includes a network interface 
controller as well as a software driver for communicating 
across network 120. 

During operation, context information 114 is loaded 
across network 120 into operation startup and execution unit 
202. This context information 114 provides parameters that 
can be used to initiate an operation within operation startup 
and execution unit 104. For example, context information 
may be gathered from a website for a purchase operation. 
Compatibility checking may occur at this time, when opera 
tions are initiated. Next, distributed components are bound 
to applications within client 200 through binding mecha 
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nism 208. Compatibility checking between instruments 
operations and protocols may alternatively happen at this 
time, during this binding process. 

Electronic Commerce Framework 

FIG. 3 is a diagram illustrating an example of the 
instrument, operation and protocol framework for electronic 
commerce transactions in accordance with an embodiment 
of the present invention. (In FIG. 3, the three-dimensional 
boxes 302, 306 and 310 represent concrete classes, whereas 
the two-dimensional boxes 304 and 308 represent abstract 
classes as de?ned within an object-oriented programming 
system, such as the JavaTM programming language devel 
oped by SUN Microsystems, Inc. of Palo Alto, Calif.) 

In the illustrated embodiment, the classes are divided into 
instruments, operations and protocols. Instruments corre 
spond to various ?nancial instruments and accounts upon 
which ?nancial transactions are performed. Instruments may 
include, but are not limited to, electronic credit cards, 
electronic debit cards, and electronic cash, and other ?nan 
cial instruments, such a checking accounts, savings accounts 
and stock brokerage accounts. 

Operations can include any type of ?nancial operation 
that ultimately involves one or more instruments. For 
example, a “purchase” operation may involve a credit card 
instrument or an electronic cash instrument. In another 
example, a “buy stock” operation may involve a stock 
brokerage account. 

Protocols represent protocols that can be used to perform 
operations. For example, the Secure Electronic Transactions 
(SET) protocol can be used to perform credit card transac 
tions; the ATM protocol can be used to perform transactions 
from automatic teller machines; the Mondex protocol can be 
used to perform transactions involving Mondex smart cards; 
and the Secure Socket Layer (SSL) protocol can be used to 
carry out transactions generally involving secure communi 
cations across a computer network. 

The example illustrated in FIG. 3 presents purchase 
operation class 310, which interacts with purchase protocol 
interface 308, which is associated with SET class 306. SET 
class 306 interacts with credit card interface 304, which is 
associated with VISATM class 302. 

Under the framework illustrated in FIG. 3, compatibility 
is tested from left to right. The purchase operation object 
tests the protocol object for adherence to the purchase 
protocol. The SET protocol tests instrument objects for 
adherence to the credit card interface. This compatibility 
testing entails determining whether a protocol can use the 
methods and data of an instrument, and whether an operation 
can use the methods and data of a protocol. 

Process or Determining Compatibility 
FIG. 4 is a How chart illustrating some of the operations 

involved in determining and recording compatibility infor 
mation between operations, instruments and protocols in 
accordance with an embodiment of the present invention. 
FIG. 4 illustrates the process of compatibility checking 
during object installation and binding. Any compatibility 
that is detected during this process is stored in a data 
structure for later use during run time. Alternatively, com 
patibility checking may take place when operations are 
initiated, during run time. 

In FIG. 4, the system starts at state 400 and proceeds to 
state 402. In state 402, the system receives an object to be 
bound into the system. As noted above, the object can 
include an operation, a protocol or an instrument. The 
system next proceeds to state 404. In state 404, the system 
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6 
determines, whether the object represents an operation, an 
instrument, or a protocol. If it represents an operation, the 
system proceeds to state 410. If it represents a protocol, the 
system proceeds to state 406. If it represents an instrument, 
no compatibility checking is required, so the system pro 
ceeds to state 412, which is an end state. 

In state 410, the object is an operation. In this case, the 
system walks through each of the available protocols and 
determines if the protocols are compatible with the opera 
tion. If so, the compatibility is recorded in a data structure 
for later retrieval at run time. The system next proceeds to 
state 412, which is an end state. 

In state 406, the object is a protocol. In this case, the 
system walks through all of the available operations and 
asks each operation if this protocol is compatible with it. If 
so, the compatibility is recorded in a data structure for later 
retrieval at run time. The system next proceeds to state 408. 
In state 408, the system walks through each of the available 
instruments asks the protocol if the instrument is useable by 
it. If so, the compatibility is recorded in the data structure. 
The system next proceeds to state 412, which is an end state. 

Compatibility Test 
FIG. 5 is a diagram illustrating an exemplary piece of 

computer code in the JavaTM programming language that 
tests for compatibility between a protocol and a set of 
instruments in accordance with an embodiment of the 
present invention. The code illustrated in FIG. 5 receives a 
parameter “beanClass,” which speci?es an instrument to test 
the protocol against. (Note that Java Beans are part of the 
Java programming language and supporting interfaces 
developed by SUN Microsystems, Inc. of Palo Alto, Cailf.). 
The code ?rst checks to see that the parameter represents an 
instrument. If not, it throws an exception to indicate that the 
parameter is invalid. Next, the code tests to see that all 
required interfaces are assignable from “beanClass.” If they 
are all assignable, the code returns true. Otherwise, the code 
returns false. Note that a similarly structured piece of code 
can be used to test for compatibility between operations and 
protocols. 

Operation Performance 
FIG. 6 is a How chart illustrating some of steps involved 

in performing an operation in accordance with an embodi 
ment of the present invention. The system starts at state 600 
and proceeds to state 602. In state 602, the system receives 
a request to perform an operation. The system next proceeds 
to state 604. In state 604, the system checks compatibility 
the between the operation and available protocols for the 
operation. The set of available protocols can be determined 
by determining which protocols can be used with all entities 
involved in the operation. 
The checking for compatibility can be performed in a 

number of ways. In one embodiment, the compatibility 
determinations are carried out at object binding time, and are 
recorded in a data structure, such as a table or a tree (as is 
discussed above with reference to FIG. 4). In this case, 
checking for compatibility entails performing a simple 
lookup in the data structure. In another embodiment, com 
patibility determinations are performed at run time. 

The system next proceeds to state 605. In state 605, the 
system asks if any compatible protocols exist. If so, the 
system proceeds to state 606. Otherwise, the system pro 
ceeds to state 609, in which the system indicates an error 
condition. In another embodiment of the present invention, 
if no compatible protocols can be found locally, the system 
attempts to locate compatible protocols across network 120. 

In state 606, the system checks compatibility between the 
previously determined compatible protocols and available 
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instruments for the protocol. Again, this compatibility 
checking may involve simple lookups into a data structure, 
or alternatively, through compatibility determinations made 
at run time. 

The system next proceeds to state 608. In state 608, the 
system asks if any compatible instruments exist. If so, 
compatible protocols must also exist because the compat 
ibility testing in state 606 involved only compatible proto 
cols. In this case, the system proceeds to state 610. 
OtherWise, the system proceeds to state 609, in Which the 
system indicates an error condition. After state 609, the 
system proceeds to state 616, Which is an end state. 

In state 610, the system presents the set of compatible 
instruments and protocols for the operation to a user request 
ing the operation. In one embodiment, this presentation 
takes place through a graphical user interface. The system 
next proceeds to state 612. In state 612, the system alloWs 
the user to select a compatible instrument and protocol 
combination for the operation. In another embodiment, the 
compatible instrument and protocol combination is selected 
automatically, Without receiving selections from a user, by 
the system using a set of default rules. The system next 
proceeds to state 614. In state 614, the system performs the 
operation using the instrument and the protocol selected in 
state 612. The system next proceeds to state 616, Which is an 
end state. Note that the above-described steps for processing 
an operation are repeated for subsequent operations received 
by the system. 

Process of Selecting Instruments 
FIG. 7 provides an example of the process of selecting 

instruments and protocols for an operation in accordance 
With an embodiment of the present invention. In this 
example, a purchase operation 702 is received from a server, 
such a Web server that implements a Web site for selling 
softWare. Purchase operation 702 contains a listing of the 
instruments that are supported by the server. In this example, 
the list includes VISATM, Mondex and ATM. It also includes 
a listing of the protocols that are supported by the server, 
including SET, Mondex and ATM. Purchase operation 207 
additionally includes other information, such as price, and 
other order information. 

Client 703 includes compatibility table 704, Which is a 
data structure containing valid instrument/operation pairs 
for the operation that are supported by client 703. For 
purposes of this simple example only, these instrument and 
operation combinations are assumed to be compatible With 
the operation. In the illustrated example, compatibility table 
704 includes, VISATM/SET, MC/SET, VISATM/SSL and 
ATM/ATM. Note that MC is an abbreviation for the credit 
card brand “MastercardTM.” 
An executable set of protocol instrument pairs is deter 

mined by taking the cross product of the instruments and the 
protocols for purchase operation 702 that are supported by 
the server, and taking the intersection of this cross product 
With the instrument protocol pairs from compatibility table 
704. In the example illustrated in FIG. 7, this yields tWo 
pairs, “VISATM/SET “and “AT M/ATM.” A user requesting 
the purchase is presented With these tWo options on a 
graphical interface, and is alloWed to select one of these 
options With Which to consummate the purchase. The system 
uses this selection to perform the operation. 

The foregoing descriptions of embodiments of the inven 
tion have been presented for purposes of illustration and 
description only. They are not intended to be exhaustive or 
to limit the invention to the forms disclosed. Many modi 
?cations and variations Will be apparent to practitioners 
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8 
skilled in the art. Accordingly, the above disclosure is not 
intended to limit the invention. The scope of the invention is 
de?ned by the appended claims. 
What is claimed is: 
1. A method for performing an operation in electronic 

commerce, comprising: 
receiving a request for the operation; 
checking compatibility betWeen the operation and avail 

able protocols for the operation to determine a set of 
compatible protocols; 

checking compatibility betWeen the set of compatible 
protocols and available instruments for the operation to 
determine a set of compatible instruments; 

Wherein a given instrument can be con?gured to operate 
With more than one protocol; and 

if the set of compatible instruments includes at least one 
instrument, 
selecting a compatible protocol and a compatible 

instrument, 
and performing the operation using the compatible 

protocol and compatible instrument. 
2. The method of claim 1, Wherein the operation includes 

a purchase operation. 
3. The method of claim 1, Wherein the available instru 

ments for the operation include, an electronic debit card, an 
electronic credit card and electronic cash. 

4. The method of claim 1, Where the available protocols 
for the operation include the SET and ATM protocols. 

5. The method of claim 1, Wherein the available protocols 
for the operation are protocols that can be used by all entities 
involved in the operation. 

6. The method of claim 1, Wherein the available instru 
ments for the operation are instruments that can be used by 
all entities involved in the operation. 

7. The method of claim 1, Wherein selecting the compat 
ible protocol and the compatible instrument for the operation 
comprises: 

presenting the set of compatible protocols and the set of 
compatible instruments to a user participating in the 
operation; and 

alloWing the user to select the compatible protocol and the 
compatible instrument for the operation. 

8. The method of claim 1, Wherein selecting the compat 
ible protocol and the compatible instrument for the operation 
comprises automatically selecting the compatible instrument 
and the compatible protocol based upon a set of default 
selection rules. 

9. The method of claim 1, Wherein checking compatibility 
betWeen the operation and the available protocols for the 
operation includes retrieving compatibility information from 
a storage structure containing pre-computed compatibility 
information. 

10. The method of claim 1, Wherein checking compat 
ibility betWeen the set of compatible protocols and the 
available instruments for the operation includes retrieving 
compatibility information from a storage structure contain 
ing pre-computed compatibility information. 

11. The method of claim 1, further comprising if the set 
of compatible instruments is empty, indicating an error 
condition. 

12. A computer readable storage medium storing instruc 
tions that When executed by a computer cause the computer 
to perform a method for performing an operation in elec 
tronic commerce, comprising: 

receiving a request for the operation; 
checking compatibility betWeen the operation and avail 

able protocols for the operation to determine a set of 
compatible protocols; 
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checking compatibility between the set of compatible 
protocols and available instruments for the operation to 
determine a set of compatible instruments; 

Wherein a given instrument can be con?gured to operate 
With more than one protocol; and 

if the set of compatible instruments includes at least one 

instrument, 
selecting a compatible protocol and a compatible 

instrument, 
and performing the operation using the compatible 

protocol and compatible instrument. 
13. A method for determining compatibility betWeen 

operations, protocols and instruments involved in electronic 
commerce transactions, comprising: 

receiving an object; 
if the object represents a protocol, 

determining compatibility betWeen the protocol and a 
set of available instruments, 

determining compatibility betWeen the protocol and a 
set of available operations, and 

recording any determined compatibilities in a lookup 
structure; and 

if the object represents an operation, 
determining compatibility betWeen the operation and a 

set of available protocols, 
and recording any determined compatibilities in a 

lookup structure; 
Wherein a given instrument can be con?gured to operate 

With more than one protocol. 
14. An apparatus that performs an operation in electronic 

commerce, comprising: 
a receiving mechanism that receives a request for the 

operation; 
a compatibility checking mechanism, coupled to the 

receiving mechanism that checks compatibility 
betWeen the operation and available protocols for the 
operation to determine a set of compatible protocols, 
and that checks compatibility betWeen the set of com 
patible protocols and available instruments for the 
operation to determine a set of compatible instruments; 

Wherein a given instrument can be con?gured to operate 
With more than one protocol; 

a selection mechanism, coupled to the compatibility 
checking mechanism, that selects a compatible protocol 
and a compatible instrument; and 

an execution mechanism, coupled to the selection 
mechanism, that eXecutes the operation using the com 
patible protocol and compatible instrument for the 
operation. 

15. The apparatus of claim 14, Wherein the operation 
includes a purchase operation. 

16. The apparatus of claim 14, Wherein the available 
instruments for the operation include, an electronic debit 
card, an electronic credit card and electronic cash. 

17. The apparatus of claim 14, Where the available pro 
tocols for the operation include the SET and ATM protocols. 

18. The apparatus of claim 14, Wherein the available 
protocols for the operation are protocols that can be used by 
all entities involved in the operation. 
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19. The apparatus of claim 14, Wherein the available 

instruments for the operation are instruments that can be 
used by all entities involved in the operation. 

20. The apparatus of claim 14, Wherein the selection 
mechanism is con?gured to present the set of compatible 
protocols and the set of compatible instruments to a user 
participating in the operation, and to alloW the user to select 
the compatible protocol and the compatible instrument for 
the operation. 

21. The apparatus of claim 14, Wherein the selection 
mechanism is con?gured to automatically select the com 
patible instrument and the compatible protocol based upon 
a set of default selection rules. 

22. The apparatus of claim 14, Wherein the compatibility 
checking mechanism is con?gured to retrieve compatibility 
information from a storage structure containing pre 
computed compatibility information. 

23. The apparatus of claim 14, further comprising an error 
indicator, coupled to the compatibility checking mechanism, 
that is con?gured to indicate an error condition if the set of 
compatible instruments is empty. 

24. An apparatus that performs an operation in electronic 
commerce, comprising: 

a receiving means for receiving a request for the opera 
tion; 

a compatibility checking means, coupled to the receiving 
means, for checking compatibility betWeen the opera 
tion and available protocols for the operation to deter 
mine a set of compatible protocols, and for checking 
compatibility betWeen the set of compatible protocols 
and available instruments for the operation to deter 
mine a set of compatible instruments; 

Wherein a given instrument can be con?gured to operate 
With more than one protocol; 

a selection means, coupled to the compatibility checking 
means, for selecting a compatible protocol and a com 
patible instrument; and 

an execution means, coupled to the selection means, that 
eXecutes the operation using the compatible protocol 
and compatible instrument for the operation. 

25. A computer readable storage medium containing a 
data structure for storing compatibility information betWeen 
instruments, operations and protocols involved in electronic 
commerce transactions, the data structure comprising: 

a computer-readable storage medium: 
a data storage area Within the computer-readable storage 
medium for storing information on compatibility 
betWeen instruments, protocols and operations 
involved in electronic commerce operations; 

an indeXing structure Within the computer-readable stor 
age medium into the data storage area that receives an 
operation and looks up compatible protocols based 
upon the operation; and 

an indeXing structure Within the computer-readable stor 
age medium into the data storage area that receives a 
protocol and looks up compatible instruments based 
upon the protocol; 

Wherein a given instrument can be con?gured to operate 
With more than one protocol. 


