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METHOD FOR DATA REPLICATION WITH 
CONFLICT DETECTION 

RELATED APPLICATION 

This Application is a continuation-in-part of the com 
monly assigned, US. application Ser. No. 08/618,507 
entitled “Con?gurable Con?ict Resolution in a Computer 
Implemented Distributed Database,” ?led on Mar. 19, 1996 
by Benny Souder, Lip Boon D00, and Alan DoWning, the 
contents of Which are incorporated by reference herein. 

FIELD OF THE INVENTION 

The present invention relates to database systems and 
more particularly to techniques for propagating changes 
from one site to another. 

BACKGROUND OF THE INVENTION 

Under certain conditions, it is desirable to store copies of 
a particular body of data, such as a relational database table, 
at multiple sites in a distributed compute netWork. If users 
are alloWed to update the body of data at one site, the 
updates must be propagated to the copies at the other sites 
in order for the copies to remain consistent. The process of 
propagating the changes is generally referred to as replica 
tion. Various mechanisms have been developed for perform 
ing replication. Once such mechanism is described in the 
commonly assigned US. patent application Ser. No. 08/ 126, 
586 entitled “Method and Apparatus for Data Replication,” 
?led on Sep. 24, 1993 by Sandeep Jain and Dean Daniels, 
noW abandoned, the contents of Which are incorporated 
herein by reference 

The site at Which a change is initially made to a set of 
replicated data is referred to herein as the “source site.” The 
sites to Which the change must be propagated are referred to 
herein as “destination sites.” If a user is alloWed to make 
changes to copies of a particular table that is replicated at 
different sites, those sites are sources sites With respect to the 
changes initially made to their oWn copy of the table and 
destination sites With respect to the changes initially made to 
copies of the table at other sites. Replication does not require 
an entire transaction executed at a source site to be 
re-executed at each of the destination sites. Only the changes 
made by the transaction need to be propagated. Other types 
of operations, such as read and sort operations, that may 
have been executed in the original transaction do not have to 
be re-executed at the destination sites. 

There are tWo basic approaches to replication: synchro 
nous replication and asynchronous replication. In synchro 
nous replication, each update or modi?cation of a body of 
data is immediately replicated to all other replicas or copies 
of the body of data Within the distributed netWork, typically 
by techniques such as a tWo-phase commit. The transaction 
that modi?es the body of data is not alloWed to complete 
until all other replicas have been similarly updated. 
Although synchronous replication provides a straightfor 
Ward methodology for maintaining data consistency in a 
netWork this method is susceptible to netWork latencies and 
intermittent netWork failures. Furthermore, synchronous 
replication cannot prioritiZe updates; accordingly, loW pri 
ority updates can unnecessarily produce signi?cant system 
delays. 
On the other hand, in asynchronous replication, local 

replicas of a particular data structure are alloWed to be 
slightly different for a time until an asynchronous update is 
performed. During asynchronous replication, a distributed 
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2 
node can modify its local copy of a data structure Without 
forcing a netWork access as in synchronous replication 
methodology. At some later point time in time, the modi? 
cation is propagated to the destination sites. Various tech 
niques for asynchronous propagation have been developed 
for example, remote procedure calls (RPCs) and deferred 
transaction queues. 

In asynchronous replication, con?icts in updating a body 
of data might occur if tWo sites concurrently modify the 
same data item before the data modi?cation can be propa 
gated to other sites. If update con?icts are not ?rst detected 
and then handled in some convergent manner, the data 
integrity of the replicated copies Will begin to diverge. FIG. 
3 illustrates a typical update con?ict scenario. Site A310 and 
site B 320 are shoWn having copy 312 and copy 322, 
respectively, of a replicated table called “emp.” In this 
example, the “emp” table is a body of data that stores 
information about employees and is organiZed into roWs and 
columns. The columns of table “emp” record attributes 
about each employee, such as an employee number 
(“empno”). the name of the employee (“ename”), a com 
mission ?gure (“comm”), and an accrued bonus level 
(“bonus”). The roWs of table “emp” refer to individual 
employees, for example, employee number 100 is named 
Jones, has a commission ?gure of $20, and accrued a bonus 
of level Zero. 

At site A 310, an update request 314 is processed to 
increase Jones’ commission by $75, resulting in local table 
316. Concurrently, hoWever, another update request 324 is 
processed at site B 320 to increase Jones’ commission by 
$280, resulting in local table 326. In FIG. 3, the particular 
update requests 314 and 324 are illustrated by a SQL 
(structured query language) statement. Modi?cation infor 
mation 318, comprising old and neW values from site A310, 
is propagated to site B 320 via replication mechanism 330. 
In this example, the old values for employee number 100 are 
the name of “Jones,” a commission of $20 and a bonus level 
of Zero, and the neW values for employee number 100 are the 
name “Jones,” a commission of $95, and a bonus level of 
Zero. A con?ict detection mechanism 332 at site B 320 
receives the old and neW values and checks for a con?ict by 
comparing the propagated old values and the current values 
for the roW 328. Since the current value for the commission 
for employee number 100 is $300 at site B 320, but the old 
value for the commission for employee 100 is $20, propa 
gated from site A310, the con?ict detection mechanism 332 
is able to detect a con?ict. When a con?ict is detected, one 
or more appropriate con?ict resolution routines may be 
applied until the con?ict is handled as described in detail in 
the commonly assigned US. application Ser. No. 08/618, 
507. 

Therefore, con?icts can be detected by comparing a 
current value for a column or attribute at a destination site 
With a propagated old value from another site. Thus, the data 
con?ict mechanisms at destination sites need to knoW the 
neW value that Was propagated from the source site, the old 
value at the source site, and the current value at the desti 
nation site. One disadvantage With conventional approaches 
to asynchronous replication With con?ict detection is an 
excessive amount of data that is transmitted from one site to 
another site in the netWork. Propagating the old and neW 
values impose an overhead in transmitting changes over the 
netWork and in temporary storage, especially if the data siZe 
of the old and neW values is large. 

SUMMARY OF THE INVENTION 

There exists a need for reducing overhead in data repli 
cation in a distributed system capable of detecting con?icts 
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in replicated data. There is a need for reducing the siZe of 
data items that are transmitted over a network in data 
replication. There is also a need to avoid the transmission of 
data items not necessary for replication or con?ict detection. 

These and other needs are met by the present invention in 
Which ?elds (e.g. table columns or object attributes) unnec 
essary for data replication or con?ict detection are not 
propagated. For example, small values, such as a null, are 
propagated instead of neW values of unmodi?ed ?elds, old 
values of ?elds unrelated to modi?ed ?elds, and old values 
of user selected ?elds. Consequently, netWork and storage 
overhead is reduced because small values are propagated 
instead of larger ?eld values. 

One aspect of the invention is a method for maintaining 
multiple copies of a body of data such as table organiZed into 
roWs and columns. In response to determining Whether a 
record (such as a roW Within the body of data) is updated at 
a ?rst site, small values such as nulls are propagated to a 
second site for at least one of the old values and/or the neW 
values of the updated record, thereby reducing the amount of 
data transmitted. The existence of a con?ict at the second 
site is determined based on the propagated small values and 
propagated actual old values, and, if the con?ict does not 
exist, the corresponding record is updated based on the 
propagated small values and propagated actual old and neW 
values. 

Another aspect of the invention is a computer 
implemented method and a computer-readable medium 
bearing an arrangement of instructions for maintaining mul 
tiple copies of a body of data such as table organiZed into 
roWs and columns. A request is processed to perform an 
update to a roW or record Within a ?rst copy of the body of 
data at a ?rst site, and unmodi?ed ?elds or updated ?elds are 
identi?ed among those related columns or ?elds of the 
record. The update is propagated to a second site storing a 
second copy of the body of data and capable of detecting 
con?icts by: (a) propagating actual old values of at least one 
of the related ?elds; (b) propagating nulls or small values as 
neW values for the unmodi?ed ?elds, and (c) propagating 
actual neW values of the updated ?elds as neW values for the 
updated ?elds. 

Yet another aspect of the invention is a computer 
implemented method and a computer-readable medium 
bearing an arrangement of instructions for maintaining mul 
tiple copies of a body of data organiZed into records, 
partitioned into groups of related ?elds. A request is pro 
cessed to perform an update to a roW or record Within a ?rst 
copy of the body of data at a ?rst site, and unmodi?ed ?eld 
groups or updated ?eld groups are identi?ed among those 
groups of ?elds. The update is propagated to a second site 
storing a second copy of the body of data and capable of 
detecting con?icts by: (a) propagating actual old values of at 
least one ?eld in an updated group as old values, (b) 
propagating nulls or small values as old values for ?elds in 
an unmodi?ed group, (c) propagating actual neW values of 
one or more ?elds in an updated group as neW values, and 
(d) propagating nulls or small values as neW values for the 
?elds in an unmodi?ed group. 

Still other objects and advantages of the present invention 
Will become readily apparent from the folloWing detailed 
description, simply by Way of illustration of the best mode 
contemplated of carrying out the invention. As Will be 
realiZed, the invention is capable of other and different 
embodiments and its several details are capable of modi? 
cations in various obvious respects, all Without departing 
from the invention. Accordingly, the draWing and descrip 
tion are to be regarded as illustrative in nature and not as 
restrictive. 
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4 
BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by Way of example, 
and not by Way of limitation, in the ?gures of the accom 
panying draWings and in Which like reference numerals refer 
to similar elements and in Which: 

FIG. 1 depicts a computer system than can be used to 
implement the present invention; 

FIG. 2 depicts a distributed system upon Which the 
present invention can be implemented; 

FIG. 3 is a diagram of a conventional replication and 
con?ict detection system illustrating an update con?ict sce 
nario; 

FIG. 4 is a diagram of a replication and con?ict detection 
system according to an embodiment of the present invention 
illustrating the update con?ict scenario; 

FIG. 5 is a ?oWchart shoWing the operation of replication 
With con?ict detection according to an embodiment of the 
present invention; 

FIG. 6 is a ?oWchart shoWing the operation of a step of 
determining modi?cation information to be propagated 
according to one embodiment; 

FIG. 7 is a ?oWchart shoWing the operations of detecting 
for con?icts and updating replicas according to one embodi 
ment. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

A method and apparatus for maintaining multiple copies 
of a body of data is described. In the folloWing description, 
for the purposes of explanation, numerous speci?c details 
are set forth in order to provide a thorough understanding of 
the present invention. It Will be apparent, hoWever, to one 
skilled in the art that the present invention may be practiced 
Without these speci?c details. In other instances, Well-knoWn 
structures and devices are shoWn in block diagram form in 
order to avoid unnecessarily obscuring the present inven 
tion. 

HARDWARE AND NETWORK OVERVIEW 

FIG. 1 is a block diagram that illustrates a computer 
system 100 upon Which an embodiment of the invention 
may be implemented. Computer system 100 includes a bus 
102 or other communication mechanism for communicating 
information, and a processor 104 coupled With bus 102 for 
processing information. Computer system 100 also includes 
a main memory 106, such as a random access memory 

(RAM) or other dynamic storage device, coupled to bus 102 
for storing information and instructions to be executed by 
processor 104. Main memory 106 also may be used for 
storing temporary variables or other intermediate informa 
tion during execution of instructions to be executed by 
processor 104. Computer system 100 further includes a read 
only memory (ROM) 108 or other static storage device 
coupled to bus 102 for storing static information and instruc 
tions for processor 104. A storage device 110, such as a 
magnetic disk or optical disk, is provided and coupled to bus 
102 for storing information and instructions. 

Computer system 100 may be coupled via bus 102 to a 
display 112, such as a cathode ray tube (CRT), for displaying 
information to a computer user. An input device 114, includ 
ing alphanumeric and other keys, is coupled to bus 102 for 
communicating information and command selections to 
processor 104. Another type of user input device is cursor 
control 116, such as a mouse, a trackball, or cursor direction 
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keys for communicating direction information and com 
mand selections to processor 104 and for controlling cursor 
movement on display 112. This input device typically has 
tWo degrees of freedom in tWo axes, a ?rst axis (e.g., X) and 
a second axis (e.g., y), that alloWs the device to specify 
positions in a plane. 

The invention is related to the use of computer system 100 
for maintaining multiple copies of a body of data maintain 
ing multiple copies of a body of data. According to one 
embodiment of the invention, maintaining multiple copies of 
a body of data is provided by computer system 100 in 
response to processor 104 executing one or more sequences 
of one or more instructions contained in main memory 106. 
Such instructions may be read into main memory 106 from 
another computer-readable medium, such as storage device 
110. Execution of the sequences of instructions contained in 
main memory 106 causes processor 104 to perform the 
process steps described herein. One or more processors in a 
multi-processing arrangement may also be employed to 
execute the sequences of instructions contained in main 
memory 106. In alternative embodiments, hard-Wired cir 
cuitry may be used in place of or in combination With 
softWare instructions to implement the invention. Thus, 
embodiments of the invention are not limited to any speci?c 
combination of hardWare circuitry and softWare. 

The term “computer-readable medium” as used herein 
refers to any medium that participates in providing instruc 
tions to processor 104 for execution. Such a medium may 
take many forms, including but not limited to, non-volatile 
media, volatile media, and transmission media. Non-volatile 
media include, for example, optical or magnetic disks, such 
as storage device 110. Volatile media include dynamic 
memory, such as main memory 106. Transmission media 
include coaxial cables, copper Wire and ?ber optics, includ 
ing the Wires that comprise bus 102. Transmission media can 
also take the form of acoustic or light Waves, such as those 
generated during radio frequency (RF) and infrared (IR) data 
communications. Common forms of computer-readable 
media include, for example, a ?oppy disk, a ?exible disk, 
hard disk, magnetic tape, any other magnetic medium, a 
CD-ROM, DVD, any other optical medium, punch cards, 
paper tape, any other physical medium With patterns of 
holes, a RAM, a PROM, and EPROM, a FLASH-EPROM, 
any other memory chip or cartridge, a carrier Wave as 
described hereinafter, or any other medium from Which a 
computer can read. 

Various forms of computer readable media may be 
involved in carrying one or more sequences of one or more 

instructions to processor 104 for execution. For example, the 
instructions may initially be borne on a magnetic disk of a 
remote computer. The remote computer can load the instruc 
tions into its dynamic memory and send the instructions over 
a telephone line using a modem. Amodem local to computer 
system 100 can receive the data on the telephone line and 
use an infrared transmitter to convert the data to an infrared 
signal. An infrared detector coupled to bus 102 can receive 
the data carried in the infrared signal and place the data on 
bus 102. Bus 102 carries the data to main memory 106, from 
Which processor 104 retrieves and executes the instructions. 
The instructions received by main memory 106 may option 
ally be stored on storage device 110 either before or after 
execution by processor 104. 

Computer system 100 also includes a communication 
interface 118 coupled to bus 102. Communication interface 
118 provides a tWo-Way data communication coupling to a 
netWork link 120 that is connected to a local netWork 122. 
For example, communication interface 118 may be an inte 
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6 
grated services digital netWork (ISDN) card or a modem to 
provide a data communication connection to a correspond 
ing type of telephone line. As another example, communi 
cation interface 118 may be a local area netWork (LAN) card 
to provide a data communication connection to a compatible 
LAN. Wireless links may also be implemented. In any such 
implementation, communication interface 118 sends and 
receives electrical, electromagnetic or optical signals that 
carry digital data streams representing various types of 
information. 
NetWork link 120 typically provides data communication 

through one or more netWorks to other data devices. For 
example, netWork link 120 may provide a connection 
through local netWork 122 to a host computer 124 or to data 
equipment operated by an Internet Service Provider (ISP) 
126. ISP 126 in turn provides data communication services 
through the WorldWide packet data communication netWork, 
noW commonly referred to as the “Internet” 128. Local 
netWork 122 and Internet 128 both use electrical, electro 
magnetic or optical signals that carry digital data streams. 
The signals through the various netWorks and the signals on 
netWork link 120 and through communication interface 118, 
Which carry the digital data to and from computer system 
100, are exemplary forms of carrier Waves transporting the 
information. 

Computer system 100 can send messages and receive 
data, including program code, through the netWork(s), net 
Work link 120, and communication interface 118. In the 
Internet example, a server 130 might transmit a requested 
code for an application program through Internet 128, ISP 
126, local netWork 122 and communication interface 118. In 
accordance With the invention, one such doWnloaded appli 
cation provides for maintaining multiple copies of a body of 
data as described herein. The received code may be executed 
by processor 104 as it is received, and/or stored in storage 
device 110, or other non-volatile storage for later execution. 
In this manner, computer system 100 may obtain application 
code in the form of a carrier Wave. 

FIG. 2 illustrates a distributed data processing system 
comprising nodes 210, 220, and 230 coupled to one another 
With netWork links 200, 202, and 204. Although three nodes 
210, 220, and 230 and three netWork links 200, 202, and 204 
are shoWn in FIG. 2, it is to be understood that an arbitrary 
number of nodes in the distributed data processing system 
may be supported in an arbitrary con?guration. Referring 
back to FIG. 1, the netWork links 200, 202, and 204 can be 
a link 120 to a local area netWork 122 or, ultimately, to the 
Internet 128. Each node, such as node 210, comprises a 
distributed processor 212 and distributed objects 214 stored 
a distributed data store (not shoWn). Thus, nodes 220 and 
230 comprise distributed processors 222 and 232 and dis 
tributed objects 224 and 234, respectively. The distributed 
data store can be main memory 106 or mass storage device 
110 as shoWn in FIG. 1, and distributed processor 212 can 
be implemented as computer system 100. 

Distributed objects 214 may comprise programs or other 
arrangements of instructions, and bodies of data or other 
data objects, Which may be shared by or replicated to other 
nodes in the distributed system. Distributed processor 212 
directly accesses distributed objects 214, because distributed 
objects 214 are local (i.e., located Within the same node) to 
distributed processor 212. In this situation, access betWeen 
distributed processor 212 and distributed objects 214 does 
not require a netWork access. Typically, local accesses are 
performed more quickly than accesses requiring a netWork 
communication. Other nodes (node 220 and node 230) of the 
distributed system illustrated in FIG. 2 access distributed 
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objects 214 via a network access. For example, node 220 and 
the distributed processor 222 therein access distributed 
objects 214 via network link 200. The netWork access can be 
the result of a distributed transaction or a replication 
operation, for example. 
As described above, other forms of distributed transfer 

technologies can cause netWork accesses. In a distributed 
transaction system, the distributed processor 222 of node 
220 may record transactions as distributed objects 214 
Within the distributed data store of node 210. In a replication 
system, after a local version of the distributed objects 214 
Within the distributed data store of node 210 is transferred to 
the distributed data store 224 of node 220, the distributed 
processor 222 of node 220 can access a copy of distributed 
objects 214 locally Within node 220. This local copy of the 
distributed objects 224 Within the distributed data store of 
node 220 may subsequently be manipulated locally by 
distributed processor 220. 

The hardWare architecture of nodes Within the distributed 
processing system, such as the one illustrated in FIG. 2, can 
be varied and diverse. There is no requirement in the present 
invention that each node has equivalent and compatible 
processing systems. It is only necessary that each node of the 
distributed processing system be able to communicate on a 
netWork or some communication path coupling the nodes. 

SENDING NULL FIELD VALUEs TO REDUCE 
PROPAGATION CosTs 

The present invention is applicable to replication of 
bodies of data, in Which collections of related data items, 
generically called “?elds,” are organiZed into records. 
Herein, the present invention is described generally With 
reference to a preferred embodiment of replicating relational 
database tables organiZed into roWs and columns. A data 
item is located Within a table at an intersection of a roW, 
corresponding generally to a record, and a column, corre 
sponding generally to a ?eld. HoWever, the present invention 
is applicable to other environments. For example, in an 
object oriented environment, an object, Which belongs to an 
object class, corresponds generally to a record, and attributes 
of the object class correspond generally to ?elds. When a 
record such as a roW or an object is modi?ed in response to 
a request such as an SQL query or a method invocation, the 
value of at least one of the ?elds is modi?ed. The term 
“actual old value” of a ?eld refers to the value of the ?eld 
prior to processing the request, and the term “actual neW 
value” of a ?eld refers to the value of the ?eld subsequent 
to processing the request. 

In order to reduce communication costs, small values, 
preferably “nulls,” are propagated in place of values for at 
least some of the data items that are not strictly necessarily 
for data replication or con?ict detection. Asmall value refers 
herein to a placeholder value that does not take up much 
storage for example, no more than the Word siZe of typical 
processors, 32 bits (four bytes) or 16 bits (tWo bytes), or the 
siZe of the smallest addressable data type such as a character, 
typically eight bits (one byte). Anull is a value that takes up 
no storage, that is Zero bytes. Nulls, also called “empty 
values,” may conveniently be employed in implementations 
in Which an indication of the length of ?eld data in the 
propagated modi?cation information is sent as metadata 
along With the modi?cation information. For implementa 
tions in Which a ?eld length indication is not sent along With 
the modi?cation information, a small, non-Zero placeholder 
value may be used, typically set to an arbitrary value such 
as Zero (0) or minus one (—1). 
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8 
In some embodiments of the present invention, the null or 

any other small, placeholder value is also a valid value for 
the ?eld data. Therefore, in order to distinguish the place 
holder value from the actual value, a ?ag value is generated 
and propagated as part of the modi?cation information to 
indicate Whether the value sent for the ?eld is real or merely 
a placeholder to reduce communication costs. The ?ag value 
need only be a bit, but, for ?exibility, may constitute an 
eight-bit byte. If, on the other hand, the placeholder value 
can be set to an invalid bit pattern or if null is an invalid 
value for the type of the ?eld, then the presence of the 
placeholder versus actual data can be detected by testing the 
validity of the propagated value. For example, some 
?oating-point numerical representations designate a speci?c 
bit pattern to indicate that the value is not a number (e.g., 

“NaN”). 
Consequently, propagation of a null and ?ag value instead 

of the actual ?eld value involves the sending of a single byte 
in place of the actual data. For large ?eld values, the savings 
are dramatic. For example, some implementations support 
?elds that can be a string of characters up to tWo kilobytes 
(2048) or even four kilobytes (4096) in length. Thus, send 
ing one byte instead of 4096 reduces communication costs 
in transmitting and buffering the data. As another example, 
?eld values can be a “large object,” Which is an embedded, 
complex data type typically produced and manipulated by 
another application. Examples of large objects include a 
Word processing document, a graphical slide-shoW 
presentation, and a spreadsheet. Since large objects can be at 
least a gigabyte (more than a billion bytes) in siZe and even 
up to four gigabytes in siZe, it is evident that the present 
invention is particularly advantageous in replicating bodies 
of data Wherein a data item can be a large object. 

UNMODIFIED CoLUMNs 

As described herein above, small placeholder values, such 
as nulls, are propagated in place of values for at least some 
of the data items that are not strictly necessarily for data 
replication or con?ict detection. Referring back to FIG. 3, 
the value of the ename column for employee 100 Was not 
modi?ed, yet the string value “Jones” Was propagated as 
both the old value and the neW value in the modi?cation 
information 318. Since the neW value of an unmodi?ed 
column is identical to the old value of the unmodi?ed 
column, one of the redundant propagated values (old or neW) 
is replaced by a small or null placeholder value to reduce the 
siZe of the data for buffering and transmission. Upon receipt 
at the destination site, the placeholder value can be detected 
and converted back to the actual value, if needed, by 
inspection of the other value. 

Determining Whether a column or other ?eld has been 
updated or unmodi?ed can be performed statically or 
dynamically. Static determination of Which ?elds have been 
updated and Which ?elds are unmodi?ed involves examin 
ing the request used to update a set of records, for example, 
an SQL statement to update columns of roWs of a table. If 
the request explicitly states that a column or ?eld is updated, 
then that column or ?eld is considered an updated ?eld. 
Static determination is particularly advantageous When the 
same request is used to update many records; thus, the 
analysis need only be performed once When the request is 
parsed or compiled, thereby amortiZing the cost of static 
determination over many records. In some situations, espe 
cially With refreshing snapshots or other kinds of material 
iZed vieWs, the update request often causes a column to be 
updated With the same value. Although such columns have 
been updated, in the sense of being brought up-to-date, they 
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remain unmodi?ed because their values have not changed. 
In these situations, dynamic determination by a run-time 
analysis of the actual values in each changed roW is advan 
tageous because more unmodi?ed columns can be identi?ed 
for the communication costs savings. 

Although either of the neW value or the old value may be 
replaced With the small placeholder value to reduce com 
munication costs, replacing the neW value With the place 
holder is particularly advantageous because it combines Well 
With other strategies of reducing communication costs, as 
described hereafter. 

COLUMN GROUPS 

Column groups can be used to reduce communication 
costs in replicating data and detecting con?icts therein. A 
column group links a collection of columns in a table (or 
?elds in a record) to a single “logical” column. A column 
group may comprise any number of columns in a table, from 
a single column to all the columns. Since con?ict detection 
modules can be con?gured to detect con?icts on a column 
group-by-column-group basis, as described in more detail in 
US. patent application Ser. No. 08/618,507, each column 
belongs to some column group. HoWever, a column need not 
be explicitly assigned by a person to a column, because 
non-explicitly designated columns can automatically be 
assigned to a “shadoW” column group, Which is not visible 
to a user. Consequently, the explicit column groups and the 
shadoW column group constitute a partitioning of the col 
umns in the table. 

Since each column group is individually evaluated for 
con?ict detection and resolution, it folloWs that, if no 
column in a column group is modi?ed, then there Will be no 
con?ict Within that column group. Consequently, the send 
ing of old column values. Which are used for con?ict 
detection but not for roW identi?cation, e. g. as primary keys, 
is not strictly necessary. Such old values can be replaced 
With a null or other small placeholder. 

This communication cost reduction strategy of not send 
ing unneeded old values in unmodi?ed column groups can 
be combined With the above-described cost reduction strat 
egy of not sending neW values for unmodi?ed columns. 
Since, by de?nition, none of the columns in an unmodi?ed 
column group are modi?ed, the neW values of these columns 
are not strictly necessary for updating a record and, hence, 
are replaced by the small placeholder values. Thus, in 
unmodi?ed column groups, nulls or other small placeholder 
values are sent instead of the actual neW values and 
unneeded old values, resulting in a considerable savings in 
the amount of data transmitted and, hence, in transmission 
and buffering costs. In this case, ?ag values that indicate that 
both the old value and the neW value are replaced by a 
placeholder may be propagated to the destination site as tWo 
bits Within a ?ag byte dedicated for each column. HoWever, 
since the ?ag value to indicate that old values are not sent is 
derivable from the ?ag value that indicates that the neW 
values are not sent and information about Which columns 
belong to Which column groups, transmitting the ?ag for the 
old values may be omitted. 

SELECTIVE DISABLING OF CONFLICT DETECTION 

Another strategy for reducing communication costs is to 
avoid sending old values for columns or ?elds that (1) do not 
need old values for con?ict resolution because the columns 
or ?elds are not modi?ed and (2) do not need con?ict 
detection, because, e.g., con?icts in those ?elds can be 
detected by examining an af?liated ?eld. For example, a 
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checksum can be calculated for a long string value in one 
?eld and stored in another. Thus, comparison of the affiliated 
checksum serves as a proxy for comparing the long string 
values. As another example, the af?liated ?eld can contain a 
monotonically increasing serial number or timestamp, such 
as a netWork-Wide timestamp described in US. patent 
application Ser. No. 08/808,582 entitled “Fault-Tolerant 
Timestamp Generation for Distributed Systems” ?led on 
Feb. 28, 1997 by William H. Bridge, Jr., Madhusudan 
Krishnapuram, Jingling W. Lee, and Juan R. LoaiZa, the 
contents of Which are hereby incorporated by reference. 

Accordingly, in one embodiment of the present invention, 
such ?elds can be designated as “con?ict check disabled” by 
a user or administrator. Such designation may be stored as 
metadata in the database system and replicated via an 
administrative function to each site. When a destination site 
receives propagated modi?cation information for a changed 
roW or record, the column or ?eld designated as “con?ict 
check disabled” in the metadata is ignored for purposes of 
con?ict detection. Since con?ict detection is ignored for 
such ?elds, the old values need not be sent and small 
placeholder values such as nulls can be transmitted instead, 
thereby reducing communication costs. 

PROPAGATING UPDATES 

FIG. 4 illustrates a replication and con?ict scenario as 
handled by an embodiment of the present invention operat 
ing according to the ?oWchart in FIG. 5, involving the body 
of data replicated as described With respect to FIG. 3. 
Referring to FIG. 4, site A 410 and site B 420 are shoWn 
having copy 412 and copy 422, respectively, of a replicated 
table called “emp.” In this example, the “emp” table is a 
body of data that stores information about employees and is 
organiZed into roWs and column. The columns of table 
“emp” record attributes about each employee, such as an 
employee number (“empno”), the name of the employee 
(“ename”), a commission ?gure (“comm”), and an accrued 
bonus level (“bonus”). The roWs of table “emp” refer to 
individual employees, for example, employee number 100 is 
named Jones, has a commission ?gure of $20, and accrued 
a bonus of level Zero. Furthermore, three column groups 
have been designated for table “emp”: a ?rst column group 
containing the “empno” column, a second column group 
containing the “ename” column, and a third column group 
containing the “comm” column and the “bonus” column. 
While an update request 424 at site B 420 is processed to 

increase Jones’ commission by $280, resulting in local table 
426, another update request 414 at site A410 is concurrently 
processed to increase Jones’ commission by $75, resulting 
in local table 416 (step 500). In FIG. 4, the particular update 
requests 314 and 324 are illustrated by a SQL update 
statement, for Which either a parse-time or run-time analysis 
(step 502) indicates that the “comm” ?eld is updated and the 
remaining ?elds are unmodi?ed. 
At step 504, modi?cation information 418 for each col 

umn is generated by the steps shoWn in FIG. 6. Referring to 
FIG. 6, at step 600 each column is checked to determine 
Whether it is updated, by referring to the analysis performed 
in step 502. For the “empno,” “ename,” and “bonus” 
columns, this check indicates that the column is unmodi?ed 
and execution branched to step 602, Where a null is used a 
placeholder for the “new” value and, in appropriate 
embodiments, the neW ?ag value is set. On the other hand, 
for the “comm” column, the check indicates that the column 
is updated; thus, step 604 is performed to use the actual neW 
value of the “comm” column, 95, for propagation. 
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Determining Whether to use a null or the actual old value 
of each ?eld is performed starting at step 606. If the column 
is a primary key column (step 606), then the actual old value 
is alWays used (step 614), because primary key columns are 
used to uniquely identify the roW that is modi?ed. In the 
example, the column “empno” is a primary key column, and, 
therefore, its value of 100 is sent. If, on the other hand, the 
column is not a primary key column, execution branches to 
step 608 to determine Whether the column belongs to an 
updated column group. If the column does not belong to an 
updated column group, then execution proceeds to step 612 
Where a null value is used in place of the old value, since 
con?ict detection Will not be performed for that column 
group. In the example, the column “Jones” belongs to an 
unmodi?ed column group, and, thus, a null value is to be 
transmitted in place of the string “Jones.” 

If, on the other hand, the column does belong to an 
updated column group, execution proceeds to step 610, 
Where an administrative ?ag associated With the column, 
preferably part of the metadata for the table, is checked to 
determine Whether con?ict checking is explicitly disabled. If 
con?ict checking is disabled, then the null value is used as 
the old value of the roW (step 612). On the other hand, if 
con?ict checking is enabled for the column, then execution 
branches to step 614, Where the actual old value is used in 
propagation. In the example, con?ict detection is enabled for 
all the columns. Since updated columns by de?nition belong 
to updated column groups, updated column “comm” belong 
to an updated column group; therefore, the actual old value 
for the column “comm” or 20 is sent. Column “bonus” 
belongs to a modi?ed column group (because column 
“comm” Was updated), and its actual old value of 0 is sent 
(step 614). 

Modi?cation information 418 therefore comprises actual 
old values for columns “empno,” “comm,” and “bonus” and 
a null as a placeholder for the propagated old value of 
column “ename.” For the propagated neW values, modi? 
cation information 418 includes the actual neW value for 
column “comm” and nulls for the columns “empno,” 
“ename,” and “bonus.” For ?ags values in this example, the 
least signi?cant bit indicates that the column Was updated 
and, hence, an actual neW value Was sent, and the next least 
signi?cant bit indicates that the actual old value Was sent. 
Thus, the ?ag values for columns “empno,” “ename,” 
“comm,” and “bonus” are binary 10, 00, 11, and 10, respec 
tively. The bit pattern 01 (not shoWn) Would indicate a 
modi?ed column for Which con?ict detection Was disabled, 
in Which case a null as the old value and the actual neW value 
Would be propagated. 

DETECTING FOR CoNFLIcTs AND UPDATING 

Referring back to FIGS. 4 and 5, the modi?cation infor 
mation is propagated to the destination site B 420 for the 
replication (step 506) via a replication mechanism 430, 
Which can be a deferred transaction queue. In step 508, a 
con?ict detection mechanism 432 at site B 420 receives the 
modi?cation information 418 and detects for a con?ict based 
the propagated old values and the current values for the roW 
428. With reference to FIG. 7, the destination con?ict 
detection mechanism 432 checks Whether the actual old 
value Was sent (step 700), for example, by inspecting the old 
value sent ?ag or by deriving the information from the neW 
value sent ?ags of several columns and metadata describing 
the column groups and primary key columns. If the actual 
old value Was not sent, for example because the column Was 
disabled or not in an updated column group, then con?ict 
detection for the column is skipped (step 702). If, on the 
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12 
other hand, the actual old value Was indeed sent, then the 
propagated old value and the current value are compared 
(step 704) to detect the con?ict if not equal. In the example, 
a con?ict is detected because the actual old value of 20 for 
column “comm” is not equal to the current value of 300 for 
column “comm” for the employee identi?ed by the primary 
key “empno” of 100. 

At step 510 in FIG. 5, the replica is updated based on 
information necessary for con?ict resolution, depending on 
the con?ict resolution technique being employed. The 
present invention is not limited to any particular con?ict 
resolution technique, and may, in fact, be employed With a 
variety of con?ict resolution techniques, Which are 
described in detail in the commonly assigned U.S. applica 
tion Ser. No. 08/618,607. Generally, con?ict resolution 
techniques require use of at least the propagated neW values, 
although some con?ict resolution techniques also use the 
current values and the propagated old values. 

Referring again to FIG. 7, the neW value sent ?ag is 
checked or, alternatively, the propagated neW value is 
checked for validity (step 710). If a small placeholder value 
or null Was sent as the neW value, then the current value and 
the old value are used to “update” the column (step 712) as 
appropriate for the con?ict resolution technique being 
employed. On the other hand, if the actual neW value Was 
indeed sent then the neW value is used to update the column 
in the roW (step 714) in conjunction With the old value and 
the current value as appropriate. In the example, the neW 
value of 95 for column “comm” and the current values of 
columns “empno,” “ename,” “comm,” and “bonus” Would 
be used to update the entire roW, assuming the con?ict 
resolution technique does not require the propagated old 
values. 

While this invention has been described in connection 
With What is presently considered to be the most practical 
and preferred embodiment, it is to be understood that the 
invention is not limited to the disclosed embodiment, but on 
the contrary, is intended to cover various modi?cations and 
equivalent arrangements included Within the spirit and scope 
of the appended claims. 
What is claimed is: 
1. A method of maintaining multiple copies of a body of 

data organiZed into records of related ?elds, said method 
comprising the computer-implemented steps of: 

determining Whether a record Within said body of data is 
updated at a ?rst site; 

in response to determining that the record Was updated, 
propagating, to a second site, small values in place of 
at least one of actual old values and actual neW values 
associated With said related ?elds of said updated 
record; and 

determining Whether a con?ict exists Within a correspond 
ing record at said second site based on said propagated 
small values and said propagated actual old values; and 

if said con?ict does not exist, then updating said corre 
sponding record based on at least said propagated small 
values and said propagated actual neW values. 

2. The method of claim 1, Wherein the step of propagating 
small values includes the step of propagating nulls. 

3. The method of claim 1, Wherein the step of propagating 
small values includes the step of propagating small values 
for neW values associated With unmodi?ed ?elds. 

4. The method of claim 1, Wherein the step of propagating 
small values includes the step of propagating small values 
for old values associated With ?elds in a linked collection of 
unmodi?ed ?elds. 
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5. The method of claim 1, wherein the step of propagating 
small values includes the step of propagating small values 
for old values associated With ?elds having been disabled for 
con?ict detection. 

6. The method of claim 1, Wherein the step of detecting for 
a con?ict Within a corresponding record based on said 
propagated small values and said propagated actual old 
values includes the step of detecting for a con?ict only for 
?elds of said corresponding record associated With said 
propagated old values. 

7. The method of claim 1, Wherein the step of updating 
said corresponding record based on at least said propagated 
small values and said propagated actual neW values includes 
the step of updating ?elds in said corresponding record 
associated With said propagated neW values and said propa 
gated old values. 

8. A method of maintaining multiple copies of a body of 
data organiZed into records of related ?elds, said method 
comprising the computer-implemented steps of: 

processing a request to perform an update to a record 
Within a ?rst copy of said body of data at a ?rst site; 

identifying Which of the related ?elds of said record are 
unmodi?ed ?elds and Which of the related ?elds of said 
record are updated ?elds; and 

propagating, to a second site storing a second copy of said 
body of data and capable of detecting con?icts therein, 
said update to said record by performing the steps of: 
(a) propagating to said second site values of at least one 

of said related ?elds, said values being prior to said 
processing, as old values for said at least one of said 
related ?elds, 

(b) propagating to said second site small values as neW 
values for the unmodi?ed ?elds, and 

(c) propagating to said second site values of the 
updated ?elds subsequent to said processing as neW 
values for the updated ?elds. 

9. The method of claim 8, Wherein the step of identifying 
Which of the related ?elds of said record are unmodi?ed 
?elds and Which of the related ?elds of said record are 
updated ?elds includes the step of identifying Which of the 
related ?elds of said record are unmodi?ed ?elds and Which 
of the related ?elds of said record are updated ?elds based 
on said request to update said record. 

10. The method of claim 8, Wherein the step of identifying 
Which of the related ?elds of said record are unmodi?ed 
?elds and Which of the related ?elds of said record are 
updated ?elds includes the step of identifying Which of the 
related ?elds are unmodi?ed ?elds and Which of the related 
?elds are updated ?elds based on said old values and said 
neW values. 

11. The method of claim 8, further comprising the step of: 
generating ?ag values for said ?elds, respectively, each of 

said ?ag values indicating Whether or not a correspond 
ing one of said ?elds is one of said updated ?elds; 

Wherein the step of propagating, to said second site, said 
update to said record includes the step of propagating 
said ?ag values to said second site. 

12. The method of claim 8, Wherein the step of (a) 
propagating to said second site values of at least one of said 
related ?elds, said values being prior to said processing, as 
old values for said at least one of said related ?elds includes 
the step of propagating values to said second site of all of 
said related ?elds prior to said processing as old values of all 
of said related ?elds. 

13. The method of claim 8, further comprising the step of 
partitioning said record into a plurality of groups of said 
?elds; 
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14 
Wherein the step of (a) propagating to said second site 

values of at least one of said related ?elds, said values 
being prior to said processing, as old values for said at 
least one of said related ?elds includes the steps of: 
propagating to said second site values of ?elds in a 

same group as updated ?elds, said values being prior 
to said processing, as old values for said ?elds in said 
same group as updated ?elds; and 

propagating to said second site small values of ?elds 
not in said same group as updated ?elds as old values 
for said ?elds not in said same group as updated 
?elds. 

14. The method of claim 8, further comprising the step of 
storing administrative ?ags for each of said ?elds; 

Wherein the step of (a) propagating to said second site 
values of at least one of said related ?elds, said values 
being prior to said processing, as old values for said at 
least one of said related ?elds includes the step of 
propagating to said second site small values as old 
values for ?elds indicated by said administrative ?ags. 

15. The method of claim 8, Wherein the step of (a) 
propagating to said second site values of at least one of said 
related ?elds, said values being prior to said processing, as 
old values for said at least one of said related ?elds includes 
the step of propagating to said second site a value at least a 
gigabyte in siZe as an old value for one of said unmodi?ed 
?elds. 

16. The method of claim 8, Wherein the step of (b) 
propagating to said second site small values as neW values 
for the unmodi?ed ?elds includes the step of propagating to 
said second site null values as said neW values for the 
unmodi?ed ?elds. 

17. The method of claim 8, Wherein said body of data is 
organiZed into roWs and columns. 

18. Amethod of maintaining multiple copies of a body of 
data organiZed into records of related ?elds, said method 
comprising the computer-implemented steps of: 

partitioning said record into a plurality of groups of said 
?elds; 

processing a request to perform an update to a record 
Within a ?rst copy of said body of data at a ?rst site; 

identifying Which of the groups are unmodi?ed groups 
and Which of the groups are updated groups, Wherein 
all ?elds of an unmodi?ed group are not modi?ed and 
at least one ?eld is an updated group is updated, and 

propagating, to a second site storing a second copy of said 
body of data and capable of detecting con?icts therein, 
said update to said record by performing the steps of: 
(a) propagating to said second site values of at least one 

?eld in an updated group, said values being prior to 
said processing, as old values for said at least one 
?eld in said updated group, 

(b) propagating to said second site small values as old 
values for ?elds in an unmodi?ed group, 

(c) propagating to said second site values of one or 
more ?elds in an updated group, said values being 
subsequent to said processing as neW values for said 
one or more ?elds in said updated group, and 

(d) propagating to said second site small values as neW 
values for said ?elds in an unmodi?ed group. 

19. The method of claim 18, Wherein the step of identi 
fying Which of the groups are unmodi?ed groups and Which 
of the groups are updated groups includes the step of 
identifying Which of the groups are unmodi?ed groups and 
Which of the groups are updated groups based on said 
request to update said record. 
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20. The method of claim 18, wherein the step of identi 
fying Which of the groups are unmodi?ed groups and Which 
of the groups are updated groups includes the step of 
identifying Which of the groups are unmodi?ed groups and 
Which of the groups are updated groups based on said old 
values and said neW values. 

21. The method of claim 18, further comprising the step 
of identifying Which of the related ?elds of said record are 
unmodi?ed ?elds and Which of the related ?elds of said 
record are updated ?elds; 

Wherein the step of (c) propagating to said second site 
values of one or more ?elds in an updated group, said 
values being subsequent to said processing, as neW 
values for said one or more ?elds in said updated group 
includes the steps of: 
(c1) propagating to said second site small values as neW 

values for unmodi?ed ?elds of said one or more of 
said ?elds in said group as updated ?elds, and 

(c2) propagating to said second site values of the 
updated ?elds of said one or more of said ?elds in 
said group as updated ?elds as neW values for the 
updated ?elds of said one or more of said ?elds in 
said group as updated ?elds. 

22. The method of claim 21, further comprising the step 
of: 

generating ?ag values for said ?elds, respectively, each of 
said ?ag values indicating Whether or not a correspond 
ing one of said ?elds is one of said updated ?elds; 

Wherein the step of propagating, to said second site, said 
update to said record includes the step of propagating 
said ?ag values to said second site. 

23. The method of claim 18, Wherein the step of (c) 
propagating to said second site values of one or more ?elds 
in an updated group, said values being subsequent to said 
processing, as neW values for said one or more ?elds in said 
updated group includes the step of propagating to said 
second site said values of all said ?elds in said updated 
group as neW values for all said ?elds in said updated group. 

24. The method of claim 18, further comprising the step 
of storing administrative ?ags for each said ?elds; 

Wherein the step of propagating, to a second site storing 
a second copy of said body of data, said update to said 
record includes the step of propagating to said second 
site small values as old values for ?elds indicated by 
said administrative ?ags. 

25. The method of claim 18, Wherein said small values 
comprise null values. 

26. The method of claim 18, Wherein said body of data is 
organiZed into roWs and columns. 

27. A computer-readable medium bearing instructions for 
maintaining multiple copies of a body of data organiZed into 
records of related ?elds, said instructions arranged to cause 
one or more processors to perform the steps of: 

processing a request to perform an update to a record 
Within a ?rst copy of said body of data at a ?rst site; 

identifying Which of the related ?elds of said record are 
unmodi?ed ?elds and Which of the related ?elds of said 
record are updated ?elds; and 

propagating, to a second site storing a second copy of said 
body of data and capable of detecting con?icts therein, 
said update to said record by performing the steps of: 
(a) propagating to said second site values of at least one 

of said related ?elds, said values being prior to said 
processing as old values for said at least one of said 
related ?elds, 

(b) propagating to said second site small values as neW 
values for the unmodi?ed ?elds, and 
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(c) propagating to said second site values of the 

updated ?elds subsequent to said processing as neW 
values for the updated ?elds. 

28. The computer-readable medium of claim 27, Wherein 
the step of identifying Which of the related ?elds of said 
record are unmodi?ed ?elds and Which of the related ?elds 
of said record are updated ?elds includes the step of iden 
tifying Which of the related ?elds of said record are unmodi 
?ed ?elds and Which of the related ?elds of said record are 
updated ?elds based on said request to update said record. 

29. The computer-readable medium of claim 27, Wherein 
the step of identifying Which of the related ?elds of said 
record are unmodi?ed ?elds and Which of the related ?elds 
of said record are updated ?elds includes the step of iden 
tifying Which of the related ?elds are unmodi?ed ?elds and 
Which of the related ?elds are updated ?elds based on said 
old values and said neW values. 

30. The computer-readable medium of claim 27, Wherein: 
said instructions are further arranged to perform the step 

of generating ?ag values for said ?elds, respectively, 
each of said ?ag values indicating Whether or not a 
corresponding one of said ?elds is one of said updated 
?elds; and 

the step of propagating, to said second site, said update to 
said record includes the step of propagating said ?ag 
values to said second site. 

31. The computer-readable medium of claim 27, Wherein 
the step of (a) propagating to said second site values of at 
least one of said related ?elds, said values being prior to said 
processing, as old values for said at least one of said related 
?elds includes the step of propagating values to said second 
site of all of said related ?elds prior to said processing as old 
values of all of said related ?elds. 

32. The computer-readable medium of claim 27, Wherein: 
said instructions are further arranged to perform the step 

of partitioning said record into a plurality of groups of 
said ?elds; and 

the step of (a) propagating to said second site values of at 
least one of said related ?elds, said values being prior 
to said processing, as old values for said at least one of 
said related ?elds includes the steps of: 
propagating to said second site values of ?elds in a 

same group as updated ?elds, said values being prior 
to said processing, as old values for said ?elds in said 
same group as updated ?elds; and 

propagating to said second site small values of ?elds 
not in said same group as updated ?elds as old values 
for said ?elds not in said same group as updated 
?elds. 

33. The computer-readable medium of claim 27, Wherein: 
said instructions are further arranged to perform the step 

of storing administrative ?ags for each said ?elds; and 
the step of (a) propagating to said second site values of at 

least one of said related ?elds, said values being prior 
to said processing, as old values for said at least one of 
said related ?elds includes the step of propagating to 
said second site small values as old values for ?elds 
indicated by said administrative ?ags. 

34. The computer-readable medium of claim 27, Wherein 
the step of (a) propagating to said second site values of at 
least one of said related ?elds, said values being prior to said 
processing, as old values for said at least one of said related 
?elds includes the step of propagating to said second site a 
value at least a gigabyte in siZe as an old value for one of 
said unmodi?ed ?elds. 

35. The computer-readable medium of claim 27, Wherein 
the step of (b) propagating to said second site small values 
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as neW values for the unmodi?ed ?elds includes the step of 
propagating to said second site null values as said neW 
values for the unmodi?ed ?elds. 

36. The computer-readable medium of claim 27, Wherein 
said body of data is organized into roWs and columns. 

37. A computer-readable medium bearing instructions for 
maintaining multiple copies of a body of data organized into 
records of related ?elds, said instructions arranged for 
causing one or more processors to perform steps of: 

partitioning said record into a plurality of groups of said 
?elds; 

processing a request to perform an update to a record 
Within a ?rst copy of said body of data at a ?rst site; 

identifying Which of the groups are unmodi?ed groups 
and Which of the groups are updated groups, Wherein 
all ?elds of an unmodi?ed group are not modi?ed and 
at least one ?eld is an updated group is updated; and 

propagating, to a second site storing a second copy of said 
body of data and capable of detecting con?icts therein, 
said update to said record by performing the steps of: 
(a) propagating to said second site values of at least one 

?eld in an updated group, said values being prior to 
said processing, as old values for said at least one 
?eld in said updated group, 

(b) propagating to said second site small values as old 
values for ?elds in an unmodi?ed group, 

(c) propagating to said second site values of one or 
more ?elds in an updated group, said values being 
subsequent to said processing, as neW values for said 
one or more ?elds in said updated group, and 

(d) propagating to said second site small values as neW 
values for said ?elds in an unmodi?ed group. 

38. The computer-readable medium of claim 37, Wherein 
the step of identifying Which of the groups are unmodi?ed 
groups and Which of the groups are updated groups includes 
the step of identifying Which of the groups are unmodi?ed 
groups and Which of the groups are updated groups based on 
said request to update said record. 

39. The computer-readable medium of claim 37, Wherein 
the step of identifying Which of the groups are unmodi?ed 
groups and Which of thc groups are updated groups includes 
the step of identifying Which of the groups are unmodi?ed 
groups and Which of the groups are updated groups based on 
said old values and said neW values. 

40. The computer-readable medium of claim 37, Wherein: 
said instructions are further arranged for performing the 

step of identifying Which of the related ?elds of said 
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record are unmodi?ed ?elds and Which of the related 
?elds of said record are updated ?elds; and 

the step of (c) propagating to said second site values of 
one or more ?elds in an updated group, said values 
being subsequent to said processing, as neW values for 
said one or more ?elds in said updated group includes 
the steps of: 
(c1) propagating to said second site small values as neW 

values for unmodi?ed ?elds of said one or more of 
said ?elds in said group as updated ?elds, and 

(c2) propagating to said second site values of the 
updated ?elds of said one or more of said ?elds in 
said group as updated ?elds as neW values for the 
updated ?elds of said one or more of said ?elds in 
said group as updated ?elds. 

41. The computer-readable medium of claim 40, Wherein: 
said instructions are further arranged for performing the 

step of generating ?ag values for said ?elds, 
respectively, each of said ?ag values indicating Whether 
or not a corresponding one of said ?elds is one of said 

updated ?elds; and 
the step of propagating, to said second site, said update to 

said record includes the step of propagating said ?ag 
values to said second site. 

42. The computer-readable medium of claim 37, Wherein 
the step of (c) propagating to said second site values of one 
or more ?elds in an updated group, said values being 
subsequent to said processing, as neW values for said one or 
more ?elds in said updated group includes the step of 
propagating to said second site said values of all said ?elds 
in said updated group as neW values for all said ?elds in said 
updated group. 

43. The computer-readable medium of claim 37, Wherein: 
said instructions are further arranged for performing the 

step of storing administrative ?ags for each said ?elds; 
and 

the step of propagating, to a second site storing a second 
copy of said body of data, said update to said record 
includes the step of propagating to said second site 
small values as old values for ?elds indicated by said 
administrative ?ags. 

44. The computer-readable medium of claim 37, Wherein 
said small values are null values. 

45. The computer-readable medium of claim 37, Wherein 
said body of data is organiZed into roWs and columns. 

* * * * * 


