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PRECISE DETECTION OF ERRORS USING 
HARDWARE WATCHPOINT MECHANISM 

FIELD OF THE INVENTION 

This invention relates generally to the detection of errors 
in programs executed by computers, and more particularly 
to precise detection of such errors using the hardWare 
Watchpoint mechanism of the computers. 

BACKGROUND OF THE INVENTION 

The increasing complexity and length of computer pro 
grams makes their debugging an arduous process. A com 
puter program may have literally billions of lines of code, 
any one of Which may be responsible for causing an error in 
the program. When encountering such an error, the computer 
programmer may be forced to step through the program line 
by line in order to ?nd the statement in the program causing 
the error. This manual process results in delays in develop 
ing computer programs in a timely fashion, and Wastes 
resources that are better used in Writing programs, not 
debugging them. 
An example of an error that may be very dif?cult to 

precisely locate is the Wild store. A Wild store is an error 
Which results When a Write instruction of a computer pro 
gram Writes to a table in memory at an improper time or 
point in the computer program (for example, When the table 
is locked), or When the Write instruction oversteps the 
boundaries of the table to Which it intended to or is permitted 
to Write, and instead Writes to a different table in memory. 
The statement in a computer program causing a Wild store is 
dif?cult to detect because, in the case Where the statement is 
Writing to a table in memory at an improper time, there may 
be millions of statements that must be manually examined to 
?nd the offending statement. 

Furthermore, in the case Where the statement is overstep 
ping the boundaries of the table to Which it is permitted to 
Write, the dif?culty in precisely detecting the statement is 
compounded by the nature of pointers that may be causing 
such errors. For example, in the C programming language, 
an array of integers may be de?ned as int x[50], Which gives 
the array ?fty elements 0 . . . 49, and a pointer may be 

de?ned as int *p. If at some point in the computer program 
p==x+50, not necessarily as a result of the statement p=x+ 
50, but as a result of p being incremented in some fashion, 
p Will no longer point Within the array x, and the statement 
*p=5, for example, Will result in the storing of the integer 5 
outside of the range of the array x (since x+50==&x[50], 
While x is de?ned only through x[49]). Thus, in a program 
of billions of statements, tracking doWn the statement *p=5 
as the statement causing a Wild store error outside the 
boundaries of the array x is dif?cult and unintuitive. 

In the context of supercomputers, proposed solutions for 
detecting such errors do not in actuality precisely detect the 
errors. For example, the Cray C90 and Cray T90 
supercomputers, available from the Cray Research subsid 
iary of Silicon Graphics, Inc., headquartered in Eagan, 
Minn., include a hardWare Watchpoint mechanism that gen 
erates an interrupt When any address Within a de?ned 
contiguous range of addresses Within the memory has been 
accessed. HoWever, the hardWare Watchpoint mechanism is 
itself limited in that it is able to only Watch one contiguous 
range of memory for an entire program, While a given 
computer program typically de?nes thousands of tables 
spanning many different discontiguous ranges of memory. 
Furthermore, once the hardWare Watchpoint mechanism is 
enabled, it generates an interrupt When an address Within its 
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2 
de?ned memory range is accessed regardless of Whether the 
access is proper or improper. Thus, the mechanism cannot be 
simply enabled and expected to catch a Wild store error. 

There is a need, therefore, to solve these problems related 
to the precise detection of errors in computer programs, such 
as Wild store errors. Such a solution should identify the 
precise statement in a computer program causing a Wild 
store error both in the case Where the statement is occurring 
at an improper time (i.e., the relevant table is locked), and in 
the case Where the statement is overstepping the boundaries 
of the relevant table (i.e., as may result When using dynamic 
pointers). Furthermore, the solution should speci?cally be 
able to detect precisely an error regardless of the one of 
different discontiguous ranges of memory to Which the error 
particularly relates, and thus should implicitly be able to 
distinguish betWeen proper and improper accesses to these 
tables. 

SUMMARY OF THE INVENTION 

The above-mentioned shortcomings, disadvantages and 
problems are addressed by the present invention, Which Will 
be understood by reading and studying the folloWing speci 
?cation. The invention relates to the precise detection of 
errors in computer programs using the hardWare Watchpoint 
mechanism found in computers. In one embodiment of the 
invention, a method ?rst detects a range of instructions 
Within a computer program in Which the error is occurring 
by utiliZing a softWare detection scheme (such as calculating 
and verifying a checksum value), and then detects the 
precise point Within the range of instructions at Which the 
error is occurring by utiliZing the hardWare Watchpoint 
mechanism of the computer. The method may also identify 
the exact statement in the computer program corresponding 
to the precise point Within the range of instructions at Which 
the error is occurring by utiliZing a debugging tool. 
The invention overcomes the de?ciencies found in the 

prior art. When detecting the range of instructions Within a 
computer program in Which an error such as a Wild store is 
occurring, the invention desirably determines the particular 
table (i.e., to Which a particular range of memory relates) to 
Which the Wild store is Writing. Furthermore, by detecting 
the range of instructions Within a computer program in 
Which an error such as a Wild store is occurring, the 
invention implicitly distinguishes betWeen proper and 
improper accesses to these tables, regardless of the nature of 
the improper access (such as proper a statement occurring at 
an improper time, or a statement overstepping the bound 
aries of a relevant table). 
The invention, by detecting the range of instructions 

Within a computer program in Which an error such as a Wild 
store is occurring, detects the approximate location of the 
error. The invention is then able to use the hardWare Watch 
point mechanism of the computer to detect precisely the 
location of the error Within the range of instructions. In other 
Words, the invention overcomes the limitations of the hard 
Ware Watchpoint mechanism by using the mechanism only 
When it is appropriate, to speci?cally hone in on the error 
once the approximate location of the error Within the com 
puter program is knoWn. 

The utiliZation of a ?rst softWare detection phase to detect 
approximately the location of an error such as a Wild store 
Within a computer program and a second hardWare Watch 
point phase to detect precisely the location of the error is 
believed to be an advance in the detection of errors Within 
computer programs. The present invention describes 
methods, systems, and computer-readable media of varying 
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scope. In addition to the aspects and advantages of the 
present invention described here, further aspects and advan 
tages of the invention Will become apparent by reference to 
the draWings and by reading the detailed description that 
follows. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shoWs a diagram of a computeriZed system accord 
ing to an exemplary embodiment of the invention; 

FIG. 2 shoWs a ?oWchart of a general method according 
to an exemplary embodiment of the invention; 

FIG. 3(a) shoWs a ?oWchart of the softWare detection 
phase of the general method of FIG. 2 according to a 
particular embodiment of the invention; 

FIG. 3(b) shoWs a ?oWchart of the hardWare Watchpoint 
phase and the debugger phase of the general method of FIG. 
2 according to a particular embodiment of the invention; 

FIG. 4(a) shoWs a diagram of a rudimentary computer 
program in conjunction With Which the softWare detection 
phase of a method of an embodiment of the invention has be 
performed; and, 

FIG. 4(b) shoWs a diagram of the rudimentary computer 
program of FIG. 4(a) in conjunction With Which the hard 
Ware Watchpoint and debugger phases of a method of an 
embodiment of the invention have been performed. 

DETAILED DESCRIPTION OF THE 
INVENTION 

In the folloWing detailed description of exemplary 
embodiments of the invention, reference is made to the 
accompanying draWings Which form a part hereof, and in 
Which is shoWn by Way of illustration speci?c exemplary 
embodiments in Which the invention may be practiced. 
These embodiments are described in suf?cient detail to 
enable those skilled in the art to practice the invention, and 
it is to be understood that other embodiments may be utiliZed 
and that logical, mechanical, electrical and other changes 
may be made Without departing from the spirit or scope of 
the present invention. The folloWing detailed description is, 
therefore, not to be taken in a limiting sense, and the scope 
of the present invention is de?ned only by the appended 
claims. 

The detailed description is divided into six sections. In the 
?rst section, a computeriZed system according to an exem 
plary embodiment of the invention is described. In the 
second section, a general method according to an exemplary 
embodiment of the invention is presented. In the third 
section, speci?c embodiments of the softWare detection 
phase, hardWare Watchpoint phase, and debugger phase of 
the general method are provided. In the fourth section, 
represent operation of the speci?c embodiments described in 
the third section is described in relation to a rudimentary 
computer program. In the ?fth section, exemplary output of 
an embodiment of the invention in relation to a computer 
program in Which an error has been precisely detected is 
presented. Finally, in the sixth section, a conclusion of the 
detailed description is described. 

An Exemplary Computerized System 

Referring to FIG. 1, a diagram of a computeriZed system 
according to an exemplary embodiment of the invention is 
shoWn. The description of FIG. 1 is intended to provide a 
brief, general description of suitable computer hardWare and 
a suitable computing environment in conjunction With 
Which the invention may be implemented. Those of ordinary 
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4 
skill Within the art Will recogniZe, hoWever, that not all 
components of a typical computeriZed system are described. 
Only those components With particular relevance and rela 
tion to the present invention are shoWn in and described in 
conjunction With FIG. 1. Although not required, the inven 
tion itself is described in the general context of computer 
executable instructions, being executed by a computer, such 
as a supercomputer. 

The computeriZed system of FIG. 1 includes error detect 
ing tool 10 operatively coupled to debugger 12, hardWare 
Watchpoint mechanism 14, and memory 16, Where hardWare 
Watchpoint mechanism 14 and debugger 12 are also opera 
tively coupled to memory 16. Dotted-line box 18 surround 
ing error detecting tool 10 and debugger 12 indicates that 
both tool 10 and debugger 12 may reside as softWare on the 
same computer-readable medium, the softWare executable 
on the computeriZed system of FIG. 1. The computer 
readable media may be a hard disk drive (HDD), a ?oppy 
disk insertable into a ?oppy disk drive (FDD), a memory 
such as a dynamic random-access memory (DRAM) a 
read-only memory (ROM), or any other type of computer 
readable media; the invention is not so limited. Thus, 
debugger 12 and tool 10 may be implemented as softWare, 
although they also may be implemented as hardWare as Well. 
Conversely, hardWare Watchpoint 14 is implemented in 
hardWare. 
A computer program and its associate data space resides 

Within memory 16, such that error detecting tool 10 is able 
to precisely locate any errors Within the computer program 
causing improper access Within the memory by utiliZing 
hardWare Watchpoint mechanism 14. Such errors include 
Wild stores, Which may result from instructions that are 
improperly Writing to the memory. Those of ordinary skill 
Within the art Will appreciate that memory 16 is comprised 
of a series of addressable memory locations (i.e., addresses), 
and memory 16 may be physical memory, virtual memory, 
or any other type of memory. Those of ordinary skill Within 
the art Will also appreciate that the computer program is 
typically comprised of a series of instructions knoWn as 
object code such that a point or location Within the program 
refers to a particular instruction Within the program. 
Furthermore, the series of instructions results from the 
compiling of a series of subroutines knoWn as source code, 
each subroutine including a plurality of statements, With a 
compiler. The Writing of a computer program in source code 
permits faster and easier development of the program, While 
the compiling of the source code into object code permits the 
computer to execute the program. 

HardWare Watchpoint mechanism 14 generates an inter 
rupt When any address Within a de?ned contiguous range of 
addresses Within memory 16 has been accessed. Computer 
iZed systems that include such hardWare Watchpoint mecha 
nisms include the Cray C90 and T90 supercomputers pre 
viously described in the background of the invention. Thus, 
While error detecting tool 10 initially determines a range of 
instructions Within the computer program in Which the error 
occurs, it subsequently utiliZes hardWare Watchpoint mecha 
nism 14 to locate the precise point Within this range of 
instructions at Which the error occurs. Debugger 12, com 
monly included With computeriZed systems such as the Cray 
C90 and T90 supercomputers, then is desirably used to trace 
back the error to a particular statement in the source code of 
the computer program based on information received from 
error detecting tool 10 (such as the particular location/ 
instruction at Which the error occurred). 
A description of a computeriZed system according to an 

exemplary embodiment of the invention has been provided. 
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The exemplary system includes a hardware Watchpoint 
mechanism, an error detecting tool, a debugger, and a 
memory in Which a computer program resides. The error 
detecting tool utilizes the hardWare Watchpoint mechanism 
to precisely locate any errors Within the computer program, 
and then desirably utiliZes the debugger to track back the 
locations of these errors to particular statements Within the 
computer program. 

Exemplary General Method 

Referring to FIG. 2, a ?oWchart of a general method 
according to an exemplary embodiment of the invention is 
shoWn. The ?oWchart of FIG. 2 is a computeriZed method 
that desirably is performed by the computeriZed system of 
FIG. 1. Those of ordinary skill Within the art Will appreciate 
that the ?oWchart of FIG. 2 may be implemented in such a 
computeriZed system by a series of executable instructions 
as part of a computer program, although the invention is not 
necessarily so limited. 
An initial softWare detection phase is represented by step 

20. The softWare detection phase may, for example, be 
executed as a part of error detecting tool 10 of FIG. 1. In step 
20, the approximate location of an error Within a computer 
program is detected, and information regarding this approxi 
mate location is generated. This information in one embodi 
ment is the range of instructions Within the computer pro 
gram in Which the error occurs. For example, the beginning 
and/or ending addresses of the range may be generated, 
Where the addresses refer to locations Within a memory such 
as memory 16 of FIG. 1. 

The invention is not limited to the manner in Which the 
softWare detection phase determines the approximate loca 
tion of the error; any softWare detection scheme may be 
utiliZed. In one embodiment, the softWare detection scheme 
includes calculating and verifying a checksum value, the 
checksum generated according to methods knoWn Within the 
art such as XOR’ing the values in a table, etc. In supercom 
puters such as the Cray C90 and T90, a table may not be 
Written to unless it is ?rst unlocked, and after it is Written to, 
it should be locked. By calculating a checksum value every 
time a table is locked, and then verifying that the value has 
not changed the next time the table is unlocked, When an 
error causing a Wild store Within the table exists, the range 
of instructions Within the computer program in Which the 
error occurs is easily determined. This range is the series of 
instructions from When the table Was locked until the next 
time the table Was unlocked and at Which time the checksum 
value did not match the checksum value generated When the 
table Was previously locked. 
A hardWare Watchpoint phase is represented by step 22. 

The hardWare Watchpoint phase may, for example, be 
executed by hardWare Watchpoint mechanism 14 of FIG. 1, 
as controlled by error detecting tool 10 of FIG. 1. In step 22, 
the precise location of the error Within a computer program 
is detected based on information generated by the softWare 
detection phase, and information regarding this precise 
location is generated. The information generated in step 22 
in one embodiment is the speci?c instruction Within the 
computer program at Which the error occurs. For example, 
the speci?c address of this instruction may be generated, 
Where the address refers to a location Within a memory such 
as memory 16 of FIG. 1. This information may be signaled 
as an interrupt generated by the hardWare Watchpoint 
mechanism, as those of ordinary skill Within the art Will 
appreciate. 

Thus, the softWare detection phase in one embodiment 
passes the range of instructions in Which the error occurs to 
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6 
the hardWare Watchpoint phase, along With the speci?c 
range Within the memory affected by the error (e.g., the 
particular table affected by the error). The hardWare detec 
tion phase then may enable the hardWare Watchpoint mecha 
nism only during the range of instructions in Which the error 
occurs, and setting the mechanism to Watch only the speci?c 
range of memory affected by the error. Thus, When the 
computer program is run a second time during the hardWare 
detection phase, an interrupt Will be generated by the hard 
Ware Watchpoint mechanism exactly Where the error is 
occurring. 
Adebugger phase is represented by step 24. The debugger 

phase may, for example, by executed by debugger 12 of FIG. 
1, Which is also knoWn as a debugging tool, as controlled by 
error detecting tool of FIG. 1. In step 24, the particular 
statement of the computer program causing the error is 
identi?ed based on the information generated by the hard 
Ware Watchpoint phase (e.g., the speci?c address or location 
of the instruction of the computer program at Which the error 
occurs). This statement thus corresponds to the precise point 
Within the range of instructions ?rst determined by the 
softWare detection phase at Which the error occurs. The 
invention is not limited to a particular manner in Which the 
debugger phase identi?es the particular statement of the 
program causing the error. Those of ordinary skill Within the 
art Will recogniZe that such debugging is typically accom 
plished by tracing back the offending instruction in the 
object code of the computer program to its corresponding 
statement in the source code of the program. 

A description of a general method according to an exem 
plary embodiment of the invention has been provided. The 
exemplary general method includes three phases: a softWare 
detection phase, a hardWare Watchpoint phase, and a debug 
ger phase. The ?rst phase determines the approximate loca 
tion of the error in the computer program. The second phase, 
based on this approximate location, ?nds the precise loca 
tion of the error. The third phase, based on this precise 
location, identi?es the statement in the computer program 
causing the error. 

Speci?c Embodiments of the SoftWare Detection, 
HardWare Watchpoint, and Debugger Phases 

Referring to FIG. 3(a) and FIG. 3(b), ?oWcharts of the 
softWare detection, hardWare Watchpoint, and debugger 
phases identi?ed in conjunction With the description of FIG. 
2, according to a speci?c embodiment of the invention, are 
shoWn. The ?oWcharts of FIG. 3(a) and FIG. 3(b) are 
computeriZed methods that desirably are performed by the 
computeriZed system of FIG. 1. Those of ordinary skill 
Within the art Will appreciate that the ?oWcharts of FIG. 3(a) 
and FIG. 3(b) may be implemented in such a computeriZed 
system by a series of executable instructions as part of a 
computer program, although the invention is not necessarily 
so limited. Furthermore, the invention is not limited to the 
particular embodiments of the softWare detection, hardWare 
Watchpoint, and debugger phases shoWn in and described in 
conjunction With FIG. 3(a) and FIG. 3(b). 
The initial softWare detection phase starts at step 26 of 

FIG. 3(a). In step 28, the instruction counter i is reset to Zero. 
Instruction counter i refers to the ith instruction of the 
computer program to be checked for errors such as Wild 
stores. For example, When i=0, the counter points to the ?rst 
instruction in the program, When i=1, the counter points to 
the second instruction in the program, et seq. In step 30, 
instruction i Within the computer program is processed, or 
executed, as is typically accomplished by computeriZed 
systems. 
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In step 32, however, instruction i is examined to deter 
mine Whether it is a table lock instruction (viZ., Whether a 
lock instruction has been proceeded to). In computer pro 
grams amenable to error detection according to the embodi 
ments of the invention shoWn in FIG. 3(a) and FIG. 3(b), a 
table (i.e., array) of data cannot be Written to unless it is ?rst 
unlocked via a table unlock instruction, and prior to subse 
quently being Written to must be relocked via a table lock 
instruction. Any table of data during initialiZation must also 
?rst be locked, so that it initially is in a locked state. 

If a table lock instruction is found in step 32, in step 34, 
the most recent table lock instruction value for the particular 
table being locked is set to i, the location of the table lock 
instruction. Therefore, there is a most recent table lock 
instruction value for each table in the computer program, 
Which enables this embodiment of the invention to track 
multiple tables (corresponding to discontiguous ranges of 
memory, such as memory 16 of FIG. 1). In step 36, a 
checksum for the particular table that has been locked is 
calculated. This checksum may be calculated in any manner, 
such as the XOR method, Which exclusive or’s all the 
contents of the table. For the checksum as Well, there is a 
checksum for each table in the computer program. 

If a table lock instruction is not found in step 32, in step 
38 instruction i is examined to determined Whether it is a 
table unlock instruction (viZ., Whether an unlock instruction 
has been proceeded to). If a table unlock instruction is found 
in step 38, in step 40, the most recent table unlock instruc 
tion value for the particular table being locked is set to i, the 
location of the table unlock instruction. There is a most 
recent table unlock instruction value for each table in the 
computer program, Which also enables this embodiment of 
the invention to track multiple tables. In step 42, a checksum 
for the particular table that has been unlocked is calculated, 
and, in step 44, compared (viZ., veri?ed) With the checksum 
for the particular that had been previously calculated in an 
execution of step 36. 

If veri?cation of the checksum fails in step 44, this means 
that an error has occurred With respect to the particular table 
some time after the table has been most recently locked (the 
most recent table lock value set in step 34) and before the 
table has been unlocked (the most recent table unlock value 
set in step 40). Therefore, the range of instructions from the 
most recent table lock value to the most recent table unlock 
value is the approximate location of the error. This is the 
information generated by the softWare detection phase 
Which is then passed to the hardWare Watchpoint phase in 
step 46. Other information that may also be passed on 
includes the table Which has been affected by the error. 

If, hoWever, in step 32 and in step 38 no table lock or 
unlock instruction Was found, or if there Was no checksum 
veri?cation error in step 44, or after the checksum Was 
calculated in step 36, the method of FIG. 3(a) proceeds to 
step 48. In step 48, instruction i is examined to determine 
Whether it is the last instruction to be executed in the 
computer program. If not, in step 50 the counter i is 
increased by one to point to the next instruction to be 
executed in the program, and control reverts back to step 30 
(i.e., the loop repeats). If in step 48 the last instruction to be 
executed has been found, the method of FIG. 3(a) ends at 
step 52, signifying that no errors such as Wild store errors 
have been detected in the computer program. 

The hardWare Watchpoint phase starts at step 54 of FIG. 
3(b). In step 56, the instruction counter i is again reset to 
Zero. This signi?es that once the approximate location of the 
error has been detected in the softWare detection phase, the 
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computer program is run through again to determine the 
precise location of the error. In step 58, instruction i Within 
the computer program is processed, as is typically accom 
plished by computeriZed systems. In step 60, i is examined 
to determine Whether it is equal to the most recent table lock 
instruction value of the table that is affected by the error, as 
determined in the softWare detection phase (viZ., Whether the 
lock instruction has been proceeded to). If not, in step 62 the 
counter i is increased by one to point to the next instruction 
to be executed in the program, and control reverts back to 
step 58. 

Once the most recent table lock instruction value of the 
table that is affected by the error has been found in step 60, 
this signi?es that the beginning of the approximate location 
of the error (i.e., the beginning of the range of instructions 
in Which the error occurs) has been found. Therefore, in step 
64, the hardWare Watchpoint mechanism is enabled to Watch 
When the table is next Written to. That is, the hardWare 
Watchpoint mechanism is enabled for the contiguous range 
of addresses corresponding to the table affected by the error. 
In step 66, the counter i is increased by one to point to the 
next instruction to be executed in the program, and instruc 
tion i Within the program is processed in step 68. This 
process repeats until the hardWare Watchpoint mechanism 
generates an interrupt, Which is detected in step 70. 
When in step 70 an interrupt has been detected, this 

signi?es that the instruction Within the computer program 
causing the error has been precisely located. In other Words, 
after a table has been locked, no Write instructions regarding 
that table should be further processed until the table is ?rst 
unlocked. Because at step 60 the most recent table lock 
instruction has been found, it is knoWn that the next time the 
table is Written to, that an improper Wild store error has 
occurred. By enabling the hardWare Watchpoint mechanism 
in step 64 to Watch for this Wild store, When an interrupt has 
been generated and detected in step 70, it is knoWn that the 
precise location of the erring instruction has been deter 
mined. In step 72, the pointer to this exact instruction (i.e., 
the current value of counter i) is saved. 
The debugger phase starts at step 74 of FIG. 3(b). In step 

76, the debugger identi?es the statement of the computer 
program that corresponds to the instruction pointed to by the 
pointer saved in step 72. That is, the debugger utiliZes this 
track back information to determine the statement of the 
computer program that caused the error (i.e., the Wild store 
in the particular table that had already been locked). UtiliZ 
ing such information to determine the corresponding state 
ment in the program via a debugger is knoWn Within the art, 
and is available in such computeriZed systems as the Cray 
C90 and T90 supercomputers. The programmer thus is able 
to use this information to reWrite the statement of the 
program, so that the error does not reoccur. The method of 

FIG. 3(b) ends at step 78. 
A description of the softWare detection, hardWare 

Watchpoint, and debugger phases according to a speci?c 
embodiment of the invention has been provided. The soft 
Ware detection phase determines the approximate location of 
the error in the computer program by determining the table 
lock instruction and the table unlock instruction betWeen 
Which the error occurs. The hardWare Watchpoint phase 
determines the precise location of the error betWeen these 
tWo instructions by desirably setting the hardWare Watch 
point mechanism to look for a Writing to the table affected 
by the error, and enabling the mechanism at the table lock 
instruction signifying the beginning of the range in Which 
the error occurs. Finally, the debugger phase identi?es the 
statement in the computer program corresponding to the 
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instruction, the precise location of Which has been identi?ed 
by the hardware Watchpoint phase. 

Representative Operation of the Speci?c 
Embodiments 

In this section, the representative operation of the speci?c 
embodiments of the invention shoWn in and described in 
conjunction With FIG. 3(a) and FIG. 3(b) is described. 
Referring to FIG. 4(a) and FIG. 4(b), a diagram of a 
rudimentary computer program in conjunction With Which 
the softWare detection, hardWare Watchpoint, and debugger 
phases of the speci?c embodiments have been performed is 
shoWn. Speci?cally, a diagram of the rudimentary computer 
program With notes regarding the operation of the softWare 
detection phase as to Which is shoWn in FIG. 4(a), and a 
diagram of the rudimentary program With notes regarding 
the operation of the hardWare Watchpoint and debugger 
phases as to Which is shoWn in FIG. 4(b). Those of ordinary 
skill Within the art Will appreciate that only those aspects of 
the rudimentary program illustrative of the operation of the 
speci?c embodiments of the invention have been shoWn, and 
that furthermore the program is not designed to perform any 
useful purpose beyond providing explanatory value as to the 
speci?c embodiments of the invention. 

The computer program 80 of FIG. 4(a) is illustrated as 
having three columns: a statement column 82 listing the 
statements Within the source code of the computer program, 
an instruction column 84 listing representative instructions 
Within the object code of the computer program (as repre 
sented by letters a, b, c, et seq.), and a notes column 88 
listing notes regarding the operation of the softWare detec 
tion phase as it pertains to the computer program 80. The 
instructions in column 84 are representative in that the actual 
instructions are typically hexadecimal statements under 
stood by the processor of the computeriZed system, and 
therefore not listed. The softWare detection phase of the 
computer program begins With the statement int table[1000], 
Which de?nes an array table having one-thousand integer 
elements. The subsequent ellipses represents that the 
instructions for many statements may be executed prior to 
reaching the lock table instruction represented as a for the 
statement lock*table(table). 
At instruction a for the statement lockitable(table), the 

softWare detection phase calculates a checksum for the table 
table. The next instruction b is an unlock table instruction, 
unlockielem(table, 17), that speci?cally unlocks the table 
[17] entry for Writing. At this unlock table instruction, the 
checksum is calculated again and compared With the check 
sum previously calculated at the last lock table instruction 
for the table table for veri?cation purposes. The checksum is 
veri?ed as correct at instruction b, since there Were no 
intervening Write instructions betWeen the most recent time 
the table table Was locked, and instruction b. The table[17] 
entry is speci?cally Written to by the instruction X corre 
sponding to the statement table[17]=5. When the table is 
locked again, at the lock table instruction c for the statement 
lockielement(table), the checksum for the table table is 
calculated again. Note that each time a table lock or table 
unlock instruction is reached, the most recent table lock 
instruction value or the most recent table unlock instruction 
value, respectively, is set. 

The subsequent ellipses folloWing the statement for the 
lock table instruction c represents that the instructions for 
many statements may be executed prior to reaching the 
instruction x for the statement table[15]=3. The instruction 
x for this statement is a Wild store error, since it is Writing 
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to the table table impermissibly; the table has not been 
unlocked prior to the instruction being executed. Note that 
While the statement for this instruction x is easily identi?ed 
manually as a Wild store, the statement could have been a 
statement such as *pointer=3, Where pointer=&table[15], 
Which Would have been very dif?cult to identify manually as 
a Wild store. The subsequent ellipses folloWing the statement 
for the Wild store instruction x represents again that the 
instructions for many statements may be executed prior to 
reaching the unlock table instruction d for the statement 

unlockielem(table, 5). 
When the unlock table instruction d is processed, the 

softWare detection phase calculates the checksum for the 
table table and compares it With the checksum previously 
calculated at instruction c. HoWever, because there Was an 
intervening Wild store, the veri?cation fails, and the softWare 
detection phase approximately locates the Wild store error as 
occurring betWeen instruction c and instruction d. Note that 
because there may exist many instructions for statements 
betWeen instructions c and d, it is still difficult to speci?cally 
identify the offending instruction as the instruction x for the 
statement table[15]=3. 

Because an error has been detected by the softWare 
detection phase, the hardWare Watchpoint phase and the 
debugger phase are next executed on the computer program, 
as is shoWn by reference to FIG. 4(b). The computer 
program 80 of FIG. 4(b) has the same statement column 82 
and instruction column 84 as has been described in con 
junction With FIG. 4(a), but instead of notes column 88, as 
shoWn in FIG. 4(b) it has notes column 86 listing notes 
regarding the operation of the hardWare Watchpoint and 
debugger phases as they pertain to the computer program 80. 
The hardWare Watchpoint phase of the computer program 
begins again With the statement int table[1000], and the 
subsequent ellipses represents that the instructions for many 
statements may be executed prior to reaching the lock table 
instruction represented as a for the statement lockitable 

(table). 
In the hardWare Watchpoint phase, the instructions for the 

statements lockitable(table), unlockielem(table, 17), and 
table[17]=5 are ?rst processed in order. When the lock table 
instruction c for the statement lockielem(table) is 
processed, hoWever, the hardWare Watchpoint mechanism is 
enabled for the table table, because the hardWare Watchpoint 
phase knoWs that the Wild store error has been previously 
approximately located by the softWare detection phase in a 
range starting at instruction c. The subsequent ellipses 
folloWing the statement for the lock table instruction c 
represents that the instructions for many statements may be 
executed prior to reaching the instruction x for the statement 
table[15]=3. None of these unlisted statements Writes to the 
table table, and therefore the hardWare Watchpoint mecha 
nism does not generate an interrupt as a result of the 
instruction for any of these statements being processed. 

HoWever, because the instruction x for the statement 
table[15]=3 causes a value to be Written to the table table, the 
processing of the instruction x for this statement causes the 
hardWare Watchpoint mechanism to generate an interrupt. 
The hardWare Watchpoint phase detects this interrupt, and 
thus detects the precise location at Which the Wild store error 
occurred, at the instruction x for the statement table[15]=3. 
the debugger phase then begins, identifying that the instruc 
tion x corresponds to the statement table[15]=3. The debug 
ger can then pass this information to the programmer Writing 
the computer program 80, to permit the programmer to 
easily reWrite or eliminate the statement table[15]=3, or 
otherWise prevent the Wild store error from occurring again. 



5,987,626 
11 

A description of the representative operation of the spe 
ci?c embodiments of the invention shoWn in and described 
in conjunction With FIG. 3(a) and FIG. 3(b) has been 
described. The description has been provided in conjunction 
With a rudimentary computer program having a statement 
causing a Wild store error to occur. Although the computer 
program does not perform a useful function, it has explana 
tory value in shoWing the operation of speci?c embodiments 
of the invention. 

Exemplary Output from an Embodiment of the 
Invention 

In this section, exemplary output from an embodiment of 
the invention is provided. This output is representative 
output of What a programmer may see When running an 
embodiment of the invention on a computer program having 
an error such as a Wild store. 

The representative output of the softWare detection phase 
of the embodiment of the invention is: 

96 96 96 

*** ERROR — Compiler table checksum error 
MM 

* ** Checksum error information: 

Marked at checksum sequence 8567 in table ‘Symboliinfo’ 
The error is between the following addresses: 

012021775 
012034735 

Note that only a checksum sequence and a range of 
addresses in Which an error has occurred are identi?ed. This 
range of addresses corresponds to a range of memory in the 
computer program being examined. The checksum sequence 
is the important information in this embodiment of the 
invention, hoWever, and is all that is necessary to pass to the 
hardWare Watchpoint phase for the hardWare Watchpoint 
phase to speci?cally locate the error. 

The representative output of the hardWare Watchpoint 
phase is fed directly into the debugger phase, Which provides 
the folloWing representative output according to this 
embodiment of the invention: 
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Which the error has occurred. Note further that the routine 
that calls the routine ihandlr is the routine causing the error. 
Therefore, in this representative output, the routine 
pfmemferrorfOl, at instruction address 06201207d, is the 
routine that has caused the error Which has been precisely 
detected. This routine is thus the statement causing the error. 
The failing instruction location (06201207d) Was found by 
the hardWare Watchpoint mechanism. 

Exemplary output from an embodiment of the invention 
has been provided. This exemplary output is representative 
of What a programmer may see When running an embodi 
ment of the invention. The softWare detection phase pro 
vides output regarding the range of addresses in Which the 
error has occurred. The hardWare Watchpoint phase provides 
output regarding the speci?c address at Which the error has 
occurred. Finally, the debugger phase provides output 
regarding the speci?c routine causing the error. 

Conclusion 

The precise detection of errors in computer programs 
using the hardWare Watchpoint mechanism found in com 
puters has been described. AcomputeriZed system according 
to an exemplary embodiment of the invention, and Which 
includes an error detecting tool, a debugger tool, and a 
hardWare Watchpoint mechanism, has been described. A 
general method according to an exemplary embodiment, and 
having a softWare detection phase, a hardWare Watchpoint 
phase, and a debugger phase, has also been described. 
Speci?c embodiments of each of the phases of the general 
method have been provided. Finally, the operation of the 
speci?c embodiments in relation to a rudimentary computer 
program, as Well as exemplary output of an embodiment of 
the invention, has been presented. 

Although speci?c embodiments have been illustrated and 
described herein, it Will be appreciated by those of ordinary 
skill in the art that any arrangement Which is calculated to 
achieve the same purpose may be substituted for the speci?c 
embodiments shoWn. For example, a method according to 
the invention may not require all three phases as has been 
described. Furthermore, a method according to the invention 

Data incorrectly Written to: 
Table : Symboliinfo 
Count : 28 Space : 700 Start : 012021777 
LB 1 ES 64 MS 8388607 FLAGS O4 
Traceback initiated at “Wsigiproc”+060d (P = 06203740a, line 2093) 
“Wsigiproc” called by “ihandlr” (P = 07526565c) With 1 argument 

1) 0000000000000000000043 —>(1675140001726100167510 = ‘iLiH’) 
“ihandlr” called by “pfmemferrorfOT‘ (P = 06201207d) With 0 arguments 
“pfmemferrorfOl” called by “pimemicreateierror” (P = 06201244a, line 793) With 0 arguments 
“pimemicreateierror” called by “pdgcsioptivac” (P = 06224614a, line 610) With 1 argument 

1) 0000000000000000000001 —>(0060000104000000000000 =’i@i’) 
“pdgcsioptivec” called by “pdgcsimain” (P = 06224550c, line 583) With 0 arguments 
“pdgcsimain” called by “PDGCDidoiproc” (P = 04756623d, line 2537) With 0 arguments 
“PDGCSidoiproc” called by “cvrtiprocitoipdg” (P = 03227244b, line 1214) With 0 argument 
“cvrtiprocitoipdg” called by “cvrtitoipdg” (P = 03226054a, line 1004) With 1 argument 

1) 0000000000000011020134 —>(0465413442006215420061 = ‘Mar .26 1’) 
“cvrtiprocitoipdg” called by “main” (P = 0132651d, line 308) With 1 argument 

1) 0000000000000011020134 ->(0465413442006215420061 = ‘Mar 26 1’) 
“main” called by “$START$” (P = 07453321d, line 332) With 3 arguments 

1) 0000000000000000000006 —>(O) 
2) 0000000000000011426060 —>(0000000000000011426211 = 2501769) 
3) 0000000000000011426067 —>(0000000000000011426231 = 2501785) 

Note that a speci?c address at Which the error has occurred 65 is not limited to the speci?c embodiments of the phases as 
is identi?ed. This speci?c address corresponds to the precise 
instruction in the computer program being examined at 

has been described. This application is rather intended to 
cover any adaptations or variations of the present invention. 
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Therefore, it is manifestly intended that this invention be 
limited only by the following claims and equivalents 
thereof. 

I claim: 
1. Amethod for detecting an error in a computer program 

executed on a computer having a hardWare Watchpoint 
mechanism comprising: 

detecting a range of memory locations in Which the error 
occurs; 

enabling the hardWare Watchpoint mechanism to monitor 
the range of memory locations; and 

detecting a precise point Within the range of memory 
locations at Which the error occurs by utiliZing the 
hardWare Watchpoint mechanism of the computer to 
generate an interrupt corresponding to the precise point 
When the hardWare Watchpoint mechanism detects a 
memory access. 

2. The method of claim 1, further comprising identifying 
a statement of the computer program corresponding to the 
precise point Within the range of memory locations at Which 
the error occurs. 

3. The method of claim 1, Wherein detecting a range of 
memory locations in Which the error occurs comprises 
calculating and verifying a checksum value. 

4. The method of claim 1, Wherein the error comprises a 
Wild store. 

5. A method for detecting an error Within a computer 
program executed on a computer having a hardWare Watch 
point mechanism comprising: 

executing a softWare detection phase to detect approxi 
mately the location of the error, the softWare detection 
phase generating information regarding approximately 
the location of the error; and, 

executing a hardWare Watchpoint phase to detect precisely 
the location of the error based on the information 
generated by the softWare detection phase, the hard 
Ware Watchpoint phase generating information regard 
ing precisely the location of the error. 

6. The method of claim 5, further comprising executing a 
debugging phase to identify a statement of the computer 
program causing the error based on the information gener 
ated by the hardWare Watchpoint phase. 

7. The method of claim 5, Wherein the information 
generated by the softWare detection phase comprises a 
location of a lock instruction Within the computer program, 
the lock instruction preceding an unlock instruction Within 
the computer program at Which veri?cation of a checksum 
value failed. 

8. The method of claim 5, Wherein the information 
generated by the hardWare Watchpoint phase comprises an 
interrupt at the location of an instruction Within the com 
puter program causing the error. 

9. The method of claim 5, Wherein the softWare detection 
phrase comprises: 

(a) proceeding to a lock instruction Within the computer 
program pertaining to a table; 

(b) calculating a checksum value for the table; 
(c) proceeding to an unlock instruction Within the com 

puter program pertaining to the table; 
(d) verifying the checksum value for the table; and, 
(e) repeating (a)—(d) until veri?cation in (d) fails. 
10. The method of claim 9, Wherein the hardWare Watch 

point phase comprises: 
(f) proceeding to the lock instruction Within the computer 
program pertaining to the table, veri?cation of the 
checksum for Which failed in (d) 
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(g) enabling the hardWare Watchpoint mechanism of the 

computer to generate an interrupt When the table has 
been Written to by an instruction; and, 

(h) processing the instructions of the computer program 
proceeding the lock instruction until the interrupt has 
been generated by the hardWare Watchpoint mecha 
nism. 

11. A computeriZed system comprising: 
a memory; 

a hardWare Watchpoint mechanism to generate an inter 
rupt When any address Within a de?ned contiguous 
range of addresses Within the memory has been 

accessed; and, 
an error detecting tool to precisely locate an error Within 

a computer program causing improper access of an 
address Within the memory, by utiliZing the hardWare 
Watchpoint mechanism, Wherein the error detecting 
tool initially determines a range of memory locations 
Within the computer program in Which the error occurs, 
and utiliZes the hardWare Watchpoint mechanism to 
locate a precise point Within the range of memory 
locations at Which the error occurs. 

12. The computeriZed system of claim 11, further com 
prising a debugger operatively coupled to the error detecting 
tool to trace back the error to a statement in the computer 
program based on information received from the error 
detecting tool. 

13. The computeriZed system of claim 12, Wherein the 
error detecting tool utiliZes the debugger to determine the 
statement in the computer program that caused the error 
after having precisely located the error. 

14. The computeriZed system of claim 12, Wherein the 
information comprises a precise location of the error. 

15. The computeriZed system of claim 11, Wherein the 
error comprises a Wild store. 

16. The computeriZed system of claim 11, Wherein the 
improper access comprises an improper Write. 

17. A computer-readable medium having computer 
executable instructions to cause a computer having a hard 
Ware Watchpoint mechanism to perform a method compris 
ing: 

(a) proceeding to a lock instruction Within a computer 
program pertaining to a table; 

(b) calculating a checksum value for the table; 
(c) proceeding to an unlock instruction Within the com 

puter program pertaining to the table; 
(d) verifying the checksum value for the table; 
(e) repeating (a)—(d) until veri?cation in (d) fails; 
(f) proceeding to the lock instruction Within the computer 

program pertaining to the table, veri?cation of the 
checksum for Which failed in (d); 

(g) enabling the hardWare Watchpoint mechanism of the 
computer to generate an interrupt When the table has 
been Written to by an instruction; and, 

(h) processing the instructions of the computer program 
proceeding the lock instruction until the interrupt has 
been generated by the hardWare Watchpoint mecha 
nism. 

18. The computer-readable medium of claim 17, Wherein 
the method further comprises identifying a statement of 
the computer program corresponding to the instruction that 
has Written to the table in 
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19. A method for detecting an error in a computer 
program, comprising: 

detecting a range of memory locations in Which an error 

occurs; 

setting a hardWare Watchpoint mechanism to detect a 
memory access Within the range of memory locations; 

16 
detecting the memory access via the hardWare Watchpoint 

mechanism; and 
tracing the memory access to an instruction in the com 

puter program. 


