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[57] ABSTRACT 

Each node of a failing distributed computer system, e.g., as 
a result of a split-brain failure, races to achieve a quorum by 
successfully reserving tWo shared storage devices Which are 
designated quorum controllers. During normal operation of 
the distributed computer system, each of the quorum con 
trollers is associated With and reserved by a respective node. 
During the race for quorum in response to a detected failure 
of the distributed computer system, each node Which has not 
failed forcibly reserves the quorum controller Which is 
associated With the other node. If a node simultaneously 
holds reservations for both quorum controllers, that node has 
acquired a quorum. The forcible reservation of a shared 
storage device does not fail even if another node holds a 
valid reservation to the same storage device. Accordingly, a 
failed node Which does not relinquish a reservation to the 
node’s quorum controller cannot prevent another node from 

151 acquiring a quorum. Prior to forcibly reserving the quorum 
_ controller of another node, each node veri?es that it contin 
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QUORUM MECHANISM IN A TWO-NODE 
DISTRIBUTED COMPUTER SYSTEM 

This is a continuation of US. patent application Ser. No. 
08/656,386 ?led May 31, 1996, now US. Pat. No. 5,828, 
889. 

FIELD OF THE INVENTION 

The present invention relates to fault tolerance in distrib 
uted computer systems and, in particular, to a particularly 
robust mechanism for determining Which of tWo nodes in a 
failing distributed computer system has exclusive access to 
shared resources. 

BACKGROUND OF THE INVENTION 

The complexity of tasks performed by computers today 
continues to groW rapidly. Accordingly, the importance of 
distributed computer systems, in Which computer applica 
tions and databases are distributed over multiple computers, 
is increasing dramatically. 

In a distributed computer system, multiple constituent 
computers of the distributed computer system, Which are 
generally referred to as “nodes” or “hosts,” have shared 
access to storage devices Which collectively store a distrib 
uted database. Failure of a component of the distributed 
computer system can cause corruption of the distributed 
database and, therefore, potential loss of valuable and per 
haps irreplaceable information stored in the distributed 
database. The folloWing example is illustrative. 

Suppose tWo nodes of a distributed computer system 
continue to operate normally, but a communications link 
betWeen the tWo, through Which the nodes coordinate access 
to the shared storage devices, fails. Each of the tWo nodes 
may continue to access the distributed database although 
shared access to the database cannot be coordinated. If both 
nodes continue to access the distributed database, the dis 
tributed database can very likely become corrupted and loss 
of valuable information can easily result. This is commonly 
knoWn as the “split-brain” problem. 

The folloWing example illustrates the split-brain problem 
in more detail. Suppose that tWo separate computers are used 
to maintain bank records in a distributed database. Suppose 
further that tWo people, both of Whom have access to a single 
account, deposit money into the account at substantially the 
same time, Wherein each deposit transaction is recorded in 
the distributed database by a respective one of the tWo 
computers. Suppose further still that all communications 
betWeen the tWo computers have failed. Each of the com 
puters records the deposit by retrieving the current balance 
of the account, e.g., $200, and storing as the neW balance the 
sum of the previous balance and the deposit amount, e.g., 
$500 by one person and $100 by the other person. If the 
computers access the distributed database at different times, 
each deposit is likely to be accurately recorded in the 
distributed database. HoWever, if each computer retrieves 
the current balance at approximately the same time, each 
determines the current balance to be $200 and replaces the 
recorded balance With either $700 or $300. The neW balance 
is then either $700 or $300 depending on Which of the 
computers is the last to record the neW balance, and the loss 
of the deposit remains undetected. HoWever, if only one of 
the computers is alloWed access to the distributed database, 
failure to record either deposit is noted and remedial action 
can be taken. 

In this illustrative example, substantive information 
regarding a single transaction is lost. It is possible in some 
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2 
circumstances to lose information regarding inter 
relationships regarding information stored in the distributed 
database, e.g., information regarding the location of various 
records of the distributed database. If such information is 
lost, signi?cant portions of the distributed database can 
become irretrievable. The split-brain problem is therefore a 
serious problem With distributed databases and should be 
avoided. 

There are generally tWo classes of solutions to the split 
brain problem: solutions involving tWo-node distributed 
computer systems and solutions involving distributed com 
puter systems having more than tWo nodes. In the latter 
class, a failed communications link can result in tWo groups 
of nodes Which cannot communicate With one another. One 
conventional solution is to grant access to shared resources, 
e.g., shared storage devices, to the group containing a simple 
majority of the nodes of the distributed computer system. 
The group having such access to the shared storage devices 
is generally referred to as having attained a quorum. Each 
group can determine the number of nodes in the group and 
only one group can contain a simple majority of all nodes of 
the distributed computer system. The group containing less 
than a majority voluntarily refrains from accessing shared 
resources. If each group includes exactly one-half of the 
nodes of the distributed computer system, the problem 
becomes analogous to a split-brain problem involving a 
tWo-node distributed computer system and such a solution is 
generally employed. 

In a tWo-node distributed computer system, the split-brain 
problem can be resolved by involving the tWo nodes in a 
race to reserve as many shared resources as possible. Such 

a race is generally referred to as a race for quorum. Each 
node attempts to reserve all shared storage devices. If a node 
successfully reserves a simple majority of all shared storage 
devices, that node has attained a quorum and has access to 
all shared devices. Conversely, if a node fails to reserve a 
simple majority of all shared storage devices, that node 
voluntarily refrains from accessing any shared storage 
device. Thus, if a node of the tWo-node distributed computer 
system fails, the remaining node successfully reserves a 
majority of shared storage devices and continues to manage 
the distributed database by access to the shared storage 
devices. In addition, if all communications links betWeen the 
tWo nodes of a tWo-node distributed computer system fail, 
the tWo nodes race to reserve the shared storage devices, and 
the node Which Wins the race for quorum continues to 
manage the distributed database by accessing the shared 
storage devices While the node Which loses the race for 
quorum voluntarily refrains from accessing any shared stor 
age device to avoid corruption of the distributed database. 
Use of shared storage device reservations as a race 

parameter becomes infeasible When reservation of such 
shared storage devices is a necessary part of access to such 
shared storage devices. For example, if a node of a tWo-node 
distributed computer system fails, reservations held by the 
failing node may not be relinquished. As a result, the 
remaining node, Which has not failed, may not be able to 
reserve a majority of shared storage devices and, 
accordingly, may not continue to operate normally, i.e., may 
voluntarily refrain from accessing the shared storage devices 
in the mistaken belief that the remaining node has lost the 
race for quorum. Such is even more likely in conventional 
distributed computer systems Which designate a single 
shared storage device as a quorum controller, reservation of 
Which constitutes Winning the race for quorum. A failing 
node may hold, and fail to relinquish, a reservation of the 
quorum controller. When the non-failing node cannot attain 
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quorum, the distributed computer system fails, and such 
failure is unnecessary since the remaining node is otherwise 
generally capable of continuing to operate normally. Afailed 
node can retain device reservations When the failure is 
softWare related, e.g., either the operating system of the node 
has failed or the computer process accessing or managing 
the distributed database has failed. When the operating 
system has failed, human interaction is generally required to 
bring the node to a state in Which the held device reserva 
tions are relinquished. When a computer process other than 
the operating system has failed, the failure may go unde 
tected by the operating system. 
What therefore remains as an unsolved need in the 

industry is a quorum mechanism Which does not require that 
a failed node relinquish reservations of shared storage 
devices. 

SUMMARY OF THE INVENTION 

In accordance With the present invention, each node of a 
failing distributed computer system races to achieve a quo 
rum by successfully reserving tWo shared storage devices 
Which are designated quorum controllers. During normal 
operation of the distributed computer system, each of the 
quorum controllers is associated With and reserved by a 
respective node. During the race for quorum in response to 
a detected failure of the distributed computer system, each 
node Which has not failed forcibly reserves the quorum 
controller Which is associated With the other node. If a node 
simultaneously holds reservations for both quorum 
controllers, that node has acquired a quorum. The forcible 
reservation of a shared storage device does not fail even if 
another node holds a valid reservation to the same storage 
device. Accordingly, a failed node Which does not relinquish 
a reservation to the node’s quorum controller cannot prevent 
another node from acquiring a quorum. 

Prior to forcibly reserving the quorum controller of 
another node, each node veri?es that it continues to hold a 
reservation of the node’s oWn associated quorum controller. 
If a node no longer holds a reservation of the node’s oWn 
associated quorum controller, that node has lost the race for 
quorum since another node has already forcibly reserved the 
former node’s associated quorum controller. Thus, in accor 
dance With the present invention, quorum can be ef?ciently 
and effectively determined by independent nodes of a failing 
distributed computer system notWithstanding the failure of a 
failing node to relinquish shared storage device reservations 
held by the failing node. 

If a node has forcibly reserved the quorum controller of 
another node but no longer holds a valid reservation to the 
node’s oWn quorum controller, the race for quorum has 
resulted in a tie. Both nodes of the distributed computer 
system must be operational for a tie to result. Therefore, 
there is no chance that a node can fail to relinquish a 
reservation of a shared storage device. Accordingly, a sec 
ond race for quorum is used to resolve the tie betWeen the 
nodes of the distributed computer system. Prior to the 
second race for quorum, each node relinquishes all reserva 
tions to any quorum controller such that no quorum con 
troller is reserved by any node. In the second race for 
quorum, each node attempts to reserve a selected one of the 
quorum controllers in a predetermined sequence. The node 
Which successfully reserves the selected quorum controller 
Wins the second race for quorum and can access any of the 
shared storage devices. The other node determines that it has 
not acquired a quorum and voluntarily refrains from access 
ing any shared storage device. 
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4 
Since force reservations are used in the ?rst race for 

quorum, a node’s failure to relinquish a reservation to a 
quorum controller cannot prevent another node from acquir 
ing a quorum and, accordingly, subsequent access to the 
shared storage devices of the distributed computer system. 
The present invention therefore represents a signi?cantly 
more robust and fault-tolerant mechanisms for determining 
quorum in a failing distributed computer system than prior 
art mechanisms. In addition, since each node has a quorum 
controller reserved during normal operation, loss of such a 
reservation during a race for quorum indicates that another 
node has forcible reserved the quorum controller and is 
therefore operative. As a result, a second race for quorum 
Which requires that each node relinquish reservations of 
quorum controllers can be used in resolve quorum When the 
?rst race for quorum results in a tie. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a tWo-node distributed 
computer system in accordance With the present invention. 

FIG. 2 is a block diagram of the tWo-node distributed 
computer system of FIG. 1 and shoWs computer processes 
executing Within each of the nodes of the distributed com 
puter system. 

FIG. 3 is a logic ?oW diagram of the determination by 
each node regarding Which of the nodes acquires quorum in 
a fault condition. 

FIG. 4 is a logic ?oW diagram of the processing of a node 
of the distributed computer system of FIGS. 1 and 2 upon 
determination that quorum is not acquired. 

DETAILED DESCRIPTION 

In accordance With the present invention, tWo shared 
storage devices, e.g., shared storage devices 112A and 112B 
(FIG. 2), of a tWo-node distributed computer system 100 are 
designated quorum controllers and are used in a novel 
quorum acquisition process, Which is described more com 
pletely beloW. Brie?y, each of nodes 100A—B of distributed 
computer system 100 detect a failure of the other node and 
performs the quorum acquisition process to form consensus 
regarding Which of nodes 100A—B has acquired a quorum 
and Which therefore has access to shared storage devices 
112A—D and can therefore continue to operate. Each node 
has a respective one of the quorum controllers reserved 
during normal operation. A node acquires a quorum by 
reserving both quorum controllers. A node reserves a quo 
rum controller Which is normally reserved to another node 
by using a forcible reservation, Which is described more 
completely beloW. The forcible reservation of a shared 
storage device does not fail even if another node holds a 
valid reservation to the same storage device and therefore 
prevents a failed node from preventing another node to 
acquire a quorum. 

Appreciation of the present invention is facilitated by the 
folloWing description of the hardWare and softWare compo 
nents of tWo-node distributed computer system 100 (FIG. 1). 
Distributed computer system 100 includes a node 100A and 
a node 100B. Nodes 100A—B are directly analogous to one 
another and the folloWing description of node 100A is 
equally applicable to node 100B. 
Node 100A includes one or more processors 102A, each 

of Which retrieves computer instructions from memory 104A 
through a bus 106A and eXecutes the retrieved computer 
instructions. In executing retrieved computer instructions, 
each of processors 102A can retrieve data from and Write 
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data to memory 104 and any and all of shared storage 
devices 112A—D through bus 106. Memory 104 can include 
any type of computer memory including, Without limitation, 
randomly accessible memory (RAM), read-only memory 
(ROM), and storage devices Which use magnetic and/or 
optical storage media such as magnetic and/or optical disks. 
Shared storage devices 112A—D are each a storage device or 
an array of storage devices Which can be simultaneously 
coupled to tWo or more computers. As shoWn in FIG. 1, each 
of shared storage devices 112A—D is coupled both to bus 
106A of node 100A and to bus 106B of node 100B. Each of 
shared storage devices 112A—D is accessed by each of nodes 
100A and 100B as a single device although each of shared 
storage devices 112A—D can be an array of storage devices. 
For example, any of shared storage devices 112A—D can be 
a SPARC Storage Array available from Sun Microsystems, 
Inc. of Mountain VieW, Calif. 

Each of shared storage devices 112A—D can be reserved 
by either node 100A or node 100B. For example, any of 
processors 102A can issue control signals through bus 106 
to shared storage device 112C Which cause reservation of 
storage device 112C. In response to the control signals, 
shared storage device 112C determines Whether shared 
storage device 112C is already reserved as represented in the 
physical state of shared storage device 112C, e.g., in the state 
of a ?ag or an identi?cation of the holder of the current 
reservation as represented in a register of shared storage 
device 112C. If shared storage device 112C is not currently 
reserved, shared storage device 112C changes its physical 
state to indicate that shared storage device 112C is noW 
reserved by node 100A. Conversely, if shared storage device 
112C is currently reserved, shared storage device 112C 
sends through bus 106 to processors 102A signals Which 
indicate that the attempted reservation is refused. 

In addition, each of processors 102A can issue control 
signals to a netWork access device 108A Which cause 
netWork access device 108A to transfer data through net 
Work 110 betWeen netWork access device 108A of node 
100A and netWork access device 108B of node 100B in a 
conventional manner. In one embodiment, netWork 110 is 
the Well-knoWn Ethernet netWork and netWork access 
devices 108A and 108B are conventional Ethernet controller 
circuitry. 

Distributed computer system 100 is represented in sim 
pli?ed form in FIG. 2. Executing Within node 100A are the 
folloWing computer processes: distributed database 
supervisor 202A, (ii) operating system 204A, and (iii) 
distributed application 206A. Similarly, distributed database 
supervisor 202B, operating system 204B, and distributed 
application 206B execute Within node 100B and are directly 
analogous to distributed database supervisor 202A, operat 
ing system 204A, and distributed application 206A, respec 
tively. Accordingly, the folloWing description of distributed 
database supervisor 202A, operating system 204A, and 
distributed application 206A is equally applicable to distrib 
uted database supervisor 202B, operating system 204B, and 
distributed application 206B, respectively. 

Distributed application 206A cooperates With distributed 
application 206B to manage a distributed database Which is 
stored in one or more of shared storage devices 112A—D. 
Distributed application 206A manages the distributed data 
base by storing data in and retrieving data from the distrib 
uted database and by maintaining metadata Within the data 
base. Metadata generally refers to data Within a database 
Which represents a structure of substantive data Within the 
database, frequently representing inter-relationships 
betWeen substantive data stored in the database. In one 
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6 
embodiment, distributed application 206A is the Oracle 
Parallel Server available from Oracle Corporation of Red 
Wood Shores, Calif. 

Prior to accessing any data of the distributed database, 
e.g., a particular block of data of the distributed database, 
distributed application 206A requests from distributed data 
base supervisor 202A exclusive access to the particular 
block of data. Distributed database supervisor 202A coor 
dinates With distributed database supervisor 202B to acquire 
exclusive access to the particular block of data and indicates 
through reply signals to distributed application 206A 
Whether distributed application 206A has exclusive access to 
the particular block of data. If distributed application 206A 
successfully acquires exclusive access to the particular block 
of data, distributed application 206A can store data in the 
particular block of data Without simultaneous access by node 
100B and therefore Without risking corruption of the dis 
tributed database. 

Distributed database supervisor 202A communicates and 
cooperates With distributed database supervisor 202B to 
acquire and relinquish exclusive access for distributed appli 
cation 206A to speci?c blocks of data stored in shared 
storage devices 112A—D. Distributed database supervisors 
202A—B communicate through communications link 210, 
Which includes netWork access devices 108A—B (FIG. 1) 
and netWork 110. If node 100B (FIG. 2) or communications 
link 210 fails, distributed database supervisor 202A (FIG. 2) 
detects the failure and reports the failure to operating system 
204A. Failure detection by distributed database supervisor 
202A is described more completely beloW. 

In response to detection of a failure of communications 
link 210 or node 100B, distributed database supervisor 202A 
attempts to acquire a quorum according to the steps shoWn 
in logic ?oW diagram 300 (FIG. 3). If distributed database 
supervisor 202A (FIG. 2) successfully acquires a quorum 
according to logic ?oW diagram 300 (FIG. 3), distributed 
database supervisor 202A (FIG. 2) assumes that distrib 
uted database supervisor 202B can no longer access any of 
shared storage devices 112A—D and (ii) alloWs distributed 
application 206A to continue to access shared storage 
devices 112A—D. Conversely, if distributed database super 
visor 202A fails to acquire a quorum according to logic ?oW 
diagram 300 (FIG. 3), distributed database supervisor 202A 
(FIG. 2) assumes that node 100B has not failed and has 
acquired a quorum and (ii) voluntarily refrains from granting 
to distributed application 206A access to shared storage 
devices 112A—D since exclusive access cannot be guaran 
teed. 

Processing according to logic ?oW diagram 300 (FIG. 3) 
presumes that a respective one of shared storage devices 
112A—D (FIG. 2) has been designated as a quorum controller 
for each of nodes 100A and 100B. For example, shared 
storage device 112A can be designated as the quorum 
controller for node 100A and shared storage device 112B 
can be designated as the quorum controller for node 100B. 
Generally, any shared storage device can be designated as 
the quorum controller for a node of distributed computer 
system 100 (FIG. 1) as long as the folloWing criteria are met. 
First, a physically different shared storage device must be 
designated as a quorum controller for each node. Second, the 
quorum controller for a particular node must be reserved to 
the node during normal operation of the node. Third, the 
quorum controller for each node must be physically shared 
by the nodes of distributed computer system 100. In the 
illustrative example described herein, shared storage 
devices 112A and 112B are physically different devices, (ii) 
shared storage devices 112A and 112B are reserved by nodes 
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100A and 100B, respectively, during normal operation of 
nodes 100A and 100B, respectfully, and (iii) shared storage 
devices 112A and 112B are physically shared by nodes 100A 
and 100B. Accordingly, designation of shared storage 
devices 112A and 112B as quorum controllers for nodes 
100A and 100B, respectively, is an appropriate designation. 

Processing according to logic ?oW diagram 300 (FIG. 3) 
further presumes that the quorum controllers for nodes 100A 
(FIG. 2) and 100B are ordered. The particular order of the 
quorum controllers is not particularly signi?cant so long as 
both nodes 100A and 100B agree With respect to the 
particular ordering of the quorum controllers. In this illus 
trative example, shared storage device 112A is the ?rst 
quorum controller, and shared storage device 112B is the 
second quorum controller. The ordering of the quorum 
controllers is used in a manner described more completely 
beloW to effect a second race for quorum if the ?rst race for 
quorum results in a tie. 

It is helpful in understanding the folloWing description of 
logic ?oW diagram 300 (FIG. 3) to remember that, in the 
event of a failure of communications link 210, both nodes 
100A and 100B perform the steps of logic ?oW diagram 300 
(FIG. 3) independently as each detects the failure. Logic 
?oW diagram 300 (FIG. 3) is described in the context of node 
100A. Processing according to logic ?oW diagram 300 (FIG. 
3) by node 100B (FIG. 2) is directly analogous to the 
processing according to logic ?oW diagram 300 (FIG. 3) by 
node 100A (FIG. 2) as described beloW. 

Steps 302—308 (FIG. 3) represent a race for quorum 
betWeen nodes 100A (FIG. 2) and 100B. With step 302 (FIG. 
3), processing according to logic ?oW diagram 300 begins. 
In step 302, distributed database supervisor 202A (FIG. 2) 
reserves on behalf of node 100A the quorum controller of the 
node in Which distributed database supervisor 202A 
executes, i.e., node 100A. Reservation of a shared storage 
device by distributed database supervisor 202A is conven 
tional and knoWn but is described brie?y for completeness. 

Distributed database supervisor 202A reserves any one of 
shared storage devices 112A—D, e.g., shared storage device 
112C, by issuing through processors 102A (FIG. 1) a com 
puter instruction, execution of Which sends to shared storage 
device 112C signals requesting reservation of shared storage 
device 112C by node 100A. If shared storage device 112C 
is not reserved, shared storage device 112C changes its 
physical state to a reserved state in Which storage device 
112C sends to distributed database supervisor 202A through 
processors 102A signals indicating that shared storage 
device 112C is reserved by node 100A. Conversely, if shared 
storage device 112C is reserved When reservation requesting 
signals are received from processors 102A, shared storage 
device 112C sends to distributed database supervisor 202A 
through processors 102A signals indicating that the 
requested reservation of shared storage device 112C is 
refused. In this embodiment, reservations are held by a node, 
and distributed database supervisor 202A therefore requests 
reservations on behalf of node 100A. 

In the context of distributed database supervisor 202A, 
the quorum controller of node 100A is called the “local 
quorum controller” and, in this illustrative example, is 
shared storage device 112A. Frequently, step 302 (FIG. 3) 
Will be a null operation, i.e., a step in Which processors 102A 
(FIG. 1) take no action, since node 100A (FIG. 2) normally 
has the local quorum controller reserved. From step 302 
(FIG. 3), processing transfers to test step 304 in Which 
distributed database supervisor 202A (FIG. 2) determines 
Whether the reservation of the local quorum controller is 
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successful. As discussed more completely beloW, reserva 
tion of the local quorum controller can fail if distributed 
database supervisor 202B performs step 308 (FIG. 3), Which 
is described beloW, before distributed database supervisor 
202A (FIG. 2) performs step 302 (FIG. 3). Under such 
circumstances, distributed database supervisor 202B (FIG. 
2) Wins the race for quorum and can access shared storage 
devices 112A—D. 

If distributed database supervisor 202A fails to reserve the 
local quorum controller, processing transfers from test step 
304 (FIG. 3) to step 306 in Which distributed database 
supervisor 202A (FIG. 2) aborts processing. Step 306 (FIG. 
3) is shoWn in greater detail as logic ?oW diagram 306 (FIG. 
4) in Which processing begins in step 402. In step 402, 
distributed database supervisor 202A (FIG. 2) relinquishes 
all reservations held by node 100A of any of shared storage 
devices 112A—D. Processing transfers to step 404 (FIG. 4) in 
Which distributed database supervisor 202A (FIG. 4) denies 
all requests from distributed application 206A (FIG. 2) for 
access to any of shared storage devices 112A—D. After step 
404 (FIG. 4), processing according to logic ?oW diagram 
306, and therefore step 306 (FIG. 3), terminates. After step 
306, processing according to logic ?oW diagram 300 termi 
nates and distributed database supervisor 202A (FIG. 2) has 
lost the race for quorum. 

If, in test step 304 (FIG. 3), distributed database super 
visor 202A (FIG. 2) determines that the local quorum 
controller, i.e., shared storage device 112A in this illustrative 
example, is successfully reserved by node 100A, processing 
transfers to step 308 (FIG. 3). In step 308, distributed 
database supervisor 202A (FIG. 2) forcibly reserves on 
behalf of node 100A the quorum controller of the node in 
Which distributed database supervisor 202A does not 
execute, i.e., node 100B. In the context of distributed 
database supervisor 202A, the quorum controller of node 
100B is called the “remote quorum controller” and, in this 
illustrative example, is shared storage device 112B. 
Ordinarily, attempted reservation of a device, Which is 
already reserved by another computer process, fails. 
HoWever, a forcible reservation of a device is a reservation 
Which succeeds notWithstanding a prior reservation of the 
device Which continues to be held by another node. Forcible 
reservations are knoWn and are part of the Small Computer 
Serial Interface 3 (SCSI-3) standard established by the 
Common Access Method (CAM) Committee. 

Thus, if node 100B itself or distributed database super 
visor 202B has failed, i.e., if node 100B or distributed 
database supervisor 202B is noW inoperative, distributed 
database supervisor 202A reserves for node 100A both 
quorum controllers in steps 302 (FIG. 3) and 308. This is 
true even if distributed database supervisor 202B (FIG. 2) 
failed to relinquish the reservation of node 100B of its local 
quorum controller, e.g., shared storage device 112B, since 
distributed database supervisor 202A forcibly reserves on 
behalf of node 100A the local quorum controller of node 
100B. Accordingly, failure to relinquish a reservation of a 
shared storage device When a node of distributed computer 
system 100 (FIG. 1) fails cannot result in failure of distrib 
uted computer system 100 and the remaining operational 
node can acquire a quorum. It is appreciated that the local 
quorum controller of distributed database supervisor 202B 
(FIG. 2) is the remote quorum controller of distributed 
database supervisor 202A and the remote quorum controller 
of distributed database supervisor 202B is the local quorum 
controller of distributed database supervisor 202A. 

If node 100B and distributed database supervisor 202B 
continue to operate, steps 302—308 (FIG. 3) represent a race 
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to reserve both quorum controllers. As described above With 
respect to test step 304, it is possible that distributed 
database supervisor 202A (FIG. 2) fails to reserve on behalf 
of node 100A its local quorum controller. Such a reservation 
fails if distributed database supervisor 202B (FIG. 2) forc 
ibly reserves its remote quorum controller, i.e., the local 
quorum controller of distributed database supervisor 202A, 
in performing step 308 (FIG. 3) prior to performance of step 
302 by distributed database supervisor 202A (FIG. 2). In 
such circumstances, distributed database supervisor 202B 
Wins the race for quorum and distributed database supervisor 
202A aborts in step 306 (FIG. 3) as described more com 
pletely above. 

If distributed database supervisor 202A (FIG. 2) has Won 
the race for quorum of steps 302 (FIG. 3) through 308, node 
100A (FIG. 2) has reserved both the local quorum controller 
and the remote quorum controller, e.g., both shared storage 
devices 112A and 112B. Conversely, if distributed database 
supervisor 202Ahas lost the race for quorum, node 100B has 
reserved both the local and the remote quorum controller 
and processing by distributed database supervisor 202A 
terminates after performance of step 306 (FIG. 3). 

If the race for quorum betWeen distributed database 
supervisors 202A (FIG. 2) and 202B results in a tie, i.e., if 
distributed database supervisors 202A and 202B perform 
steps 302—308 (FIG. 3)—and step 308 in particular— 
substantially simultaneously, each of nodes 100A—B has the 
remote quorum controller reserved but does not have the 
local quorum controller reserved. In this illustrative 
eXample, such a tie results in shared storage device 112B 
(FIG. 2) reserved by node 100A and shared storage device 
112A reserved by node 100B. In steps 310—312 (FIG. 3), 
distributed database supervisor 202A (FIG. 2) tests for such 
a tie, as does distributed database supervisor 202B in a 
separate, independent performance of steps 310—312 (FIG. 
3). 

In step 310, distributed database supervisor 202A (FIG. 2) 
attempts to reserve on behalf of node 100A its local quorum 
controller. In test step 312 (FIG. 3), distributed database 
supervisor 202A (FIG. 2) determines Whether the attempted 
reservation of step 310 (FIG. 3) is successful. If the reser 
vation of the local quorum controller is successful, distrib 
uted database supervisor 202A (FIG. 2) has Won the race for 
quorum and processing according to logic ?oW diagram 300 
(FIG. 3) terminates. If distributed database supervisor 202A 
(FIG. 2) has Won the race for quorum, distributed database 
supervisor 202A can grant requests by distributed applica 
tion 206A access to any of shared storage devices 112A—D. 
If, in test step 312 (FIG. 3), distributed database supervisor 
202A (FIG. 2) determines that the attempted reservation of 
step 310 (FIG. 3) failed, distributed database supervisor 
202A (FIG. 2) determines that the race for quorum of steps 
302—308 (FIG. 3) results in a tie and processing transfers 
from test step 312 to step 314. 

Steps 314—324 represent a tie-breaking mechanism in 
Which distributed database supervisors 202A (FIG. 2) and 
202B participate in a second race for quorum. Since step 314 
(FIG. 3) is performed only When a tie results in the ?rst race 
for quorum, distributed database supervisors 202A (FIG. 2) 
and 202B assume that both distributed database supervisors 
202A and 202B are operative and the detected failure is in 
communications link 210. Accordingly, the second race for 
quorum can use the reservation mechanism of shared storage 
devices 112A—D as an arbitration mechanism of the second 
race for quorum. In step 314 (FIG. 3), distributed database 
supervisor 202A (FIG. 2) causes node 100A to relinquish the 
reservation to the remote quorum controller such that node 
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100A no longer has either quorum controller reserved. In an 
analogous, independent performance of step 314 (FIG. 3) by 
distributed database supervisor 202B (FIG. 2), distributed 
database supervisor 202B causes node 100B to relinquish its 
remote quorum controller such that node 100B no longer has 
either quorum controller reserved. Processing transfers from 
step 314 (FIG. 3) to step 316. 

In step 316, distributed database supervisor 202A (FIG. 2) 
Waits a randomly selected amount of time. Speci?cally, 
distributed database supervisor 202A generates a random 
number representing an amount of time Within a predeter 
mined range of time and distributed database supervisor 
202A remains in an inoperative state during that randomly 
selected amount of time. Since the amount of time to Wait is 
dependent upon a randomly generated number, distributed 
database supervisors 202A and 202B are likely to Wait for 
different amounts of time and are therefore likely to ?nish 
respective independent performances of step 316 (FIG. 3) at 
different times. 

Processing transfers to step 318 in Which distributed 
database supervisor 202A (FIG. 2) attempts to reserve on 
behalf of node 100A the ?rst quorum controller. As 
described above, the quorum controllers are ordered and 
have the same ordering Within both distributed database 
supervisors 202A and 202B. Thus, in analogous and separate 
performances of step 318 (FIG. 3) by distributed database 
supervisors 202A (FIG. 2) and 202B, both distributed data 
base supervisor 202A and distributed database supervisor 
202B attempt to reserve the same quorum controller, i.e., the 
same shared storage device. In this eXample, shared storage 
device 112A is the ?rst quorum controller. 
From step 318 (FIG. 3), processing transfers to test step 

320 in Which distributed database supervisor 202A (FIG. 2) 
determines Whether the attempted reservation of step 318 
(FIG. 2) succeeded. If the attempted reservation failed, 
distributed database supervisor 202A (FIG. 2) has lost the 
second race for quorum and processing transfers to step 306 
(FIG. 3) in Which distributed database supervisor 202A 
(FIG. 2) aborts as described more completely above. 
Conversely, if distributed database supervisor 202A deter 
mines in test step 320 (FIG. 3) that the attempted reservation 
of step 318 succeeded, processing transfers to step 322. At 
this point, distributed database supervisor 202A (FIG. 2) can 
not be certain that distributed database supervisor 202A has 
acquired quorum. Since distributed database supervisors 
202A and 202B execute independently and perhaps at dif 
ferent speeds, it is possible that distributed database super 
visor 202A performs step 308 (FIG. 3) just prior to perfor 
mance of step 322, Which is described beloW, by distributed 
database supervisor 202B. In such a situation, node 100B 
has the second quorum controller, e.g., shared storage device 
112B, reserved and distributed database supervisor 202A 
cannot therefore reserve both quorum controllers on behalf 
of node 100A and cannot therefore acquire quorum. 

In step 322, distributed database supervisor 202A (FIG. 2) 
attempts to reserve the second quorum controller, Which is 
shared storage device 112B in this illustrative eXample. 
From step 322 (FIG. 3), processing transfers to test step 324 
in Which distributed database supervisor 202A (FIG. 2) 
determines Whether the attempted reservation of step 320 
(FIG. 3) succeeded. If the attempted reservation failed, 
distributed database supervisor 202A (FIG. 2) has lost 
second race for quorum and processing transfers to step 306 
(FIG. 3) in Which distributed database supervisor 202A 
(FIG. 2) aborts as described more completely above. In such 
a situation, distributed database supervisor 202B proceeds 
With performance of steps 316—324 (FIG. 3) and success 
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fully acquires a quorum. Conversely, if distributed database 
supervisor 202A (FIG. 2) determines in test step 324 (FIG. 
3) that the attempted reservation of step 322 succeeded, 
distributed database supervisor 202A (FIG. 2) has Won the 
second race for quorum and processing according to logic 
?oW diagram 300 (FIG. 3) terminates. As described above, 
if distributed database supervisor 202A (FIG. 2) Wins the 
race for quorum, distributed database supervisor 202A 
grants to distributed application 206A access to any of 
shared storage devices 112A—D. 

Thus, in accordance With the steps of logic ?oW diagram 
300 (FIG. 3), distributed database supervisors 202A (FIG. 2) 
and 202B independently achieve consensus regarding Which 
of distributed database supervisors 202A and 202B acquires 
a quorum, and therefore access to shared storage devices 
112A—D, Without requiring that a failing node relinquish 
reservations during such failure. Accordingly, the present 
invention represents a substantial improvement in fault 
tolerance of tWo-node distributed computer systems over 
prior art mechanism. 
Failure Detection 
As described above, distributed database supervisor 202A 

(FIG. 2) detects a failure of either node 100B or communi 
cations link 210. Detection of a failure of distributed com 
puter system 100 by distributed database supervisor 202A is 
described brie?y for completeness. Distributed database 
supervisor 202A detects the failure in a generally conven 
tional manner, e.g., by observing that no message has been 
received from distributed database supervisor 202B in a 
predetermined amount of time. For example, distributed 
database supervisor 202A can be con?gured to send to 
distributed database supervisor 202B a status request signal 
Which directs distributed database supervisor 202B to 
respond With a signal containing data representing the status 
of distributed database supervisor 202B. If distributed data 
base supervisor 202A does not receive such data from 
distributed database supervisor 202B Within a predeter 
mined amount of time, e.g., one second, from the time the 
status request signal is sent, a failure is assumed by distrib 
uted database supervisor 202A. Alternatively, distributed 
database supervisor 202B can be con?gured to send to 
distributed database supervisor 202A signal representing the 
status of distributed database supervisor 202B at predeter 
mined intervals, e.g., every second. Failure to receive any 
such signals for a predetermined period of time, e.g., tWo or 
three times the predetermined interval, can be interpreted by 
distributed database supervisor 202A as a failure of com 
munications link 210 or node 100B. 

The above description is illustrative only and is not 
limiting. The present invention is therefore de?ned solely 
and completely by the appended claims together With their 
full scope of equivalents. 
What is claimed is: 
1. A method for granting to one of at least tWo nodes of 

a distributed computer system exclusive access to shared 
resources of the distributed computer system, Which 
includes at least tWo preselected shared devices and in Which 
each node includes a fault handler and has a state Which 
speci?es Whether the node has exclusive access to the shared 
resources, the method comprising the steps of: 

detecting a fault condition in the distributed computer 
system; 

causing each of the fault handlers to perform the folloW 
ing steps When a fault condition is detected: 
attempting to reserve all of the preselected shared 

devices, at least one of Which is reserved by one of 
the at least tWo nodes other than the node of the fault 
handler in the absence of a fault condition; 

12 
causing the state of the node to specify that the node has 

exclusive access to the shared resources if the fault 
handler succeeds in reserving all of the preselected 
shared devices; and 

5 causing the state of the node to specify that the node 
does not have exclusive access to the shared 
resources if the fault handler fails to reserve all of the 
preselected shared devices; 

designating for each node of the tWo-node distributed 
computer system a local shared device of the prese 
lected shared devices; 

10 

Wherein the step of attempting comprises: 
attempting to reserve the local shared device of the 

node of the fault handler; and 
forcibly reserving at least one preselected shared device 

other than the local shared device of the node of the 
fault handler if the fault handler successfully 
reserves the local shared device of the node of the 
fault handler. 

2. A computer program product comprising: 

15 

20 

a computer usable medium having computer readable 
code embodied therein for granting to one of at least 
tWo nodes of a distributed computer system exclusive 
access to shared resources of the distributed computer 
system, Which includes at least tWo preselected shared 
devices and in Which each node includes a fault handler 
and has a state Which speci?es Whether the node has 
exclusive access to the shared resources, the computer 
usable medium comprising: 
a fault detection module Which is con?gured to detect 

a fault condition in the distributed computer system; 
a fault handling module Which is operatively coupled to 

the fault detection module and Which is con?gured to 
perform the folloWing steps When a fault condition is 
detected: 
attempting to reserve all of the preselected shared 

devices, at least one of Which is reserved by one 
of the at least tWo nodes other than the node of the 
fault handling module in the absence of a fault 
condition; 

causing the state of the node to specify that the node 
has exclusive access to the shared resources if the 
fault handling module succeeds in reserving all of 
the preselected shared devices; and 

causing the state of the node to specify that the node 
does not have exclusive access to the shared 
resources if the fault handler fails to reserve all of 
the preselected shared devices; 

a fault handling module Which is con?gured to perform 
the step of attempting by performing at least the 
folloWing steps: 
attempting to reserve a local shared device of the 

preselected shared devices; and 
forcibly reserving at least one preselected shared 

device other than the local shared device if the 
fault handling module successfully reserves the 
local shared device. 

3. An apparatus for recovering from a failure in a distrib 
uted computer system Which includes shared resources and 
at least tWo nodes, the apparatus comprising: 
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a fault detector Which corresponds to a selected one of the 
nodes of the distributed computer system and Which 
detects a fault condition in the distributed computer 

65 system; 
a fault handler Which is operatively coupled to the fault 

detector, (ii) Which has a state Which speci?es Whether 
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the selected node has exclusive access to the shared 
resources, and (iii) Which, upon detection of the fault 
condition: 
(a) attempts to reserve all of the preselected shared 

devices, at least one of Which is reserved by one of 
the at least tWo nodes other than the selected node in 
the absence of a fault condition; 

(b) causes the state of the fault handler to specify that 
the selected node has exclusive access to the shared 
resources if the fault handler succeeds in reserving 
all of the preselected shared devices; and 

(c) causes the state of the fault handler to specify that 
the selected node does not have exclusive access to 
the shared resources if the fault handler fails to 
reserve all of the preselected shared devices, 

a fault handler Which attempts to reserve all of the 
preselected shared devices by attempting to reserve 
a local shared device of the preselected shared devices 
and (ii) forcibly reserving at least one local shared 
device if the fault handler successfully reserves the 
local shared device. 

4. A distributed computer system comprising: 
shared resources Which include at least tWo preselected 

shared devices; 
at least tWo nodes, each of Which is operatively coupled 

to each of the preselected shared devices and each of 
Which comprises: 
at least one processor; 
a netWork access device Which is operatively coupled 

to the at least one processor and through Which the 
at least one processor can communicate With at least 
one processor of another of the at least tWo nodes; 

a fault detector Which detects a fault condition in Which 
the node can no longer communicate With at least 
one other of the at least tWo nodes; 

a fault handler Which is operatively coupled to the 
fault detector, (ii) Which has a state Which in turn 
speci?es Whether the node has exclusive access to 
the shared resources, and (iii) Which, upon detection 
of the fault condition; 
(a) attempts to reserve all of the preselected shared 

devices, at least one of Which is reserved by one 
of the at least tWo nodes other than the fault 
handler in the absence of a fault condition; 

(b) causes the state of the fault handler to specify that 
the node has exclusive access to the shared 
resources if the fault handler succeeds in reserving 
all of the preselected shared devices; and 

(c) causes the state of the fault handler to specify that 
the node does not have exclusive access to the 
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shared resources if the fault handler fails to 
reserve all of the preselected shared devices, 

a fault handler of each node Which attempts to reserve 
all of the preselected shared devices by attempting 
to reserve a selected one of the preselected shared 

devices Which is local to the node and (ii) forcibly 
reserving at least one of the preselected shared 
devices other than the selected shared device if the 
fault handler successfully reserves the selected 
shared device. 

5. A system for distributing code Which is stored on a 
computer-readable medium, (ii) Which is executable by a 
computer, and (iii) Which includes at least one module, each 
of Which in turn is con?gured to carry out at least one 
function to be executed by the computer, the system com 
prising: 

a fault detection module Which is con?gured to detect a 
fault condition in a distributed computer system Which 
includes at least tWo nodes and shared resources Which 
in turn include at least tWo preselected shared devices; 

a fault handling module Which corresponds to a 
selected one of the at least tWo nodes, (ii) Which is 
operatively coupled to the fault detection module, and 
(iii) Which is con?gured to perform the folloWing steps 
When a fault condition is detected: 
attempting to reserve for the selected node all of the 

preselected shared devices, at least one of Which is 
reserved by one of the at least tWo nodes other than 
the node of the fault handling module in the absence 
of a fault condition; 

causing a state of the selected node to specify that the 
selected node has exclusive access to the shared 
resources if the fault handling module succeeds in 
reserving all of the preselected shared devices; and 

causing the state of the selected node to specify that the 
selected node does not have exclusive access to the 
shared resources if the fault handler fails to reserve 
all of the preselected shared devices, 

a fault handling module Which is con?gured to perform 
the step of attempting by performing at least the 
folloWing steps: 
attempting to reserve for the selected node a local 

shared device of the preselected shared devices; and 
forcibly reserving for the selected node at least one 

preselected shared device other than the local shared 
device if the fault handling module successfully 
reserves the local shared device. 


