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[5 7] ABSTRACT 

A distributed control system includes a plurality of control 

lers each composed of a plurality of processors and being 

coupled through a network. Each controller includes a 

scheduler for measuring a load: internal backup means for 

controlling which controller bears the load: backup request 

means for requesting another controller to bear the load; and 

backup accept means for answering to a request for bearing 

the load from another controller in accordance with the load 

of the requesting controller. Thus. the load which cannot be 

executed by one controller can be distributed and executed 

by other controllers in accordance with their loads. 

21 Claims, 14 Drawing Sheets 
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DISTRIBUTED CONTROL SYSTEM IN 
WHICH INDIVIDUAL CONTROLLERS 
EXECUTED BY SHARING LOADS 

CROSS-REFERENCE TO RELATED 
APPLICATION 

This is a continuation of application Ser. No. 08/203295 
?led on Mar. 1. 1994. now abandoned. 

The present invention relates to a distributed or decen 
tralized control system for controlling a plurality of control 
units (or controllers) in a distributed or decentralized manner 
for a variety of controls. such as process controls. plant 
controls or vehicle controls; and. more particularly. to a 
distributed control system in which individual controllers 
perform backup operations by sharing the loads without 
using any backup controller. 

In a conventional plant control system. there has been a 
control system called a “distributed control system” for 
distributing and controlling a plurality of controllers. In this 
distributed control system. the plurality of controllers are 
connected through a network to control power plants. steel 
rolling plants. elevators or automobiles. This control system 
is used in either an important plant control system forming 
the basis of an industry or for controlling a system a?ecting 
human lives. In this distributed control system. therefore. it 
is essential to improve the operating e?iciency and the 
reliability of the system. 

In a distributed control system of this type. it is customary 
that. in case one controller becomes faulty (down). another 
controller takes charge of (or backs up) the load of the faulty 
controller. In Japanese Patent Laid-Open Nos. 177634/1987 
and 118860/1988. for example. there is disclosed a *concept 
of preparing a dedicated controller for backing up a faulty 
controller. In other examples. as in Japanese Patent Laid 
Opens Nos. 224169/1990 and 296851/1991. there is dis 
closed a concept of providing a centralized supervising 
computer for sharing the load of a faulty computer in 
accordance with the load situations of individual computers. 
so that the faulty computer may be backed up by a plurality 
of other computers in accordance with an instruction issued 
by the centralized supervising computer. 
The former technology requires a dedicated backup con 

troller so that it is uneconornical and disadvantageous for 
controlling an automobile. because this type of control 
requires a downsizing of the system. According to the latter 
technology. on the other hand. since the load distribution is 
under centralized supervision. the computer system may be 
halted in its entirety if the centralized supervision computer 
becomes faulty. 

SUMMARY OF THE INVENTION 

An object of the present invention is to provide a distrib 
uted control system for backing up a controller. which is 
considered faulty because it has deviated from its normal 
operation. by decentralizing/distributing the load of the 
faulty controller autonomously. but without providing a 
centralized supervision controller or a dedicated backup 
controller. 

In short. the present invention proposes to enhance the 
synthetic performance of the distributed control system by 
making effective use of the excess performance of control 
lers which still provide normal operations. In short. another 
embodiment of the present invention is to provide a distrib 
uted control system for backing up controllers. which are 
multiplexly faulty. coordinatively by the use of individual 
controllers. 
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2 
According to one aspect of the present invention. there is 

provided a distributed control system including a plurality of 
controllers. each comprising: detect means for detecting a 
fault or overload condition in another controller: memory 
means for detecting and storing the amount of load or task 
of a controller to be backed up: and backup means for 
backing up a controller to be backed up. if a fault or overload 
is detected by the detect means. to specify the faulty or 
overloaded controller. by distributing and assigning the load 
or task of the faulty or overloaded controller to the controller 
to perform the backup. 
The aforementioned load memory means may desirably 

be provided with both an execution sharing table indicating 
the tasks and load situations being executed by the indi 
vidual controllers and a task load table indicating the loads 
when the individual tasks are executed. With these 
provisions. the priority of controller to perform the backup 
can be determined on the basis of the task load table. If there 
is further provided an acceptance precedence table which is 
stored with the result of determining the priority of the 
controller to perform the backup on the basis of the task load 
table. a controller having a margin and which will easily 
perform the backup can be promptly determined according 
to the load situations of the individual controllers. 

The aforementioned backup means may include: backup 
request means for requesting another controller for perform 
ing a backup; and backup accept means for deciding whether 
or not the backup is possible in accordance with the accep 
tance precedence table. to answer the acceptance. if any. and 
to instruct execution of the accepted task 

According to another embodiment of the present 
invention. moreover. each controller includes a plurality of 
processors. In order to improve the fault tolerance and 
reliability of each controller. therefore. the aforementioned 
execution sharing table has a region for indicating how each 
processor in a controller is loaded and what processor has a 
margin to back up the load. Thus. the backup means has 
internal backup means for determining a processor to 
backup the load of the faulty processor in accordance with 
the execution sharing table and task load table. 
Thanks to the execution sharing table. task load table and 

acceptance precedence table belonging to each controller. 
according to the distributed control system of the present 
invention. the task to be backed up and the controller suited 
for the backup can be retrieved to determine what controller 
is to have its backup request means used. The load upon the 
faulty controller can be distributed by informing the deter 
mined result to the backup acoept means of another con‘ 
troller. 

Moreover. the backup accept means of the controller 
requested for backup is based upon its load as stored in its 
own execution sharing table to decide by itself whether or 
not the target task to be backed up can be executed by its 
own controller. and accepts the target task to be backed up 
selectively. By broadcasting this result of selection as an 
acceptance message. the requesting and other controllers 
correct their execution sharing tables and acceptance prece 
dence tables in a manner to re?ect a change in the load 
situations of the controller performing the backup. 
Moreover. the requested controller transmits to the request 
ing controller a target task which is not accepted. but which 
is to be backed up. Therefore. in accordance with the 
corrected acceptance precedence table (which will not have 
the backed-up controller positioned at its head because the 
load factor is raised‘). the controller to be newly backed up 
(or registered in the acceptance precedence table) is 
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requested for those rejected. Thus. according to the present 
invention. the individual controllers can always grasp the 
executing situation of the system precisely. Moreover. the 
controller requested for the backup can reject the request so 
that the target tasks to be autonomously backed up can be 
processed in a decentralized/distributed manner. 

Even if. furthermore. one of the plurality of processors 
contained in one controller is faulty. the internal backup 
means selects a processor having a light load in accordance 
with the execution sharing table. decides whether or not the 
selected processor can back up all the loads of the faulty 
processor. executes the backup such that the processor may 
not be overloaded. and selects another processor. if a load is 
left. to cause it to perform the backup. Thus. the internal 
backup means can distribute the load of the faulty processor 
such that it is con?ned in the load limit of each processor so 
that the individual processors may not be overloaded. but 
can perform the backup sequentially. 

BRIEF DESCRIPTION OF THE DRAWINGS 

These and other objects. features and advantages of the 
present invention will be understood more clearly from the 
following detailed description with reference to the accom 
panying drawings. wherein: 

FIG. 1 is a diagram showing a functional construction of 
a self-distributed control system according to the present 
invention; 

FIG. 2 is a flow chart showing one example of an internal 
backup procedure of the present invention; 

FIG. 3 is a flow chart showing one example of a autono 
mous backup requesting procedure of the present invention‘. 

FIG. 4 is a ?ow chart showing one example of a autono 
mous backup accepting procedure of the present invention; 

FIG. 5 is a schematic circuit diagram showing one 
embodiment of the self-distributed control system according 
to the present invention; 

FIG. 6 is a block diagram showing one embodiment of a 
microcomputer for the self-distributed control system shown 
in FIG. 5'. 

FIG. 7 is a diagram presenting one example of the 
executing sharing table shown in FIG. 1; 

FIG. 8 is a diagram presenting one example of the 
acceptance precedence table shown in FIG. 1; 

FIG. 9 is a diagram presenting one example the task load 
table shown in FIG. 1; 

FIG. 10 is a selective circuit diagram showing a backup 
procedure of the self-distributed control system according to 
the present invention; 

FIG. 11 is a diagram presenting one example of the state 
in a ?rst internal backup of the accepting task queue shown 
in FIG. 1; 

FIG. 12 is a diagram presenting one example of the state 
in a second internal backup. as advanced from the state of 
FIG. 11'. 

FIG. 13 is a diagram presenting one example of the state 
in a ?rst external backup of the accepting task queue shown 
in FIG. 1; 

FIG. 14 is a diagram presenting one example of state of 
the execution sharing table after an internal backup accord 
ing to the present invention; 

FIG. 15 is a diagram presenting one example of the state 
of the acceptance precedence table after an internal backup 
according to the present invention: 

FIG. 16 is a ?ow chart showing the using procedures of 
the execution sharing table. task load table and acceptance 
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precedence table by the backup requesting controller and the 
backup requested controller according to the present inven 
tion: 

FIG. 17 is a diagram showing the control objects of an 
automobile; and 

FIG. 18 is a block diagram showing an embodiment in 
which the distributed control system of the present invention 
is applied to the control of an automobile. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

FIG. 1 is a diagram schematically showing a distributed 
control system of the present invention. The distributed 
control system is constructed such that. when multiple 
controllers become faulty. other active controllers distribute 
the load autonomously and back up the disabled controllers. 
In FIG. 1. a plurality of controllers 1. 2. 3 and 4 are 
connected with the sensors and control objects of a plant 100 
to control the plant. These controllers 1 to 4 are mutually 
connected through a network 1000 to constitute a distributed 
control system. The controllers 1. 2. 3 and 4 are individually 
constructed to include processing units 6100. 6200. 6300 
and 6400. memory units 6160. 6260. 6360 and 6460. and 
I/Os 83a. 83b. 83c and 83d. Moreover. the controllers 1. 2. 
3 and 4 individually execute communications 6110. 6210. 
6310 and 6410. backup requests 6120. 6220. 6320 and 642A). 
backup acceptances 6130. 6230. 6330 and 6430. schedulers 
6140. 6240. 6340 and 6440. control task executions 6150. 
6250. 6350 and 6450. internal backup controls 6170. 6270. 
6370 and 6470. and faulted portion isolations 6180. 6280. 
6380 and 6480. Since these individual controllers have 
similar constructions and execute similar functions. the 
controller 1 will be taken as an example and described as a 
representative of the others. Incidentally. each controller is 
equipped with four microcomputers. as will be described 
with reference to FIG. 5. Moreover. each microcomputer is 
equipped with hardware su?icient for providing the indi 
vidual functions for the communications. backup requests. 
backup acceptances. internal backup controls. faulted por 
tion isolations. schedulers and control task executions. and 
is given a processing ability sufficient for executing software 
(or tasks) for providing the individual functions. Thus. the 
above speci?ed functions can be executed on any of the 
microcomputers. These individual functions will be 
described in the following. 
The communication 6110 uses the network 1000 and the 

memory unit 6160 to execute such message or data 
exchanges with other controllers as are necessary for the 
backup request 6120. the backup acceptance 6130. the 
scheduler 6140. the control task execution 6150. the internal 
backup control 6170 and the isolation 6180. The scheduler 
6140 determines and provides information concerning the 
sequence and time slot. at which a plurality of tasks regis 
tered therein are assigned to the microcomputers. The con 
trol task execution 6150 controls the sensors and control 
objects of the plant 100. The scheduler 6140 and the control 
task execution 6150 are connected with the memory unit 
6160 to supervise the scheduling and the control of the plant 
100 on the basis of the tasks. data and scheduling informa 
tion stored therein. On the other hand. the scheduler 6140 
and the control task execution 6150 are connected with the 
communication 6110 and exchanges messages with other 
controllers through the communication 6110 and the net 
work 1000 so as to be in synchronization with other con 
trollers. 
The functions to supervise the backup operations will be 

described in the following. The faulted portion isolation 
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6180 is connected with internal backup control 6170 and the 
communication 6110. The isolation function is to detect the 
down condition. such as a fault of the hardware or a runaway 
of the software in the microcomputer. and to halt the 
operation of the malfunctioning microcomputer. Similar 
operations are executed. too. even in case another controller 
identi?es faults in other controllers including itself through 
the network 1000. The faulted portion isolation 6180 is 
connected with communication 6110 so that it can start the 
backup operation in response to the information of faults 
from other controllers. Moreover. the faulted portion isola 
tion 6180 informs the internal backup control 6170 of What 
microcomputer has gone down through the aforementioned 
connection in case it detects faults by itself or in case it is 
informed of the faults. 
The internal backup control 6170 is connected with the 

communication 6110. the memory unit 6160. the faulted 
portion isolation 6180 and the backup request 6120. This 
function backs up tasks which have gone down so that they 
cannot be executed in the controller in accordance with their 
priority while following the procedure of FIG. 2. in case the 
malfunction in the controller is identi?ed from the faulted 
portion isolation 6180. In order to prevent the extension of 
a partial malfunction to a disabling of the entire controller. 
a task having the highest priority is indispensable for super 
vising the controller. The task given the next priority is one 
requiring a large amount of communication in the case of 
backups by other controllers. so that a bottleneck of the 
communication through the network 1000 may not be cre 
ated to cause a delay or malfunction of the communication 
frequently. These backups are executed sequentially from 
microcomputers having lighter loads to microcomputers 
having heavier loads. So long as there is a task to be backed 
up. the load is distributed so that the divided portions are 
sequentially backed up by a plurality of microcomputers. 
When the task to be backed up disappears midway. the 
processing is then ended. 

If any task to be backed up is left even after backups by 
all microcomputers. this situation is indicated to the backup 
request 6120 to start the procedure of the backups between 
the controllers. as shown in FIG. 3. and the internal backup 
6170 is ended. This procedure. as shown in FIG. 2. is 
referred to as the “internal backup procedure”. as will be 
described in detail in connection with a speci?c example. but 
is schematically described in the following for explaining 
the function of the internal backup control 6170. 

First of all. at Steps 6510 and 6515. the internal backup 
control 6170 determines a microcomputer from the control 
ler which will accept the backup of a task which cannot be 
executed because of a malfunction. This determination uses 
the information on the execution states of the individual 
microcomputers stored in the memory unit 6160. 
Speci?cally. a microcomputer having a low load or a high 
excess performance is determined for backing up many 
tasks. Incidentally. this information is stored in a table. 
which will be called the “execution sharing table". as shown 
in FIG. 7. Of the tasks to be executed. which have been 
affected by the malfunction. moreover. a task to be backed 
up is determined. This determination information is con 
cerned with the attributes of tasks and excludes tasks which 
need not be backed up by other microcomputers. This 
information on the tasks attributes is stored in the table. 
which will be called the “task load table”. as shown in FIG. 
9. 

At subsequent Steps 6520 to 6540. the function adds a 
plurality of tasks. which were being executed before the 
backup by the portions in charge of the backup. to the task 
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to be backed up. Of these. the task to be executed after the 
backup by the backup microcomputer is selected in accor 
dance with priority. At this time. a task which is indispens 
able for supervising the controller. such as the task for 
providing the communication 6110. the backup request 6120 
and the scheduler 6140. is selected with the highest priority 
so that a partial disabling may not cause the entire controller 
to be disabled. The task requiring a large amount of com 
munication in the case of backups by other controllers is 
selected with the next highest priority so that a bottleneck of 
the communication through the network 1000 may not be 
created to cause a communication fault. After this. other 
tasks are selected. Thus. the individual tasks are given 
priorities. In each priority. a task is selected in a combination 
of the highest load so that the load upon the backup 
microcomputer may not exceed a limit value. This load limit 
is stored in the memory unit 6160 and will be called the 
“limit load factor“. The information to be used in this 
selection is concerned with the load factor of each task 
stored in the memory unit 6160. the priority in this selection. 
and the domicile of the task. The load factor of a task is the 
processing time which is required for each unit time in case 
a task under consideration is executed by a corresponding 
microcomputer. and is measured when the execution is made 
by a microcomputer having a similar processing ability or by 
a corresponding portion. A value determined in advance by 
an estimation is used in case an actual measurement is 
impossible for some reason. The domicile of a task indicates 
either the controller to which each task belongs by nature. or 
its portion. Incidentally. this information is stored in a table 
called the “task load table”. as shown in FIG. 9. In this 
selection. moreover. in case the task has a low priority even 
if it was executed before the backup by the microcomputer 
in charge of the backup. it may not be executed after the 
backup. In other words. this task may be expelled. The task 
thus expelled is added to a task to be backed up and awaits 
a backup by another microcomputer. 

Subsequently. the present function registers the selected 
task in the scheduler 6140 and starts the execution by the 
control task execution 6150. The task expelled from the 
backup microcomputer is deleted from the scheduler 6140 
so that its execution is halted. 

Subsequently. the present function executes three types of 
processings through Steps 6560 to 6590 in accordance with 
both the situation of the task to be backed up and whether or 
not a microcomputer out of charge of the backup is present 
in the controller. 

Let a ?rst case be considered. in which a task having a 
high priority is among ones to be backed up and in which all 
the active microcomputers in the controller are not in charge 
of the backup. Then. a microcomputer having a low load 
factor is selected as one to be in charge of the backup. and 
the internal backup procedures are repeated again at Step 
6520. This repetition of assigning the backup sequentially to 
the individual microcomputers in the controller is made so 
that many tasks or loads can be backed up in the controller. 

In the cases. on the other hand. in which a task to be 
backed up is one having a low priority and in which a task 
having a high priority is left among those to be backed up. 
but all the active microcomputers in the controller are 
assigned charge of the backup. the new execution situation 
of the controller is broadcast through the network 1000. 
Then. it is indicated to the backup request 6120 that there is 
left a task to be backed up. so that the task to be backed up 
may be backed up by another controller. Moreover. the 
procedure concerning the backup between the controllers of 
FIG. 3 is started to end the processing of the present 
procedure. 
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In case. on the other hand. there is no task to be backed 
up. the new execution situation of the controller is broadcast 
through the network 1000. and the processing of the present 
function is ended. 
The backup request 6120 is connected with the commu— 

nication 6110. the memory unit 6160 and the internal backup 
6170. This function selects. in case it is informed by the 
internal backup 6170 of the fact that a task to be backed up 
is left. a requested microcomputer of the backup from 
another controller connected with the network 1000 or its 
microcomputer in accordance with the procedure of FIG. 3. 
and requests the backup. These selections and requests are 
repeated till the backups of all tasks are ended. This proce 
dure is called the “backup requesting procedure". as will be 
described in detail in connection with a speci?c example. but 
it is schematically described for explaining the present 
function. 

This function selects at Step 6610 a controller to be 
requested for the backup or its microcomputer by using the 
information states of all microcomputers stored in the 
memory unit 6160. The standard for this selection is that the 
controller selected has the lightest load of microcomputers 
of other controllers. Incidentally. this information is stored 
in the acceptance precedence table shown in FIG. 8. 

At subsequent Steps 6620 to 6640. the present function 
transmits a message 6600 indicating a request for a backup 
to the requested microcomputer selected before. The mes 
sage 6600 includes information of the task to be backed up. 
This message 6600 is sent through the network 1000. The 
present function then awaits an answer from the requested 
microcomputer. This answer is a message 6700 which is 
broadcast to the entire system by the requested microcom 
puter and which indicates that it is an answer to the request 
for a backup. The message 6700 further contains informa 
tion indicating both the task backed up by the requested 
microcomputer and the task (or the expelled task) which was 
not executed by the requested microcomputer because of the 
former backup. The present function has come into its 
standby state till it receives the message 6700. and is 
released from its standby state upon reception of the mes 
sage 6700. to advance next to Step 6642. 
At subsequent Steps 6642 to 6648. the present function 

decides whether or not there is a task backed up by the 
requested microcomputer. If the answer is YES. the present 
function advances to Steps (6650 to 6670) for determining 
the end of the request for the backup. If there is no task 
backed up by the requested microcomputer. it is determined 
at Step 6644 whether or not all the microcomputers of other 
controllers have been requested for backup. If the answer is 
NO. the microcomputer having the next lightest load to that 
of the present requested control of the microcomputers of 
other controllers is designated at Step 6646 as the requested 
microcomputer of a next backup. Then. the present function 
returns to Step 6620. at which the requests for backup are 
repeated. If. on the other hand. all the microcomputers of 
other controllers are requested for a backup. the backup 
itself has failed. In this case. therefore. a degeneration is 
started by degenerate means. as indicated at Step 6648. and 
the present function ends the backup requesting procedure. 

If it is decided at Step 6642 that there is a task backed up 
by the requested microcomputer. the present function at 
Steps 6660 and 6670. changes the individual tables stored in 
the memory unit 6160. in accordance with the message 6700 
coming from the requested microcomputer. Furthermore. the 
present function deletes the task backed up by the requested 
microcomputer from the tasks to be backed up. and adds the 
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8 
task expelled from the requested microcomputer to the tasks 
to be backed up. After this. the present function decides 
whether or not there is a task to be backed up. and returns 
to Step 6610. if the answer is YES. to repeat the selection of 
the requested microcomputer and the request for the backup. 
Thanks to this repetition of the request and the rejection or 
acceptance of the requested microcomputer. the task to be 
backed up can be autonomously distributed and backed up. 
The backup acceptance 6130 is connected with the com 

munication 6110 and the memory unit 6160. In response to 
the message 6600 sent from another controller through the 
network 1000 to request a backup. this backup acceptance 
6130 backs up the task which is requested to be backed up 
by the message 6600. in accordance with the procedure of 
FIG. 4 and in dependence upon the load state of the 
microcomputer requested for the backup. In this procedure. 
the task for which backup is requested and the task being 
executed by the microcomputer are interchanged so that the 
load factor of the microcomputer in charge of the backup 
may be increased as high as possible within a limit load 
factor. This interchange is a function necessary for backing 
up the task having a considerably large load factor. Even 
without any margin for backing up the task having a high 
load factor. this task can be frequently backed up if a margin 
is prepared for expelling a task having a low load factor. The 
task thus expelled will be executed as one to be backed up 
if requested for backup by another microcomputer. 
Alternatively. another interchange may be caused. but a task 
of a low load factor is expelled at each interchange. As a 
result. the possibility of backup is enhanced so that the 
backup can be ?nally executed. If. in this interchange. either 
a task indispensable for supervising its own controller or a 
task requiring a lot of communication in case it is executed 
by another controller. causes the malfunction of its own 
controller or a fault in the communication due to a bottle 
neck of the amount of communication of the network 1000. 
In order to prevent this failure. the present procedure selects 
an indispensable task or a task involving a lot of commu 
nication is selected with priority. Moreover. the present 
function informs the entire system of the result of the 
backup. This procedure is called the “backup accepting 
procedure”. as will be described in detail in connection with 
a speci?c example. but it is schematically described in the 
following so as to explain the function of the present 
procedure. 

At Steps 6710 to 6730. this function selects. according to 
priority. a task. which is to be executed after the backup by 
a microcomputer in charge of the backup. from the tasks to 
be backed up and the plurality of tasks being executed by the 
backup microcomputer. At this time. in order to prevent its 
own controller from going down due to the backup. a task 
indispensable for supervising its own controller such as a 
task for providing the communication 6110. the backup 
request 6120 and the scheduler 6140. is selected with the 
highest priority. In order to prevent a bottleneck due to the 
amount of communication of the network 1000 from being 
created to cause a communication fault. the task. which will 
require much communication if executed by another 
controller. is selected with the next highest priority. After 
this. another task is selected. In each priority. there is 
selected a task which has such a combination that the 
microcomputer in charge of the backup may take the maxi 
mum load within the limit value. This load limit value is 
stored in the memory unit 6160 and will be called the “limit 
load factor". This selection is identical to that of Step 6530 
of the internal backup procedure of FIG. 2. In this selection. 
moreover. even the task. which has been executed before the 
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backup by the microcomputer in charge of the backup. may 
not be executed after the backup if it has a low priority. 
Subsequently. the present function registers the selected task 
with the scheduler 6140 and causes the microcomputer to 
start its execution. The task expelled from the backup 
microcomputer is deleted from the scheduler 6140. and its 
execution is halted. 

At subsequent Step 6740. the present function broadcasts 
the message 6700. including the information indicating the 
task to be backed up and the task to be expelled. over the 
network. The change in the execution state of its own 
controller is indicated by that message 6700 to all other 
controllers. Moreover. the present function rewrites the 
execution sharing table. the task load table and the accep 
tance precedence table. which are stored in the individual 
memory units 6160. 6260. 6360 and 6460 of all controllers. 
in response to the message 6700. On the basis of this 
message 6700. as described above. the backup request (any 
of 6220. 6320 and 6420) of the requesting microcomputer 
deletes the task backed up from the tasks to be backed up. 
Moreover. the expelled task is added to the tasks to be 
backed up. 

Thus. the plurality of tasks being executed by one down 
controller are distributed according to the loads of the active 
controllers requested for the backup so that they are ?nally 
backed up by the plurality of controllers. In short. in the 
distributed control system of the present invention. one 
down controller is backed up by the plurality of active 
controllers sharing the load according to their load situa 
tions. In this backup. moreover. the sharing is carried out for 
the backup according to the attributes concerning the 
amount of communication of the task. so as to suppress an 
increase in the amount of communication on the network. 
An example of the physical construction of this distrib 

uted control system is shown in FIG. 5. The controllers 1. 2. 
3 and 4 are given identical constructions individually includ 
ing: network transmit/receive units (or connectors) 41a. 41b. 
41c and 41d connected with the network 1000; four micro 
computers (MCl. MC2. MC3 and MC4) 701 to 704. 711 to 
714. 721 to 724. and 731 to 734 connected individually with 
respective ones of the network transmit/receive units (or 
connectors) through serial data buses 71a. 71b. 71c and 71d; 
global memories 82a. 82b. 82c and 82d connected with the 
microcomputers (MCI. MC2. MC3 and MC4) through 
buses 70a. 70b. 70c and 700; input/output processing units 
(110) 83a. 83b. 83c and 83d connected with the microcom 
puters (MCI. MC2. MC3 and MC4); and the buses 70a. 70b. 
70c and 70d connected with the microcomputers. The indi 
vidual controllers are designated at DC1. DC2. DC3 and 
DC4. The individual microcomputers in the individual con 
trollers are designated at MCI. MC2. MC‘! and MC4. Here. 
the individual microcomputers are assumed to execute tasks. 
as speci?ed therein. Here. tasks NCl. NC2. NC3 and NC4 
control the message transmissions/receptions between the 
controllers through the network 1000 to provide the com 
munications 6110. 6210. 6310 and 6410 of FIG. 1. On the 
other hand. tasks CM1. CM2. CM3 and CM4 control the 
executions of the tasks in the individual controllers 1. 2. 3 
and 4 to provide the backup requests 6120. 6220. 6320 and 
6420 of FIG. 1 and the backup acceptances 6130. 6230. 
6330 and 6430. The tasks having designations starting from 
letter T are the control operations to be executed by the 
individual controllers and are processed by executing the 
control tasks of FIG. 1. Tasks such as OS11 starting with the 
letters OS are real time operating systems having backup 
functions incorporated thereinto and are executed by the 
individual microcomputers. These tasks individually pro 
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10 
vide the internal backup controls 6170. 6270. 6370 and 6470 
of FIG. 1. Moreover. these individual real time operating 
systems execute the schedulings concerned with the indi 
vidual microcomputers independently of one another. 
Speci?cally. the operating systems distribute the schedulers 
6140. 6240. 6240 and 6440 of the individual controllers and 
provide them to the portions concerned with the individual 
microcomputers. 
The individual microcomputers are given a common 

construction. as will be described by timing the microcom 
puter (MCI) as an example with reference to FIG. 6. The 
microcomputer (MCI) 701 includes: a processor (PR) 6811 
for executing a task: a neural engine (NE) 6812 for accel 
erating the neuro operation contained in the task: a sequence 
engine (SE) 6813 for accelerating the sequence controlling 
operation contained in the task; a local memory (LM) 6816 
for copying and storing a portion of the content of the global 
memory (GM) 82a to prevent a performance drop due to an 
access con?ict of another microcomputer with the global 
memory (GM) 82a; a bus interface (BIF) 6817 for coupling 
the bus 70a and a bus 6819 in the microcomputer in case the 
memory to be accessed is the global memory (GM) 82a: a 
direct memory access control (DMAC) 6818 for executing 
a high speed transfer between the local memory (LM) 6816 
and the global memory (GM) 8201 a free running timer 
(FRT) 6815 acting as a scheduling clock; a run adapter (LA) 
6814 connected with the network transmit/receive unit 41a 
for executing the conversions from serial data to parallel 
data or vice versa and the coding/decoding: and a fault 
control circuit 6820 for detecting a fault of each component 
to stop the operation of the microcomputer and to inform 
another microcomputer of a fault through the bus 70b. 
Moreover. the individual components are connected through 
the bus 6819. 

Here. the fault control circuit 6820 provides a faulty 
portion isolating function by using the bus 70b as a com 
munication passage in association with the fault control 
circuit of another microcomputer. In case the microcomputer 
702 of FIG. 3 is faulty. for example. its fault control circuit 
detects the fault to inform the remaining microcomputers 
701. 703 and 704 of the fault of the microcomputer 702 
through the bus 70b. At the same time. the fault control 
circuit of the microcomputer 702 halts the operation of the 
processor (PR) of the microcomputer 702. Moreover. the 
individual fault control circuits of the microcomputers 701. 
703 and 704 start the internal backup procedures in the tasks 
OS11. OS13 and OS14 which provide the internal backup 
control functions being executed by the individual proces 
sors PR. Thus. the function in the faulted portion isolation 
6180 of FIG. 1 is physically realized by the individual 
software of the fault control circuits FD 6820 which are 
packaged in the four microcomputers. 

Moreover. all the microcomputers in the individual con 
trollers of FIG. 3 have the random adopters (LA) so that they 
can operate as the communications 6110. 6210. 6310 and 
6410. Although neither the hardware nor the software of the 
communications are made redundant in the prior art. they 
can be made redundant to improve reliability in the con 
struction of the present embodiment. Of the four run adapt 
ers (LA) in each controller. what actually act as the com 
munications 6110. 6210. 6310 and 6410 are the run adapters 
(LA) of the microcomputers executing the tasks NC 1. NC2. 
NC3 and NC4. In short. even if the active run adapters (LA) 
are faulty so as to make the communication inactive. the 
communication can be restored by backing up the tasks 
NC]. NCZ. NC3 and NC4 in the controllers On the other 
hand. the prior art has a problem that. in case the processors 






















