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SYSTEM AND METHOD FOR VERIFYING 
INTEGRITY OF REPLICATED DATABASES 

TECHNICAL FIELD OF THE INVENTION 

This invention relates in general to the ?eld of data 
transmission. and more particularly to a system and method 
for verifying the integrity of replicated databases. 

BACKGROUND OF THE INVENTION 

In the ?eld of telephone switching systems, modern 
systems typically include a common control section that 
manages the call connection process, and a switching matrix 
that makes the connections. The common control section 
typically includes such equipment as electronic hardware 
modules. digital switching components, and computer con 
trols. The switching matrix typically includes an MXN 
switch having M input ports and N output ports and func 
tional to connect any one of the M input ports to any one of 
the N output ports. The routing of calls through the switch 
ing matrix is accomplished by the common control section. 
A digital cross-connect (DCC) system is a specialized 

switching system that provides improved ?exibility in 
switching services. An example of a modern DCC system is 
provided by US. Pat. No. 5.436390 to Read et al.. entitled 
“Integrated Multirate Cross-Connect System.” assigned to 
DSC Communications Corporation, issued Jul. 25. 1995 
(hereinafter “Read”). Such DCC systems may include a 
plurality of devices that de?ne the M input ports and N 
output ports. an MXN connection matrix switch operable to 
connect any of the M input ports to any of the N output ports, 
and an administration subsystem that provides 
synchronization. monitoring, and control for remapping of 
the connection matrix. In addition, the DCC system taught 
in Read contains redundant parallel planes of all 
components. such that the DCC system can experience a 
number of failures in both planes without loss of network 
traf?c. 
The potentially large number of components in a DCC 

system with redundant parallel planes complicates the con 
trol of DCCs and the communication of data between 
components of the DCC system. Many of the components 
within the DCC system have data memory devices that are 
used to store a replicated database which de?nes the current 
status of the DCC system and components. If errors are 
introduced in the transmission and storage of data to these 
components, these replicated distributed databases may 
begin to diverge. that is, may no longer contain identical 
data. 
A similar problem may be encountered with any other 

system that utilizes a large number of replicated and dis 
tributed databases. For example, air traffic control systems, 
telecommunications systems. and distributed controls sys 
tems may require replicated and distributed databases, and 
may experience catastrophic rnisoperation or failure if the 
distributed databases diverge. 

SUMIVIARY OF THE INVENTION 

Therefore. a need has arisen for a system and method for 
verifying the integrity of replicated databases. More 
speci?cally. a system and method for independently verify 
ing the integrity of replicated and distributed databases at a 
transactional level is required. 
One aspect of the present invention is a method to 

independently verify the integrity of replicated databases 
that includes the steps of determining a checksum value for 
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2 
a ?rst database after updating the ?rst database, determining 
a checksum value for a number of second databases after 
updating each of the second databases. and comparing the 
checksums for the ?rst database to that of each of the second 
databases to verify that each of the second databases are 
identical to the ?rst database. 

Another aspect of the present invention is a method to 
independently verify the integrity of replicated databases. 
This method includes the steps of determining a ?rst and 
second checksum value for a ?rst database before and after 
updating the database. respectively. A ?rst and second 
checksum value is then determined for each of a plurality of 
second databases before and after updating the plurality of 
second databases. respectively. Finally. the ?rst and second 
checksum values determined for the ?rst database are com 
pared to the ?rst and second checksum values. respectively. 
determined for each of the second databases before storing 
the changes to the second databases. 

Yet another aspect of the present invention includes a 
system for independently verifying the integrity of repli 
cated databases that includes a ?rst database with a check 
sum calculator that calculates a checksum of the ?rst 
database, a number of second databases. each having an 
associated checksum calculator that calculates a checksum 
for its associated second database. and a number of check 
sum comparators. each associated with a second database, 
that compare the ?rst checksum and the second checksum to 
determine whether they are the same. 

One important technical advantage of the present inven 
tion is the ability to perform a checksum process on an entire 
database, as opposed to a single transmitted data block. This 
provides additional security against database divergence due 
to errors that may be introduced at points other than during 
data transmission. 

Another important technical advantage of the present 
invention is the ability to verify the integrity of replicated 
and distributed databases at a transactional level. Many 
database applications undergo constant updating as a result 
of transactions involving the database. The present invention 
provides a system and method for verifying the integrity of 
replicated and distributed databases for such applications. 

Yet another important technical advantage of the present 
invention is the ability to synchronize a replicated and 
distributed database in the event that checksum failure 
occurs. By synchronization. retransmission of either a single 
transaction message or the entire database may be requested. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present inven 
tion and advantages thereof, reference is now made to the 
following description taken in conjunction with the accom 
panying drawings, wherein like reference numerals repre 
sent like parts, in which: 

FIG. 1 shows an example of a modern telecommunica 
tions network; 

FIG. 2 shows an exemplary high level system architecture 
for a digital cross-connect system; 

FIG. 3 is an exemplary high level view of a control 
structure for a digital cross-connect system; 

FIG. 4 is a block diagram of a cross-connect matrix; 
FIG. 5 is an example of a transaction journal format and 

database update format that may be used to help verify the 
integrity of a replicated database in accordance with the 
teachings of the present invention; 

FIG. 6 is a ?owchart of a method for forming a checksum 
in accordance with the teachings of the present invention; 
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FIG. 7 is a ?owchart of the transaction journal processing 
which occurs at each unit controller and at other locations 
where the database is replicated, in accordance with the 
teachings of the present invention; and 

FIG. 8 is an exemplary block diagram of a system for 
verifying the integrity of replicated databases in accordance 
with teachings of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

In order to better describe the present invention. the 
invention will be applied to data transmission requirements 
for a DCC system. It is understood that the invention may 
also be applied in a variety of other applications that involve 
the transmission of data to a plurality of discrete locations or 
devices. 

FIG. 1 shows an example of modern telecommunications 
network 10. A plurality of telephones 12 or digital data 
stream sources 14 are connected to local central o?ice 16 
through carrier system 18. private branch exchange 20. local 
area network 22. or other distributed communications data 
sources. Local central o?ice 16 is functional to connect 
subscribers operating within local central o?ice 16 and is 
further functional to connect subscribers from local central 
o?ice 16 to other subscribers through intero?ice trunks 2A. 
Intero?ice trunks 24 may include satellite systems, micro 
wave systems, coaxial systems. and ?ber optic carrier sys 
tems. A DCC system is typically used at local central o?ice 
16, but may also be used at carrier system 18, private branch 
exchange 20. or other locations that are not explicitly shown 
in FIG. 1. 

FIG. 2 presents a high level system architecture of a DCC 
system 30. DCC system 30 provides an integrated platform 
for cross-connecting signals at broadband, wideband, and 
narrow band levels and supports cross-connection of both 
domestic and international rates and formats. For purposes 
of this description. discussion is limited to domestic signal 
ing at DS0, DS1, DS3, SI‘S-l, 0C3, and OC12 rates, though 
DCC system 30 may also process signals at other rates. 
DCC system 30 terminates synchronous optical (0C3, 

OC12). synchronous electrical (STS-l), and asynchronous 
electrical (DS3. DS1) network signals. Cross-connection is 
provided via a multi-rate, multi-subsystem architecture that 
insures maximum ?exibility at all network levels. With 
multiple subsystems under a single administration control, 
DCC system 30 manages individual high capacity, non 
blocking matrix subsystems in order to perform cross 
connections. DCC system 30 includes an administration 
subsystem 32 and matrix subsystems including a broadband 
subsystem 34. a wideband subsystem 36 and a narrowband 
subsystem 38. 

Administration subsystem 32 includes an administration 
unit 40 and a timing/communication controller (T CC) unit 
42. Administration unit 40 performs operations. 
administration. maintenance. and provisioning (OAM&P) 
functions for DCC system 30. Administration unit 40 also 
provides communications interfaces to users and with cen 
tral o?ice discrete signals. Administration unit 40 handles 
system control for DCC system 30 through a hierarchical 
distribution scheme among the various components of the 
system, as described below. 
Timing/communications controller (TCC) unit 42 pro 

vides communications and timing functions for DCC system 
30. TCC unit 42 may receive an o?ice timing source to 
generate the internal timing for synchronizing broadband 
subsystem 34, wideband subsystem 36. and narrowband 
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4 
subsystem 38. TCC unit 42 further controls each component 
within DCC system 30 through an hierarchy of controllers as 
supervised by administration unit 40. Timing synchroniza 
tion may also be derived from network signals for distribu 
tion to each subsystem. Synchronization and control infor 
mation from administration unit 40 are distributed 
throughout DCC system 30 by TCC unit 42. 

Broadband subsystem 34 includes high speed optical 
(HSO) units 44 and high speed electrical (HSE) units 46 that 
are coupled to a broadband matrix unit 48. HSO units 44 and 
HSE units 46 are data transceivers. Broadband system 34 
supports network termination of signals including DS3. 
STS-I. 0C3. and OC12 signals as well as international 
termination capability. Internal transmission link 50 carries 
optical signals and permits ?exibility in physical arrange 
ment and location of DCC system 30 components. 

Wideband subsystem 36 signals are cross-connected at 
VT1.5 through VT6 rates into internal synchronous channels 
52 having a wideband matrix transport format (MTF) of a 
matrix payload envelope capable of carrying the VT-rated 
signal. Higher rate network signals including D83 and 
STS-l discussed in conjunction with broadband subsystem 
34 will normally access wideband subsystem 36 for tributary 
access or switching through broadband subsystem 34 over 
ITLs 50 and tributary signal processing (TSP) unit 54. TSP 
units 54 are data transceivers. 

Wideband subsystem 36 includes low speed electrical 
(LSE) units 56, TSP units 54. and wideband matrix center 
stage 58. LSE units 56 are data transceivers. Wideband 
subsystem 36 supports network termination of D83 and D51 
signals as well as international termination capability. Net 
work signals are cross-connected through wideband sub 
system 36 in an internal matrix transport format. 
Narrowband subsystem 38 includes narrowband interface 

unit 60, subrate interface units 62, and narrowband matrix 
unit 64. Narrowband interface units 60 and subrate interface 
units 62 are data transceivers. Narrowband subsystem 38 
signals may be cross-connected at a DSO rate. An optional 
subrate interface unit 62 provides direct electrical termina 
tion of signals at the D81 and D83 rates. However. instead 
of direct signal termination, narrowband subsystem 38 nor 
mally accesses network tra?ic through wideband subsystem 
36. 
DCC system 30 may use redundant data paths in coupling 

each component together to increase operational reliability. 
Each subsystem may be organized in dual independent 
planes with no cross-coupling within the planes. In this 
con?guration, each HSO unit 44. HSE unit 46, LSE unit 56, 
TSP unit 54. and other data transceiver within each sub 
system has access to both planes and is capable of indepen 
dently selecting an active plane. Thus, a number of failures 
can be accommodated in both planes without loss of net 
work tra?ic. I 

FIG. 3 is a high level view of the control structure for 
DCC system 30. Top level control is found within admin 
istration unit 40 of administration subsystem 32. Adminis 
tration unit 40 includes redundant processors 70 to provide 
the platform to perform OAM&P functions. Processors 70 
perform the monitoring and control for DCC system 30. 
Processors 70 interface with central o?ice discrete signals 
through a serial interface 72 to perform top level monitoring 
and control for DCC system 30. Maintenance access to 
processors 70 is accomplished either through a local termi 
nal 74 or by remote access through a modem 76. An RS232 
switch 78 determines whether access to processors 70 is by 
local or remote terminals. Processors 70 are operable to 
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calculate a checksum on a database stored within internal 
memory or on a database stored within an external memory 
device accessible by administration unit 40. 
The second tier in the control hierarchy is the con?gura 

tion of unit managers 80 found within timing/ 
communications control unit 42. Unit managers 80 may be 
used individually or in parallel to provide a redundant 
communications and control path between processor 70 and 
the third level of the control hierarchy. Intra system control 
information is sent from administration unit 40 to unit 
manager 80. Unit managers 80 provide intermediate level 
OAM&P functions. Communications between processors 70 
and unit managers 80 may be accomplished by a network. 
such as a redundant Ethernet local area network (LAN). 
Serial interface 72 provides communications between an 
external source and processors 70 and unit managers 80. 

The third tier of the control hierarchy is performed by unit 
controllers 90 located in each component of broadband 
subsystem 34, wideband subsystem 36, and narrowband 
subsystem 38. Unit controller 90 controls and monitors 
functions provided by the associated matrix units and per 
forms the low level OAM&P function. Control information 
transmitted between unit managers 80 and unit controllers 
90 may be carried on ITLs 50 or through direct cabling 
connections as determined by local constraints. Redundant 
unit controllers 90 may be found in all components of each 
subsystem including HSO units 44. HSE units 46, broad 
band matrix unit 48, LSE S6, TSP 54, and Wideband center 
stage matrix 58. 
Each unit controller 90 is operable to calculate a check 

sum on a database stored within the internal memory of a 
given unit controller 90 or on a database stored within an 
external memory device accessible by a given unit controller 
90. Furthermore. each unit controller 90 is operable to 
determine whether the calculated checksum matches a 
checksurn transmitted from administration unit 40 or any 
other processor. If the checksurns do not match, each unit 
controller 90 is also operable to synchronize such databases 
by determining whether a single update message has not 
been transmitted, to request retransmission of the single 
message, and to request retransmission of the entire database 
from administration unit 40 if the database cannot be syn 
chronized by transmission of a single update message. 

Thus, processors ‘70 are connected through ITLs 50 to 
each other, and to unit managers 80 which are connected 
through lTLs 50 to unit controllers 90 within broadband 
matrix unit 48, HSO units 44, HSE units 46, LSE units 56, 
and TSP units 54. Although individual unit controllers 90 
and unit managers 80 contain software that controls their 
individual function, coordination of all components is per 
formed by software within processors 70 in administration 
unit 40. 

In addition, as shown in FIG. 3, processors 70, unit 
managers 80. unit controllers 90, and various other compo 
nents that are not explicitly shown are arranged in parallel 
planes “A” and “B.” These planes are completely redundant, 
in that a number of failures may be accommodated on both 
planes without loss of network tra?ic. Processors 70 may 
perform data quality analysis on the redundant data channels 
and transmit the data channel having the highest quality of 
the two redundant channels. 

Because of the complexity of DCC system 30, the system 
controlled software that runs on controllers 70 in adminis 
tration unit 40 is one of the most important components of 
DCC system 30. Many con?gurations of this software are 
possible. For example. some software packages that may be 
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6 
required to run on processors 70 and administration unit 40 
include software for user interface and validation. software 
for connection setup, software for control of the hardware 
components individually or as a coordinated system, and 
software for determining connections between the 
broadband, wideband. and narrowband cross-connect mani 
ces. 

FIG. 4 shows a block diagram of cross-connect matrix 
118. Cross-connect matrix 118 uses a three-stage architec 
ture capable of switching M input ports to N output ports. 
The three matrix stages for cross-connect matrix 118 are 
designated as originating stage 134, center stage 136, and 
terminating stage 138, each of which may be a plurality of 
discrete devices. In broadest terms. originating stage 134, 
center stage 136, and terminating stage 138 are data trans 
ceivers. ITL multiplexers (ITL-MUXS) 114 are directly 
connected to originating stage 134 and terminating stage 138 
of cross-connect matrix 118. Connections are made from 
originating stage 134 and terminating stage 138 to center 
stage 136. A database containing the present status of 
cross-connect matrix 118 must be maintained and accessible 
by processors 70 and unit controllers 90. 

Administration unit 40 receives routing data for cross 
connect matrix 118 through RS-232 switch 78 from serial 
interface 72, local terminal 74, or modem 76. Administration 
unit 40 transmits switching operations commands to each 
individual unit controller 90 over II'Ls 50. Each individual 
unit controller 90 includes a memory device, and maintains 
a database of the present con?guration of the switching 
matrix. In the absence of a system and method for verifying 
the integrity of these replicated databases, there exists a 
chance that some of the replicated databases will diverge. 
Divergence may occur for many reasons, such as because of 
errors in data transmission, or errors in data processing due 
to local power ?uctuations, or local electromagnetic inter 
ference. In order to prevent divergence of these replicated 
and distributed databases. a system and method for verifying 
the integrity of these replicated databases is required. 

FIG. 5 is an example of a transaction journal format and 
database update format that may be used to help verify the 
integrity of a replicated database in accordance with the 
teachings of the present invention. As previously described, 
control data are transmitted from processors 70 in adminis 
tration unit 40 to unit managers 80 and ?nally to unit 
controllers 90. This control data may include database 
updates to the local database storing the con?guration of 
cross-connect matrix 118. Transaction journal message 208 
is transmitted from processors 70 to unit controllers 90 
either immediately prior to or immediately after transmis 
sion of database update formats 209. Unit controllers 90 or 
other devices that are operable to update the replicated 
database are also operable to receive transmission journal 
208 and database update formats 209. Transaction journal 
message 208 and database update formats 209 are transmit 
ted with routing data block 210 that contains 64 bytes of 
data. Unit controllers 90 and other components that manage 
a replicated database recognize routing data block 210 and 
retrieve transaction journal message 208 and database 
update formats 209 when they are broadcast over the net 
work formed by ITLs 50. 

Transaction journal message 208 further includes index 
data blocks 211 and 217. which contain the index numbers 
assigned to the table identi?ers in table ID blocks 212 and 
218. respectively. The database that de?nes the current state 
of cross-connect matrix 118 is comprised of a plurality of 
tables, each having a di?erent number of columns and rows. 
Blocks 214 and 220 contain the beginning checksum asso 
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ciated with table ID blocks 212 and 218. respectively. 
Likewise, blocks 216 and 222 contain the ending checksum 
associated with table ID blocks 212 and 218. respectively. 
The beginning checksum is the checksum for the associated 
table prior to updating the table. and the ending checksum is 
the checksum for the associated table after updating the 
table. A checksum is a number that is derived from the data 
in the table. such as by adding every entry in the table. Under 
certain circumstances. it may be su?icient to transmit only 
the ending checksum. such that blocks 214 and 220 are not 
required 
An example of database update format 209 is also shown 

in FIG. 5. Blocks 224 and 234 contain index data that 
identi?es the table in the database that is being updated. 
Blocks 228 and 238 contain the column position of the 
associated table and blocks 230 and 240 contain the row 
position of the associated table. Blocks 226 and 236 contain 
the size type of database update block 232 and 242 associ 
ated with index block 224 and 234, respectively, i.e. a one 
byte. two byte. or four byte database update type. As 
previously noted. these database updates may be transmitted 
either before or after transaction journal message 208. but 
will typically be included after routing data block 210. 
Those skilled in the art will recognize that other transaction 
journal message formats and database update formats may 
be used without departing from the scope or the spirit of the 
present invention. 

FIG. 6 is a ?owchart of a method for forming a checksum 
in accordance with the teachings of the present invention. 
After initializing the process at step 152, the beginning 
checksums are computed at step 154. For example, the 
beginning checksums may be determined by adding every 

_ entry in the table. At step 156. the database and checksums 
are updated with all presently available updates. and trans 
action journal message 208 is updated at step 158. At step 
160, the transaction may be aborted. if required. Several 
examples of reasons why the transaction may need to be 
aborted include when the database or journal update cannot 
be completed locally, when a message cannot be transmitted 
‘to another processor. or when resources that are needed to 
complete the transaction cannotbe obtained. 

If the transaction is to be aborted. the database is rolled 
back at step 162. Rolling-back consists of returning the 
database to its condition prior to being updated. as known in 
the art. After database roll-back, method 150 is completed 
until the next set of updates is to be processed. If the 
transaction does not need to be aborted, more updates are 
tested for at step 166. If there are more updates to be 
processed, the method returns to step 156. Otherwise. the 
updates are permanently stored to the database at step 168. 
After the end checksums are captured at step 170. transac 
tion journal message 208 is updated and n'ansmitted to the 
replicated database at step 172. Method 150 is then com 
pleted at step 174 until the next set of updates is to be 
processed. 

FIG. 7 is a ?owchart of the journal processing which 
occurs at each unit controller 90 and at other locations where 
the database is replicated. in accordance with the teachings 
of the present invention. In the example shown in FIG. 7, 
journal processing occurs after the receipt of all updates in 
a given transaction but before the database is committed. 
After initializing the process at step 182. the beginning 
checksums are retrieved from transaction journal message 
208 at step 184 and are compared with the beginning 
checksums calculated locally. If the beginning checksums 
do not match. the database is analyzed to determine whether 
database synchronization, as known in the art, is possible, 
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for example. if one update entry is missing. The database is 
synchronized. as known in the art. at step 188 if possible. 
otherwise the mismatch is reported at step 192. 

If the beginning checksums match, then the present data 
base updates are applied at step 190. Additional updates are 
tested for at step 194. and if none are present, then the ending 
checksums are compared at step 196. If the ending check 
sums do not match. the update is rolled-back, and the 
database is checked to determine Whether synchronization is 
possible. as previously described at steps 186. 188. and 192. 
If the ending checksums match. the database is committed at 
step 200. and the routine is completed at step 202. 

FIG. 8 is an exemplary block diagram of a system for 
verifying the integrity of replicated databases 240. System 
240 contains ?rst database 220 with an associated checksum 
calculator 224 and transceiver 222. First database 220 
receives database update messages from an input (not 
explicitly shown). and checksum calculator 224 calculates a 
checksum of ?rst database 220. As previously described. this 
checksum can include a separate checksum for each of a 
number of tables that make up ?rst database 220. Trans 
ceiver 222 transmits the updates and the calculated check 
sum to at least one second database 228. 

Second database 228 has an associated checksum calcu 
lator 226. checksum comparator 230, and synchronizer 232. 
Checksum calculator 226 calculates a checksum of second 
database 228. Checksum comparator 230 compares the 
checksum of ?rst database 220 with the checksum of second 
database 228. Ifthe checksums match, then second database 
228 stores the updates. If the checksums do not match. 
synchronizer 232 synchronizes ?rst database 220 and second 
database 228. For example, synchronizer 232 might deter 
mine that retransmission of a single update message is 
needed to synchronize second database 228, or it might 
request retransmission of entire database 220 or a compo 
nent part thereof. 

Although the present invention hasbeen described in 
detail. it should be understood that various changes, 
substitutions. and alterations can be made hereto without 
departing from the spirit and scope of the invention as 
de?ned by the appended claims. 
What is claimed is: 
1. A method to verify the integrity of replicated databases 

in a telecommunications network. comprising the steps of: 
determining a checksum for a ?rst database after perform 

ing a series of changes on the ?rst database; 
determining a checksum for each of at least one second 

database after performing the series of changes on each 
second database; 

comparing the checksum for the ?rst database to the 
checksum for each second database; and 

storing the changes made to a speci?c second database if 
the checksum for the ?rst database matches the check 
sum for the speci?c second database. 

2. The method of claim 1, further comprising the step of 
transmitting the checksum for the ?rst database and the 
series of changes to each second database after the step of 
determining a checksum for the ?rst database. 

3. The method of claim 1, further comprising the step of 
restoring the speci?c second database to its original con 
?guration if the checksum for the ?rst database does not 
match the checksum for the speci?c second database. 

4. The method of claim 1, further comprising the step of 
synchronizing a second database if the checksum for the ?rst 
database does not match the checksum for the second 
database. 
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S. The method of claim 1. wherein the step of determining 
a checksum for a ?rst database further comprises the steps 
of: 

determining a checksum for each of at least one table that 
comprises the ?rst database; 

assigning an index number to each table that comprises 
the ?rst database; 

forming a data block for each table that includes an index 
number block and a checksum block; and 

forming a transaction journal message that includes a data 
block for each table. 

6. The method of claim 1. wherein the step of determining 
a checksum for each of at least one second database further 
comprises the steps of: 

determining a checksum for each of at least one table that 
comprises each second database; 

assigning an index number to each table that comprises 
each second database; and 

forming a data block for each table that comprises each 
second database that includes an index number block 
and a checksum block. 

7. The method of claim 1 wherein the step of comparing 
the checksum for the ?rst database to the checksum for each 
second database further comprises the steps of: 

retrieving the data block for each table that comprises the 
?rst database; 

retrieving the data block for each table that comprises the 
second database; and 

comparing the checksum for each table that comprise the 
?rst database with the checksum for each correspond 
ing table of each second database. 

8. The method of claim 1, further comprising the steps of: 
testing for the presence of an abort signal; 
aborting the step of storing the changes made to each 

second database if an abort signal is present; and 
rolling back the ?rst database to its state before perform 

ing the series of changes. 
9. The method of claim 1, further comprising the step of 

synchronizing a speci?c second database if the checksum for 
the ?rst database does not match the checksum for the 
speci?c second database. 

10. A method to verify the integrity of replicated data 
bases in a telecommunications network, comprising the 
steps of: 

determining a beginning checksum for a ?rst database 
before a series of changes are made to the ?rst database; 

determining an ending checksum for the ?rst database 
after the series of changes are made to the ?rst data 
base; 

determining a beginning checksum for each of at least one 
second database before the series of changes are made 
to each second database; 

determining an ending checksum for each second data 
base after the series of changes are made to the second 
database; and 

comparing the beginning and ending checksums deter 
mined for the ?rst database to the corresponding begin 
ning and ending checksums for each of the second 
databases before storing the changes to each of the 
second databases. 

11. The method of claim 10, further comprising the step 
of transmitting the beginning and ending checksums deter 
mined for the ?rst database and the series of changes to each 
second database after the step of determining an ending 
checksum for the ?rst database. 
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12. The method of claim 10. further comprising the step 

of restoring a speci?c second database to its original con 
?guration if the ending checksum for the ?rst database does 
not match the ending checksum for the. speci?c second 
database. 

13. The method of claim 10. further comprising the step 
of synchronizing a speci?c second database if the beginning 
and ending checksums for the ?rst database do not match the 
corresponding beginning and ending checksums for the 
speci?c second database. 

14. The method of claim 10. wherein the step of deter 
mining a beginning checksum for a ?rst database further 
comprises the steps of: 

determining a checksum for each of at least one table that 
comprises the ?rst database; 

assigning an index number to each table that comprises 
the ?rst database; 

forming a ?rst data block for each table that includes an 
index number block and a checksum block; and 

forming a transaction journal message that includes a ?rst 
data block for each table. 

15. The method of claim 10. wherein the step of deter 
mining an ending checksum for the ?rst database further 
comprises the steps of: 

determining a checksum for each of at least one table that 
comprises the ?rst database; 

assigning an index number to each table that comprises 
the ?rst database; 

forming a second data block for each table that includes 
an index number block and a checksum block; and 

forming a transaction journal message that includes a 
second data block for each table. 

16. The method of claim 10, wherein the step of deter 
mining a beginning checksum for each second database 
further comprises the steps of: 

determining a checksum for each of at least one table that 
comprises each second database; 

assigning an index number to each table that comprises 
each second database; and 

forming a ?rst data block for each table that comprises 
each second database that includes an index number 
block and a checksum block. 

17. The method of claim 10, wherein the step of deter 
mining an ending checksum for each second database fur 
ther comprises the steps of: 

determining a checksum for each of at least one table that 
comprises each second databases; 

assigning an index number to each table that comprises 
each second database; and 

forming a second data block for each table that comprises 
each second database that includes an index number 
block and a checksum block. 

18. The method of claim 10 wherein the step of comparing 
the beginning and ending checksums determined for the ?rst 
database to the corresponding beginning and ending check 
sums determined for each second database further comprises 
the steps of: 

retrieving the ?rst and second data blocks from the 
transaction journal message for each table that com 
prises the ?rst database; and 

comparing the beginning and ending checksum for each 
table that comprises the ?rst database with the corre 
sponding beginning and ending checksum for each 
table that comprises each second database. 
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19. The method of claim 10, further comprising the steps 
of: 

testing for the presence of an abort signal; 
aborting the step of storing the changes made to each 

second database if an abort signal is present; and 
rolling back the ?rst database to its state before perform 

ing the series of changes. 
20. The method of claim 10, further comprising the steps 

of: 
synchronizing a second database if the beginning check 
sum for the ?rst database does not match the beginning 
checksum for the second database; and 

synchronizing a second database if the ending checksum 
for the ?rst database does not match the ending check 
sum for the second database. 

21. A system for verifying the integrity of replicated 
databases in a telecommunications network, comprising: 

a ?rst checksum calculator for a ?rst database, wherein 
the ?rst checksum calculator is operable to calculate a 
checksum of the ?rst database; 
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at least one second database. each having an associated 

second checksum calculator, wherein the second 
checksum calculator is operable to calculate a check 
sum of the associated second database; and 

at least one checksum comparator. each associated with a 
second database. wherein each checksum comparator is 
operable to compare the checksum of the ?rst database 
to the checksum of the second database to determine 
whether they are the same. 

22. The system of claim 21, further comprising at least 
one synchronizerr each synchronizer associated with a sec 
ond database and operable to analyze the second database to 
determine when to request retransmission of a missing 
single update message and when to request transmission of 
the entire database. 

23. The system of claim 21. further comprising a data 
transceiver operable to transmit the checksum of the ?rst 
database to each of the second databases. 

* * * * * 


