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METHOD AND SYSTEM FOR 
RECONFIGURING A COMMUNICATIONS 

STACK 

TECHNICAL FIELD 

The present invention relates generally to data processing 
systems and, more particularly, to recon?guring a commu 
nications stack. 

BACKGROUND OF THE INVENTION 

Conventional data communications systems contain a 
communications stack for transferring data between com 
puters. Each computer typically has a communications stack 
which contains a number of layers. For example, the open 
systems interconnect (OSI) communications stack de?ned 
by the International Standards Organization consists of 
seven layers. The layers form a sequence from a lowest layer 
(or bottom layer) to the highest layer (or top layer). The 
layers are used to divide the processing necessary for 
communicating between computers into discrete units. The 
bottom layer in the communications stack typically interacts 
with the physical medium used for transferring the data, 
such as coax cables. The top layer of the communications 
stack provides services to application programs and the 
middle layers of the communications stack typically are 
responsible for routing and maintaining a connection. Data 
is transferred between a local computer and a remote com 
puter by an application program ?rst passing the data to the 
top layer of the communications stack of the local computer. 
The top layer then processes the data and sends the data to 
the next lowest layer in the communications stack. 
Thereafter, each layer in turn processes the data until the 
data reaches the bottom layer, where the data is sent to the 
remote computer over the transfer medium. The bottom 
layer of the communications stack of the remote computer 
receives the data from the transfer medium and passes the 
data up the communications stack. Each layer performs its 
specific processing on the data until the data reaches the top 
layer. The top layer processes the data and sends the data to 
an application program. 
A comstack manager is typically associated with the 

communications stack and is responsible for starting the 
communications stack and for maintaining the communica 
tions stack during its lifetime. FIG. 1 depicts a communi 
cations stack 100 that is managed by a conventional com 
stack manager 102. The communications stack 100 
comprises three layers: layer 104 (the highest layer), layer 
106, and layer 108 (the lowest layer). The layers 104, 106, 
and 108 in the aggregate perform su?icient processing to 
pass data from one computer to another. Each layer 104, 
106, and 108 performs a portion of the functionality neces 
sary to transfer the data and each layer must typically reside 
on the same computer as the comstack manager 102. Each 
layer 104, 106 and 108 provides multiple functions that the 
adjacent layers must know about in order to invoke the 
functionality of the layu'. The comstack manager 102 is 
responsible for starting the communications stack 100 and 
for maintaining the communications stack during its life 
time. In starting the communications stack 100, the com 
stack manager 102 ?rst loads the lowest layer, layer 108, 
into memory. The comstack manager 102 knows the location 
of layer 108 because it has con?guration information that 
speci?es the name and location of the ?les containing the 
layer 108. Upon loading layer 108 into memory, layer 108 
sends an indication to the comstack manager 102 of the next 
highest layer in the communications stack 100 that needs to 
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2 
be loaded In other words, layer 108 indicates to the com 
stack manager 102 the location and names of the ?les 
containing layer 106. Upon receiving this information, the 
comstack manager 102 loads layer 106 into memory. After 
loading layer 106 into memory, the comstack manager 102 
loads the highest layer, layer 104 into memory. The com 
stack manager 102 maintains con?guration information 
which contains the location and names of the ?les containing 
layer 104. After loading the layers 104, 106, and 108 into 
memory, the comstack manager 102 initializes the layers and 
facilitates the communication between the layers for the 
lifetime of the communications stack 100. 
The conventional comstack manager 102 has various 

limitations when recon?guring the communications stack 
100. The phrase “recon?guring a communications stack” 
refers to providing a new communications stack having one 
or more different layers than the current communications 
stack. Recon?guring a communications stack is necessary 
since different con?gurations of communications stacks 
usually provide diiferent connectivity. That is, each type of 
communications stack typically establishes a connection to 
another computer using a different set of protocols. A 
“protocol” is a set of rules or standards designed to enable 
computers to connect with one another and to exchange 
information with as little error as possible. As such, a user 
may choose to connect to a computer using a different 
connectivity and hence, the communications stack will need 
to be recon?gured. One problem with recon?guring the 
communications stack 100 in conventional systems is that 
the comstack manager 102 expects a communications stack 
having a ?xed number of layers, such as exactly three layers. 
Many communications stacks do not have exactly three 
layers; but rather have more or fewer layers. This limitation 
prevents the comstack manager 102 from utilizing commu 
nications stacks having four or more layers since the com 
stack manager has no facility for handling these types of 
communications stacks. Further, this limitation makes it 
difficult to use communications stacks having fewer than 
three layers. In order to use a communications stack having 
fewer than three layers with the comstack manager 102, 
dummy layers must be inserted where a layer would other 
wise have been located. For example, if a communications 
stack having only one layer is to be used, it would take the 
place of layer 108 and two dummy layers would have to be 
created to take the place of layers 104 and 106. Such a 
dummy layer acts as a pass through mechanism that unnec 
essarily increases the processing time required to transmit 
data from one computer to another. ' 

A second problem with the conventional comstack man 
ager 102 is that the location and names of the ?les containing 
layer 106 is hard coded into layer 108. As such, in order to 
substitute a diiferent lowest layer into the communications 
stack 100 to replace layer 108, changes have to be made to 
the code of the layer 108. Based upon the above limitations, 
it is desirable to improve the recon?gurability of a commu 
nications stack. 

SUMlVIARY OF THE INVENTION 

‘The system described herein provides a method and 
system for recon?guring a communications stack. The sys 
tem provides a comstack manager that can be used with a 
communications stack having any number of layers. These 
layers can be located on different computers so as to spread 
the load of the communications stack across multiple com 
puters. In addition, the comstack manager facilitates the 
recon?guration of a communications stack without having to 
modify any of the layers of the communications stack or use 
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dummy layers. Each layer provides a single entrypoint 
through which it communicates to its adjacent layers and the 
layers of the communications stack communicate with each 
other using a message transfer system that has a single 
entrypoint for transferring messages. The single entrypoint 
of the layer provides compatibility among the layers and 
?exibility since each layer is not bound to a speci?c de? 
nition of the functions provided by another layer. That is, 
each layer only needs to know how to access the single 
entrypoint which is the same for each layer. The comstack 
manager performs its processing by receiving con?guration 
information at runtime. This con?guration information con 
tains an indication of each of the layers in the communica 
tions stack, a reference of their location which indicates 
whether the layer is located on the local computer or on a 
remote computer, and the ordering of the layers. After 
receiving the con?guration information, the comstack man 
ager of the system starts the communications stack. As such, 
in order to recon?gure the communications stack, all that 
needs to be done is to send the comstack manager new 
con?guration information indicating either a new commu 
nications stack or one or more new layers in the communi 
cations stack. After receiving this information, the comstack 
manager will start each layer and facilitate communications 
between the layers. 

In accordance with a ?rst aspect of the present invention. 
a method is practiced in a data processing system for 
recon?guring a communications stack comprising a number 
of layers for sending data to a remote computer. The 
communications stack is managed by a comstack manager. 
Under the control of the comstack manager, the method 
receives ?rst data indicating the layers of a ?rst communi 
cations stack and starts the ?rst communications stack. 
Additionally. the method receives second data indicating the 
layers of a second communications stack having a different 
number of layers than the ?rst communications stack and 
starts the second communications stack. 

In accordance with a second aspect of the present 
invention, a data processing system is provided containing a 
memory and a processor. The memory further includes a 
communications stack comprising layers for receiving data 
and for sending the data to a remote computer. The layers 
form a sequence wherein the data is received into the 
communications stack by a ?rst of the layers in the sequence 
and the data is transferred sequentially between the layers in 
the sequence until the data reaches a last one of the layers in 
the sequence. The last of the layers in the sequence sends the 
data to the remote computer. In addition, the memory 
includes a message transfer system for transferring the data 
between the layers of the communications stack. The mes 
sage transfer system has a single entrypoint. The processor 
of the data processing system runs the communications stack 
and the message transfer system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 depicts a conventional communications stack 
having three layers managed by a comstack manager. 

FIG. 2 depicts a data processing system that is suitable for 
practicing a preferred embodiment of the present invention. 

FIG. 3 depicts a computer of FIG. 2 in greater detail. 
FIG. 4 depicts the inheritance hierarchy of the layers of 

the preferred embodiment. 
FIG. 5 depicts a ?owchart of the steps performed by the 

OpenStack function member of the CSMod object depicted 
in FIG. 4. 

FIG. 6 depicts a ?owchart of the steps performed by the 
StartStack function member of the CSMod object depicted 
in FIG. 4. 
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4 
FIG. 7 depicts a ?owchart of the steps performed by the 

StopStack function member of the CSMod object depicted 
in FIG. 4. 

FIG. 8 depicts a ?owchart of the steps performed by the 
CloseStack function member of the CSMod object depicted 
in FIG. 4. 

FIG. 9 depicts a ?owchart of the steps perfonned by the 
CreateConnection function member of the comstack man 
ager of the preferred embodiment. 

FIG. 10 depicts a ?owchart of the steps performed by the 
OpenConnection function member of the comstack manager 
of the preferred embodiment. 

FIG. 11 depicts a ?owchart of the steps performed by the 
CloseConnection function member of the comstack manager 
of the preferred embodiment. 

FIG. 12 depicts a ?owchart of the steps performed by the 
DestroyConnection function member of the comstack man 
ager of the preferred embodiment. 

FIGS. 13A and 13B together depict a ?owchart of the 
steps performed by an application program utilizing the 
comstack manager of the preferred embodiment. 

FIG. 14 depicts a debug layer inserted into the commu 
nications stack of the preferred embodiment so as to facili 
tate the debugging of the communications stack. 

J 

DETAILED DESCRIPTION OF THE 
INVENTION 

A preferred embodiment of the present invention provides 
a method and system for recon?guring a communications 
stack. The preferred embodiment provides a comstack man 
ager that can be used with a communications stack having 
any number of layers. These layers can be located on 
different computers so as to spread the load of the commu 
nications stack across multiple computers. In addition, the 
comstack manager facilitates the recon?guration of a com 
munications stack without having to modify any of the 
layers of the communications stack. Each layer of the 
communications stack provides a single entrypoint through 
which it communicates to its adjacent layers and the layers 
of the communications stack communicate with each other 
using a message transfer system that has a single entrypoint 
for transferring messages. The single entrypoint of the layer 
provides compatibility among the layers and ?exibility since 
each layer is not bound to a speci?c de?nition of the 
functions provided by another layer. That is, each layer only 
needs to know how to access the single entrypoint, which is 
the same for each layer. 
The comstack manager of the preferred embodiment 

performs its processing by receiving con?guration informa 
tion at run time. This con?guration information contains an 
indication of each of the layers in the communications stack, 
a reference to their location which indicates whether the 
layer is located on a local computer or on aremote computer, 
and the ordering of the layers. After receiving the con?gu 
ration information, the comstack manager starts the com 
munications stack. As such, in order to recon?gure the 
communications stack, all that needs to be done is to send 
the comstack manager new con?guration information indi 
cating either a new communications stack or one or more 
new layers in the communications stack. After receiving this 
information, the comstack manager will start each layer and 
facilitate communications between the layers. 
The preferred embodiment is practiced in an object 

oriented system wherein the processing of the system is 
performed by a number of “object” is a software construct 
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that combines both data and behavior. The data is referred to 
as data members of the object and the behavior is performed 
by function members. The function members of the object 
act upon the data members of the object. Objects interact by 
invoking each other’s function members. An object is an 
instance of a class. The object-oriented system in which the 
preferred embodiment operates is more clearly described in 
copending US. patent application Ser. No. 08/580, 936, 
entitled “Method and System for Invoking Programmable, 
Shared Objects Using a Direct Memory Reference,” ?led on 
Dec. 28, 1995, assigned to a common assignee, which is 
hereby incorporated by reference and copending US. patent 
application Ser. No. 08/580,937, entitled, “Centralized Mes 
saging System With a Filtering Mechanism,” ?led on Dec. 
28, 1995, assigned to a common assignee, which is hereby 
incorporated by reference. 

Objects in the object-oriented system can be arranged to 
form an inheritance hierarchy where one object (“derived 
object”) inherits at least one other object (“inherited 
object”). The derived object and the inherited object form a 
parent-child relationship in which the derived object can 
access both the data members and the function members of 
the inherited object. In addition, the derived object inherits 
the implementation of the inherited object, which is known 
as “implementation inheritance.” Implementation inherit 
ance allows for the derived object to make use of the 
function members of the inherited object. For example, 
when the derived object receives a request to invoke a 
function member and the derived object does not support the 
function member, if the inherited object supports the func 
tion member, the function member of the inherited object is 
invoked. Additionally, the derived object can rede?ne a 
function member of an inherited object so that when the 
derived object receives a request to invoke the function 
member, the function member of the derived object is 
invoked instead of the function member of the inherited 
object. The derived object rede?nes a function member of 
the inherited object by implementing a function member 
having a similar name. When the derived object performs 
such a function rede?nition, the derived object is said to 
have created an “overriding” function member. 

In the object-oriented system in which the preferred 
embodiment operates, every object has a class object that 
represents a generic type of object and which contains 
certain information that is applicable to all objects of its 
type. This information includes an indication of the inherited 
objects in the object’s inheritance hierarchy, as well as an 
indication of the location of the ?les where the code for the 
object is located. Each class object exposes two function 
members: CreateObject and DestroyObject. The CreateOb 
ject function member is responsible for creating an object of 
the type of the class object and the DestroyObject function 
member is responsible for deleting an object. The class 
objects are themselves objects and as such, class objects 
have their own inheritance hierarchy with a base class object 
at the base of the hierarchy. Therefore, if a class object 
wishes not to implement the CreateObject and DestroyOb 
ject function members, the class objects can take advantage 
of implementation inheritance and use the default behavior 
defined by the base class object. 
A data processing system 200 that is suitable for practic 

ing the preferred embodiment of the present invention is 
illustrated in FIG. 2. As used herein, the term “data pro 
cessing system” refers to any device having a memory and 
a processor. The data p'ocessing system 200 contains a 
number of computers 2.2, 204, 206, 208, 210, and 212 that 
are interconnected via a network 214. The computers 202, 
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6 
204, 206, 208, 210, and 212 in the preferred embodiment 
may be workstations, such as personal computers, or other 
computers, such as mainframe computers like the IBM 370. 
The network 214 utilized by the preferred embodiment is a 
local area network. However, one skilled in the art will 
appreciate that the present invention may be used with a 
wide area network. 

FIG. 3 illustrates the computer 202 of FIG. 2 in greater 
detail. Computer 202 contains a memory 302, a secondary 
storage device 304, a video display 306, an input device 308, 
and a central processing unit (CPU) 310. The memory 302 
contains an application program 312, a comstack manager 
314, a communications stack 316, and a message router 318. 
The application program 312 interacts with a user of the 
computer 202 and performs terminal emulation of one or 
more of the computers 204, 206, 208, 210, and 212 on the 
network 214. The comstack manager 314 is responsible for 
starting the communications stack 316 and for managing the 
communications stack during its lifetime. The communica 
tions stack 316 contains three layers 320, 322, 324 for 
transferring data received from the application program 312 
via the comstack manager 314 across the network 214 to a 
remote computer such as one of computers 204-212. 
Although a communications stack 316 having three layers 
320, 322 and 324 is depicted, in accordance with the 
preferred embodiment, communications stacks having addi 
tional or fewer layers can be used In addition, although the 
layers 320, 322 and 324 are depicted on computer 202, in 
accordance with the preferred embodiment, each layer may 
be located on a separate computer. The layers 320, 322, and 
324 receive the data to be transferred from the message 
router 318 and transfer the data between each layer using the 
message router 318. The message router 318 provides a 
single entrypoint for transferring the data. That is, the 
message router 318 contains a single function that is used for 
transferring data from a source of the data to a destination 
for the data. This single entrypoint simpli?es the code 
needed for communications between the source and the 
destination. The layers of the communications stack 316 and 
the comstack manager 314 are implemented as objects in the 
preferred embodiment. 
The message router 318 supports an application program 

ming interface (API) in order to provide access to its 
functionality. Some of the functions on this API include an 
AomNewRef function, an AomDeleteRef function, and an 
AomOp function. The AomNewRef function is invoked to 
return a reference to an object. A reference to an object is 
used by the message router 318 to send a message to the 
object. The AomNewRef function receives as a parameter a 
character string containing both the name of the object and 
the name of the computer on which the object is located. 
After receiving this and other input. the AomNewRef func 
tion loads the object into memory 302 and returns a refer 
ence to the object that is used for communication with the ‘ 
object. The AomNewRef function and, more generally, the 
processing of the message router are more clearly described 
in US. patent application Ser. No. 08/580,937, entitled 
“Centralized Messaging System With a Filtering 
Mechanism,” which has been incorporated by reference and 
US. patent application Ser. No. 08/5 80,936, entitled 
“Method and System for Invoking Programmable, Shared 
Objects Using a Direct Memory Reference,” which has been 
incorporated by reference. 
The AomDeleteRef function receives a reference to an 

object and deletes the reference. If the reference that was 
deleted was the last outstanding reference to the object, the 
object is removed from memory 302 and stored onto the 
secondary storage device 304. 
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The AomOp function acts as the single entrypoint of the 
message router 318 for transferring messages in the data 
processing system The AomOp function receives as input 
the object reference for a destination object as well as an 
identi?er of a message to be transferred to the destination 
object. The messages transferred by the message router 318 
re?ect the invocation of a function member of an object. As 
such, the identi?er of the message indicates a function 
member to be invoked. All function members in the system 
have a prede?ned identi?er. The message router 318. upon 
receiving this information, transfers the message to the 
destination object whether the destination object is on the 
local computer or on aremote computer. The message router 
318 of the preferred embodiment is implemented as a 
dynamically linked library (DLL) that is loaded into the 
entities, such as a computer program, that use its services at 
run time. 

FIG. 4 depicts an inheritance hierarchy 400 of the com 
munications stack 316 of the preferred embodiment. The 
inheritance hierarchy 400 has an AomObj 402 object at its 
base. The AomObj 402 is the base object within the system 
from which all other objects are derived. A CSMod object 
404 directly inherits the AomObj 402 object and de?nes 
default behavior for each of the layers 320, 322 and 324. As 
previously stated. the layers 320, 322 and 324 are objects. 
The layers 320, 322 and 324 directly inherit the CSMod 
object 404. Each of the layers 320, 322 and 324 may choose 
to use the default behavior provided by the CSMod object 
404 or may choose to override the default behavior and 
provide additional functionality. 
Each layer 320, 322 and 324 exposes a “Send” and a 

“Recv” function member. The Send function member 
receives data as a parameter. The Send function member 
performs protocol-speci?c processing on the data and either 
invokes the Send function member of the next lower layer or 
sends the data across the transfer medium if the layer is the 
bottom layer. An example of protocol-speci?c processing is 
adding a protocol-speci?c header to the data. The Send 
function member invokes the Send function member of the 
next lower layer by invoking the AomOp function. As 
previously stated, the AomOp function is the single entry 
point of the message router 318 that is used for transferring 
messages. The Recv function member is invoked when a 
layer wishes to send data to a next higher layer. When a layer 
receives data and wants to pass it to the next higher layer, it 
invokes the Recv function member of the higher layer and 
passes the data. The Recv function member performs pro 
tocol speci?c processing, such as stripping off a protocol 
header, and invokes the Recv function of the next higher 
layer. One skilled in the art will appreciate that additional 
function members may be provided by a layer depending on 
the protocol used by the layer. 
Each layer 320, 322 and 324 is also derived from two 

interface classes. One interface class is speci?c to the 
protocol used between the layer and the next higher layer 
(“up interface class”) and one interface class is speci?c to 
the protocol used between the layer and the next lower layer 
(“down interface class”). The up interface class de?nes a 
Recv function that is used for sending data to the next higher 
layer in a speci?c format. As such, when sending data to the 
next higher layer, the Recv function invokes the Recv 
function member of the next higher layer using the AomOp 
function. ‘The format of the data is speci?c to the protocol 
used between the two layers. ‘The down interface class 
de?nes a Send function that is used for sending data in a 
protocol-speci?c format to a next lower layer. The Send 
function of the down interface class invokes the Send 
function member of the next lower layer using the AomOp 
function. 
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8 
The CSMod object contains a number of data members 

and function members that are accessible by the layers that 
are derived from it. The data members of the CSMod object 
include a DownOlD data member and an UpOID data 
member. The DownOID data member contains the object 
name of the adjacent layer that is immediately below the 
present layer in the sequence of layers in the communica 
tions stack. The UpOID data member contains the object 
name of the adjacent layer that is immediately above the 
present layer in the communications stack. The CSMod 
object includes various function members such as a Get 
DownOid function member, a SetDownOid function 
member, a GetUpOid function member. a SetUpOid func 
tion member, an OpenStack function member, a StartStack 
function member, a StopStack function member, and a 
CloseStack function member. The GetDownOid function 
member returns the DownOID data member of the CSMod 
object to the caller. The SetDownOid function member sets 
the DownOID data member of the CSMod object. The 
GetUpOid function member retrieves the object name stored 
in the UpOID data member. The SetUpOid function member 
receives an object name as input and stores the object name 
as the UpOID data member. The OpenStack function mem 
ber is used to initialize a layer. The StartStack function 
member establishes a connection. The StopStack function 
member terminates a connection and the CloseStack func 
tion member performs cleanup processing on a layer. 
The OpenStack, StartStack, StopStack and CloseStack 

function members are further described below. By providing 
these function members, each layer facilitates the recon?g 
urability of the communications stack in accordance With the 
preferred embodiment. Although the CSMod object 404 
de?nes default behavior for the function members, the layers 
320, 322 and 324 usually de?ne an overriding function 
member to perform additional or diiferent functionality. As 
such, the following description of these function members 
focuses on the actual functionality that the layers 320, 322 
and 324 need for the function members to perform. 

FIG. 5 depicts a ?owchart of the steps performed by the 
OpenStack function member of the CSMod object 404. The 
?rst step performed by the OpenStack function member is to 
determine if the UpOID data member is equivalent to null 
(step 502). If the UpOID data member is equivalent to null, 
this indicates that the layer is the top layer in the commu 
nication stack 316 and there is no higher layer. This deter 
mination is made by invoking the GetUpOid function mem 
ber. If it is detennined that the UpOID data member is 
equivalent to null, processing continues to step 506. 

' However, if the UpOID data member is not equivalent to 
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null, the OpenStack function member invokes the AomNe 
wRef function of the message router 318 to pass the UpOID 
data member as a parameter (step 504). In this step, the 
AomNewRef function will return an object reference to the 
next highest layer in the communications stack. 

Next, the OpenStack function member determines if the 
DownOlD data member is equivalent to null (step 506). This 
determination is made by invoking the GetDownOid func 
tion member and examining the return code. The DownOlD 
data member may be set to null if this layer is the bottom 
layer in the communications stack 316. If the DownOID data 
member is equivalent to null, the processing continues to 
step 510. However, if the DownOID data member is not 
equivalent to null, the OpenStack function member invokes 
the AomNewRef function of the message router passing the 
DownOID data member as a parameter (step 508). In step 
508, the AomNewRef function will return an object refer 
ence to the next lowest layer in the communications stack. 
Next, the OpenStack function member initializes the layer 
(step 510). In this step, the OpenStack function member 
allocates su?icient memory to be used within the layer as 










