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SECURE PERSONAL APPLICATIONS 
NETWORK 

BACKGROUND—FIELD OF THE INVENTION 

This invention relates to computer networks. speci?cally 
to secure, easily extensible networks. 

BACKGROUND—GENERAL DISCUSSION 

The current downsizing in business and government is 
accompanied by reductions in traditionally reliable societal. 
business, and ?nancial resources. In trying to compensate in 
these fast-paced times, many people are being forced to 
become more capable. The range of tasks each person must 
accomplish to ensure adequate income. personal safety. 
security of possessions, and time to enjoy life are increasing. 
Needed are new kinds of computer-based systems to help 
people function with greater personal capability. 

Nearly 50 million US. citizens are physically challenged. 
750 million worldwide. The vast majority could bene?t from 
capability enhancements ranging from telerobotic and 
mobility aids to sensory annunciators. In many cases, a 
number of simple, comparatively inexpensive devices that 
elegantly coordinate their actions could render complex. 
custom services to those requiring them. Some of the 
devices might be prosthetic in nature; all would intercom 
municate to adjust their actions to their constantly changing 
functional environments. 

With the populations of many countries of the world 
aging, similar kinds of labor-saving systems of devices 
could ?nd many applications in and around the home. 
Needed are mass-produced modules that are easily customi 
zable for home security, safety, labor-saving, home and 
entertainment control, and entertainment applications. But 
because the home automation systems currently on the 
market are expensive, limited in their ?exibility and 
capability, and are dif?cult to install and most 
would-be purchasers are eliminated. 
The home automation market will remain small because 

the prices of systems are high due to low annual sales as 
compared to the personal computer (PC) market. This high 
cost, low-volume market condition will persist until a 
simple. mass-merchandised automation platform succeeds 
in the consumer-product market. Needed is a new type of 
inexpensive. otf-the-shelf. extensible, reliable. computing 
platform that is very simple to install. expand. and operate. 

Coincident with the centenary (1996) of the production 
automobile in the U.S., speed limits are being raised on 
many of the nation’s highways. Annual highway deaths can 
be expected to approach 100,000, the population of Santa 
Clara. Calif. In 1993 the U.S. ?nancial loss to automobile 
accidents totaled $167.3 billion. Many accidents could be 
prevented if automobiles were equipped with capability 
enhancement devices to assist the driver. such as active 
SONAR sensors to warn of cars in a driver's blind spot. With 
more than 150 million automobiles on U.S. roads today, 
vulnerable components like the battery. for example, have 
remained e?‘ectively unreliable from day one. 

Today, the cost due to missed appointments and time 
wasted by the automobile battery’s failure outweighs the 
cost of carrying a spare battery. Worse, a dead battery in a 
seldom visited backwoods can have serious consequences. 
Aside from the cost, the lack of battery improvement. 
redundancy. or battery-power management and condition 
reporting systems in automobiles. suggests that the battery is 
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2 
viewed as an incidental commodity by the automobile 
industry. In contrast. the marine and aircraft industries treat 
the battery as an emergency or critical auxiliary power 
supply. 

In automobile-related emergencies or potential theft 
situations, automobile batteries can be the primary power 
source. In that view. as the security-system power source 
and, therefore, center for exercising control over engine 
starting. the simple car battery becomes centrally important 
to preserving the safety of passengers and ownership value 
of the automobile. That potential central importance has not. 
until now. been utilized. 
Over 1.6 million motor vehicles are stolen each year in the 

U.S., a $10 billion insured loss largely shared by all insured 
motorists. Only one out of seven stolen vehicles is recov 
ered. In a comparison of annual insurance premiums for two 
di?erent $30.000 automobiles. one costs $900 more simply 
because car thieves desire it. While questionable theft 
deterrent devices like alarms and steering wheel bars 
abound. reliable aftermarket theft-prevention systems can 
run into thousands of dollars. Needed are multiple. self 
coordinating devices, each of which performs specialized 
tasks to counter theft: immobilization devices. a communi 
cating device, and a location transponder. 
The problems involved in preventing vehicle theft are a 

distillation of the criteria involved in providing personal 
capability-enhancement devices addressed here. These cri 
teria are: fail-safe and fail-secure. reliable continuous opera 
tion; easy customizability and extensibility of the system; 
availability of a very wide range of application-device types; 
and low cost. Solving these disparate issues indicates a novel 
approach. 

BACKGROUND—DISCUSSION OF PRIOR ARI‘ 

Personal Computers and Industrial Control Networks 
The engineering of computer systems remains prohibi 

tively expensive in all but high-volume merchandising situ 
ations. Yet, mass-merchandise can't accommodate speci?c 
individuals’ needs. Interestingly, one million instructions 
per second (MIPS) of microcomputer power, particularly 
that of embedded microcontrollers. costs about the same as 
a small candy bar. Thus. while a microcomputer having a 
useful number of MIPS costs about the same as a modest 
dinner. the engineering costs to make those MIPS useful for 
speci?c applications can equal several years of average 
income. Clearly. the capacity for rendering the potential of 
microcomputers into customized, useful tools must come 
from inexpensive. ?exible computing platforms modelled 
after the PC. 

While the ubiquitous PC, with monitor and keyboard. 
owned by about a third of Americans is a high-utility 
platform. it has four major limitations for the purposes here. 
First. even as a sub-laptop the PC is too big and vulnerable 
to fit unobtrusively and safely in all the places and environ 
ments where needed, even as a local area network (LAN) 
server. Second. the primitive architecture of the PC. adher 
ing to the support requirements of outdated computer 
programs. so-called “legacy software", limits its robustness. 
fault tolerance. security, and ?exibility under the demands of 
current. increasingly large and complex programs. 
The third limitation is that the PC is an economic casualty 

of its own success as witnessed by the new class of cheaper. 
scaled-down computers dedicated to internet use, so-called 
“network computers" and “internet appliances”. The PC is 
increasingly loaded with options such as CD-ROMS. sound 
systems. and more memory so its average price has actually 
increased $400 since 1993 to $1700 in 1995. 



5,694,335 
3 

Fourth. related to the second and third limitations above 
is the ingrained problem of unreliable PC compatibility 
between vendors due to small variations in components and 
software. While not individually dysfunctional. these varia 
tions can conspire to thwart operation of a new application 
or device. or produce unintended results in peculiar situa 
tions. Centralized-processor architectures like that of the PC 
are rigidly dependent upon the operating ?delity of their 
entire system. Such systems are inherently more “brittle" 
than distributed architectures. especially when used in the 
specialized situations demanded of customized applications. 

Currently available industrial control systems provide 
only limited network bandwidth or speed. For example. 
current high-speed industrial control networks only provide 
up to 1.25 Mbits/second transmission rates; most. such those 
using power-line modems. o?ering less than a tenth of that 
speed (In contrast. current infrared-wireless handheld com 
puters provide up to 4 Mbits/second transmission speeds 
over about three feet). In addition. the fastest of these 
systems are proprietary and require comparatively expen 
sive development systems which both increases the cost of 
application devices and limits their selection to expensive 
industrial models. Because none provide “plug and play” 
and easy con?guration. such systems. for enhancing per 
sonal capability. are beyond consumers‘ reach. 

BACKGROUND-DISCUSSION OF PRIOR ART 
Automobile Theft Deterfence and Prevention 
The ?eld of automobile theft deterfence and prevention is 

the archetype of the broader personal capability enhance 
ment ?eld. There currently is no single. automobile 
aftermarket device that prevents theft. The control nexus of 
any security system is its power supply. for the vehicle that 
critical knot is control over the battery. Various types of 
battery disconnecting switches have been proposed. Gardner 
U.S. Pat. No. 3.692.965 (1972) shows a ?exible pull wire 
running from the battery switch to the passenger compart 
ment and a key lock accessible through the open hood. Luby 
U.S. Pat. No. 4.832.146 (1989) also shows that the hood 
must be opened to access the key-operated battery switch. 
and Clokie U.S. Pat. No. 5.128.551 (1992) shows a switch 
in a compartment but with battery cables accessible. and 
therefore its security can be circumvented by shunts, undm' 
the hood. The Gardner and Luby arts can be defeated by 
removing the switch box from the battery. 

Other automobile theft-deterrent systems show many 
similar features. Robinson et al. U.S. Pat. No. 5.153.558. 
(1992) shows a circuit including a battery reconnect signal 
integrated with various intrusion sensors. Novak et al. U.S. 
Pat. No. 5.404.129 (1995) shows a high starting-current 
interrupt circuit including a frequency modulation (FM) 
receiving override signal required for normal operation. 
Using an operating method similar to the Novak art is Carlo 
et al. U.S. Pat. No. 5.184.023 (1993) showing a switch to 
interrupt high starting current including receiving a radio 
frequency (RF) override signal. Issa U.S. Pat. No. 4.553.127 
(1985) shows a high starting current limiting circuit with 
various types of override accessory components. 

All the aforementioned seven arts can be defeated by 
adding a shunt wire from the battery to the starter or. 
alternatively, simply by removing the existing battery and 
connecting a replacement battery. In addition, the Robinson 
art has no mode or method for con?rming one door status 
detector signal by another. separate signal. Failing to provide 
separate. con?rming sensor signals. a typical failure of 
conventional alarm types. makes a system susceptible to 
spurious alarms due to balky sensors or non-intrusive 
events. 
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4 
In the area of battery redundancy Dougherty et al. U.S. 

Pat. No. 5.162.164 shows a housing including a dual wet 
lead-acid main battery. a smaller reserve battery. and various 
immovable or manual interconnection components. This art 
refers to a speci?c. dated battery technology and is di?icult 
to apply to an increasing number of new technologies. In the 
end. an expensive vehicle. many of which today are priced 
at $30 thousand and up. can simply be hauled away by 
thieves using a truck. In that case. a useful theft-deterrent 
would need a position-transmitting device. 

SUB/[MARY OF THE INVENTION 

The secure personal applications network relates to 
extensible. digital electronic control networks. 
programmable. functionally independent and intercormuu 
nicating microcomputer and microcontroller nodes with 
multiple-levels of secure and safe failure protection. and 
simple-to-modify network node programs. This combination 
provides a platform for implementing and controlling a new 
class of secure. practical. and ?exibly useful electronic and 
electromechanical tools and devices. Non-technical users 
will ?nd these tools to be simple and useful elements of 
systems ultimately capable of providing signi?cant. cus 
tomizable capabilities. 
The digital electronic network. where the term. electronic. 

includes circuits employing wireless or electromagnetic 
wave radiation. e.g.. radio frequency (rf). infrared (jr). laser. 
and light waves. is ubiquitously used to communicate or 
transfer digital information between separate digital 
computers. systems, or nodes. Other than a physical medium 
and language in common. a network of nodes. including 
power supplies. requires adequate speed of information 
transfer, or bandwidth. The network’s inherent extensibility 
enables users to increase the system’s capability simply by 
adding separate. comparatively inexpensive application 
nodes which can act alone, or coordinate their activities as 
necessary. to produce the spatially and temporally diverse 
and complex functions useful in the physical world. 
Importantly, the network’s bandwidth must be su?icient to 
prevent degraded performance when more nodes are added; 
a number of network types apply to the embodiments 
described herein. As discussed regarding natural information 
processing systems. complex system behavior in the real 
world requires both large numbers of processing elements or 
nodes and high-speed communications or bandwidth 
(Hollenberg, D. “Information Processing Systems". in Ency 
clopedia of Computer Science and Technology. vol. 26. 
supplement 6 (A. Kent and J. G. Williams. eds.) Marcel 
Dekker. Inc.. New York. pp. 153-162. 1990). 
The nodes themselves may be any type of computer or 

controller—providing their architectures are compatibly 
implemented so that they can intercommunicate. One 
method of intercommunication is the base. or main node. 
polling, or requesting a response. and responding by 
separate, that is. distributed, nodes. If the base node fails to 
poll or a separate node does not respond. programmably 
independent action is taken to render the system secure 
against unauthorized use. intrusion. or tampering. 

Further. through its electrodes. the battery provides a 
dependable supply of power to each component or circuit of 
the extensible digital network’s base node. The term. “cir 
cui” herein means the minimum portion of electric or 
electronic circuits. including electromagnetic wave radiative 
media. which produces or could produce a desired eifect. 
Further. for purposes here. “electrode” means the electrical 
connection elements permanently ?xed to the battery and 
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across which. in practice. the battery's greatest voltage 
potential is available. An additional capability of the net 
work base-node programmable microcomputers, which 
includes microcontrollers. is automatically switching the 
supply of high-current battery power to electrical loads such 
as a vehicle-engine starting motor under appropriate condi 
tions. In the event of attempted unauthorized use. system 
tampering. or vehicle upset. the system can be prepro 
grarnrned to open these or operate other switches. as well as 
providing for other functions. to prevent starting or to halt 
engine or equipment operation or to cause alarms to sound. 
etc. 

Particularly applicable to multiple battery embodiments, 
the microcomputer can control the charging and mainte 
nance of the batteries in a manner tailored to maximize a 
speci?c battery type’s useful life. For example. one battery 
of a two-battery bank can provide power to its loads while 
the second battery is charged when its optimum discharge 
capacity is reached. 
By locating one digital computer node at or within the 

battery. also referred to as the base node or network logical 
circuits herein. the battery bank’s charging and discharging 
can be automatically managed. Peukeit’s equation enables 
the calculation of a battery’s available capacity at a given 
discharge current and within a given time period: 

where C is the capacity of the battery in ampere-hours and 
is treated as a constant. I is the discharge current in 
amperes. tis the time of discharge in hours. and 11. an 
exponent ranging from more than 1 to about 2. is a 
constant for any given battery type and relates to its 
construction. By test discharging a given battery type 
twice. each at a diiferent discharge currents. e.g.. 25 
and 5 amps. n is calculated accordingly (positive values 
only): 

Incorporating this equation. as well as others for deter 
mining other parameters, as an algorithm in the base node of 
the secure personal applications network is comparatively 
straightforward. Hence. by periodically calculating C. the 
associated battery or batteries can be precisely maintained 
by the appropriate regimen of discharge use and recharging 
in order to op’n'mize the battery's useful life. The capacity. C. 
can also be programmatically reduced over time to re?ect 
aging of the battery system. Additionally. the computed 
capacity can be transmitted to a remote display unit node at 
operator command. 

OBJECTS AND ADVANTAGES 

Accordingly. several objects and advantages of the secure 
personal applications network are to provide as follows: 

a system for personal capability enhancement. 
an easy-to-use “fail safe. fail secure” network and con 

trolled system or systems. 
a network having four levels of security: at the network 

level due to the response to loss of network integn'ty; at 
the network level due to speci?c application-node 
functions like detectors and alarms; at the network 
node level wherein each node responds independently 
to loss of network integrity; and at the application 
device level wherein the device responds indepen 
dently to the loss of integrity of the node-to-device 
cable. 
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6 
a secure. extensible. distributed architecture. multiple 

computer system. 
an electric or electronic system packaged inside its power 

storage unit. 
an electronic system for research data collection. 

surveillance. and control of other systems which can 
operate unattended in a reliable and secure manner. 

a network in which the base-node circuits are encased 
within a power supply. can sense any attempt to gain 
unauthorized access. and can be programmed in dif 
ferent ways to render the network and controlled sys 
tem secure from such access. 

easy programming of a secure network through the use of 
a wireless computer or other type of digital device. 

a simple-to-use. standardized network platform to which 
a wide range of application nodes can be operatively 
connected and includes a built-in power- source backup 
using batteries or capacitors. 

a network with a security program which. when standard 
nodes are added to the network or the network is 
appropriately changed. automatically incorporates the 
added node’s operating functions and characteristics as 
it recon?gures itself to allow non-technical operators to 
use it. also called. “plug and play”. 

a system of digitally controllable electrical and electronic 
components in a removable cassette. to which cables 
can be attached and which can be programmed. secured 
within the weathertight structure of a reliable power 
storage unit. 

a ?exible control system with a built-in alternate power 
source for use in emergency or remote situations for 
applications including communication. command. and 
control in which one or more power-generation appli 
cation nodes. such as solar panel devices. can be 
connected and controlled. 

a network having coordinated network application nodes 
for vehicles that can include kill switches. fuel-shutoff 
valves. perimeter or side-looking SONAR. front and 
rear RADAR or collision detectors. anti-intrusion 
alarms. anti-theft transmission locking devices. global 
positioning by satellite (GPS) systems. telecommuni 
cations devices. key pad entry and ignition access 
devices. engine systems monitors. and interfaces for 
fax machines. and personal computers. 

a network having coordinated network application nodes 
for homes or buildings that include perimeter security 
systems. emergency lighting systems. smoke and gas 
detection systems. child monitoring devices. telecom 
munications management systems. entry-way video or 
screening systems. entertainment system management 
devices. and computer network interfaces. 

a network having coordinated network application nodes 
for the physically challenged including telephone and 
door-bell annunciators. voice-activated appliance 
control systems. therapy devices. electronic braille and 
reading systems. and robotic units for services such as 
retrieving various objects on command. 

an extensible anti-theft system that is easily added to an 
automobile battery. 

an anti-theft system which can be extended by adding 
application nodes in order to provide scalable anti-theft 
protection which can reduce theft-insurance costs. 

a reliable network having various sensors and 
information-providing devices that assist the vehicle 
operator while driving or during an accident or other 
dil?culty. 
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a multiple battery-based network with built-in, microcom 
puter battery management. including discharging and 
charging schedules. conducted through the automatic 
monitoring of battery voltage. current. and temperature, 
which maximizes the useful life of the battery system. 

a stand-alone network and control system that can be 
purchased off the store shelf and implemented quickly, 
anywhere. anytime. 

DRAWING FIGURES 
The breadth of the secure personal applications network is 

re?ected in the many possible embodiments which take their 
form in various parts and arrangements of parts. The fol 
lowing drawings are provided for the purpose of illustrating 
the many aspects and embodiments of the secure personal 
applications network and must not to be construed in any 
way as limiting. Generally. the negative-polarity electrical 
system elements are not shown in order to improve the 
drawings’ clarity. 

FIG. 1 is a diagram of the main components of the 
electrical system of a basic add-on exemplary base node or 
network circuits of the secure personal applications network. 

FIG. 2 is a diagram of the main components of the 
electrical system of an exemplary network application node 
or separate circuit. 

FIG. 3 is a diagram of the main components of the 
electronic system of an exemplary network node or separate 
circuit. 

FIG. 4 is a plan view of a switched add-on exemplary 
embodiment that is attached to the top of a conventional 
lead-acid battery. 

FIG. 5 is a front elevation of the switched add-on exem 
plary embodiment with battery system in FIG. 4. 

FIG. 6 is an isometric drawing of the switched add-on 
exemplary embodiment in FIGS. 4 and 5. including addi 
tional application nodes and a wireless computer. 

FIG. 7 is a diagram of the main components of the 
switched add-on base node or network circuits electrical 
system of the exemplary embodiment in FIGS. 4 through 6. 

FIG. 8 is a diagram of the main components of the 
switched add-on base node or network circuits electronic 
system of the exemplary embodiment in FIGS. 4 through 6. 

FIG. 9 is a section of a plan view of an internal chamber 
exemplary embodiment which has a base node or network 
logical circuits contained within a chamber within a battery. 

FIG. 10 is a plan view of an internal chamber exemplary 
embodiment having network and node-power leads incor 
porated in a plug which plugs into the chambered battery 
system in FIG. 9. 

FIG. 11 is an isometric view of the internal chamber 
exemplary embodiment of the secure personal applications 
network in FIG. 9. 

FIG. 12 is a section of a side-elevation view of the 
preferred embodiment contained within a cassette contained 
within a multiple-battery bank. 

FIG. 13 is an end-elevation view of the preferred embodi 
ment with the cassette system in FIG. 12. 

FIG. 14 is an end-elevation view of the multiple battery. 
without the network and cassette. of the preferred embodi 
ment shown in FIGS. 12 and 13. 

FIG. 15 is an isometric view of the cassette portion of the 
preferred embodiment shown. with the cassette door in the 
open position, in FIGS. 12 and 13. 

FIG. 16 is an isometric view of the preferred embodiment 
with the cassette system and the multiple battery shown in 
FIGS. 12 through 15. 

10 

25 

30 

35 

45 

50 

SS 

65 

8 
FIG. 17 is a block diagram of the main components of the 

network circuits or base node electrical system of the 
preferred embodiment shown in FIGS. 12 through 16. 

FIG. 18 is a block diagram of the main components of the 
network circuits or base node electronic system of the 
preferred embodiment shown in FIGS. 12 through 17. 

FIG. 19 is a ?ow diagram of the main components of the 
network circuits or base node security polling program of 
the preferred embodiment. 

FIG. 20 is a ?ow diagram of the main components of the 
separate circuit or network node security polling control 
program of the preferred embodiment. 

FIG. 21 is a block diagram of an exemplary set of 
network-connected network nodes and devices. or separate 
circuits. to show the extensible character of the secure 
personal applications network. 

PREFERRED AND EXEMPLARY ALTERNATE 
EMBODIMENTS 

With reference to FIGS. 1 through 21. digital electronic 
networks require at least one DC power source which may 
be derived from a recti?ed AC power source or from a 
battery. The battery itself may, in turn. be charged from such 
an AC power source, such as an automobile alternator. or a 
DC source. such as a photovoltaic solar panel. The secure 
personal applications network incorporates a digital network 
of application nodes. also referred to as separate circuits. 
having computer programs which monitor network integrity 
by programably causing the application nodes to enter a 
secure and safe state should the network medium or power 
source fail or should an unauthorized attempt to access the 
components occur. The term, separate circuits. refers herein 
to all circuits which have logical functions distinct from the 
base network node logical function. which is to provide 
basic network communication and security services. 
Because the physical base network node also includes 
separate circuits, which include circuits and. separately or 
together, multiple computer-program procedures and multi 
tasking software which are functionally or logically distinct 
from the base network node and control their own applica 
tion device or devices, including switches and sensors. 
Negative-polarity electrical elements are not shown in the 
drawings except where the inclusion of such drawing ele 
ments does not interfere with drawing clarity. Elements of 
one embodiment having like elements of a previous embodi 
ment are designated sequentially by the same numeral and a 
single prime (') and by the same numeral and a double prime 
(") for the next like element in a subsequently described 
embodiment. 
Description of Basic Add-on Exemplary Alternate Embodi 
ment FIGS. 1 through 3 

With reference to FIG. 1 which is a basic add-on secure 
personal applications network exemplary embodiment. the 
electronic circuitry 17, including program memory (not 
shown), which provides network functions is contained 
within a case 10 and is similar to the electronic circuitry of 
17' in FIG. 8 with the exception of the battery current sensor 
24C and the battery temperature sensor 2413 in FIGS. 7 and 
8. Installation of the aforementioned two sensor types may 
necessitate additional wires or a wireless implementation to 
remotely locate sensor types 24C and 24E directly on battery 
1. 

Continuing the reference to FIG. 1. a battery 1 is a 
conventional, nominally twelve-volt. wet lead-acid automo 
bile battery and includes a positive electrode 2 which is 
operatively connected to a positive battery cable 4B and a 
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network positive lead 4C; battery 1 is also connected to a 
negative electrode 3 which in turn is operatively connected 
to a negative battery ground cable 5B and a negative lead 
5A. Electric power is supplied to case 10 and electronic 
circuitry 17 by way of positive lead 4C and negative lead 
5A. Positive lead 4C is operatively connected to the power 
supply 24F by way of a diode 25 which restricts electric 
power loss from power supply 24F back to battery 1 or to 
ground in the event of failure of the battery or short 
circuiting of the network cable components. A battery volt 
age sensor 24D senses the voltage of battery 1 by way of its 
operative connection to positive lead 4C and, by way of 
elecn'onic circuitry 17, from negative lead 5A which is not 
shown in order to improve clarity. 
A power storage unit 24G in FIG. 1 stores power for an 

electronic circuitry 17 from power supply 24F and to a 
negative lead which connection is not shown for clarity. 
Power storage unit 24G supplies backup power to the 
network base node in the event of failure or severing through 
catastrophe. vandalism, or attempted disarming of battery 1. 
positive lead 4C, or negative lead 5A. Power storage units 
may include supercapacitors which are electric double-layer 
capacitors such as the NEC FSOH474Z (0.47 F). Superca 
pacitors require neither the periodic replacement nor the 
charging circuits required by batteries; also, because they 
don’t employ a chemical reaction to provide electric power. 
supercapacitors can. without regulation. be charged and 
discharged an unlimited number of cycles and are, therefore, 
safe from leaking or exploding in normal use. All nodes and 
application devices in any secure personal applications 
network may similarly include power storage units, includ 
ing supercapacitors. to temporarily compensate for the 
effects of loss of power. A network 14A is conneded to 
electronic circuitry 17 and. together with a network node 
power supply 14B, combine as a powered-node network 14 
(not shown) similar to that shown in FIG. 21. In applications 
including vehicles having a grounded frame. usually the 
negative pole is grounded, network node power supply 14B 
does not require an integral negative lead, although it is 
advisable to include a dedicated negative lead because 
corrosion can limit the e?ectiveness of vehicle frame-based 
grounds. An access sensor 8 detects the opening movement 
of case 10 which may presage loss of network integrity. An 
antenna 16 provides for operator control and programming 
using a computer device employing radio or other wireless 
medium of communication with the network base node of 
FIG. 1. 
The exemplary alternate embodiment of FIG. 1 is opera 

tively attached to the battery clamps of a conventional 
vehicle battery. positive lead 4C to the positive pole and 
negative lead 5A; case 10 is strapped securely in a suitable 
location. The programmable system consists primarily of 
one or more microcomputers or microcontrollers and 

memory (not shown). similar to the microcomputer 23 and 
a memory 23 in FIG. 8. located within electronics enclosure 
17 which is programmed by way of antenna 16 through the 
use of a computer (not shown) such as a wireless computer 
20 in FIG. 6 and a wireless computer 20‘ in FIG. 16. Said 
microcomputer functions both as the programmable master 
node of network 14A and as the separate device for per 
forming functions including battery function calculations 
such as Peukert’s equation and safety and network integrity 
functions as required by the condition of access sensor 8 and 
a tilt/upset sensor 24B. Network 14A can be extended with 
the addition of application nodes such as those shown in 
FIG. 2. 

Referring now to FIG. 2 which is a diagram of an 
exemplary network application node which consists of a 
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network node 28 and an application device 29. Network 
application node 28 includes a node case 22 and an appli 
cation device 29 includes a case 22D which are connected by 
an application control lead 13A and application power lead 
13B contained in an application cable 22C. Node case 22 
includes a network node power lead 14B. to which is 
operatively connected a network voltage sensor 18A. which 
said power lead is operatively connected to the electronic 
circuits associated with an electronics enclosure 13 by way 
of a diode 27. A power storage unit 18B is operatively 
connected to network node power lead 14B to provide 
backup power in the event of failure of node power lead 14B 
and is electrically isolated from said node power lead by 
diode 27. Network lead 14A connects to electronic circuits 
associated with electronics enclosure 13 and a network lead 
out 140. a portion of said network 14A, exits said electronic 
circuits where. along with the continuation of node power 
lead 1413. said network lead and said node power lead are. 
respectively. electronically and electrically terminated by 
terminator 22B. Termination of networks by devices similar 
to terminator 22B are required by some network types; if 
such termination is not required. terminator 22B may be a 
cover to prevent foreign matter from fouling the contacts. An 
access sensor 18C senses the opening of case 22. which. if 
unauthorized. may presage tampering and loss of network 
integrity. Said sensor 18C provides signals to electronic 
circuits in enclosure 13 which include programmable micro 
computer capability to alter the operation of said node 
device in order to place the network system in a secure and 
safe condition as described in the description of FIG. 20. An 
application device 29 includes a case 22D. an alarm device 
22G. a power storage unit 22H. and the electronic circuits 
22E. including programmable microcomputer circuitry (not 
shown) to perform the application’s alarm function and 
respond to network and network node commands. which 
operatively connect to alarm 22G. Alarm device 226 of 
application device 29 is normally controlled by network 
node 28. 

Referring now to FIG. 3 which is a block diagram of the 
main electronic components of a network node or separate 
circuit associated with electronics enclosure 13. A micro 
computer 13D is operatively connected to an application 
device interface 13C. a memory 13E, timers 13F. which 
contains individual timer units 1 through N for timing 
various software program procedures such as those in FIG. 
20. and network interface 136. Memory 13E includes 
non-volatile memory which contains network application 
device drivers and node setup information (not shown) to 
provide “plug and play" upon installation. Application 
device interface 13C provides interface logic through inter 
face lead 13A for controlling application device 29 in FIG. 
2. A power supply 18D supplies, through appropriate current 
limiting/isolation devices which are not shown. microcom 
puter 13D. an application device power lead 1313. which. in 
turn, supplies power to application device 29 in FIG. 2. and 
a network interface 136. Network interface 13G provides 
network logic functions for network lead 14A which consists 
locally of portions of network lead 14A and network-out 
lead 14a.An application device power sensor 18E senses the 
electrical characteristics of application device power lead 
138 to monitor the integrity of said lead for purposes of 
security. A network voltage sensor 18A senses voltage in 
network node power lead 1413 for purposes of monitoring 
network integrity. Access sensor 18C senses opening of case 
22 in FIG. 2 and provides the signal to microcomputer 13D 
which uses this signal to monitor network integrity. 
Operation of the Basic Add-on Exemplary Alternate 
Embodiment FIGS. 1 through 3 
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After positive and negative leads 4C and 5A. respectively. 
of the network node in FIG. 1. are operatively connected to 
battery 1 and the network is initialized, the network appli 
cation node of FIG. 2 is connected to node power 14B and 
network 14A. The basic add-on network is programmed 
using a wireless computer (not shown) similar to computer 
20 in FIG. 6 which communicates to said network by way 
of antenna 16. The application node is programmed. in turn. 
by way of network 14A. The network base node and the 
network application node include security programs (not 
shown) similar to the security programs in FIGS. 19 and 20. 
respectively. During operation, the combined network and 
network application nodes. of which node 28 and its appli 
cation device 29 are one network application node. provide 
a range of communicatively coordinated. services through 
programming and additional network application nodes 
which provide the network with extensible security. control. 
and monitoring functions. 
The ?rst level of security derives from the networked 

nature of all network application nodes which. through their 
inter-communication. automatically discriminate between 
different types of events and collectively respond to increas 
ing degrees and types of challenge. For example. network 
application nodes in a home setting providing for sensing 
carbon monoxide (CO) gas. natural or cooking gas. smoke. 
glass breakage. and indoor/outdoor temperature sensing and 
control. along with appropriate alarms such as node 28 and 
application device 29 in FIG. 2. would discriminate between 
different conditions. In that example. rising indoor tempera 
ture on a warm Spring day would normally decrease heating 
system output and cause roof vents to open. however. the 
smoke and CO sensors detected gases. there may be a ?re in 
the house itself. Alarms and alerting procedures would 
ensue. and roof vents would not be opened because doing so 
would increase the ?re‘ s burning rate. In the event the house 
temperature drops below its programmed level. the heating 
system would ordinarily increase heating system output. 
Should the glass-breakage sensor detect breaking glass in a 
room and alarms are initiated. however. the heating system 
would heat only enough to keep the room from freezing until 
alarms were reset. either locally or remotely through com 
munications. ' 

A second level of security is provided by application 
nodes dedicated to a specific fundion. For example. a 
networked video camera for building security surveillance 
may transmit its recorded images to a hidden receiver/ 
recorder. At the third level of security. the network polls each 
node which is operatively connected to the network for a 
nodal response. including network node 28. in order to 
monitor the entire network’s integrity. i.e.. the network’s 
communication carrying ability and each node's current 
operating parameters. In the event network integrity is 
partially or entirely lost. network and node security proce 
dures are programmably implemented to optimize the secu 
rity and safety of the controlled system or systems. The 
node, in this case an alarm. would initiate its function 
without receiving commands to initiate from other nodes by 
way of the network as it normally would. Security proce 
dures are implemented similar to the security programs in 
the descriptions of FIGS. 19 and 20. Similarly. a fourth level 
of distributed security monitoring is maintained by node 28 
monitoring its operative connection with application device 
29. and with all other application devices to which the node 
is directly connected. Should such monitoring reveal 
problems. the aforementioned network and node security 
programs respond to place the network and nodes in pro 
grammably safe and secure conditions. For example. appli 
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cation device 29. an alarm siren. would initiate its alarm 
function without commands by network node 28 if either 
application interface lead 13A or power lead 13B in cable 
22C were severed and. by detecting that severing. node 28 
would alert the network. 
Description of Switched Add-on Exemplary Alternate 
Embodiment FIGS. 4 through 8 
The alternate exemplary embodiment of the secure per 

sonal applications network in FIGS. 4 and 5. plan view and 
side elevations. respectively. is an add-on secure personal 
applications network which is mounted to a conventional 
vented wet-lead-acid automobile battery. This add-on net 
work includes a latching switch device 7. which latches in 
both the opened and closed positions and. in such positions. 
requires no sustaining electrical power. Latching switches 
similar to latching switch device 7 appear in all switched 
high-current-lead embodiments of the secure personal appli 
cations network. Latching switch device 7 funcn'ons to 
operatively connect or disconnect a conventional automo 
bile battery 1' from battery cable 6 which. in turn. supplies 
loads including an vehicle engine starting solenoid and 
motor; battery cable 6 is an example of a high-current lead. 
Current transients associated with vehicle starting motors 
can induce disruptive currents in nearby electronic circuits. 
If the system’s design can’t accommodate expected induced 
currents, so?ware procedures coupled with current sensing 
can neutralize the effect of comparatively infrequent current 
transients. Such procedures would cause network commu 
nication tra?ic to pause. after sensing indicates an appro 
priate transient. and resume when the transient’s effects are 
no longer disruptive. 

Referring now to plan-view FIG. 4 in which can be seen 
a cell-?ll cap 1A on top of battery 1’. Shown edge-on with 
cover 10E partially cut away is system case 10'. inside of 
which are the battery electrodes 2‘ and 3'. positive and 
negative. respectively. and an intermediate post unit 2A to 
which a battery cable 6 is attached using a cable clamp 4A. 
Aforementioned latching switch device 7 includes compo 
nents such as a stationary switch contact 7A. which is 
operatively connected to a clamp 4. a movable switch 
contact 713 which is self-adjustably attached to a shaft 7D 
and held adaptably parallel in contact position by a spring 7E 
which. in turn. is buttressed by a collar 7M which is rigidly 
a?ixed to shaft 7D. 
The latching function of latching switch device 7 is 

performed by a latch solenoid 7G which. when energized. 
forces a right latch arm 7H and a left latch arm 7] to rotate 
relatively outward from a dual-grooved latch block 7F by 
the fulcrum effect of an anchored fulcrum pin 7L against the 
opposing force of a compression spring 7K. Electrical power 
is controlled by suitable time-delay relays. which are not 
shown in order to improve clarity. and distributed to sole 
noid components 7C and 76 of latching switch device 7 by 
way of an electrical lead 7N and its unnumbered distribution 
lead. The closing of latching switch device 7 causes the 
intimate contact of switch contacts 7A and 7B which opera 
tively connects battery eledrode 2' to battery cable 6 and its 
connected loads by way of latching switch clamp 4 to 
stationary latching switch contact 7A and movable latching 
switch contact 7B thence to battery cable 6 by way of. 
successively. switch conductor cables 6A and 6B. interme 
diate post unit 2A. and clamp 4A. 

Battery negative electrode 3‘ is operatively connected to 
battery ground cable 5B’ by way of post clamp 5. Positive 
and negative supplies to the electrical and electronics cir 
cuits are provided by positive lead 4C’ and negative lead 5A‘. 
Components of system case 10' include a case bottom 10B 
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and a lower bottom 10C which support latching switch 
device 7 and intermediate post unit 2A. respectively; a case 
bottom opening 10D provides clearance for system case 10' 
to ?t over battery electrode 3 and cable clamp 5 without their 
removal. Case cover 10E opens rotationally about a hinge 
10F to cause an access sensor 8' to signal to the 
microprocessor-based control system (not shown) by way of 
sensor lead 8A that case cover 10B is being opened and to 
initiate additional control procedures to counter the effects 
of network-integrity loss due to unauthorized access or 
tampering. A network cable 14 provides network commu 
nication and node power to connected network nodes (not 
shown), also called separate circuits. in either the physical or 
logical network. or both. as shown in FIG. 21. An 
unswitched positive power lead 15 provides power to 
devices and accessories requiring low-current. uninterrupted 
power such as clocks and other units. An antenna 16‘ 
provides an interface for communicating with separate wire 
less devices. such as a handhold computer (not shown). for 
controlling, monitoring, and programming the secure per 
sonal applications network. System case 10' and its contents 
are a?ixed to battery 1' by a strap 11 which is secured by a 
screw assembly 11A. 

Referring now to FIG. 5, a front elevation view of the 
exemplary alternate embodiment in FIG. 4. in which system 
case 10'. shown partially cut away, supports hinged cover 
1013. shown partially cut away to expose latching switch 
device 7, access sensor 8'. negative battery clamp 5. negative 
battery cable 5B’. positive switch clamp 4, clamp 4A. 
intermediate post unit 2A. positive battery cable 6, electron 
ics enclosure 17', which contains the majority of electronic 
circuits and receives positive lead 4C’. negative lead 5A’. 
sensor lead 8A, and latching switch device lead 7N. Net 
work 14. unswitched positive lead 15 with strain relief 15A. 
and antenna 16‘ exit said case. The energizing of solenoid 7C 
closes latching switch device 7 which. in turn. causes the 
intimate contact of switch contacts 7A and 7B which opera 
tively connects battery electrode 2‘ to battery cable 6 and its 
connected loads by way of latching switch clamp 4 to 
stationary latching switch contact 7A and movable latching 
switch contact 7B thence to battery cable 6 by way of, 
successively. switch conductor cables 6A and 6B. interme 
diate post unit 2A. and clamp 4A. Shown also are case 
bottom 10B and case lower bottom 10C. Strap 11 a?ixes 
system case 10' to battery 1' and is adjusted using screw 
assembly 11A. 

Referring now to FIG. 6 in which can be seen the 
embodiment shown in FIGS. 4 and 5 and partially illustrates 
the extensibility of the secure personal applications network 
with the addition of application nodes; like reference numer 
als are used to denote like elements of FIG. 1 but are 
followed by a prime C), as in FIGS. 4 and 5 above. System 
case 10' contains the base node or network logical circuits of 
a secure personal applications network. is a?ixed to battery 
1' by strap 11. and includes lock assembly 19 which locks 
cover 10E closed in order to deter unauthorized access, vent 
cover 1A, hinge 10F. antenna 16', positive battery cable 6, 
negative battery cable 5B’. unswitched positive cable 15. and 
network cable 14. Network cable 14 is operatively con 
nected to a network node 21 which is similar to network 
node 28 in FIG. 2. Network node 21 is operatively connected 
to a second network node 22' by a cable extension 14X. 
Node 21 is operatively connected to an engine kill switch 
application device 21A by an application cable 21C. Engine 
kill switch application device 21A is a network-controlled 
switch device that interrupts the engine starting or ignition 
circuit, an ignition source circuit 213 and an ignition supply 
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circuit 21D of a vehicle. for example. by preventing the 
unauthorized energizing of the starting solenoid (not 
shown). Engine kill switch application device 21A is pro 
grammably controlled by network node 21 which. in turn. is 
normally controlled as a network application node by the 
resulting programmed and operational state of the network 
application nodes by way of the base node or network 
logical circuits located in system case 10'. 
An application device 22D’ includes an alarm device 

which is operatively connected to application node 22' by an 
application cable 22C. Network cable 14 is terminated by 
terminator 22B’. Application device 22D‘ provides program 
mable audible noti?cation of attempted unauthorized entry 
into the vehicle in which the secure personal applications 
network is located. A hand-held wireless computer 20 com 
municates with the network base-node transceiver by way of 
a computer antenna 20A. a communication medium 20B. 
and an antenna 16'. Wireless computer 20 includes program 
mable microcomputer. wireless transceiver. memory. 
keyboard. and display to enable an operator to effectively 
program said network and network nodes and receive suf 
?cient information from said network and network nodes or 
separate circuits to eifectively maintain authorized operator 
control. 

Referring now to FIG. 7 which shows an electrical block 
diagram of the embodiment shown in FIGS. 4 through 6 and 
which includes a battery 1'. an antenna 16‘. and components 
in a system case 10'. The positive electrode of battery 1' is 
connected to positive battery clamp 4 and the negative 
electrode of battery 1' is connected to electronics negative 
supply 5A’ and frame ground 53' through negative battery 
clamp 5. Positive clamp 4 is connected to high-current 
battery cable 6 by way of latching switch device 7. which 
includes latching switch contact 7B. latching switch sole 
noid 7C, latching switch relay 7R. latch solenoid 7G. and 
leads 7N which are shown cut away for clarity. and second 
positive clamp 4A. Positive supply 4C’ is connected to 
unswitched positive supply 15 and multiple power supply 
24F’ by way of diode 25' which prevents signi?cant reverse 
current to battery 1' Power supply 24F provides regulated 
and ?ltered positive power to electronic circuits in electron 
ics enclosure 17' and to network application nodes. also 
called separate circuits herein. by way of node power lead 
14B’. Electronic circuits. shown as a block diagram in FIG. 
8. in electronics enclosure 17' receive sensing input from 
battm'y current sensor 24C. which senses current ?ow in 
positive lead near coupling 4. battery voltage sensor 24D’ 
which senses voltage between diode 25‘ and positive clamp 
4. battery temperature sensor 24E which is physically 
located in contact with battery 1'. and access sensor 8' which 
senses the opening movement of cover 10E and implicit loss 
of network integrity. Said electronics circuits also provide 
the network functions of a network cable 14A’. 

Referring now to FIG. 8 which is a block diagram of 
electronics enclosure 17' shown in FIG. 7 and its major 
associated components. in which can be seen battery 1'. 
antenna 16' and electronics enclosure 17' which includes 
microcomputer 23 with an associated set of timers 23B. a 
memory 23C. a network interface 23D which. with micro 
computer 23. serves as the base node. or network logical 
circuits. of network 14A’ to which said interface is 
connected. and an RF transceiver 23A which is operatively 
connected to antenna 16' Timers 2313 consists of timers l. 2. 
and N which represent an appropriate number of timers to 
service software procedure such as those in FIGS. 19 and 20. 
Sensor connections to microcomputer 23 include access 
sensor 8'. a tilt/upset sensor 24B. battery current 24C. battery 
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voltage 24D‘. and battery temperature 24E. Power supply 
24F‘ are connected to battery 1' by positive lead 4C’ and 
supplies electrical power to node power 14B’, network 
interface 23D, and microcomputer 23. The circuits of power 
supply 24F‘ and many sensors are located both within 
electronics enclosure 17' and throughout case 10'; the nega 
tive leads of said power supply are not shown for purposes 
of clarity. 
Operation of Switched Add-on Exemplary Alternate 
Embodiment FIGS. 4 through 8 

Battery voltage sensor 24D’ provides a voltage signal to 
microcomputer 23 with which, as a digitized analog signal 
along with those of battery current sensor 24C and battery 
temperature sensor 24E. programably calculates. among 
other functions. remaining battery use and the charging 
regimen. That information is provided to the operator 
through wireless computer 20 in FIG. 6. Tilt/upset sensor 
24B senses physical inclination of the system. as might 
occur should the vehicle be towed or transported. or through 
vehicle overturn. as might occur in an tra?ic accident, in 
which cases the microcomputer 23 would. upon receipt of 
the tilt/upset signal. initiate one or more programmed. 
network action requests which can be addressed to speci?c 
network nodes or to the entire network. Depending on the 
speci?c situation and types of network application nodes 
installed on the extensible network. said network action 
requests might include wireless telephone communications. 
using prerecorded messages to alert police, the owner. or 
emergency services, causing the broadcasting of a position 
location signal from the vehicle in order to effect the 
vehicle‘s timely recovery, or simply causing one or more 
alarms in the vehicle to sound. 

Access sensor 8‘ senses the opening of cover 10E. which 
may indicate loss of network integrity. and provides a signal 
to microcomputer B which then enters into a programmable 
security procedure to render the network secure against 
attempted tampering or circumvention. Similarly. micro» 
computer 23. through network interface 23D. timers 23B. 
and network cable 14A‘. programmably polls other nodes or 
separate circuits on said network for their responses in order 
to determine said nodes’ current state, ability to communi 
cate on an intact network medium. i.e.. check for network 
integrity. or continued functioning. Should no response be 
detected from said nodes. microcomputer 23 processes pro 
cedures which programmably provide for optimum contin 
ued functioning of the system. increased safety. and 
increased security or security alertness. Among these and 
other functions. microcomputer 23. using timers 23B. also 
programmably calculates remaining battery charge. 
condition, and life using algorithms including Peukert’s 
equation. Additionally. microcomputer 23 uses a portion of 
memory 23C for operator-programmable functions and 
maintenance of programmable system-access codes such as 
passwords and security algorithms. 
Description of Internal Chamber Exemplary Alternate 
Embodiment FIGS. 9 through 11 

Referring now to FIG. 9 which shows a plan view in cross 
section of an alternate embodiment of the secure personal 
applications network in which a latching switching device 
38 and network circuitry. enclosed within an electronics 
enclosure 37. are located within the primary power supply, 
a power source 31. Power source 31 includes one or more 
capacitance-type electric power storage devices and would 
be installed in a system which has a dependably constant 
power supply. A positive bus bar 47 and a negative bus bar 
48 contain the male high-amperage electrical connectors 32 
and 33. respectively. which serve to electrically connect the 

10 

30 

35 

45 

50 

55 

65 

16 
electrical and electronic components. circuits. and devices to 
power source 31. Said bus bars 47 and 48 are su?iciently 
large to provide structural support for male high-amperage 
electrical connectors 32 and 33. respectively. and to remove 
heat generated through connectors 32 and 33 which can 
occur through sustained high-amperage operation. Current 
transients associated with high-amperage operation can 
induce disruptive currents in nearby electronic circuits. If the 
system’s design can't accommodate expected induced 
currents. software procedures coupled with current sensing 
can neutralize the elfect of comparatively infrequent current 
transients. Such procedures would cause network commu 
nication tra?ic to pause. after sensing indicates an appro 
priate transient. and resume when the transient’s effects are 
no longer disruptive. 
Male high-amperage electrical couplings 32 and 33 are 

operatively connected to female high-amperage electrical 
couplings 38A and 35A. respectively. High-amperage elec 
trical connectors suitable to serve as female high-amperage 
electrical connectors 38A and 35A and male high-amperage 
electrical connectors 32 and 33 include RADSOK 
(registered trademark) High Amperage Electrical Connec 
tors available from Konnektech Division of K & K Stamp 
ing Company. 1200 West Eleven Mile Road. Royal Oak. 
Mich. 48067. U.S.A.. telephone (810) 547-0141; these con 
nectors are available in sizes from 4 mm to 40 mm and in 
various con?gurations with capacities ranging from 10 amps 
to greater than 2000 amps. with the 10 mm version showing 
a temperature rise of about 100° C. in 5 minutes at 340 amps 
sustained current or 4080 watts at 12 volts. over three times 
that expected in normal vehicle starting loads. 

Also shown in FIG. 9 is a rigid negative lead 35B which 
operatively connects female high-amperage electrical con 
nector 35A to external female plug receptacle 35; said rigid 
negative lead is also operatively connected to the electronics 
enclosure 37 to provide a negative source or ground to the 
electrical and electronic components associated therewith. 
Latehing switch device 38 is similar to latching switch 
device 7 of FIGS. 4. 5. and 7. and includes the stationary 
contact 38A. the movable contact 38B. and the solenoid 
38C. Movable contact 38B is operatively connected to 
female plug connector 36 by paired latching switch leads 
36A and 36B. voltage regulation circuitry (not shown) in 
electronics enclosure 37. and switched power lead 36C. 
Voltage regulation circuitry may be provided for both out 
going and incoming power. allows the capacitance-type 
power source to be operated at higher voltages in order to 
partially compensate for the power source’s lower power 
storage capability. Electrical and electronic components 
associated with electronics enclosure 37 connect to their 
associated components and include the unswitched power 
lead 36C which provides unswitched positive power to the 
components. including the latching switch relay which is not 
shown within electronics enclosure 37. and to female plug 
receptacle 44 through lead 44B. The leads of wire bundle 49 
provide control and electrical power to latching switch 
device 38 electrical components. including the switch sole 
noid 38C and latching solenoid 386. The network leads 
43B. 42B. and 4513 provide network connection to network 
components within electronic enclosure 37 and network 
receptacles 43. 42. and 45. respectively. Network receptacles 
43. 42. and 45 provide the requisite number of wires for a 
simple two-wire plus common network and may be varied 
according to the implementation’s requirements. Latching 
switch device 38 and access sensor 39 are attached to 
chamber housing ?oor 41. 

Referring yet to FIG. 9 in which can be seen access sensor 
39 which is similar in function to access sensor 8 in FIG. 1 
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and access sensor 8' in FIGS. 4. 5. and 7. Access sensor 
paired leads 39A provide the sensor signal from access 
sensor 39 which is normally depressed relatively inwardly 
by the insertion of a plug 51 of FIG. 10 which causes 
sustained contact between access-sensor switch element 
39B and the paired contacts of access-sensor paired leads 
39A to provide a normally closed acces s-sensor switch 39B. 
Should access sensor switch 3913 be opened. as would occur 
if plug 51 of FIG. 10 were removed. the electronic circuits 
(not shown). which are similar to those of FIG. 8 and are 
located within electronics enclosure 37. would interpret the 
switch opening as a loss of network integrity and program 
mably cause the microcomputer circuits to process security 
procedures similar to those of microcomputer 23 in response 
to a signal from access sensor 8'. as shown in FIG. 8. after 
sensing the opening of cover 10E in FIG. 6. A receptacle 
panel 46. including the receptacle recess 46A. is mechani 
cally fastened or bonded to power source 31. supports the 
end of access sensor 39 and plug receptacles 36. 44. 43. 42. 
45. and 35. and provides a pair of threaded bosses 34A and 
34B for threaded fasteners. which are not shown, to be 
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inserted through holes 34C and 34D in a mounting ?ange ‘ 
51A in FIG. 10 to threadedly secure said plug in place after 
it is moved in the direction of the direction arrow 51B and 
engaged in said receptacle panel 46. 

FIG. 10 shows a network and system cable 52 terminated 
on one end by extension plug 51 which has bevelled leading 
surfaces 46B to complemcntarily match the bevel of recep 
tacle recess 46A. with a dimple 39C which provides clear 
ance for the tip of access sensor 39. and mounting ?ange 
51A with fastener clearance holes 34C and 34D. Electrical 
portions of plug 51 include connector pins 36P. 44P. 43P. 
421?. 45P. and 35P. which. respectively. plug into receptacles 
36. 44. 43. 42. 45. and 35 in FIG. 9. Said pins are typically 
?tted within sockets such as the socket 36S located within 
plug 51 and further serve to secure wire leads of the network 
and power supply. namely leads 36L. 44L. 43L. 42L. 45L. 
and 35L. 

Referring now to FIG. 11 which is an isometric view of 
the alternate embodiment shown in FIG. 9 and cross section 
arrows 9 which indicate the section location and viewing 
direction of FIG. 9; plug 51 of FIG. 10 is not shown in order 
to improve clarity. Receptacle panel 46. including receptacle 
recess 46A and fastener clearance holes 34C and 34D. is 
attached to power source 31. ?xed in place with fasteners 
40A. 40B. 40C. and 40D. and provides openings and support 
for plug receptacles 36. 44. 43. 42. 45. and 35. and access 
sensor 39. Threaded fasteners (not shown) are used to 
mechanically attach plug 51 of FIG. 10 by inserting said 
fasteners through clearance holes 34C and 34D in ?ange 
51A and securing them in threaded bosses 34A and 34B. 
Operation of Internal Chamber Exemplary Alternate 
Embodiment FIGS. 9 through 11 
The alternate embodiment of the secure personal appli 

cations network shown in FIGS. 9 through 11 includes one 
or more charged capacitors in power source 31 which is 
supplied by a normally available power supply. The network 
is operated by inserting plug 51 into receptacle recess 46A 
to operatively connect electrical and network lines of net 
work and system cable 52 and depress access sensor 39 to 
close access sensor switch 39B. which provides a signal for 
monitoring network integrity. Electronic circuits (not 
shown). which are similar to those in FIG. 8. are located 
substantially within electronics enclosure 37 and include 
voltage regulation and recti?cation through the use of a 
bi-directional powm supply and conditioning unit suited to 
the higher and variable voltages expected from the 
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capacitance-based‘ power source 31. Said cable 52 is similar 
to network cable 14 of FIG. 21 and FIGS. 4 through 6 with 
the main difference being the inclusion of the high-current 
switched positive line and negative ground line to network 
and system cable 52. Operator programming and control is 
accomplished through the use of a separate computer which 
can be of the wireless type and which communicates by way 
of a wireless node (not shown) attached to network and 
system cable 52 or it may be physically connected to an 
appropriate node attached to said cable 52. 
Description of Preferred Embodiment FIGS. 12 through 21 

Referring now to FIG. 12 which shows a side elevation 
cross-section of the preferred embodiment of the secure 
personal applications network in which like reference 
numerals are used to denote like elements of FIGS. 4 
through 8 but are followed by a single prime (') or double 
primes ("). depending on the number of preceding iterations 
of the same component type. FIG. 12 shows a battery bank 
61. which includes one or more sealed battery types such a 
nickel-cadmium (NiCad) or high-amperage-capacity. 
sealed-type batteries. Such sealed-type batteries may be 
horizontal-plate. woven ?lament. lead-acid Horizon 
(registered trademark) batteries manufactured by Elec 
trosource Inc.. 3800 B Drossetr Drive. Austin. Tex. 78744 
1131. telephone (512) 445-6606 or other appropriate types 
of batteries. Battery bank 61 includes a cassette 80 and an 
electronics enclosure 67 within said cassette. a pair of 
positive battery bars 77 and 78. and. respectively. a pair of 
male high amperage connector couplings 63 and 64 fastened 
to said battery bars. A male high-amperage connector cou 
pling 62 is fastened to a negative battery bar 89. Internal 
features of battery bank 61 include an internal chamber 91 
into which cassette 80 insertably and withdrawably ?ts and 
an upper closure groove 76A and a lower closure groove 
73A which provide gripping features for physically securing 
cassette 80 in place within chamber 91 by a pair of closure 
securing handles 76 and 73. 

Continuing to refer to FIG. 12. cassette 80 includes a 
connector groove 83. which includes a connector groove 
outer wall 803. which provides clearance for said cassette to 
slide past a negative male high-amperage electrical connec 
tor 62 when said cassette is slidably inserted or removed 
from chamber 91 in battery bank 61. Included in cassette 80 
are upper and lower latching switch devices 68 and 69. 
respectively. which are similar to latching switch devices 7 
and 38 of FIGS. 4 and 9. respectively. Latching switch 
devices 68 and 69. respectively. include the stationary 
latching switch contacts 68A and 69A which contain female 
high-amperage connector couplings 64A and 63A. the mov 
able latching switch contacts 68B and 69B. and the solenoid 
power and control leads 68E and 69E. Latching switch 
device 68 closes to connect positive electrical power from 
positive battery bar 78. which is connected to a battery 61B 
shown in FIG. 14 and located in battery bank 61. to the 
positive terminal blocks 65X and 65Y. by way of male 
high-amperage electrical connector 64. female high 
amperage electrical connector 64A. a stationary latching 
switch contact 68A. a movable latching switch contact 6815. 
the paired latching switch leads 68C and 68D. a switched 
positive bus 65. and a switched interconnect bus 65A. 
Similarly. latching switch device 69 closes to connect posi 
tive electrical power from positive battery bar 77. which is 
connected to a battery 61A located in battery bank 61 and 
shown in FIG. 14. to the positive terminal blocks 65X and 
65Y. by way of a male high-amperage electrical connector 
63. a female high-amperage electrical connector 63A. a 
stationary latching switch contact 69A. a movable latching 




















