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METHOD AND APPARATUS FOR SECURE 
TRANSMISSION OF VIDEO SIGNALS 

FIELD OF THE INVENTION 

This invention relates to the secure transmission of video 
signals. The invention is particularly concerned with the 
secure transmission of television signals from terrestrial 
transmitters. 

BACKGRUUND OF THE INVENTIGN 

In recent years the advent of Pay-TV systems has gener 
ated a lot of interest in video scrambling. To operate a 
pay-TV system successfully, the video signal transmitted 
must be scrambled to a degree su?icient to render it 
unwatchable by a viewer not equipped with a suitable 
decoder. 

There are a number of scrambled services in operation at 
present, for example that operated by B Sky B Limited 
which broadcasts from the Astra satellite. 
The British Broadcasting Corporation has launched a 

subscription service to be broadcast at night time. The 
service uses existing terrestrial transmitters. 

GB 1503051 describes the scrambling method used by the 
13 Sky B service. The system, known as line-cut and rotate 
(LCR) scrambles individual video lines by cutting the line at 
a point determined by a pseudo-random binary sequence 
generator (PRES) and rotating the two line halves so that the 
second half of the line is transmitted ?rst. To decode the 
signal a subscriber must have a suitable decoder supplied 
with the cut point sequence. In practice the sequence is 
regenerated in the decoder using keys stored in a smart card 
which subscribers pay a fee to receive. 

This scrambling system works well for satellite and cable 
services, and although used in terrestrial systems LCR may 
be found to be unsatisfactory under some conditions such as 
severe multipath propagation, line tilt etc. 
An alternative to LCR is line shuttling (L5) in which the 

video signal is scrambled by shuttling the line order whilst 
maintaining the integrity of individual lines. Examples of 
line shuffling systems are disclosed in EP-Aa356200 of 
Screen Electronics Limited and (BRA-2086181 of Telease 
Limited. 

SUMMARY OF INVENTION 

Although the applicants have appreciated that a system 
based on line shuffling is inherently more rugged than one 
based on line out and rotate, neither of the LS systems 
referred to show how to provide a suf?cient degree of 
ruggedness for use with terrestrial transmitters and receiv 
ers. 

An aim of the present invention is to provide an encoding 
and decoding system based on a line shu?ling system which 
is sulliciently secure and rugged for use with terrestrial 
broadcasts. 

The invention in its various aspects is de?ned in the 
independent claims to which reference should be made. 

In a system embodying the invention, the colour bursts of 
shutlled active video lines remain in position, unshu?led. 
This has a number of advantages. Firstly, the transmitted 
signal comprises a completely standard PAL signal as a 
result of which digital equipment in the transmission chain 
is not likely to be disturbed which might be the case if the 
bursts were scrambled. Secondly, security is improved as 
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2 
The line sequence cannot be deduced from measuring burst 
phase on successive lines. 

Preferably analog video is sampled at four times the 
reference colour subcarrier frequency F“. Preferably the 
sampling is locked to the carrier phase and frequency. Prior 
art line shuttling systems adopt either 2 or 3 F“ sampling or 
line locked to ensure an integral number of samples per line. 
The use of 4Fsc in the PAL system produces 1135.0064 
samples per line which can be compensated for by adding 
two extra samples on one line per ?eld and has a disadvan 
tage in that higher speed circuitry and greater memory 
storage is required. 

However, with hardware costs falling neither disadvan 
tage is of concern and 4 Sc subcarrier locked sampling has 
a number of advantages. In addition to the near integral 
number of samples per line, movement of lines within the 
sampling block leaves very few additional clues from the 
subearrier phase as to how far a particular line has been 
moved; (It may allow lines to be divided into four groups 
according to whether displacement is 4n, 4n+1, 4n+2 or 
4n+3 lines but no more). 

Moreover, the use of 4P5.C sampling means that the sam 
pling structure is picture locked and almost line locked. 
Anti~aliasing ?lters are less critical and there is less clock 
jitter than with line-locked sampling and therefore less 
chrominance jitter on the descrarnbled signal. 
A further advantage of the invention is that it is possible 

to use a burst locked clock for sampling if the burst is 
unshu?led. Preferably, the active lines of each ?eld are 
divided into an integral number of blocks and scrambles the 
signal by shuffling the line order within each block. Prefer 
ably, the number of lines in each block is the same. In one 
preferred embodiment six 47 line blocks scramble 282 lines 
of a 3121/2 line PAL ?eld. A PAL ?eld has 2871/2 active lines. 
Of the remaining 51/2 lines, four carry data and the remaining 
11/: are blanked. 

The preferred scrambling structure has a number of 
advantages. As the blocks do not straddle the ?eld interval 
the impact of ?eld-interval distortion is minimised. Also, the 
block structure is locked onto the picture reducing ?icker on 
the de-scrambled picture. This also means that the scrambled 
pictures have less ?icker and so are less likely to precipitate 
a ?t in individuals who suffer from photosensitive epilepsy. 
As lines are scrambled within their blocks the range of 

displacement of any line is one block. This has the advantage 
of minimising the effects of transmission impairments on the 
descrambled signal. 

Preferably, only the active line periods of active picture 
lines are shu?led. 

The term active picture line used throughout the descrip 
tion and claims means lines which carry picture information 
as opposed to lines which comprise the vertical blanking 
interval. The term active line periods refers to those parts of 
active picture which carry picture information and excludes, 
for example, the line blanking interval. 

Thus, in the preferred embodiment the line synchronising 
pulses as well as colour bursts are left unscrambled. In a 
preferred embodiment of the PAL signal example sampling 
at 4F“ only 955 samples are shuf?ed. Preferably, these are 
samples 72 to 1026 inclusive but the cut points may vary in 
different embodiments between samples 61 and 75 and 
samples 1025 to 1039. The number of samples is not rigid 
but is preferably no more than 1024 to help memory 
management. ' 

Embodiments of the invention in its various aspects will 
now be described, by way of example only, and with 
reference to the accompanying drawings, in which: 
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BRIEF DESCRIPTION OF DRAWINGS 

FIG. 1 shows a ?rst block structure for a line shu?ling 
system; 

FIG. 2 shows an alternative block structure of an input 
signal, transmitted signal and output signal; 

FIG. 3 is a timing diagram for a signal scrambled accord 
ing to a system embodying the invention; 

FIG. 4 illustrates an experimental coder embodying 
aspects of the invention; 

FIG. 5 illustrates, in block form, the digital portion of a 
production decoder; 

FIG. 6 shows in block form, the back porch reinsertion 
circuit of the decoder of FIG. 5; 

FIG. 7 shows the write address circuitry for the memory 
of a 56/59 line block decoder. 

FIG. 8 shows the read address circuitry for the memory of 
system using a 56/59 block structure; 

FIG. 9 illustrates the permutation steps through the trans 
mission channel; 

FIG. 10 shows the coder blanking delay in more detail; 
FIG. 11 is a table showing how the delay of FIG. 10 

operates on the coder; 
FIG. 12 shows how extra samples are inserted into two 

lines per picture; 
FIG. 13 is a block diagram of the phase lock loop of FIG. 

5; 
FIG. 14a) shows a circuit diagram of a permutation 

generator and pseudo random binary sequence generator 
embodying one aspect of the invention; 

FIG. 14b) shows a circuit diagram of an M~box of the 
generator of FIG. 14a); 

FIG. 14c) shows a circuit diagram of an E-box of the 
generator of FIG. 14a); and 

FIG. 15 shows an alternative embodiment of the permu 
tation generator. 

DESCRIPTION OF BEST MODE 

The system to be described is suitable for scrambling PAL 
video signals. The principles are equally applicable to other 
systems such as NTSC, MAC and SECAM. The invention 
should not be construed as limited to any one video standard. 

FIGS. 1 and 2 show two examples of line shufiling 
structures which embody one aspect of the invention. The 
prior art line shuffling systems either shu?le all the lines of 
a ?eld in a single block or they divide the frames into a 
number of blocks of convenient size, for example, 32 lines. 
It has been found that neither approach is satisfactory and 
that the signal should be treated on a ?eld by ?eld basis such 
that each ?eld comprises an integral number of blocks both 
in the clear and in the scrambled signal. A structure which 
involves blocks spanning or straddling the ?eld blanking 
interval is more prone to ?eld rate disturbances. Mixing lines 
from different ?elds in each block exaggerates any ?eld 
interval distortion and can lead to differences between 
adjacent lines. The resulting line differences of the 
scrambled signal are too rapid to be corrected by receiver 
AGC. These line to line variations yield streaky noise on the 
descrambled picture. 

Furthermore, as the block runs through the picture, dis 
tortion of the average picture level within a block, for 
example such as might arise through multipath propagation 

10 

20 

25 

30 

35 

40 

50 

55 

60 

65 

4 
or transmitter impairments, can cause ?icker on the 
descrambled picture. 
The 625/50 PAL system is a 2:1 interlace signal in which 

each ?eld comprises 3121/: lines. Of these lines, 2871/2 are 
active picture lines and the remainder are the vertical blank 
ing interval. 
The line shuf?ing system proposed scrambles only the 

active picture lines. In FIG. 1 the active picture is broken 
down into 5 blocks, the ?rst of which is 59 lines long and the 
remaining four 56 lines. Picture infon'nation from the 
remaining 41/: lines per ?eld is discarded. 
As it is more simple to process blocks which are all of 

equal size, the alternative shown in FIG. 2 comprises six 
blocks of 47 lines. As such a structure only contains 282 
lines the 11/2 remaining lines are discarded. 

These structures also have the advantage that the active 
lines of the scrambled signal are advanced relative to the 
blanking intervals which avoids the need to store the ?eld 
blanking intervals in the decoder. 

The structure adopted in FIG. 2 requires an overall delay 
of at least 125 lines between the input and output signals. 
The ?rst ?eld commences with an unscrambled blanking 
interval of 31 lines followed by six scrambled blocks of 47 
lines. The transmitted signal comprises scrambled block 0 
transmitted 78 lines after the beginning of the input signal 
(VBI=31 lines+Block 0:47 lines). This block is followed by 
the VBI and then scrambled blocks 1 to 5 and scrambled 
block 0 of the next ?eld advanced with respect to the 
blanking interval. The output is again VBI followed by 
blocks 0—5 but delayed with respect to the input signal by 
two blocks and the VBI, a total of 125 lines. For the block 
structure of FIG. 1 the corresponding delay is 148 lines. 
The block advance is not inherent in the block structures 

adopted, but it is desirable to avoid having to store the line 
blanking in the decoder. Where 4F“ sampling is used this is 
especially important as it reduces the number of samples to 
be stored to less than 1024, so helping memory management 
and cost. 

A further advantage of the block structure described is 
that the range of displacement of any line from its correct 
position is only one block. This rnirnirnises the impact of 
transmission impairments on the descrambled picture as 
impairments tend to increase with the amount of displace 
ment. 

The PAL signal is supplied to the encoder in analog form 
and is digitised prior to scrambling. Prior line shuffling 
systems have used sampling rates of twice colour subeanier 
frequency 2F“ or SFSC or locked to the line. 
The present system adopts a 4FSC sampling structure, 

sampling at 17,734475 MHZ and locked to both the fre 
quency and phase of the PAL colour subcarrier. As an 
alternative, any integral multiple n.4FsC of 4F” could be 
used, for example 8F“. However, processing speeds and 
memory costs may prohibit 8F“ and greater values of n at 
present. 
The use of 4F“ sampling provides a number of advan 

tages which make its adoption attractive. It results in a 
convenient sampling structure, which gives an almost whole 
number (1135) of samples per picture line, which can be 
locked to a particular phase of the colour sub-carrier. The use 
of a higher sampling frequency at 4F“, as opposed to 2FSC 
or SFSC, means that anti-aliasing ?lters for the analogue-to 
digital converters (ADCs) and the digital-to—analogue con 
verters (DACs) will be less critical, than would be the case 
for a lower sampling frequency. 
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From the point of view of security, the use of 413sC 
sampling has the advantage that movement of lines within 
the scrambling block leaves no additional clues from the 
sub-carrier phase as to how far a particular line has been 
moved. There are, of course, some disadvantages to using 
4F“ sampling as opposed to a lower multiple of PM, namely 
that digital circuitry must be capable of operating at a higher 
speed, and that more video memory capacity is required. 
However, the convenience of using 4F“ sampling is such 
that the advantages out-weigh any disadvantages. 
The use of chrominance sub-carrier phase and frequency 

locked sampling has the advantage that there is less clock 
jitter than linealockcd sampling and hence less chrominance 
jitter on the descrambled signal. 

In fact, at 4F“ the number of samples per line is 
1135.0064. if all lines were regarded as containing 1135 
samples there would be 0.0064X625=4 samples per frame 
which did not belong to any line. This can be avoided by 
including two extra samples on one line per ?eld, that line 
having 1137 samples. 

There will necessarily be a line by line shift between the 
real video timing, as expressed by the signal pulse and the 
pixel counter in view of the 0.0064 pixel remainder. At 
K544336875 MHz this shift is 

1 
0.0064 x 4F“ = 0.36 as 

per line. 
For a block of 47 lines this delay is 17 n8 and for a block 

01’59 lines 21115. In the 59/56 block example the blocks are 
advanced by this amount relative to the blanking intervals. 
This shift can be automatically compensated for by the 
descrambling process. 
As mentioned previously, only the active picture lines are 

scrambled. However, of these lines, only the samples which 
comprise the active line period are scrambled. These are 
shown in FIG. 3. Thus samples 1 to 71 are unscrambled, 
samples 72 to 1026 are scrambled (955 samples) and 
samples 1027 to 1135 are unscrambled. Prior to scrambling, 
the samples are digitised. The advantage of this structure is 
that the colour burst of each line is not scrambled so that the 
transmitted signal is a completely standard mathematical 
PAL signal. There is no danger of the digital equipment in 
the transmission chain being disturbed as it might be if 
presented with a scrambled sequence of colour bursts. 
Moreover, the security of the system is increased because the 
phase of the colour bursts on successive lines will give no 
clues to line reordering. The use of unscrambled colour 
bursts makes the use of phase locked sampling more easy to 
implement as the clock can be locked to the colour burst. 
The cut points can vary with different embodiments. The 

points may be chosen to be between samples 61 to 75 and 
samples 1025 to 1039. 

Sampling points are at 45° points of the reference sub 
carrier. That is, at the peaks and Zero crossings of an ideal 
colour burst. This minimises the coding range required for 
each sample. 

In order that the decoder can descramble the signal 
Videocrypt data, which carries signal information and 
decoding instructions must be transmitted with the signal. 
This may be done by assigning 4 lines of each ?eld as data 
carriers. The data can be carried in the active picture which 
increases compatibility with existing transmission standards 
and equipment. The decoder will blank the data lines prior 
to display. 
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6 
Thus, for the 47 line block, the video signal structure is as 

follows: 

line no function 

623 2nd half 23 2nd half 
} vertical blanking interval 

31l—335 
23 2nd half, 310, 622, 

} blanked by encoder 
623 1st half 
24:27, 336-339 Videocrypt data 
28-209, 340~62l carries active line parts scrambled 

in 47 line blocks. 

Scrambling of lines within a block is effected by permut 
ing the order of transmission of the lines within each block. 
The control word for the permutation generator changes 
from block to block according to the output of a pseudo 
random binary sequence generator PRBS. The PRBS is 
preferably initialised once every TV picture according to a 
20 bit seed value. Thus 12 values are generated by the PRES 
each picture, one for each block. 

Because in the PAL system colour information is trans 
mitted in phase relation between the burst and the active 
video subcarrier a very stable phase locked loop PLL is 
required. Active line periods are replaced by shuffled lines 
and chrorninance noise will be present if there is any 
signi?cant error. Permissible errors in tinting are less than 
1.5 m8 which corresponds to a error of about 2°. The 
required accuracy is helped by measuring phase error only 
during those lines with a colour burst (lines 7 to 309 and 320 
to 621). 
The phase lock loop will be described in detail later in the 

description. 
Referring now to FIG. 4, the operation of the codec may 

be best understood by consideration of an experimental 
coder which does use a PRBS and permutation generator as 
store controller, producing direct and perrnutated address 
sequences as required. 
The architecture of the coder and decoder is necessarily 

almost identical, the major difference being that the line and 
?eld blanking intervals are delayed in the coder but not in 
the decoder and although the following description is 
directed to the coder the decoder operates in the same 
manner. 

To be compatible with conventional terrestrial transmit 
ting standards the scrambled picture is transmitted as an 
analog signal. The received scrambled signal is ?rst con 
verted into digital format by analog-to-digital convertor 20. 
The ADC is regulated by a clock pulse generator CPG 22 to 
sample the received signal at 4F“. The ADC and DAC in the 
decoder uses 8 bit video samples. The clock pulse generator 
is frequency and phase locked to the colour burst signal 
sampling at 45° points as described previously. A suitable 
clock pulse generator is a voltage controlled crystal oscil 
lator VCXO producing on SFSC signal together with a 
divide-by-two circuit to produce an output signal at 4PM 
with a‘ 1:1 mark-space ratio. 
The ADC may be based on a TRW TDC 1007 ADC which 

can operate at frequencies up to 25 MHz. The coder ADC is 
a 10 bit ADC which is the standard for professional equip 
ment. 

Stabilisation of the frequency and phase of the master 
clock signal relative to the colour burst of the sub-carrier is 
performed internally in the c.p.g. 22. A sync. separator 24 
produces the necessary tinting signals associated with the 
video wave form such as mixed sync. line pulses and 
identi?es odd and even blocks. 
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The output of the ADC is input in parallel to a blanking 
delay unit 26 which delays the blanking interval and to data 
inserter 28 which also receives the delayed output from the 
blanking delay 26. The data inserter 28 has an output directly 
to output Digital to Analog Convertor DAC 30 and also to 
47 line stores A and B 32, 34. The stores are controlled by 
respective store controls 36, 38 which are controlled by 
clock and sync. signals provided by the sync. generator. The 
store controls control the reading and writing of data from 
and to the respective memory store and are provided with the 
scrambling sequence. The store controls comprise a PRBS 
generator and a permutation generator. 
The blanking delay element 26 of the coder is illustrated 

in greater detail in FIG. 10. The delay performs two func 
tions: ?rstly, it provides a 125 line delay for the samples 
corresponding to the vertical and horizontal blanking; sec 
ondly it provides a variable delay for the samples compris 
ing the active line periods of the active picture lines. This 
latter feature enables the shu?ling to be performed with only 
two blocks of memory. FIG. 10 shows how a switchable 
delay 500 of O, l, 31 and 125 lines delay time is used for the 
47 line block structure. 
The blanking delay 500 takes in the video from the ADC 

and passes it on directly or delays it by approximately 1, 31 
or 125 lines; the exact delays required are 1135, 35187 or 
141,877 samples. 
The delay is selected by two control lines d1 and d0 

according to the following: 

d1 d0 delay 

0 0 0 
0 1 1135 
l 0 35187 
1 1 141877 

An additional ?xed delay for pipelining can be added to 
all the outputs without problem. The delay has to change on 
a sample by sample basis. Since all the delay values are odd, 
the delay could be achieved by demultiplexing by two into 
two 128k><8 static RAM devices. Thus each device would 
only be required to read or write in a clock period, with a 
corresponding relaxation of timing. 

If the samples are numbered 0 to 1134 on each line 
(except lines 312 and 624, which are numbered 0 to 1136), 
then samples containing the sync and burst waveforms, 1117 
to 171, are always taken from the 125 line delay address. 
This delay is also used during the VBIs (lines 622 to 27 and 
lines 310 to 339) for samples 172 to 1116. The active 
samples 172 to 1116 of the lines from delay, those of Blocks 
6 and 7 (lines 340 to 386 and 387 to 433) are taken with a 
1 line delay, whilst all the other blocks are taken with a 31 
line delay. 

FIG. 11 shows how the blanking delay operates in the 
coder to ensure that the VBI period is the correct number of 
lines, 30 or 31. 

FIG. 12 shows how the 4F“,C samples are arranged with 
respect to each other around lines 624 and 312 which are the 
long 1137 sample lines. 
The scrambler coder operates by allowing incoming line 

and ?eld blanking signals to pass straight through to the 
DAC to the output. The remaining active portions of the 
active lines (955 samples) are stored in the stores 32, 34. The 
?rst block, block 0 of FIG. 1(b) is stored in store 32 and the 
next block, block 1 is stored in block 34. It is important to 
note that the samples are stored in the stores in clear; that is 
in unscrambled form. As the lines of block 1 are being stored 
in store 34, the lines of block 0 are read out from store 32 
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8 
under the control of control 36 in scrambled form. Thus, the 
read addressing is scrambled but the write addressing is in 
clear. When block 1 has been written into store 34 block 0 
will have been read from store 32 and block 2 can be written, 
again in clear, to store 32 while block 1 is read from store 
34. The output of the two stores is fed into DAC 30. The 
critical timing described previously is such that the 
scrambled active line portions are re-inserted into the 
unscrambled blanking intervals with a minimum degree of 
error. 

The descrambler operates in a complementary fashion. 
During each picture, the active picture lines of incoming 
scrambled video are written to either the “A” or “B” store in 
descrambled order using the same sequence of addresses as 
in the scrambler. As in the coder, the line order is provided 
by a PRBS and permutation generator which comprise Store 
Controls 36, 38 to produce the memory addressing and 
control signals. This effectively descrambles the incoming 
video signal. At the same time, samples written to the other 
store during the previous block are read out to the DAC to 
produce a descrambled output signal. Once again the two 
RAM stores swap between the writing and reading functions 
on alternate blocks. 

It is important to note that at the coder the scrambled 
active picture line output signals are delayed at the stores 
relative to their own line syncs and colour bursts. Similarly, 
in the decoder the output descrambled signal is delayed 
relative to the syncs and burst of the received scrambled 
signal in the stores. synchronisation is achieved by delaying 
the blanking intervals appropriately in the coder. 
The stores used in the encoder and decoder may conve 

niently be 10 and 8 bit dynamic RAMs respectively. SRAMs 
or VRAMs may also be used. The DAC may be a 10 bit 
(encoder) or 8 bit (decoder) device for example a TRW TDC 
1016 J which can operate at speeds of up to 20 MHZ. 

Referring now to FIG. 5, the digital portion of a produc 
tion decoder is illustrated. The corresponding encoder is 
substantially identical. 
An incoming scrambled video signal is ?rst digitised in an 

ADC (not shown) and then fed to the phase lock loop 100, 
the Data retriever 110 and a multiplex and delay line 120. 
The data retriever 110 retrieves the Videocrypt data trans 
mitted on lines 24——27 and 336—339. The mux and delay line 
is required to support the memory 160 which is a VRAM. 
The retrieved data is fed to the system CPU 130 which also 
interfaces with control logic 140 and PRBS 150. The control 
logic manages the timing of all elements of the system, with 
the exception of the memory 160 and delay line 120. The 
control logic is supplied with the system clock at 4PM and 
horizontal and vertical sync. signals HSY and VSY. The 
memory 160 comprises two 47 line blocks which operate in 
the manner described in the previous example. Memory 
management 180 controls the read and write addressing and 
is described in greater detail with reference to FIGS. 7 and 
8. The memory management is controlled by the permuta 
tion generator 190, itself under the control of PRBS 150 the 
PRBS and permutation generator are shown in greater detail 
in FIGS. 14a)—c) and 15. The construction of the permuta 
tion generator and the PRBS may be of any desired form and 
is well documented in the art. The memory again stores the 
active line period data in clear and the output is multiplexed 
back onto the unscrambled portions of the signal. Prior to 
D-to-A conversion and output the back porch of the signal, 
is re-inserted at 200. The black level reinsertion circuit is 
shown in more detail in FIG. 6. 
The back porch reinsertion is necessary in the decoder to 

ensure that clamps in circuitry downstream have a clean 
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backporch for clamping. If this is not done in a line shuffling 
system, transmission impairments such as multipath can 
cause the clamping process to introduce streaky noise. The 
colour burst is passed on to the PAL decoder in the receiver 
without modi?cation so that automatic colour correction 
circuits, which measure the amplitude of the burst, operate 
correctly and is easier than generating a new burst. 

In FIG. 6 back porch reinsertion is performed using digital 
?ltering techniques. The input video signal is fed through a 
chrorninance band pass ?lter 400, to the output of which is 
added the prescribed black level value of 64 in adder 410. 
This signal is selected during the back porch by a control 
signal from the sync. separator which operates on multi 
plexer 420. The multiplexer has as its other input the digital 
video input delayed by compensating delay line 430 by the 
signal path delay through the ?lter 400 and adder 410. The 
delayed video is selected in the multiplexer at all times 
except the back-porch interval. 

FIGS. 4 and 5 have been described with reference to a 47 
line block size. Suitable modi?cation would be neccessary 
for the 566g line example referred to previously or any 
other block size and will be clear to one skilled in the art. 

FIG. 7 shows the write address circuitry for the decoder 
required to write a scrambled signal in clear in the memory. 
The circuit shown is suitable for a 56/59 line block size. 

FIG. 8 shows the read address circuitry for the decoder 
which reads from the memory to provide the output to a 
MUX 120 in FIG. 5. In this example the circuitry is suitable 
for a 5659 line block structure to illustrate the additional 
circuitry required to cope with blocks of different sizes. 

Referring to FIG. 7 the 20 bit control word CW vis fed 
from the CPU to the PRBS 150 which controls the output of 
the line permutation generator 190. The generator 190 
provides a six bit output to the address translator 210. As 
unequal block sizes are used 3 blocks overlap in the decoder 
as well as the encoder. The address translator moves the 
overlapping parts to an otherwise unused area of RAM. A 
block counter 220 steps from O to 4 and produces a shift 
input to the address translator to ensure that address are 
provided for the alternate block after each block of 47 lines. 
An odd/even counter 230 having an input from the block 
counter provides a 1 bit output to switch between memory 
blocks 32, 34 (FIG. 4) which is necessary as there is an 
uneven number of blocks per ?eld. 
The 56159 block example may operate with the two 

blocks of memory being ?eld stores, in which case the 
odd/even counter can be clocked from the ?eld pulse. As 
block size changes counter 220, which steps from 0 to 4 
must provide a signal to the generator 190 that the block size 
increases to 59 lines for the 4th block. 

FIG. 8 shows how the odd/even counter 230 may be 
clocked in the 56/59 line example. A counter 340 steps 
between 0-55 and O—58 depending on block size and pro 
vides an output to the address unit 310. The counter is 
cleared by a high output from OR gate 350 which has ?eld 
pulse and end of block inputs. The end of block pulse is 
provided when the six inputs to either AND gate 360 or 
AND gate 370 go high, indicating that the count has reached 
55 or 58 respectively. 

These outputs provide the input to OR gate 380 whose 
output is the ‘end of block’ pulse. The output of gate 380 is 
also used to clock the block counter 320, which, in this 
instance, steps between 0-4. The remainder of the circuitry 
operates as described with reference to FIG. 7. 
The digital phase lock loop is shown in FIG. 13. The 

ADC, clock generator and sync. separator are referred to by 
the same references as FIG. 4. 
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10 
The digital output of ADC 20 is fed to a multiplier 

(controller generator) 600 which receives as its other input 
a pulse train at Fm derived from the 4F“ clock and a divide 
by four logic unit 610. The output from the multiplier is 
passed to a 32 byte accumulator 620, a two line averager 630 
a limiter 640, pulse width modulator 650 and loop ?lter 660 
which supplies a control voltage to the voltage controlled 
crystal oscillator of the clock pulse generator 22. The 
accumulator 620 and 2 line averager 630 are controlled by 
burst gate signals from the sync. separator 24. 
The accumulator 620 both adds and subtracts two succe 

sive bytes, calculating 32 samples for each burst, corre 
sponding to samples 11 to 42 in FIG. 3. The samples are 
taken from the middle of the burst. 
The averager determines the phase error of the PLL 

summing the accumulator output over the previous 2 lines 
and retaining the information for one line. The accumulator 
640 reduces the dynamic range of the signal so that quan 
tisation to eight bits is su?‘icient. The pulse width modulator 
650 produces a binary sequence whose average corresponds 
to the measured error. The PWM 650 may alternatively be 
a pulse density modulator, a rate multiplier or a DAC. 
The digital burst phase detector may be implemented in a 

number of different ways and the embodiment illustrated is 
just one example. The sync. separator may be analogue or 
digital or a combination of the two. 
The control logic 140 in FIG. 5 and the sync separator 24 

in FIG. 4 may be based on sync signals generated by analog 
sync separation. It has to be ensured that resynchronisation 
of the control logic occurs only when the system is out of 
tolerance with the incoming line pulses by more than a 
speci?ed range of timing, as frequent resynchronising would 
disturb the decoded picture unnecessarily. 
The time difference between a respective line in two 

adjacent ?elds is monitored. If the pulse from the sync 
separator arrives one ?eld later within duration of the 
synchronisation window the system is working satisfactorily 
and does not need to be re-synchronized. The time difference 
between two adjacent lines is not evaluated because of the 
non-integral number of samples per line. The size of the 
window can be reduced where Videocrypt data rate is high. 
A similar reduction of the time for which the window is open 
is also required, if two or more integrated circuits are used 
for scrambling in the encoder, to achieve a high time 
precision. In the decoder the window size is advantageously 
chosen according to the reception quality to have a mini 
mum degree of interference caused by data reception quality 
(time precision requires a short window) and resynchroni 
zation, i.e. image quality (requires long window). 
The synchronization window described can be switched 

off so that synchronization occurs every line. This can be 
used in an encoder where two Videocrypt chips with 8 bit 
video resolution are working in parallel to achieve a broader 
data bus, e.g. 10 bits for studio quality. In this case the 
horizontal reference for the second chip is generated by the 
master chip, whereby both chips work completely synchro 
nously. 

FIGS. 9a) to 90) to shows how the different permutation 
steps work. FIG. 9a) shows how blocks are written into the 
encoder memory in clear. The ?rst block is transmitted in 
clear but the second block undergoes a ?rst permutation 
under control of the PRBS and permutation generator and is 
transmitted in scrambled form. However, due to the write 
address circuitry described with reference to FIG. 7, the 
block is written in clear in the decoder memory. Similarly 
subsequent blocks undergo different permutations P2, P3 
etc. but are written in clear into the decoder. FIG. 9b shows 
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that the reading from the decoder and the outgoing signal are 
identical but that block 0 (ALBERT) is output at time n, the 
time of input block 2 (MICHEL) illustrating the two block 
delay in the 47 line examples. 
The embodiment as described transmits pictures fully 

scrambled on every ?eld. In some instances it is desirable to 
use partial scrambling only. For example the program pro 
vider may wish to interest non'subscribers by showing them 
suf?cient low quality pictures for them to subscribe. The 
embodiment may be operated in one of two further modes to 
achieve this aim without disrupting the regular decoded 
picture when changing the scrambling mode. 
The ?rst option is a ‘clear delayed’ mode in which the 

lines of each block are not scrambled but the picture is 
transmitted one block in advance. This has the effect that the 
bottom 47 lines of the picture appear at the top of the screen 
and the colour of the picture is false. Although very annoy 
ing to a regular subscriber, the viewer can discern su?icient 
detail to generate an interest in the programme being trans 
mitted. 
The second mode is ‘?ash mode’ in which alternate ?elds 

are scrambled and the intervening ?elds transmitted in clear 
delayed mode. The elfect on the transmitted signal is to have 
the clear delayed picture with a superimposed scrambled 
picture. 

In view of the nature of scrambling process, it is not 
possible to change between fully clear and fully scrambled 
modes without losing one block of information. Transmit 
ting in one of these two semi-scrambled modes enables the 
pictures to be shown in part to non-subscribers without 
disturbing the decoded picture. 

Referring now to FIGS. 14a)—c) and 15 the permutation 
generator 190 and pseudo-random binary sequence genera 
tor PRBS 150 are shown in more detail. 
The pseudo-random generator PRBS 150 has e.g. n:20 

binary outputs BITO . . . BIT19. The number of possible 
states of the pseudo-random generator PRBS is thus 220: 
1048576. A control word CW from the CPU interface 130 is 
applied to the pseudo~random generator PRBS via an input 
PZG-E, and a predetermined state is assumed on each 
occasion. This state which de?nes each output of the PRBS 
is referred to as a keyword KW. Every 40 ms a new control 
word differentvfrom the preceding and following control 
words is transmitted with the television signals and every 40 
ms a part of this control word is applied to the pseudo 
random generator. 
The permutation generator 190 of FIG. 14a) has a clear 

input, which is set to zero in an initialisation phase of the 
permutation generator and serves to de?ne the circuit state 
of the circuit arrangement. 
The circuit arrangement 190 comprises a six-bit adder 192 

with inputs A0 . . .AS, whose values are added to the values 
on the inputs B0 . . . B5 ?ve of which, B1—B5 are provided 

by the ?ve output bits 0, 7, 17, 12, 3 of the pseudo-random 
generator 150. The sixth input, B0, of the adder 5 is 
permanently at 5 volts and thus at the logical value ‘1 ’. The 
adder 192 has six outputs S0 . . . S5, which are connected to 

the data input of a clocked bu?’er register 194. 
The register 194 consists e.g. of two individual buffer 

register components which can buffer six bits. The Q outputs 
of the register 194 are connected to one input of six AND 
gates 196A . . . 196E respectively, whose other inputs are 

each connected to the clear input. This clear input is at 
logical ‘l’ in the normal operating state. The outputs of the 
AND gates are respectively connected to the inputs A0 . . . 

A5 of the adder 192. Thus the values at the outputs of the 
adder 192 are fed back to the inputs. The intermediately 
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12 
buffered value in the register 194 is strobed in by a clock 
signal CLK on a clock input CK. The input CK of the 
register 194 is connected to a two input OR gate OR 198 to 
whose one input the clock signal CLK is applied and whose 
other input is connected to the output of an AND gate AND 
202 which has three inputs. One of these inputs is connected 
to the CLEAR input of the circuit arrangement 190 the 
second to the ENABLE input EN and the third to the output 
AK-A of the address comparator 204. 
The bits 2, 6, 15, 8, 4 and 13 at the output of the 

pseudo-random generator PRBS 150 and the Q outputs of 
the register 194 are applied to a ?rst logic circuit 206 in 
which these signals can be combined in various ways. The 
?rst logic circuit 206 has six outputs, two of which are 
applied directly to a second logic circuit 208 and the 
remaining four via a four bit adder 210. Output bits 10, 19, 
5 and 14 of the pseudo-random generator 150 are also 
applied to the four bit adder 210. The remaining output bits 
1, 16, 11, 18 and 9 of the pseudo-random generator 150 are 
applied to the second logic circuit 208. 
The ?rst and second logic circuits 206 and 208 include 

E-BOX circuits, M-BOX circuits and/or adders. An M-BOX 
circuit is shown in FIG. 14b) and is essentially a reversing 
switch having the following truth table: 

Inputs Outputs 

MEl ME2 MBIT MAl MA2 

0 0 0 0 0 
0 O 1 O 0 
0 1 0 0 1 
0 l l l 0 
1 0 0 l 0 
1 O 1 O 1 
1 l 0 1 l 
1 1 1 1 l 

A detailed circuit diagram of an E~BOX circuit is shown 
in FIG. 140). The E-BOX comprises an AND gate with two 
inputs and an Exclusive-OR gate, likewise with two inputs. 
The truth table for the E-BOX is as follows: 

Inputs Outputs 

EEl EE2 EBIT EAl EA2 

0 O O 0 O 
O 0 1 0 0 
O 1 0 O l 
O 1 l 0 l 
l 0 0 1 0 
l 0 1 l l 
1 1 0 l l 
l l l 1 0 

The six PERMUTATION ADDRESS outputs of the sec~ 
0nd logic circuit form the six outputs of the permutation 
generator. At these outputs of the circuit arrangment 2 there 
can thus be generated 26:64 different permutation addresses 
PAO . . . PA63. 

A television ?eld consists of e. g. a=6 blocks, each with 47 
lines Z0 . . . Z46, i.e. 282 video lines as described previously. 

The sequence of the lines within each such block is permu 
tated by the permutation generator. 
The address comparator 204, whose six inputs are con 

nected to the PERMUTATION ADDRESS outputs of the 
circuit arrangement 190 now checks the allowability of a 
permutation address. In the present example the addresses 
PA47 . . . PA63 represents impermissible addresses, since a 






