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MESSAGE STRIPPING PROTOCOL FOR A 
COMMUNICATION NETWORK 

BACKGROUND OF THE INVENTION 

The invention relates to communications networks in 
general, and more particularly to protocol for stripping 
.data from the networks. 

5 

The use of serial or ring communication networks for 10 
transferring data is well known in the prior art. Such 
networks consist of a set of stations serially connected 
to a communication medium. Information is transferred 
sequentially, bit by bit, from one station to the next. The 
inactive stations are bypassed while the active stations 
regenerate and repeat each bit. Furthermore, the sta 
tions are used as the means for attaching one or more 
devices, such as terminals, work station, computers, and 
displays, that communicate with other devices on the 
network. 
An originating station transfers its information, or 

message, onto the ring; and the message circulates, 
passes one or more intermediate stations, until it arrives 
at the destination station where it is copied. In some 
implementations, the destination station strips the mes 
sage from the ring; and in other implementations, the 
message remains on the ring until it arrives at the origi 
nating station where it is stripped from the ring'. Usu 
ally, the ring also includes a monitor station that is 
responsible for stripping messages that have not been 
stripped by the station normally responsible for the 
stripping. In addition, the monitor station may perform 
other types of housekeeping functions for the ring. I 
An access method protocol is a necessary element for 

the above described ring network. These protocols are 
the mechanisms that enable a station to transmit on the 
ring. Stated another way, an access protocol gives a 
station the right to place its messages for transmission 
on the ring. The prior art uses several different types of 
access method protocols, and the so-called “register” 
insert access protocol and “token” insert access proto 
cols are representative of the prior art. Whenever the 
register insert access protocol is used, a station seizes 
the opportunity to transmit when there is an “idle” 
signal on the ring. With the token insert access protocol, 
a station has an opportunity to transmit whenever it 
receives a token. 
Although the prior art access method protocols work 

well for the intended purpose, they have certain disad 
vantages that tend to reduce the overall efficiency of 
the ring networks. For example, the register insert pro 
tocols require the introduction of relatively long delays 
in the ring in order that expendable messages can be 
successfully stripped from the ring, and these delays 
lengthen the time that is needed to process a message. 
Likewise, the token access protocol allows only one 
message to be on the ring at any particular instant of 
time; and when the messages are relatively short, com 
pared to the latency of the ring, only a fraction of the 
available ring bandwidth is used. Failure to use all of the 
available bandwidth reduced the efficiency of the ring 
because a series of idle patterns must be transmitted to 
fill up the vacancy on the ring. 
Another requirement for the above-described com 

munication networks is that message fragments and 
exhausted or expendable messages must be removed or 
stripped from the ring. The message stripping can take 
place at some time after the message has reached its 
destination node. Stripping generally involves either 
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2 
replacing the stripped message with a new message or 
else replacing the old message with idle patterns. On a 
register-insertion ring it is desirable to begin stripping 
early, since this tends to recover a portion of the ring’s 
bandwidth for reuse by another transmitting station. 
A station must be able to distinguish between mes 

sages that require stripping actions by this station and 
those messages which require stripping actions by an 
other station. In order to make this distinction, some 
serial buffering of a message may be required, and it is 
desirable to keep such buffering to a minimum in order 
to reduce costs and to reduce added ring latency. 
The prior art uses different types of stripping proto 

cols to dispose of exhausted messages and/or fragments. 
One stripping protocol requires the target station to 
strip each message that it receives. This approach re 
covers bandwidth promptly; however, this approach is 
unsuitable for broadcast messages, destined for multiple 
target nodes. Also, this approach does not provide feed 
back to'the original sending station. 
Another stripping protocol requires that the sending 

station strips each message which it has sent, after this 
message comes back around the ring. This approach is 
suitable when the access protocol is such that no mes 
sages originated by another station can arrive, at the 
sending station, prior to the return of any messages 
which this sending station has originated. This ap 
proach can also be used if the sending station is designed 
so as to insert sufficient buffer delay into the ring such 
that the sending station can examine the source address 
of an arriving message, and then determine whether this 
arriving message should be stripped, or else should be 
permitted to continue on its way around the ring. Since 
the location of the source address ?eld may occur many 
bytes after the start delimiter ?eld, this approach adds 
undesirable delay to the ring and also requires the addi 
tion of costly buffering facilities for each station. 

SUMMARY OF THE INVENTION 

An object of this invention is to improve methods for 
removing data packets from communication networks. 
Another object of the present invention is to ensure 

that a data packet is removed from a communication 
network even if there is a failure by the node principally 
responsible for removing the data packet. 
A further object of this invention is to obtain seamless 

routing of a data packet between rings of a multi-ring 
communication network. 
A still further object of the present invention is to 

improve procedures for identifying a route for a data 
packet over a communication network. 
These and other objectives are obtained with a 

method of discarding unwanted data packets from a 
communication network of the type having a multitude 
of nodes connected together to form a circular network. 
Each node has an address, and each data packet in 
cludes a plurality of address sub?elds to identify ad 
dresses of one or more of said nodes. The method com 
prises the steps of dividing the network into a plurality 
of segments such that each of the network segments is 
adjacent at least another of the network segments, as 
signing each of the network segments one of a plurality 
of subspace values such that adjacent network segments 
have different subspace values, and assigning to each 
address subfield one of the plurality of subspace values. 
The method further comprises the step of transmitting 
each data packet over the communication network; and 
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this transmitting step, in turn, includes the steps of (i) at 
each node, comparing the subspace value of the net 
work segment in which the node is located, with the 
subspace value in one of the address sub?elds in the data 
packet, (ii) if said compared values are not equal, dis 
carding the said one address sub?eld, and (iii) discard 
ing the data packet after all of the address sub?elds 
therein have been discarded. _ 

This invention also relates to a method for addressing 
data packets for routing over a communication network 
of the type having a multitude of nodes connected to 
gether. This method comprises the steps of separating 
the network into a plurality of segments such that each 
of the segments is adjacent to at least one of the other of 
the segments, assigning each of the segments one of a 
plurality of subspace values such that adjacent segments 
have different subspace values, and providing the data 
packet with an address ?eld to identify a route for the 
data packet between a ?rst and a second of the nodes. 
This providing step includes the step of establishing a 
respective one associated sub?eld in the address ?eld 
for each segment of the network in said route, and ar 
ranging these sub?elds in a sequence in the address 
?eld. Each sub?eld includes a subspace component and 
an address component. The providing step further in 
cludes the steps of alternating the subspace components 
of the sub?elds in said sequence between said plurality 
of subspace values; and for the ring segment in said 
route that includes said second node, establishing the 
address of the second node as the addresscomponent of 
the sub?eld associated with the ring segment. 

Further bene?ts and advantages of the invention will 
become apparent from a consideration of the following 
detailed description given with reference to the accom 
panying drawings, which specify and show preferred 
embodiments of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a communication network employ 
ing the present invention. 
FIG. 2 shows a data packet that may be transmitted 

over the network of FIG. 1. 
FIGS. 3 and 4 illustrate a procedure for establishing 

the header of a data packet. 
FIG. 5 is a flow chart showing a procedure employed 

by non-bridge nodes of the communication network to 
determine what to do with a received data packet. 
FIG. 6 is a ?ow chart showing a procedure employed 

by bridge nodes of the communication network to de 
termine what to do with a data packet. 
FIG. 7 illustrates a procedure to establish the header 

of a data packet that is to be transmitted to a group of 
nodes having a common address. 
FIG. 8 shows a procedure employed by non-bridge 

nodes to determine what to do with a data packet hav 
ing a header provided according to the flow chart 
shown in FIG. 7. 
FIG. 9 is a ?ow chart showing an algorithm em 

ployed by a bridge node after receiving a data packet 
having a header established according to the ?ow chart 
of FIG. 7. 
FIG. 10 shows a data packet addressed to a global 

address. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

FIG. 1 shows communication system or network 10, 
comprising of a plurality of interconnected rings R1, 

10 

15 

20 

25 

35 

45 

55 

60 

65 

4 
R2, and R3. Each ring, in turn, includes a multitude of 
nodes, and the nodes of each ring are interconnected by 
a uni-directional or bi-directional transmission medium 
to form a closed loop, serial ring communication net 
work. In FIG. 1, the nodes are referenced as n|-n37, and 
selected nodes are also identi?ed by various capital 
letter, such as A through H. The nodes of network 10 
include two types: bridge nodes, which are the nodes 
that connect together two rings; and non-bridge nodes, 
which are all of the nodes other than the bridge nodes. 
In particular, nodes as and n9 are bridge nodes, and all 
of the other nodes are non-bridge nodes. 

Rings R1, R2, and R3 are used to interconnect a 
multitude of data terminal equipment or units (not 
shown). Each data terminal unit may include one or 
several devices such as display terminals, micro com 
puters, data collectors, word processing units, or tele 
phone apparatus. The function of system 10 is to ex 
change or distribute data between those devices, and 
each data terminal device is connected to one of the 
rings by a non-bridge node. The structures and func 
tions of the non-bridge nodes are substantially identical, 
and basically the purpose of these nodes is to receive 
data from and to transmit data onto rings R1, R2, and 
R3 without impacting the design of the data terminal 
equipment. Each non-bridge node and its connected 
data terminal equipment are, collectively, often referred 
to as a station. 

In addition, communication system 10 is preferably 
recon?gurable in that if a station or node becomes inop 
erable, the rest of the system may continue to operate. 
This recon?gurability is achieved by bypassing any 
defective station or node, or even any defective ring 
segment, so that the functional station still have the 
opportunity to operate. 

In accordance with the present invention, each direc 
tion of each ring of network 10 is partitioned into an 
even number, such as 2, 4, 6, 8, or 10, of ring or bus 
segments, referred to as ring subspaces; and each ring 
subspace has one of two bit values assigned to it such 
that adjacent ring subspaces have different bit values 
assigned to them. For instance, if a particular ring is 
divided into two subspaces, the ?rst subspace may have 
a bit value of l assigned to it, and the second subspace 
may have a bit value of 0 assigned to it. In the embodi 
ment of network 10 shown in FIG. 1, each ring is di 
vided into four segments or quarters, referenced at Q0, 
Q1, Q2, and Q3; and the ?rst and third quarters of each 
ring are assigned one of the two bit values, while the 
second and fourth quarters of each ring are assigned the 
other of the two bit values. Even more speci?cally, for 
example, the ?rst and third quarters of each ring may 
have a subspace bit value of l, and the second and 
fourth quarters of each ring may have a subspace bit 
value of 0. 

In addition, each node is provided with a value re 
ferred to as a physical access address (PAA) comprised 
of two components: a ?rst component, which is set 
equal to the subspace bit value of the ring subspace in 
which the node is located, and a second component, 
which is used as a node identi?cation or address. For 
instance, the PAA of each node may be an 8-bit string 
or value, with the ?rst, or most signi?cant, bit of this 
being the ring subspace bit component, and the remain 
ing seven bits being the node identi?cation. 
As previously mentioned, data may be transmitted in 

either direction around each ring of network 10; and for 
the sake of simplicity, preferably each node of each ring 
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has the same PAA regardless of the speci?c direction 
data is transmitted to the node over the ring. Further, 
within each subspace of each ring, each node has a 
unique PAA. However, each node may have more than 
one PAA, and a group of nodes may share the same 
PAA. 
As discussed below in greater detail, three possible 

node identi?cation values are used for speci?c instruc 
tions, and thus these three values are not available as 
node addresses. All other possible node addresses can 
be assigned to nodes in a given segment or subspace of 
a given ring. Hence, in a ring having four segments and 
where seven bit address values are used, up to 
128 —3 = 125 different node addresses can be used in any 
ring segment, and up to 500 node addresses can be used 
in any ring. The number of possible node addresses in a 
given ring can be easily increased by dividing the ring 
into 6 or 8 subspaces instead of four. 
As mentioned above, the rings of network 10 are 

connected to one another by bridge nodes, and each 
side of a bridge node can have a different PAA. Prefera 
bly, the routing of data via the bridge nodes is seamless 
-—that is, it is the same as the routing of data over a 
single ring. Also, the bridge nodes are not destination 
nodes for data packets, but function merely as switches 
to transmit the data packets between the rings. Conse 
quently, when a bridge node receives a data packet over 
a ?rst ring, that node only needs to determine whether 
the data packet should be deleted, continued on vthat 
?rst ring, transmitted to a second ring, or both contin 
ued on that ?rst ring and transmitted to the second ring. 
With reference to FIG. 2, a data packet is divided 

into two, variable length parts: a header (H); and a data 
?eld. The header of each data packet includes a control 
?eld located at the beginning of the header, and an 
address ?eld that follows the control ?eld; and the ad 
dress ?eld of each header, in turn, includes a plurality of 
address sub?elds, each of which is capable of holding 
one PAA. 
The control ?eld of the header is used to indicate 

whether the data packet is addressed to a list of different 
addresses, or to one, group address. The former type of 
data packet is referred to as a point-to-list packet, while 
the latter type of data packet is referred to as a group 
data packet. These two types of data packets have dif 
ferent identi?ers in their respective control ?elds; and 
for instance, the identi?er for the point-to-list packet 
may be represented as PTL, and the identi?er for the 
group data packet may be represented as GR. 
Each address sub?eld of a header is preferably an 

8-bit string; and when a PAA is placed in an address 
sub?eld, the ring subspace bit of the PAA is placed in 
the ?rst, or most signi?cant, bit of the sub?eld, and the 
node address or identi?cation value in the PAA is 
placed in the next seven bits of the sub?eld. 
As mentioned above, three possible node address 

values are used for speci?c purposes. These values, 
which preferably ‘are seven bit values, are referred to as, 
d), RDEL, and DEL; and when they are used, they are 
located in an address sub?eld of the address ?eld of the 
header, and in particular, in the last seven bits of that 
sub?eld. As discussed in greater detail below, 4) is used 
simply to cause a data packet to be transmitted across a 
ring node without being copied by that node. DEL, 
referred to as the header delimiter, is located at the end 
of the address ?eld of a header; and if this delimiter 
becomes the front sub?eld in that ?eld, the data packet 
should be discarded. 
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6 
RDEL, referred to as the ring delimiter, is used to 

indicate to a bridge node that a data packet is to be 
transmitted from one ring to another ring. To elaborate, 
when a bridge node, which connects together ?rst and 
second rings, identi?es its own address in the header of 
a data packet received by the bridge node over the ?rst 
ring, then, if the next address sub?eld of the header 
contains RDEL, the bridge node transmits the data 
packet to the second ring. The ?rst bit of an address 
sub?eld that contains RDEL determines the direction 
in which the data packet is to be transmitted over that 
second ring, and thus this ?rst bit is referred to as the 
direction bit. For example, that packet may be routed in 
clockwise and counter-clockwise directions on that 
adjacent ring if the direction bit is 0 and 1, respectively. 
Further, as explained in greater detail below, RDEL is _ 
also used to discard packets in the case of bridge failure; 
and in particular, if this value becomes the front sub?eld 
in the address ?eld of the header of a packet, the data 
packet should be discarded. 

Generally, the ?rst bit in an address sub?eld that does 
not contain RDEL or DEL, is called the subspace bit; 
and more speci?cally, in the preferred embodiment of 
the invention described herein in detail, because each 
ring is divided into four quarters, that subspace bit is 
called the quarter bit. Also, regardless of whether an 
address sub?eld contains a node address, d>, RDEL or 
DEL, the ?rst bit of the address sub?eld is represented 
herein by the symbol “2'”, and the remaining bits of the 
sub?eld are represented by the symbol “id'”. 
The routing technique employed on network 10 is of 

the general type known as source-routing, in which all 
of the necessary routing information is in the header of 
the data packet when that data packet leaves its source 
node, and the selected transmission route of the data 
packet is fixed. More speci?cally, the present invention 
may be embodied in two different types of routing tech 
niques, referred to as point-to-list routing and group 
routing, respectively. In the point-to-list routing mode, 
each node that is to copy the data packet is individually 
listed in the header of the data packet. In the group 
routing mode, a group node address is located in the 
header and the data packet is copied by each node hav 
ing that group address. 

In addition, the data packet routing technique of this 
invention employs the following general principles. 
First, at each node, the decision of what to‘do with a 
received data packet is made according to the data in 
the address sub?eld at the front of the string or se 
quence of address sub?elds in the address ?eld of the 
header. Second, when a data packet leaves its originat 
ing node, the value of the ring subspace bit in the ?rst 
PAA in the header of the data packet should be the 
same as the value of the ring subspace bit of the ring 
segment having that originating node. Hence, for exam 
ple, if a data packet originates from a node located in a 
ring segment having a subspace bit equal to one, then 
when that data packet leaves its originating node, the 
ring subspace bit of the ?rst PAA in the header of the 
packet should also be equal to one. Analogously, if a 
data packet originates from a node located in a ring 
segment having a subspace bit of 0, then when that data 
packet leaves that node, the ring subspace bit of the ?rst 
PAA in the header of the data packet should also be 0. 

In the point-to-list routing mode, a data packet is sent 
from a source to a list of destinations on a ring or a 
multi-ring con?guration. In this mode, the source node 
determines two things: (i) the route in which the packet 
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will travel, and (ii) which nodes across this route should 
copy the data packet. The destination nodes are embed 
ded in the transmission route in the order in which they 
are traversed by the data packet. If a node identi?es its 
address in the front address sub?eld of the header of a 
data packet, the node copies the data packet, and then 
this address sub?eld is discarded or deleted from the 
header, and the next subsequent address sub?eld be 
comes the new front address sub?eld in the header. The 
data packet itself will be removed from the ring when 
the address sub?eld containing DEL becomes the front 
address sub?eld in the header of the data packet. 

Generally, the route a data packet takes is determined 
by the 2' values in the PAAs in the header of the data 
packet and by the use of the d) value. For example, 
assume that each ring is divided into four quarters, Q0, 
Q1, Q2, and Q3, as shown in FIG. 1. In this case, the 
subspace bit, 2', of each ring segment is given by the 
equation z’=Q mod 2, where Q=0, 1, 2, and 3 for the 
ring quarters Q0, Q1, Q2, and Q3, respectively. Thus, 
for instance, in the second quarter, z’=0, and in the 
third quarter, z'l. Consequently, to send a data packet 
clockwise from node A in ring R1 to node B, which is 
in the third quarter of ring R1, the data packet is pro 
vided with the following header: 

H={_PTL, (0,d>), (1.3), DEL) 

where B is the address of node B. To send this data 
packet counterclockwise from node A to node B the 
following header is used: 

When a data packet is to be copied by a plurality of 
nodes, the addresses of those nodes are listed in the 
header of the data packet in the order in which those 
nodes are traversed by the data packet. Also, for each 
ring subspace having one or more nodes that are to 
copy the data packet, except for the last such ring sub 
space, the value (z',qb) is added to the header after the 
address of the last node in the ring subspace that is to 
copy the data packet. For example, to send a data 
packet from node B in the third quarter of ring R1 to 
nodes C and D in the ?rst quarter of that ring, and to 
node A in the second quarter of ring R1, the data packet 
is provided with the following header: 

H= {PTL, (lab). (04>), (l-C), (1,1))‘ (1,45% (O-A), 
DEL} 

where C, D, and A, are the addresses of nodes C, D, and 
A, respectively. The header delimiter DEL is always 
placed after the address of the last node on the list. 
As previously mentioned, bridges are switches that 

connect two rings, and each bridge has an address in 
each of the two rings connected by the bridge. In gen 
eral, for a bridge between rings i and j, the address of 
the bridge on ring i is represented by the symbol B(i,j), 
and the address of the bridge on ring j is represented by 
the symbol B(j,i). More speci?cally, for instance, for the 
bridge between rings R1 and R2 in FIG. 1, the address 
of the bridge on ring R1 is B(1,2), and the address of the 
bridge on ring R2 is B(2,1). 
As mentioned above, a bridge address is always fol 

lowed by the ring delimiter RDEL. When a bridge 
node, which connects together ?rst and second rings, 
recognizes its own address in the header of a data 
packet transmitted to that bridge over the ?rst ring, and 
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that address is followed by the ring delimiter, then the 
bridge node removes the data packet from the ?rst ring 
and transmits it onto the second ring. The direction of 
travel of the data packet on that second ring is deter 
mined by the ?rst, or most signi?cant, bit of the address 
sub?eld having the ring delimiter. For example, if a data 
packet is to be sent clockwise from node A on ring R1 
to the bridge node connecting rings R1 and R2, and 
then counterclockwise on ring R2 to node E, then the 
data packet is provided with the following header: 

H={PTL, (04>) (1303)), (QRDEL). (04>)- (LE). 
DEL} 

FIGS. 3 and 4 illustrate a ?ow chart employed by a 
source node to establish the header for a data packet. 
This flow chart uses the following notation: 
H represents the Header, 
¢ is an address that does not match any existing ad 

dress, - 

DEL is the ?nal delimiter of the header, 
RDEL is an inter-ring delimiter, 
R is the number of rings over which the data packet 

is to be transmitted, 
D(r) is the total number of destination nodes plus the 
number of bridge nodes, if any, in ring r, 

dir(r) represents the direction in which the data 
packet is to transmitted in ring r, 

Qd(r) is the quarter in ring r in which the d-th destina 
tion in that ring is located, 

Q0(r) is the quarter in ring r in which the node source 
or the bridge node is located, and 

idd(r) is the address or the identity value of the d-th 
destination node in Qd(r). 

The various steps in the algorithm of FIGS. 3 and 4 
are identi?ed as A1-A23. Step A1 in this algorithm is to 
set H equal to the null set, 11>; and at steps A2, A3, and 
A4, three internal variable represented by r, q, and d are 
set equal to l, Q0(r) and 1 respectively. After step A4, a 
loop is begun, and this loop is repeated for each value of 
d from 1 to D(r). In particular, at step A5, a ?rst deci 
sion is made. If dir(r) equals 0, and q equals Qd(r) and 
id¢(r) is before id,1_ 1(r), then the algorithm proceeds to 
steps A6 and A7. At step A6, H is set to a new value; 
and speci?cally, a new PAA is added to the current 
header. The ?rst bit in this new PAA value is equal to 
q mod 2, and the last seven bits in this new PAA value 
are set equal to (b. At step A7, q is set to a new value 
according to the equation: q=(q+ 1) mod 4; and after 
step A7, the algorithm continues to step A8. 

If, at step A8, dir(r) equal 1, and q equals Q¢(r) and 
idd(r) is after idd_1(r), then the algorithm proceeds to 
steps A9 and A10. At step A9, a PAA value is added to 
the end of the current string of subaddress ?elds in the 
header; and the ?rst bit in this new PAA value is equal 
to q mod 2, and the last seven bits in this new PAA 
value are set equal to ¢._ At step A10, q is set equal to 
(q- 1) mod 4, and then the algorithm continues to step 
All. 
At step A11, q is compared to Qd(r); and if these two 

values are not equal, the algorithm proceeds to step 
A12. At this latter step, a new PAA is added to H. The 
?rst bit in this new PAA value is equal to q mod 2, and 
the last seven bits of this new address are set equal to qb. 
After step A12, dir(r) is compared to 0 at step A13. If 
dir(r) is equal to 0, then, at step A14, q is set to a new 
value equal to (q+ 1) mod 4; however, if dir(r) is not 
equal to 0, then, at step A15, q is set to a new value equal 
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to (q- 1) mod 4. After step A14 or A15, the algorithm 
returns to step All, with the new value of q. 

If, at step A11, q is equal to Qd(r), then the algorithm 
skips to step A16, at which a new address is added to H. 
The ?rst bit in this sub?eld is equal to (q mod 2), and the 
last seven bits in this sub?eld are set equal to the address 
of the d-th destination node in ring r. Then, at step A17, 
d is compared to D(r). When d is less than D(r), more 
destination addresses need to be added to the header; 
and d is increased by one at step A18, and then the 
algorithm returns to step A5. Steps AS-A17 are re 
peated to add one destination node address, and the 
appropriate number of at values, to the header for each 
node that is to receive the data packet. 
Once all of the appropriate addresses and intermedi 

ate d) sub?elds have been added to the header for each 
destination node in a given ring, then, at step A17, d 
equals D(r), and the algorithm moves on to step A19. At 
this step, the algorithm checks to determine if the ap 
propriate number of addresses have been added to the 
header for all of the destination nodes on all of the rings 
to which the data packet will be transmitted, and this is 
done by comparing r to R. If r is less than R —which 
means that node addresses on addition rings need to be 
added to the header- then the ring delimiter is added 
to the current end of the header, at step A20, r is in 
creased by one at step A21, and the algorithm returns to 
step A3 However, if at step A19, r equals R —which 
means that all of the appropriate PAA’s have been 
added to the header- then the header ‘delimiter is 
added at step A22, and the packet is transmitted over 
ring 1 in direction dir(1). 
FIG. 5 is a flow chart showing an algorithm used by 

a non-bridge node i that receives a data packet to deter 
mine if that node should transmit or discard the data 
packet. This flow chart uses various symbols discussed 
above, and also uses the following notation: 

2‘ represents the ?rst bit in the front PAA in the 
header of the data packet, and 

id’ represents the last seven bits in the front PAA in 
the header of the data packet. 
The various steps in the algorithm of FIG. 5 are iden 

ti?ed as B1-B10. Step B1 is to make a ?rst decision. If 
the front most address in the address ?eld in the header I 
is neither DEL nor RDEL, and the subspace bit in the 
front address ?eld of the header is not equal to the 
subspace bit of node i, then the algorithm proceeds to 
step B2, which is to delete the ?rst PAA from the ad 
dress ?eld of the header. Steps B1 and B2 are repeated 
until one of the conditions‘ tested in step B1 is true. 
When this happens, the algorithm moves on to step B3, 
which is to make a second decision; and in particular, 
the current front most address sub?eld in the header is 
checked to see if it is either DEL or RDEL. If that 
sub?eld is one of these two delimiters, then the data 
packet is discarded, at step B4. 

If, though, at step B3, the front most address sub?eld 
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is neither DEL nor RDEL, the algorithm moves to step ' 
B5, which is to compare the node address in the front 
address sub?eld of the header to the address of node i. 
If these two addresses are not equal, then at step B6 the 
data packet is transmitted over the ring in which the 
node is located. However, if at step E5, the two com 
pared addresses are the same, then node i copies the 
data packet, at step B7, and deletes the front address 
sub?eld from the address ?eld of the header, at step B8. 
Then the algorithm moves on to step B9. At this step, 
the address now in the front of the sequence of ad 
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dresses in the address ?eld of the header is checked to 
see if it contains DEL, RDEL, or if the subspace bit in 
that front sub?eld is equal to 2'. If any one of these 
conditions is true, the data packet is discarded at step 
B10; but if none of these tested conditions is true, the 
data packet is transmitted over the ring in which node i 
is located. 
FIG. 6 is a flow chart illustrating an algorithm used 

by a bridge node (i,j) after receiving a data packet over 
ring i. The various steps in this algorithm are identi?ed 
as C1-Cl4, and the ?rst six steps of this algorithm are 
the same as the ?rst six steps of the algorithm of FIG. 5. 
Speci?cally, at step C1, if the front address sub?eld in 
the header is neither DEL nor RDEL and the front 
subspace bit is not the subspace bit of node (i,j) in ring 
i, then the algorithm proceeds to step C2, and the front 
node address and front subspace bit are removed from 
the header. Steps C1 and C2 are repeated until one of 
the conditions tested in step C1 becomes true; and when 
this happens, the algorithm moves on to step C3. At step 
C3, another decision is made, and in particular, the new 
front address sub?eld in the header is tested to deter 
mine if it is either DEL or RDEL. If this new front 
sub?eld contains either of these two delimiters, the 
packet is discarded at step C4; however, if the front 
address sub?eld contains neither of these two delimit 
ers, the algorithm moves on to step C5, where a third 
decision is made. 

This third decision is simply to determine if the front 
most address in the address ?eld of the header is the 
address of node (i,j). If these two addresses do not 
match, the data packet is transmitted over ring i, at step 
C6. However, if at step C5, these two addresses match, 
the node (i,j) then deletes the front address sub?eld 
from the header, at step C7. Then, at step C8, the new 
front address sub?eld in the header is checked to deter 
mine if it includes RDEL. If that delimiter is not pres 
ent, then the data packet is discarded at step C9. How 
ever, if the delimiter is present, then the direction in 
which the data packet is to be transmitted over ring j is 
determined, at step C10, by the 2’ bit of that front ad 
dress sub?eld; and then that from address sub?eld is 
deleted from the header at step C11. Next, at step C12, 
the 2’ bit of the address sub?eld now at the front of the 
address ?eld of the header is compared to the subspace 
bit of the bridge node in ring j. If these two bit values 
are not equal, then the data packet is discarded at step 
C13; however, if these two bit values are not equal, then 
the data packet is transmitted over ring j at step C14. 
As previously mentioned, this invention may also be 

used to address and route a data packet to a group of 
destination nodes, and to remove such a packet from a 
communication network after the packet has been trans 
mitted to all of its destination nodes. Such data packets 
are referred to as group packets, and the control symbol 
for the headers of these data packets if GR. In contrast 
to the point-to-list data packets, the headers of all 
groups packets have the same structure. In a ring that is 
divided into four quarters, for example, there may be up 
to four nodes with the group address idG. 

Generally, in order that the group data packet is 
copied exactly once by each node having the group 
address but not copied by the source node, the ?rst 
address but not copied by the source node, the ?rst 
address sub?eld in the header of the group data packet 
is (q,¢), where q is the subspace bit, 2', of the ring seg 
ment having the source node. As a result, the data 
packet will initially partially traverse the ring segment 
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in which the data packet was originated, and then will 
traverse in full over all ring segments, including the one 
having the source node, having nodes having the group 
address. 

In order to insure that the source node, ido, will not 
copy its own group data packet, the last address sub?eld 
in the address ?eld of the packet header before the 
header delimiter is provided with a unique address of 
the source node (q, ido); and each node, before copying 
a group data packet, tests the address sub?eld that is the 
second sub?eld from the front of the address ?eld in the 
header. If this second from the front sub?eld is not the 
unique address of the node, the node may copy the data 
packet; however, if this second sub?eld contains the 
unique address of the node, the data packet will not be 
copied. This feature is particularly important when 
routing group data packets across bridges. 

Thus, for multi-ring networks, all group data packets 
will have headers with the following format: 

H={GR. (‘Z 4», (q, ids). (4. Ida). (q. ids), (I11 Ida). (q. 
ido), DEL} 

and for single ring networks, all group packets will have 
headers with the following format: 

H= {GR- (4 d>). (r7- ido). (q. ids). (r7. ids). (q, ids) 
DEL} 

When a group packet reaches a bridge node B(i, j) 
having the group address, that bridge node forwards 
the data packets on both of the two rings that the bridge 
connects; that is, the data packet is duplicated. The 
packet that is routed across the bridge node, from a ?rst 
ring to a second ring, is viewed on that second ring as if 
the bridge node is the source node of the data ‘packet. 
Therefore, when the data packet is being transmitted 
over the second ring, the format of the header in the 
data packet will be: 

H ={GR. (q, d>). (r7. idc). (q, ids), (I? ids). (q. idc), (q, 
m0). DEL) 

where B(i,i) is the unique address of the bridge node on 
the second ring. It should be noted that the data packet 
can be forwarded in either direction, clockwise or coun 
terclockwise, on that second ring. 
FIG. 7 is a flow chart illustrating an algorithm for 

providing the address ?eld of a header of a data packet 
that is to be transmitted to a group of nodes having the 
same group address, idg- The ?rst step D1 in this algo 
rithm is to set 2 equal to Qo(r) mod 2. Step D2 is to form 
the address ?eld. The ?rst address sub?eld is ?lled with 
the value (q,¢). The header is then provided with a 
respective one address idg for each node that is to copy 
the data packet; and the subspace bits of the sub?elds 
having this group address alternate between q and a. 
After the last group address is added to the address 
?eld, that ?eld is provided with the data (q,id,,) where 
idois the address of the source node, and then the delim 
iter DEL is added. 
FIG. 8 is a flow chart illustrating an algorithm used 

by a non-bridge node i after receiving a data packet. At 
step E1, a ?rst decision is made. If the ?rst address 
sub?eld in the header is not DEL, and the ?rst subspace 
bit in that ?rst sub?eld is not the subspace bit of node i, 
then the algorithm proceeds to step E2, which is to 
delete that ?rst sub?eld from the address ?eld of the 
header. 
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Steps E1 and B2 are repeated until one of the two 

conditions tested in step E1 is true. When this happens, 
the algorithm moves to step E3, which is to determine 
if the current, front address sub?eld in the header is the 
delimiter DEL. If that delimiter is present in the sub 
?eld, then the data packet is discarded at step E4; but if 
the delimiter is not present in the sub?eld, the algorithm 
moves on to step E5. 
At step E5, two conditions are tested. The ?rst condi 

tion is whether node i is one of the nodes for which the 
data packet is intended, and this is determined by com 
paring the group address in the header of the data 
packet to the address of node i. The second condition 
involves (i) comparing the subspace bit of node i to the 
subspace bit in the second address sub?eld in the se 
quence of sub?elds in the header, and (ii) comparing the 
address of node i to the node address in that second 
sub?eld. If these two subspace bits are not equal, or if 
they are equal but these two node addresses are not 
equal, then this second condition is considered to be 
true. If both of the conditions tested at step E5 are true, 
then the node copies the data packet at step E6, and the 
data packet is then transmitted at step E7. If one of the 
conditions tested at step E5 is not true, the algorithm 
skips step E6 and transmits the data packets at step E7. 
FIG. 9 is a flow chart showing an algorithm em 

ployed by a bridge node (i,j) after receiving a data 
packet. At step F1, the front address sub?eld in the 
header is checked, ?rst, to determine if it is the delimiter 
DEL, and second, to determine if the subspace bit in 
that sub?eld is equal to the subspace bit of the bridge 
node in ring i. If neither of these conditions is true, the 
algorithm proceeds to step F2, where the front address 
sub?eld is deleted from the header. Steps F1 and F2 are 
repeated until one of the conditions tested in step F1 is 
true, and when this happens, the algorithm moves to 
step F3. At this step, the current front address sub?eld 
is checked to determine if it includes the delimiter DEL. 
If it does, the data packet is discarded at step F4; how 
ever, if that sub?eld does not contain DEL, then the 
algorithm moves to step F5. 

Step F5 is similar to step E5. A ?rst condition tested 
at step F5 is whether the group address in the header is 
the address of the bridge node in ring i. A second condi 
tion tested at step F5 involves comparing the subspace 
bit and the address of the bridge node in ring i to the 
subspace bit and the address, respectively, in the second 
address sub?eld from the front of the address ?eld in the 
header of the data packet. If these two subspace bits are 
not equal, or if they are equal but these two addresses 
are not equal, this second condition is considered to be 
true. If both of the conditions tested at step F5 are true, 
then the node copies the data packet at step F6 and 
transmits that copied data packet onto ring j, and the 
header of the data packet on ring j is established accord 
ing to the above-mentioned step D2, with z=Qo(j). 
After step F6, or immediately after step F5 if one of the 
conditions tested therein is not true, the algorithm pro 
ceeds to step F7, which is to transmit the data packet 
over ring i. 
The present invention may also be used with a global 

addressing method for group mode. This mode is used 
when the originating node does not have any informa 
tion on the destination of a data packet or on the net 
work topology; and, therefore, the packet should tra 
verse all of the nodes in the ring or rings of the commu 
nication network. Typically, this node will be used only 



5,216,670 
13 

for global control, initialization of the network and 
setup. 

Global addresses commonly have long formats, typi 
cally 48 or 64 bits long, and decoding these addresses 
can cause extensive delays. In order to avoid these de 
lays, each node that receives a global data packet copies 
that packet and then, before decoding the data packet, 
forwards the packet onto the next node in the network. 
Eventually, the data packet is removed from the net 
work by means of the DEL symbol. I 

with reference to FIG. 10, a data packet having a 
global address is identi?ed by positioning a special, 
reserved symbol, GA, in the routing part of the header 
of the data packet; and the global address itself, GLB, is 
located in the header of the data packet after the DEL 
symbol. Hence, when a node identi?es GA in the rout 
ing part of the header of a data packet, the node knows 
that a global address is located after the route delimiter 
in that header. 
The control ?eld of the packet header of a global data 

packet is the same, GR, as for a group data packet. A 
data packet in the global group mode is copied by all the 
nodes along its routing path after they identify GA in 
the address ?eld of the data packet header; and it is only 
after the node decodes the global address in that header 
that the node determines either to keep the data packet 
or to discard it. ' 

Thus, when a global data packet leaves its source 
node, ido, the format of the header of the data packet is: 

H ={GR1 (q, (10,01, GA), (9, GA), (q- 6140701, GA), ((1, 
ido), DEL, GLB} 

and after a global data packet is forwarded across a 
bridge node B(i,j) from ring i to ring j, the header of the 
data packet will have the following format: 

H= (GR. ((1, tb). (q, GA), (4- GA), (4, GA), (4. GA), (111 
B011), DEL. GLB) 

While it is apparent that the invention herein dis 
closed is well calculated to ful?ll the objects previously 
stated, it will be appreciated that numerous modi?ca 
tions and embodiments may be devised by those skilled 
in the art, and it is intended that the appended claims 
cover all such modi?cations and embodiments as fall 
within the true spirit and scope of the present invention. 
Having thus described our invention, what we claim 

as new, and desire to secure by Letters Patent is: 
1. A method of discarding unwanted data packets 

from a communication network of the type having a 
multitude of nodes connected together to form a circu 
lar network, each node having an address, and each 
data packet including a plurality of address sub?elds to 
identify addresses of one or more of said nodes, the 
method comprising the steps of: 

dividing the network into a plurality of segments, 
each of the network segments being adjacent at 
least to another of the network segments, and 
wherein each of the nodes is in one of the segments 
and each of the segments includes at least one of 
the nodes; 

assigning each of the network segments one of a plu 
rality of subspace values such that adjacent net 
work segments have different subspace values; 

assigning to each address sub?eld one of the plurality 
of subspace values; 
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transmitting each data packet over the communica 

tion network, including the steps of 
i) at each node, comparing the subspace value of 

the network segment in which the node is lo 
cated, with the subspace value in one of the 
address sub?elds in the data packet, 

ii) if said compared values are not equal, discarding 
the said one address sub?eld, and 

iii) discarding the data packet after all of the ad 
dress sub?elds therein have been discarded. 

2. A method according to claim 1, wherein a delim 
iter is located in each data packet, and the step of dis 
carding the data packet includes the steps of: 

after discarding each address sub?eld, checking the 
next sub?eld in the data packet, and 

i) if said next sub?eld does not include the delimiter, 
transmitting the data packet to another node of the 
network, and 

ii) if said next sub?eld includes the delimiter, discard 
ing the data packet. 

3. A method according to claim 2, wherein in each 
data packet, the address sub?elds in the data packet are 
arranged in a sequence, and the comparing step includes 
the step of, at each node, comparing the subspace value 
of the network segment in which the node is located, 
with the subspace value in the address sub?eld at the 
front of the sequence of address sub?elds. 

4. A method according to claim 3, wherein the delim 
iter is located after the sequence of address sub?elds. 

5. A method according to claim 4, wherein said plu 
rality of subspace values consist of two subspace values. 

6. A method according to claim 3, wherein the com 
munication network includes at least ?rst and second 
rings, and the multitude of nodes includes a bridge node 
connecting together said ?rst and second rings, and 
wherein the transmitting step includes the step of: 
whenever one of the data packets is transmitted to the 

bridge node over the ?rst ring, the bridge node 
checking to determine if the address of the bridge 
node is in one of the address sub?elds in the data 
packet; and 

if the address of the bridge node is in one of the ad 
dress sub?elds in the data packet, the bridge node 
transmitting the data packet to the second ring. 

7. A method according to claim 1, wherein the trans 
mitting step further includes the step of: 

iv) if said compared values are equal, the node copy 
ing the data packet, discarding said one address 
sub?eld, and transmitting the data packet to an 
other one of the nodes of the network. 

8. A method according to claim 1, wherein the trans 
mitting step further includes the step of: 

iv) if said compared values are equal, the node copy 
ing the data packet, and transmitting the data 
packet to another one of the nodes of the network 
without discarding said one address sub?elds. 

9. A method for addressing data packets for routing 
over a communication network of the type having a 
multitude of nodes connected together, each node hav 
ing a node address, the method comprising: 

separating the network into a plurality of segments, 
each of the segments being adjacent to at least one 
of the other of the segments and each of the seg 
ments including at least one of the nodes; 

assigning each of the segments one of a plurality of 
subspace values, such that adjacent segments have 
different subspace values; and 
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a ?rst of the nodes, providing the data packet with an 
address ?eld to identify a route for the data packet 
between said ?rst and second of the nodes, and 
including the steps of 
i) establishing a respective one associated sub?eld 

in the address ?eld for each segment of the net 
work in said route, said sub?elds being arranged 
in a sequence in said ?eld, and each sub?eld 
including a subspace component and an address 
component, 

ii) alternating the subspace components of the sub 
?elds in said sequence between said plurality of 
subspace values, and 

iii) for the ring segment in said route that includes 
said second node, establishing the address of the 
second node as the address component of the 
sub?eld associated with the ring segment. 

10. A method according to claim 9, wherein the pro 
viding step further includes the step of, 

iv) for each ring segment in said route that does not 
include said second node, establishing a given 
value that is unequal to the address of any node in 
the ring, as the address component of the sub?eld 
associated with the ring segment. 

11. A method according to claim 10, wherein the 
providing step further includes the step of (v) setting the 
subspace component of the ?rst address sub?eld in the 
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address ?eld equal to the subspace value of the ring 
segment in which the second node is located. 

12. A method according to claim 11, wherein the 
providing step further includes the step of 

(vi)-adding adelimiter to the address ?eld immedi 
ately following one of the address sub?elds in the 
?eld, to identify said one of the sub?elds as the last 
sub?eld in the ?eld. 

13. A method according to claim 12, wherein the 
communication network includes at least ?rst and sec 
ond rings, and the multitude of nodes includes a bridge 
node connecting together said ?rst and second rings, 
and further comprising the step of: 

for each data packet that is to be transmitted from the 
?rst ring to the second ring, establishing a respec 
tive one sub?eld in the address field of the data 
packet, and identifying in said one associated sub 
?eld the address of the bridge node. 

14. A method according to claim 13, further includ 
ing the step of: > 

for each data packet that is to be transmitted from the 
?rst ring to the second ring, establishing a further v 
address sub?eld immediately following the sub?eld 
containing the address of the bridge node, and 
using the subspace component of said additional 
sub?eld to indicate the direction in which the data 
packet is to be transmitted over the second ring. 
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