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programmable memory, ?rst the data, then the associ 
ated retrieval codes and ?nally an address pointer 
which contains the addresses of the data. 
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METHOD OF ASSURING INTEGRITY OF 
INFORMATION BEING STORED 

STATE OF THE TECHNOLOGY 

The invention is an improvement upon an apparatus 
for control of technical installations and machines, par 
ticularly of combustion engines in motor vehicles. 
Such a control scheme is known from German Pub 

lished Unexamined Application DE-OS 35 43 966 and 
corresponding U.S. Ser. No. 201,343, BRAUNINGER 
et al., now US. Pat. No. 4,896,263, issued Jan. 23, 1990. 
It features at least one freely programmable memory 
and at least one permanently programmed memory. In 
the permanently programmed memory are stored multi 
ple variants of data records under various retrieval 
codes, and in the freely programmable memory are 
stored the various retrieval codes of the data records. If 
such a control scheme is desired for various purposes, 
for example for use in a variety of vehicle types, input 
ting appropriate retrieval codes in the freely program 
mable memory permits retrieval of appropriately se 
lected data records from the permanently programmed 
memory. The disadvantage of this approach is that the 
possible uses of the control device is limited by the 
number of various data records. It is not possible for the 
user of the control device to modify the data records 
easily; rather, swapping out of the control device or at 
least the freely programmable memory is required. 
German Published Unexamined Application DE-OS 

34 07 920 and corresponding US. Pat. No. 4,677,558, 
BOHMLER et al., issued Jun. 30, 1987 discloses a con 
trol device in which the permanently programmed 
memory stores the basic program for generation of 
various control commands and a program for selection 
of the data required in the calculations. A freely pro 
grammable memory stores a speci?c data record with 
the associated retrieval code for the machine or vehicle 
to be controlled. The data are input into the control 
device, together with the retrieval codes, by the manu 
facturer. Only he can-if necessary-alter the addresses 
in the freely programmable memory and add more data. 
The disadvantage is that the user of such a control 

device is initially tied to the data record of the manufac 
turer, and the alteration possibilities are limited. Fur 
thermore, the assistance of the manufacturer must he 
enlisted to make changes. Even after alteration of the 
data and/or addresses, the user again has only one data 
record available. Thus, the possibilities of use are se 
verely limited. 

ADVANTAGES OF THE INVENTION 

By contrast, the apparatus and method of the present 
invention have the advantage that the user himself can 
freely choose one or multiple data records, and is not 
tied to the data presupplied by the manufacturer. The 
manufacturer of the control device merely supplies the 
functional program, i.e. the calculation program and the 
program for selection of data. This results in substan 
tially more possibilities of use for such a control device. 
It is particularly advantageous to be able to recognize 
faulty memory cells when storing data, the associated 
retrieval codes and an address pointer. Then the data, 
retrieval codes, and the address pointer are stored in 
intact memory cells. a 
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2 
DRAWING 

A sample embodiment of the invention will be ex 
plained with reference to the drawings, in which: 
FIG. 1 is a block diagram of a control device accord 

ing to the invention; and 
FIG. 2 illustrates the structure of the information 

stored in the control device. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

The apparatus and method according to the invention 
are suitable for controlling an arbitrarily wide range of 
technological installations and machines. The descrip 
tion focuses only by way of example on the control of a 
combustion engine of a motor vehicle. 
A control scheme of the sort described here involves 

an electronic engine control with at least a microproces 
sor, at least one permanently programmed memory, and 
at least one freely programmable memory. These con 
trol devices are built in, during manufacture of a vehi 
cle, at a suitable location. The control devices for vari 
ous vehicle types and models are identical. They ini 
tially contain merely calculation programs, e.g. for 
various engine control data such as the ignition angle 
and ignition angle correction, as well as a program for 
selection of the data needed by the calculation program. 
These so-called “basic programs" are stored in the per 
manently programmed memory of the control device. 
At the end of a motor vehicle assembly line, the user of 
the control device, the motor vehicle manufacturer, can 
input the vehicle-speci?c data into the freely program 
mable memory of the control device. To do this, it is 
unnecessary to open the control device, which is her 
metically sealed for protection against external in?u 
ences. 

For input of the desired information into the freely 
programmable memory, the control device, as shown in 
FIG. 1, is connected by a plug connection to a program 
ming device, a so-called programming station. The data 
relevant to the vehicle type are contained in the pro 
gramming station. 
FIG. 1 is a block diagram, in which a programming 

means 1 is connected via a plug connection 2 with a 
control device 3. The control device can be called upon 
for control and/or regulation of various functions, e.g. 
ignition instant regulation, dwell angle regulation, and 
regulation of fuel injection duration. It can also perform 
diverse monitoring functions. For simplicity of illustra 
tion, the connections of the control device to sensors 
and adjustable elements of the motor vehicle are omit 
ted. Further, details of the housing of the control device 
are not illustrated. Preferably, however, the plug con 
nection is integrated into the housing, in order to main 
tain the hermetic seal. 
The control device 1 features a microprocessor 4, a 

programming circuit 5, as well as a freely programma 
ble memory 6 e.g. an EPROM (Electrically Program 
mable Read-Only Memory). A permanently pro 
grammed memory 7, e. g. a ROM (Read-Only Memory), 
is indicated schematically integrated into microproces 
sor 4. 
From programming means 1, a transmit line 8 runs to 

microprocessor 4, and from the latter, an acknowledg 
ment line 9 runs back to the programming station 1, 
which is also connected, via a release line 10, with pro 
gramming circuit 5. These three lines all run through 
plug connection 2. Between the microprocessor and the 
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freely programmable memory 6, a ?rst data bus 11 is 
provided. A second data bus 12 serves for control signal 
transmission from the microprocessor to the program 
ming circuit 5, which is connected with memory 6 via a 
?rst line 13 and a second line 14. It is also possible to 
integrate all the aforementioned components of the 
control device into a single circuit. 
The programming means 1 contains all vehicle 

speci?c data which is input via plug connection 2 into 
control device 3. 
The process of data transmission from a program 

ming means to a control device having a microproces 
sor, using either a serial or a parallel interface, is con 
ventional and well known. 

Transmit line 8 is used to supply information to the 
microprocessor, which con?rms its receipt via ac 
knowledgment line 9. Between programming means 
and control device, there is thus, for data transmission 
purposes, a so-called two-wire dialogue. The data ex 
change, between microprocessor 4 and memory 6, 
which is necessary for normal operation, occurs via ?rst 
data bus 11. Upon input of data, the information re 
ceived over transmit line 8, is applied to memory 6 by 
means of ?rst data bus 11. Second data bus 12 transmits, 
to programming circuit 5, the control signals need to 
program. 
For programming of memory 6, a programming volt 

age adapted to memory 6 is applied to programming 
circuit 5 over a release line 10. This enables the simulta 
neous application to memory 6 of programming pulses 
over a ?rst line 13 and of programming voltage over a 
line 14. 
However, it is also possible to use a one-wire inter 

face instead of the two-wire interface just described. 
FIG. 2 illustrates the programs input into perma 

nently programmed memory 7 and the data stored in 
freely programmable memory 6. The programs are 
provided by the manufacturer of the control device. 
The data present in freely programmable memory 6 are 
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retrieved with the aid of the program for selection of 40 
data and then are evaluated by means of the calculation 
program. 
The selection program can also be stored in the freely 

programmable memory. In this case, the permanently 
programmed memory still contains a program algo 
rithm. The calculation programs serve, for example, for 
calculation of ignition angle and of correction factors, 
which are, for example, considered in connection with 
fuel injection. 
The following describes more precisely the manner 

of storage of information: 
Initially, ?xed values are‘ input into a constant ?eld 

designated here by K. These values are controlled by 
the programming means. If a defective memory cell 
falsi?es the value input, a further storage operation 
takes place at another free spaces which can be used for 
re-storage of ?xed values. 

Subsequently, data are input into a control data ?eld 
S. Upon occurrence of an error, a further storage opera 
tion also takes place at a new memory address. Simi 
larly, S1 and S2 designate spare spaces for the control 
data. These serve to differentiate among characteristic 
curves and -?elds which are input in a following storage 
step. If such differentiation is not necessary for the 
calculation program, the control data ?eld can be omit 
ted. 

Should defective memory cells be encountered dur 
ing input of characteristic-curves and -?elds, the input 
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4 
of these data can be repeated at other memory ad 
dresses. Corresponding free spaces are also provided 
here. 
The addresses of the characteristic-curves and -?elds 

are stored in a vector field V. The addresses are selected 
such that memory addresses with defective memory 
cells are not listed. 

Finally, an address pointer is input, which contains 
the actual addresses of the constant ?eld, of the control 
data ?eld, and of the vector ?eld. 
The storage of the address pointer begins from a ?xed 

start address which is stored in the permanently pro 
grammed memory 7 in the program for selection of 
data. If a defective memory cell is encountered during 
storage of the address pointer, the data record is stored 
at a following memory address. The addresses in the 
address pointer memory area are separated into groups, 
with the number of elements in a group corresponding 
to the number of addresses to be stored. In the present 
example, therefore, each group consists of three succes 
sive addresses. 

This memory structure assure that, upon read-out of 
the address pointer, the actual, correct addresses are 
read out. 

Initially, the individual groups of address in the ad 
dress pointer ?eld beginning at the ?xed start address 
are read out with the help of the selection program. If a 
group of free addresses is encountered, it is assured that, 
the actual address record is stored in the immediately 
preceding group. Therefore, whenever, due to a defec 
tive memory cell, the valid addresses of the address 
pointer are not stored until the second memory opera 
tion, this read-out process assures that no read-out from 
the false address takes place. 

In this fashion, defective memory cells are identi?ed 
during storage of data and of addresses. In case of error, 
a memory operation is repeated. The retrieval codes in 
the vector ?eld and in the address pointer always point 
to the actual memory location. 
Due to the clear, unambiguous association of the 

stored information and of the retrieval codes, one can 
store data records and address groups of arbitrary 
length. Furthermore, it is possible to subsequently mod 
ify the data records. Thus, new data, e. g. ?xed values or 
control data, and also characteristic-curves and -?elds, 
can be input into spare spaces left free during the ?rst 
storage operation or into arbitrarily selected free mem 
ory locations. 

Thereafter, in case of changes to characteristic 
curves and -?elds, the vector ?eld is read out, matched 
to the new addresses, and input at new locations. If a 
change does not alter the characteristic-curves and 
-?elds, the vector ?eld also remains unchanged. 

Finally, the address pointer is read out, actualized, 
and input into the address group following the original 
address record. 
With this control device and with this method, arbi 

trary data and addresses selected by customers can be 
read into freely programmable memory 6, and errors 
due to defective memory cells are avoided. Moreover, 
the stored information can later be modi?ed by the user 
of the control device without any problem. 

In the event that speci?c data groups often need to be 
used in alternation, such as when gasoline quality 
changes often due to multiple frontier crossings, the 
control scheme can be modi?ed to the extent that differ 
ent data records adapted to this situation are input into 
the freely programmable memory. The selection of the 
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data records can be carried out by an interrogation 
routine or by a switching element. In this manner, con 
sumption of memory upon each data change is avoided. 

I claim: 
1. Method for assuring integrity of information being 

stored in a control device having: 
at least one microprocessor (4), 
at least one permanently programmed memory 
(ROM 7) for storage of control programs, and 

at least one freely programmable and reprogramma 
ble read memory (EPROM 6) having a plurality of 
memory locations, 

comprising the steps of 
storing in said read memory (6) information including 

an address pointer which begins at a ?xed start 
address, said address pointer referencing addresses 
of at least one of the following types of informa 
tion: 

data, 
?elds, and 
constants, which are stored together with the address 

pointer in the read memory (6), and 
updating said information by at least partially replac 

ing previously stored information by current infor 
mation of the same type(s) as that previously stored 
wherein loss of previously stored data by faulty 
overwriting is avoided by ?rst identifying free 
memory locations and subsequently writing said 
current information only into free memory loca 
tions which contain no previously stored informa 
tion. 

2. Method according to claim 1, 
characterized in that 
the address pointer for current data, ?elds and/or 

characteristic curves are written into the address 
group of the address pointer which follows the 
original address record. 

3. Method according to claim 1, 
further comprising the steps of 
searching through addresses stored in the address 

pointer, by means of a program stored in the per 
manently programmed memory (7), until a group 
of free memory locations is found, and 

interpreting, as a current address pointer, contents of 
a group of addresses immediately preceding said 
free memory locations. 

4. Method according to claim 2, 
further comprising the steps of t 
searching through addresses stored in the address 

pointer, by means of a program stored in the per 
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6 
manently programmed memory (7), until a group 
of free memory locations is found, and 

interpreting, as a current address pointer, contents of 
a group of addresses immediately preceding said 
free memory locations. 

5. Method according to claim 1, 
further comprising the steps of 
writing new data, ?elds and characteristic-curves 

into free memory locations by means of a program 
ming device (1), 

testing for error during said writing of data, ?elds 
and/or characteristic-curves, and, upon detection 
of such error, carrying out a further writing opera 
tion at other free memory locations and 

referencing, by the address pointer, said other loca 
tions. 

6. Method according to claim 2, 
further comprising the steps of 
writing new data, ?elds and characteristiccurves 

into free memory locations by means of a program 
ming device (1), 

testing for error during said writing of data, ?elds 
and/or characteristic-curves, and, upon detection 
of such error, carrying out a further writing opera 
tion at other free memory locations and 

referencing, by the address pointer, said other loca 
tions. 

7. Method according to claim 3, 
further comprising the steps of 
writing new data, ?elds and characteristic-curves 

into free memory locations by means of a program 
ming device (1), 

testing for error during said writing of data, ?elds 
and/or characteristic-curves, and, upon detection 
of such error, carrying out a further writing opera 
tion at other free memory locations and 

referencing, by the address pointer, said other loca 
tions. 

8. Method according to claim 4, 
further comprising the steps of 
writing new data, ?elds and characteristic-curves 

into free memory locations by means of a program 
ming device (1), 

testing for error during said writing of data, ?elds 
and/or characteristic-curves, and, upon detection 
of such error, carrying out a further writing opera 
tion at other free memory locations and 

referencing, by the address pointer, said other loca 
tions. 
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