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with crypto techniques, and in which the data of a data 
source are supplied to a data terminal by way of a trans 
mission side crypto device, a transmission path and a 
receiving side crypto device, the data of the data source 
are supplied to a transmitting side shift register and a 
serially processed toward the receiving side crypto 
device by way of an output of the shift register and the 
transmitting side crypto device, and an order evaluator 
is connected to a number of cells of the shift register to 
produce a reset signal if an order word occurs, the reset 
signal causing erasure of the content of the individual, 
or all, cells of the shift register. 

3 Claims, 5 Drawing Figures 
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CIRCUIT ARRANGEMENT FOR THE CONTROL 
OF SEMI-DUPLEX DATA TRANSMISSION 

SYSTEM 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
This invention relates to a circuit arrangement for the 

control of semi-duplex transmission systems in the case 
of crypto operation, and more particularly to such sys 
tems in which the data of a data source are supplied to 
a data terminal by way of a transmitting and a receiving 
side crypto device. 

2. Description of the Prior Art 
As is well known in the art, a character adapted stop 

transmission direction change in semi-duplex connec 
tions is effected with the help of an order block. The 
order block, consisting of several bit groups, is transmit 
ted by the transmitting side crypto device and causes 
the character-correct‘stopping of the receiving side 
crypto generator. Simultaneously, with the transmission 
of the order block, the transmitting side crypto genera 
tor is also character-correct stopped. In the case of the 
transmission of desired bit sequences, it can generally 
not be avoided that bit patterns occur which acciden 
tally equal the order blocks. In the case of prior art data 
transmission systems of this type, such inadvertently 
occurring order blocks cause an undesired stopping of 
the crypto generators, a situation which is generally 
reversed by the action of operating personnel. This 
undesired stopping of the crypto generators diminishes 
the effectiveness of the transmission system. 

SUMMARY OF THE INVENTION 

The present invention is based on the task of provid 
ing a circuit arrangement for the control of semi-duplex 
data transmission systems, in the case of a crypto opera 
tion, wherein accidentally and inadvertently occurring 
order blocks are safely avoided. 
According to the invention, the data of the data 

source are supplied to‘ a transmitting side shift register 
and are serially fed toward the receiving side crypto 
device by way of an output of the shift register and by 
way of the transmitting side crypto device. An order 
evaluator is connected to several cells of the shift regis 
ter and produces a reset signal upon the occurrence of 
an order word. This reset signal causes an erasure of the 
content of the individual cells, or of all cells, of the shift 
register. 
A circuit arrangement constructed in accordance 

with the present invention is characterized in that it 
safely prevents accidentally occuring order blocks, 
since the clear text is controlled. on the transmitting 
side, and the clear text is changed if accidental order 
blocks occur. The clear text changed in this manner 
cannot then cause any faulty controls at the receiving 
side. The invention is based on the recognition that a. 
minor and relatively seldom-.to-be effected change of 
the clear text is less of an interference than faulty con 
trols of the crypto. generators. 

In a preferred exemplary, embodiment, of the inven 
tion, the cellsv of the shift register are connected block 
by-block to ,a decoder, respectively, and the outputs of 
these decoders are connected to a counter which emits 
the reset signal when, a given counter state is reached, 
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2 
and the contents of the shift register is erased with the 
help of this reset signal. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Other objects, features and advantages of the inven_ 
tion, its organization construction and operation will be 
best understood from the following detailed descrip 
tion,. taken in conjunction with the accompanying 
drawings, on which: 
FIG. 1 is a schematic block diagram of a data trans 

mission system; 
FIG. 2 is a schematic block diagram of a data trans 

mission system having an order evaluator in accordance 
with the present invention; 
FIG. 3 is a schematic diagram of a ?rst exemplary 

embodiment of the order evaluator illustrated in FIG. 2; 
FIG. 4 is a signal diagram of signals/"which occur 

during the operation of the order evaluator illustrated in 
FIG. 3; and 
FIG. 5 is a schematic diagram of another exemplary 

embodiment of the order evaluator illustrated in FIG. 2. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

Referring first to FIG. 1, a data transmission system is 
illustrated which comprises a pair of data devices D1 
and D2, a pair of crypto devices S1 and S2, and a pair 
of transmission systems U1 and U2. 
When the data are transmitted both from the data 

device D1 to the data device D2, and alternately and in 
the opposite direction from the data device D2 to the 
data device D1, then a keyboard and a visual indicator, 
respectively, may be provided as the data devices D1 
and D2. The data devices emit the data in the form of 
binary signals whose binary values are associated with 
two different amplitudes of the signal. The data are 
generally transmitted within a given bit frame and 
within a given character frame. Thereby, a character 
may, for example, consist of eight bits. In the case of a 
single side data transmission, it is presumed that the 
crypto device S1 effects a coding of the data received 
from the data device D1, whereas the crypto device S2 
causes a decoding of the received data which it in turn 
feeds to the data device D2. If a data transmission is 
presumed alternately in both directions, then the crypto 
devices S1 and S2 will cause an encoding, as well as a 
decoding, respectively, of the received data. 
A telephone line, and ultra-short wave radio path or 

a directional radio path may be provided, for example, 
as the transmission path ST. The transmission systems 
U1 and U2 are adapted to the type of transmission path 
which is employed. Before a message can be transmitted 
from the data device D1 to the data device D2, the 
crypto devices S1 and S2 must be phased and in syn 
chronism with respect to one another. 
FIG. 2 illustrates a semi-duplex data transmission 

system in which the data of the data source D1 are 
serially entered into a shift register SR1 and are sup 
plied to the transmission system U1 by way of a crypto 
generator SG1. On the receiving side, a crypto genera 
tor SG2 is connected to the transmission system U2 and 
enters the data decrypted thereby into a receiving side 
shift register SR2 whose output is connected to the data 
device D2. 
The transmitting side crypto device S1, in accor 

dance with FIG. 2, contains the shift register SR1 and 
the crypto generator SG1. When the data transmission 
direction from the data device D1 to the data device D2 
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is to be changed then the crypto device S1 emits an 
order block, in a manner well known in the art but not 
illustrated herein, and such order block is stored at the 
receiving side in the shift register SR2. With the help of 
a decoder DC20, this order block is recognized on the 
receiving side and a signal is emittedfrom the output of 
the decoder with the'help of which a crypto generator 
in the receiving side crypto device S2 is stopped a 
character-correct manner. Simultaneously; the trans 
mitting side crypto generator provided in the crypto 
device S1 is also stopped in a character-correct manner. 
The data emitted by the data device D1 are supplied 

to the shift register SR1 by way of the input a and are 
serially shifted from line to line in accordance with the 
rhythm of a stepped timing sequence. These data are 
supplied to the crypto generator SGl by way of an 
output d. In the case of the transmission of data, it can 
not be prevented that bit patterns occur which equal an 
order block. In order to avoid that such order blocks 
are stored in the shift register SR2 at the receiving side, 
and thereupon causing a faulty control of the receiving 
side crypto device, such order blocks are recognized 
with the help of a decoder DC10 and a reset signal L is 
emitted from the output of the decoder DC10 to cause 
erasure of the individual data stored in individual ones, 
or all of, the cells of the shift register SR1. 
FIG. 3 illustrates an embodiment of an order evalua 

tor having a plurality of decoders DCl-DC8, and OR 
gate G1, a counter Z and a timing generator TG, in 
greater detail. In the case of this exemplary embodiment 
of the invention, it is assumed that the shift register SR1 
contains a total of 40 memory cells, ?ve of which form 
each of the memory blocks B1, B2, B3, B4, B5, B6, B7 
and B8. The data stored in these cells of the shift regis 
ter may be read out in parallel via ?ve outputs of the 
memory blocks B1 through B8, respectively. The out 
puts of the cells of the memory blocks B1 or B2 or B3 
or B4 or B5 or B6 or B7 or B8, respectively, 'are con 
nected to the decoders DCl or DC2 or DC3 or DC4 or 
DC5 or DC6 or DC7 or DC8, respectively. 
FIG. 4 illustrates signals which occur during the 

operation of the order evaluator illustrated in FIG. 3. 
The pulses of the timing signals T are the shift pulses 
with the help of which the data supplied via the inputs 
a are step-by-step shifted from one cell into the next cell 
of the shift register. The decoders DCl through DC8 
only emit a signal toward the OR gate G1 when, on the 
one hand, the bit pattern, which is to be decoded, is 
provided at its inputs and when, on the other hand, a 
pulse of the timing signals T1 through T8 occurs. It is 
now assumed that at the time t0 a bit pattern is stored in 
the 40 cells of the shift register SR1 which is acciden 
tally equal to an order block. The decoders DCl 
through DC8 recognize this order block and emit pulses 
by way of the OR gate G1 which are supplied to the 
counter Z as counting pulses. The decoders DC1 
through DC8 therefore respectively emit a pulse at the 
times t1, t2, t3, t4, t5, t6, t7, and t8. When the counter Z‘ 
reaches the counter state 6, it emits a reset signal L with 
the help of which the contents of the shift register SR1 
are erased. In the given case, the erasure signal L is 
therefore emitted at the instant t6 and is supplied to the 
input b. Since the transmitted data are emitted toward 
the crypto generator 561 by way of the output d of the 
shift register SR1, only the data stored in the memory 
blocks B6, B7 and B8 are concerned with erasure at the 
time t6, but not the data stored in the memory blocks B1 
through B5, since these data have already been pro; 
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cessed, toward the crypto generator SG1. If individual 
ones‘ofsthe decoding devices, for example the decoding 
devices-l D6 and D7, had not emitted any pulses ‘at the 
instants t6 or t7 respectively, the sixth counting pulse 
would have reached the counter Z at the time t8, so that 
the reset signal L would have occurred at the time t8. 
At the time tlO, another bit is written into the last cells 
of the shift register SR1 and the memory block B8, via 
the input a and therefore the storing of the data is again 
started. _ 

The counter state of the counter Z where the reset 
signal L is emitted is ?xed in such a way that it corre 
sponds to the order evaluation in the range of the shift 
register SR2 and the decoder DC20, in accordance with 
FIG. 2. It is thereby presumed that an order block is 
signaled with the shift register SR2 and the decoder 
DC20 when six of the eight bit groups of the order 
block are recognized. 

FIG. 5 illustrates a further exemplary embodiment of 
an order evaluator which, in addition to the compo 
nents illustrated in FIG. 3, contains three AND gates 
G6, G7 and G8. The counter Z, starting from the 
counter state ?ve, emits the reset signal L to one input 
each of the AND gates G6, G7 and G8, which gates are 
therefore prepared for opening. When, at the times t1 
through t5, a pulse of the signals T1 through T5 was 
respectively supplied to the counter, Z by way of the 
OR gate G1, the counter Z then emits the reset signal 
L: 1. If then, for example, the decoder DC6 also emits 
a pulse at the time t6 to the OR gate G1 on the one 
hand, and to the AND gate G6, on the other hand, the 
gate G6 opens and a pulse reaches the input 0 of the 
block B6, and the content of the memory blocktB6 is 
therefore erased. This output signal is therefore charac 
terized in that only the content of that memory block B6 
is erased whose content is equal to a ?ve bit group of the 
order block, whereas the memory blocks B1 through B5 
and B7 and B8 are not erased. In this manner, the data 
which are to be transmitted are only changed in a minor 
way. It might also be imagined that a total of ?ve pulses 
are, for example, only emitted by the decoders D1, D2, 
D3, D6, D7 so that the reset signal L is emitted from the 
time t7. If then a pulse is also emitted by the decoder D8 
at the time t8, then the AND gate G8 will open, and a 
pulse will be emitted at its output to erase the content of 
the memory block D8, whereas the content of the mem 
ory blocks B1 through B7 are not changed. 

, Although I have described my invention by reference 
to particular illustrative embodiments thereof, many 
changes and modi?cations of the invention may become 
apparent to those skilled in the art without departing 
from the spirit and scope of the invention. I therefore 
intend to include within the patent warranted hereon all 
such changes and modi?cations as may reasonably and 
properly be included within the scope of my contribu 
tion to the art. 

I claim: 
1. A circuit arrangement for controlling semiduplex 

crypto data transmission in'a data transmission system 
which includes a data source, a transmitter crypto de 
vice, a transmission path, a receiving crypto device and 
a data terminal, said circuit arrangement comprising: 

a shift register interposed between said ‘data source 
and said transmitter crypto device to receive data 

" serially, Said shift register‘inclu'ding a data input 
‘connected to the data so‘ui‘ce,’ ‘a reset input, a data 

' output connected to the transmitter crypto device, 
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and a plurality of parallel outputs including said 
data output; and 

an order evaluator connected to said plurality of 
outputs and to said reset input and operable to emit 
an reset signal in response to an order word which 
is equal to a stop order block. 

2. The circuit arrangement of claim 1, wherein said 
‘ shift register is sub-divided into memory blocks each 
having a plurality of memory cells with each of said 
blocks including a plurality of outputs, and further com 
prising a plurality of decoders, each of said decoders 
connected to the outputs of a respective memory block 
and each having an output, a counter having a counting 
input and an output, said output connected to said reset 
input, and an OR gate connecting the outputs of said 
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6 
decoders to said counting input, said counter operable 
to emit the reset signal in response to reaching a prede 
termined count. 

3. The circuit arrangement of claim 2, comprising a 
plurality of AND gates each having two inputs and an 
output, one input of each of said AND gates connected 
to said output of said counter and the other input con 
nected to an output of a respective decoder, each of said 
blocks connected to a decoder so associated with an 
AND gate including an reset input connected to the 
output of the respective AND gates, whereby the reset 
signal is emitted to clear a particular block upon a pre 
determined count and order word detection by that 
particular block. 

it i t * i! 


