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[57] ABSTRACT 
An access control system for controlling the entry and 
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exit of personnel through a door or a gate of a re 
stricted area. A person seeking to enter the restricted 
area inserts a personnel identi?cation card with mag 
netically encoded data thereon into a card reader lo 
cated outside the restricted area. Thyelnbavsecrgtwnum 
ber is entered onwamkeyboard. The'system performs 

kcire'ck‘s'oiiwthe card aiidwk'e'yboard data to determine if 
the person seeking to enter the restricted area is au 
thorized to enteNhis area. If all the checks are passed 
satisfactorily, the door is opened and the person can 
enter the'restricted area. A written record of each at 
tempt to enter the restricted area is made by a printer 
thereby providing a chronological record of all system 
events. The system also provides means for preventing 
persons in a de?ned group from entering a restricted 
area as well as circuitry to prevent entry by selected 
individuals. The system also includes a card erase 
mechanism which erases the magnetically recorded 
card data after a predetermined number of unsuccess 
ful entry attempts. Since only the magnetically en 
coded data is erased, the card may be used by this per 
son for other purposes as printed and photographic 
information is usually included on such cards. The ac 
cess control system also includes egress monitoring in 
the form of a printed record of personnel egress from 
the restricted area, the egress monitoring becoming 
active when the individual leaves the restricted area 
and allows the door to close behind him. 

17 Claims, 4 Drawing Figures 
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ACCESS CONTROL SYSTEM FOR RESTRICTED 
AREA 

BACKGROUND OF THE INVENTION 

This invention relates generally to the ?eld of access 
control system for assuring that only authorized per 
sonnel are permitted to enter or leave restricted areas 
and particularly to systems including expensive egress 
control, group blocking, erasure but not destruction of 
cards after a predetermined number of unsuccessful 
entry attempts and also a system which includes area 
access authorization information which is coded in ma 
chine readable form on the individual‘s personnel iden 
ti?cation card. 
Access control systems have been proposed hereto 

fore which utilize personnel identi?cation cards to con 
trol movement of personnel through doorways. One 
typical system has utilized personnel identification 
cards in connection with a veri?cation check to deter 
mine whether the person possessing the card is a person 
who has been authorized to use the card. The veri?ca 
tion check typically requires the person possessing the 
personnel identi?cation card to insert the card into a 
card reader which then reads the machine readable 
data encoded thereon and stores this data at a central 
control location. The person seeking entry is also re 
quired to enter a secret identi?cation number on a key 
board located near the card reader. This secret identi? 
cation number is then utilized by a verification circuit 
to determine whether the person possessing the card 
also knows the proper secret identification number 
which corresponds to that card. If the secret number is 
correct, the system assumes that the person possessing 
the card is authorized to enter. 

In other prior art systems, checks other than verifica 
tion checks have been proposed. One such check has 
been to determine whether a person’s authorization to 
enter a restricted area has been withdrawn. Typically 
such proposals include a computerlike central process 
ing unit which compares the personnel identification 
number read from the card against a list of identifi 
cation numbers with respect to which authorization has 
been withdrawn. Should a comparison be found be 
tween the number read from the card and one of the 
numbers on the list of unauthorized personnel, the ap 
paratus responds to prevent opening the door to the re 
stricted area despite the fact that other checks per 
formed by the access control system such as proper 
verification, were satisfactory. 
A failing of such proposed prior art systems, how 

ever, has been the inordinate cost of blocking feature 
for preventing entry of unauthorized card holding per 
sonnel. This problem has been particularly acute where 
large groups of card holders are to be blocked. For ex 
ample, if a strike of union workers is in process and 
management desires to prevent all union members 
from entering the plant during the strike, separate 
entries would have to be provided in the list of unau 
thorized personnel to correspond to each union em 
ployee whose entry is to be denied. As such, prior art 
systems have proved to be extremely unwieldy in pro 
viding blocking of personnel on a group basis, that is, 
denying access to restricted areas to groups of employ 
ees rather than individual employees. 
Some of the proposed prior art access control sys 

tems have extended their surveillance to include egress 
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2 
monitoring as well as entry monitoring. Such prior art 
proposals typically include a card reader and, in some 
cases, a keyboard located at each entrance to, as well 
as at each exit from, restricted areas. In some such sys 
tems, in order to leave a restricted area, the individual 
must insert his personnel identi?cation card into the 
card reader and also enter his secret identi?cation 
number in the same identical manner as required to 
enter the restricted area. In other systems, the person 
seeking to leave the restricted area need only enter his 
personnel identi?cation card into the card reader. In 
both such approaches, however, the system requires 
that a card reader be located on both sides of the door 
way to the restricted area. As such, the cost of each 
door installation is greatly increased because at least 
two card readers are necessary at each doorway. Fur 
thermore, for the systems having a keyboard on both 
sides of the restricted area doorway, the cost is even 
higher because two keyboards as well as two card read 
ers are required at each doorway. 
A further typical capability of proposed prior art ac 

cess control systems has been to permit personnel ac 
cess to different restricted areas according to individu 
alized access authorization information maintained at 
the central location which is addressed with the individ 
ual‘s identi?cation number read from the card. Conse 
quently, when a person seeks entry to a restricted area, 
his personnel identi?cation number must be read from 
his identi?cation card and the acces authorization in 
formation for this individual retrieved from the central 
storage. After the access authorization information is 
retrieved, it must then be checked to determine 
whether the individual is seeking to enter a restricted 
area to which access has been authorized. Conse 
quently, access authorization checks in such prior art 
systems require relatively complicated computer tech 
nology and large scale storage capability. In fact a com 
puter itself is necessary to perform the access authori 
zation checking functions. Consequently, such systems 
have proved to be complicated in design and very ex 
pensive to install. 

In view of the foregoing difficulties with the prior art, 
it is the primary objective of this invention to provide 
an access control system with multiple checks which is 
less expensive than prior access control system. 

It is a further objective of this invention to provide an 
access control system which controls entry to restricted 
areas, exit from restricted areas, and fully documents 
all events occurring at the doorways to such restricted 
areas with a minimum of card reader/keyboard hard 
ware. _ 

It is a still further objective of this invention to pro 
vide an access control system which permits rapid and 
inexpensive blocking of access to restricted areas for all 
individuals in selected groups of personnel. 

In order to achieve these and other objectives of this 
invention, an access control system is provided which 
includes, at each lockable door to a restricted area, a 
door control unit having a door lock, as well as a single 
keyboard and a single card reader both of which are lo 
cated outside of the restricted area. Each keyboard, 
card reader and door lock is connected via a communi 
cation link to a central control which is operative to 
control much of the operation of all elements of the 
door control unit. When an employee wishes to enter 
a restricted area, he inserts his personnel identi?cation 
card into the card reader and also enters a secret identi 
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?cation number on a keyboard. The central control re 
sponds to the keyboard data and the card data to deter 
mine whether the door lock should be released. In so 
doing the central control performs a veri?cation check 
to determine whether the person possessing the card is 
authorized to use the card. In addition, the central con 
trol determines whether the card in the reader corre 
sponds to a card issued for the particular system or 
plant. Additionally, the central control checks the ac 
cess data on the card to determine whether the individ 
ual has been authorized to enter the speci?c restricted 
area or gate through which entry is sought. Assuming 
that all of the different status checks are passed satis 
factorily, the door lock is released and the individual 
permitted to enter the restricted area, whereupon a 
printer is actuated to record the identification number, 
time, door and the fact that an entry has occurred. 
The system does not include a second card reader 

nor keyboard located inside the restricted area for con 
trolling egress. The system does, however, include a 
floormat sensor inside the door which detects person 
nel approaching the door from inside of the restricted 
area. The sensor activates a buzzer or other humanly 
perceptible signal means located outside the restricted 
area to remind the person after leaving the restricted 
area to insert his personnel identi?cation card into the 
card reader located outside the restricted area. When 
the restricted area door has closed and the card in 
serted into the reader, the buzzer stops and the central 
control reads the card data and actuates the printer to 
record the identi?cation number, time door and the 
fact that the person so identified has left the restricted 
area. 

The system includes two blocking features, that is,’ 
the system can selectively block personnel from enter 
ing restricted areas. One blocking feature permits se 
lective identi?cation of individuals who possess a 
proper personnel identification card but who are no 
longer authorized to enter the restricted area. The sec 
ond feature permits selective identification of groups of 
individuals possessing proper personnel identification 
cards who all are not currently authorized to enter the 
restricted area. The selective identification of blocked 
individuals is achieved by a decoding circuit and a ma 
trix board arrangement. Diode pins are inserted in loca 
tions on the matrix board which correspond to blocked 
individuals. Ifa block signal passes through the decoder 
and also through the matrix board, the signal indicates 
the individual is not authorized to enter the restricted 
area. The group blocking is accomplished simply by de 
coding some but not all of the personnel identification 
number digits. Combinations of these digits can be se~ 
lected by a switch arrangement so that a block signal 
will be generated for all individuals having the selected 
personnel identification number digits in common. 

In all instances, the access control system of the pres 
ent invention provides a printed record for each de 
tected system event. This record is generated by a re 
corder which, in the preferred embodiment, is a printer 
provided to produce the record of the type of event 
which has occurred, the personnel identi?cation num 
ber from the card read by the card reader at the time 
the event occurred, the door at which the event oc 
curred, the date, and time. 
The foregoing and other objects, advantages and fea 

tures of this invention will become more clear from the 
following detailed description of one preferred embodi 
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4 
ment of the invention taken in connection with the 
drawings which form a part of the original disclosure. 

DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a schematic system diagram showing the 
central control, the switch and the door control unit. 
FIG. 2 is a schematic diagram of the Sequence Con 

troller shown in FIG. 1. 
FIG. 3 is a schematic diagram showing the Status 

Check circuitry in greater detail. 
FIG. 4 is a schematic diagram showing a portion of 

the blocking circuitry. 

DETAILED DESCRIPTION 

Referring now to FIG. 1, the access control system 
thereshown includes a door control 1, a switch 2, and 
a central control 3. In its preferred form, the system in 
cludes more than one door control, however, FIG. 1 
shows only one such door control in order to keep the 
drawing relatively simple. Each door control 1 controls 
a single door to a restricted area controlled by the over 
all access control system. The'switch 2 interfaces with 
all of the door control units 1 of the system and pro 
vides a means for connecting only one door control 
unit at a time to the central control 3. The central con 
trol 3 is operative in response to signals from a door 
control 1 to activate the system according to a prede 
termined sequence which depends on the specific event 
occurring at the door. 
Each door control 1 includes a card reader 10 and a 

keyboard 12 which are physically located outside the 
restricted area but closely adjacent the controlled door. 
The card reader 10 comprises, in the preferred'embodi 
ment, a magnetic card reader for reading magnetically 
encoded information on a magnetic stripe located on a 
typical personnel identification card. Such cards are 
commonly found in automatic cash dispensing ma 
chines, other access control systems as well as some 
credit card veri?cation systems. The keyboard 12, for 
the preferred embodiment, comprises a typical data 
entry keyboard including eight numbered keys. These 
keys, when depressed by personnel seeking entry, pro 
duce a coded electrical signal which is preferably 
stored in a register located at the keyboard itself. While 
the preferred keyboard 12 has seven different keys, it 
will be readily recognized by those of skill in the art 
that keyboards having more or less keys than those for 
the preferred keyboard 12 may also be advantageously 
utilized in connection with an access control system of 
the type herein described. 
Typically, a door control 1 having a card reader 10 

and a keyboard 12 is utilized in the following manner 
to control the entrance of personnel into a restricted 
area. Upon approaching a restricted area controlled by 
the access control system, an employee or other autho 
rized person inserts a personnel identification card pre 
viously provided to the individual into the card reader 
10. In the preferred form, each card has a magnetic 
stripe encoded with a multi-digit machine readable 
number. The card may also have a photograph and 
other data in printed form to assist in personnel identi 
?cation. After inserting the card into the card reader 
10, the individual enters into the keyboard 12 a secret 
identification number known only to the authorized 
card holder. A digit counter 14 is responsive to the key 
board 12 to count the number of digits entered on the 
keyboard 12. In the preferred embodiment, when four 
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digits have been entered and stored at the keyboard 12, 
the digit counter 14 provides an output signal which is 
transmitted over a communication link, or a connect 
ing wire 16, to the switch 2. The signal on this connect 
ing wire 16 is an entry ready signal which indicates to 
the switch 2 that all actions at the door control 1 re 
quired of a person seeking to enter the restricted area 
have been completed and no further action can be 
taken at the door control 1 until the central control 3 
performs the status checks to be described in greater 
detail later. 
The switch 2 is operative to scan the signals on the 

various connecting wires which link the switch 2 to the 
system door control units 1. The switch 2 determines 
the priority of these door control units 1 and then con 
nects only one such door control unit 1 to the central 
control 3 at any given time. Assuming, that no other 
door control unit 1 has an active signal on a connecting 
wire 16, the entry ready signal on the connecting wire 
16 will be transmitted by the switch 2 to the central 
control 3. The switch 2 is also operative to connect all 
the communications lines, to be described later, be 
tween the door control 1 of the door given priority by 
the switch 2 to the central control 3. 
At the central control 3 the entry ready signal which 

appears on the connecting wire 16 will be operative to 
activate a Sequence Controller 18. The Sequence Con 
troller 18, which will be described in greater detail 
below in connection with FIG. 3, is operative to pro 
duce a sequence of timing signals to control the opera 
tions at the central control 3. In response to the entry 
ready signal, the Sequence Controller 18 at the central 
control 3 will cause the stored keyboard data and the 
data from the card to be transmitted to a data storage 
element 20 at the central control. The data storage ele 
ment 20 preferrably comprises a data storage register 
for storing electrical representation of the keyboard 
data and the card data. The actual sequence of these 
two operations is not critical, however, the Sequence 
Controller 18 will be operative to produce a Read Card 
at Door 1 signal which is transmitted from the central 
control 3 through the switch 2 and over the communi 
cations wire 22 to the card reader 10 to cause the card 
reader to read the personnel identification information 
which is recorded in machine readable form on the per 
sonnel identi?cation card inserted into the card reader. 
As indicated earlier, for the preferred embodiment of 
this invention, the personnel identification card com 
prises a card much like those used for automatic cash 
dispensing apparatus which includes a magnetic stripe 
on which personnel identi?cation‘ information is mag 
netically recorded. As such, the card reader 10 is pref 
erably a magnetic card reader. The data read in re 
sponse to the read signal on the wire 22 is transmitted 
over the data communication wires 24 to the switch 2 
and then to the data storage 20. The card data thus 
read is stored in a register in the data storage 20 so that 
the central control can use this data to perform status 
checks. The storage of the card data in the data storage 
20 is operative to produce a Response Signal which is 
used by the Sequence Controller 18 in a manner to be 
described later to cause another control signal to be de 
veloped. 
Such a further control signal developed by the Se 

quence Controller 18 is operative to generate a key 
board read signal on line 26 to read the keyboard data 
stored at the keyboard 12. This keyboard read signal is 
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6 
transmitted from the Sequence Controller 18 through 
the switch 2, and over the communication wire 26 to 
the keyboard 12. in response to the signal on the wire 
26, the keyboard 12 is operative to transmit the key 
board entered data over the data communication wires 
24 through the switch 2 to the data sotrage 20. Receipt 
of the keyboard data at the data storage 20 is also oper 
ative to generate a Response Signal which is sent to the 
Sequence Controller 18 to cause the Sequence Con 
troller 18 to actuate another control signal line in a 
manner to be described later. 
A door lock 28, which is normally in its locked posi 

tion, is located at each controlled door. The door lcok 
28 is operative to prevent opening of the controlled 
door from outside the restricted area unless the door 
lock 28 receives a door unlock signal on the wire 29. 
The door can be manually opened from inside the re 
stricted area. When this door unlock signal is present 
on the wire 29, then the controlled door can be opened 
from the outside and persons can pass freely there~ 
through for a predetermined period of time. 
The central control 3 is generally operative when a 

person is seeking to enter a restricted area in the fol 
lowing manner. After the Sequence Controller 18 has 
read the keyboard data and the card data into the data 
storage 20, this data is utilized by the central control 3 
to determine whether the door lock 28 will be opened 
to permit the individual to enter the restricted area. In 
order to determine whether such entry will be permit 
ted, the central control 3 must perform a number of 
checks on the data received from the keyboard 12 and 
the card reader 10. The keyboard data, as indicated 
above comprises four digits which correspond to a se 
cret number. The card data stored in the data storage 
20, on the other hand, comprises a personnel identifi 
cation number, a system number, access area informa 
tion and any other data which may be utilized by the 
access control system, or, indeed, other related sys 
tems. The personnel identi?cation number included in 
the card data is a multi-bit number which is assigned to 
the individual possessing the personnel identification 
card. For the preferred embodiment, the personnel 
identification number comprises twelve binary bits of 
data which correspond uniquely to the individual pos 
sessing the card. The system. number included in the 
card data comprises several data bits of information 
which uniquely identify the access control system on 
which the card data for the personnel identi?cation 
card in the card reader was generated. The access area 
data from the card comprises a number of data bits 
which, in the preferred embodiment, is twelve bits for 
identifying the areas which the individual is permitted 
to enter or leave. As will be indicated later, the twelve 
bits of access area data are divided in half so that two 
different sets of access area information bits are formed 
for use by the system with one set of bits being used 
during daylight hours and the second set of bits being 
used during the night. 
The central control 3 performs a veri?cation check 

to determine whether the individual who has entered a 
secret number on the keyboard 12 has actually entered 
the proper secret number which corresponds to the 
card data read by the card reader 10. This verification 
is performed by the verification circuit 30. This verifi 
cation circuit 30 is described in greater detail in the co 
pending patent application entitled “Access Control 
Apparatus,” Ser. No. 293,595 which was filed on Sept. 
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29, 1972, and is herein incorporated by reference. 
While one speci?c preferred embodiment is described 
in that copending patent application, it will be recog 
nized by those of skill in the art that numerous other 
veri?cation systems might be utilized in place of the 
speci?c veri?cation circuit 30 described in the above 
identi?ed copending application. 
The function of the veri?cation circuit 30 is to pro 

vide a signal on its output wire 32 which indicates that 
the proper secret number was entered on the keyboard 
12 for the speci?c personnel identi?cation card which 
was read by the card reader 10. This favorable compar 
ison indicated by the verification circuit 30 is but one 
of the status checks considered by the status check cir 
cuitry 34. The status check circuitry 34 also determines 
in a manner described in greater detail later whether 
the system number from the card data read by the card 
reader 10 corresponds to the system number of the ac 
cess control system which read the card. A proper com 
parison of these two numbers is necessary to permit the 
individual who has attempted to enter a restricted area 
to actually enter this area. Furthermore, the status 
check circuitry 34 is operative in a manner described 
later in greater detail to determine whether the access 
area data on the personnel identi?cation card read by 
the card reader 10 indicates whether the individual 
possessing the card is authorized to enter the restricted 
area at the particular time entry is sought. 
The status check circuitry 34 also makes a determi 

nation in a manner described in greater detail below of 
whether the individual is blocked from entering the re 
stricted area. Assuming that all of the above identi?ed 
checks have been passed successfully, this information 
is transmitted from the status check 34 to the Sequence 
Control 18 which then responds to activate the printer 
36 as well as to send a signal to unlock the door. The 
unlocked door signal is transmitted from the Sequence 
Controller 18 through the switch 2 and over the con 
necting wire 38 which turns on a single shot timer cir 
cuit 40 located at the door control 1. The single shot 
timer circuit 40 produces an output signal, which, in 
the preferred embodiment, lasts for approximately 20 
seconds although the time can be adjusted to suit user 
requirements. This output signal is connected to the 
wire 29 which comprises, as indicated above, the door 
unlock signal operative to unlock the door lock 28 and 
permit the individual to open the door controlled by 
the lock 28 and pass through the doorway into the re 
stricted area. While the door lock 28 is unlocked, the 
Sequence Controller 18 is also operative to activate a 
recorder 36 which in the preferred embodiment is a 
printer. Other types of recorders might be provided to 
suituser requirements, however, it is desirable to pro 
vide a recorder which will produce a written record of 
each system event. In the preferred embodiment, the 
recorder 36 is operative to print an event code which 
corresponds to the type of event which has occured at 
the door control 1. The recorder 36 also prints a num 
ber corresponding to the personnel identi?cation num 
ber read from the card by the card reader 10. An indi~ 
cation of the door at which the event occurred is also 
printed. The recorder 36 also prints the ‘date and the 
time at which the event occurred. As such, the printer 
provides a complete written record of the time, date 
and the door at which a given identi?ed individual at 
tempted to enter a restricted area as well as an indica 
tion as to whether that attempt was successful or not. 
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8 
As will become more clear later, the event identifi~ 
cation indicates whether the identi?ed individual was 
entering or leaving the restricted area as well as to indi 
cate, according to a predetermined priority, whether 
any status checks were not passed successfully which 
thereby prevented entry to the restricted area. 
The above description relates to system operation for 

successful entry attempts. The system in FIG. 1, how 
ever, responds in a somewhat different manner if all of 
the status checks are not satis?ed. Speci?cally, the Se 
quence Controller 18 does not generate the door un 
locked signal unless all the checks are successfully 
passed. Therefore, an individual is not permitted to 
pass through the doorway unless all checks are success 
fully passed. if an unsuccessful entry attempt occurs, 
the individual may then respond in one of two manners. 
He may proceed to a different entrance to the re 
stricted area where a guard or some other person is sta 
tioned who can determine from written information on 
the card whether the individual should be allowed to 
enter the restricted area. On the other hand, the indi 
vidual may again attempt to enter the restricted area by 
placing his personnel identification card in the card 
reader 10 and again enter his secret number on the key 
board 12. Each such entry of keyboard data is opera 
tive to actuate the central control 3 in the manner de 
scribed above. Each keyboard read signal on wire 26 is 
operative in the manner described above and also oper 
ative to increment an entry attempt counter 41 which 
counts the number of attempted entries at the door 
which occur prior to the generation of a door unlock 
signal on the wire 29. If the entry attempt counter 41 
should ever reach a predetermined selectable value, 
this indication is applied to the wire 42 which is con 
nected to the card reader 10. Upon receipt of a subse 
quent card read signal on wire 22 while the indication 
is present on wire 42, the card reader 10 responds to 
this condition by erasing the magnetically encoded data 
on the personnel identification card. However, the card 
is returned to the person seeking entry to the restricted 
area. This permits the individual to use the card for 
other purposes such as obtaining entry through an at~ 
tended entrance point but would prevent further access 
through unattended automatically controlled doors. 
The entry attempt counter 41, as indicated above, is 

incremented each time an attempted entry occurs. The 
entry attempt counter is incremented by the read key 
board signal transmitted over the wire 26 from the 
switch 2 to the door control 1 indicating that keyboard 
entered data should be read to the central control 3. 
Since the keyboard data is only read on entry attempts, 
the entry attempt counter 41 is incremented only when 
an attempted entry occurs. The entry attempt counter 
41, on the other hand, is reset to a value of zero when 
ever the door lock 28 is unlocked thereby indicating 
that the proper status checks have occurred in order to 
permit an individual to enter the restricted area. 
The access control system shown generally in FIG. 1 

is also operative to provide a written record of all per 
sons leaving the restricted area. The system is operative 
in the following manner to provide this record. At each 
doorway, a personnel sensor, such as a floormat 46, is 
provided. This personnel sensor is generally located 
just inside the door to the restricted area so that an in 
dividual approaching the door from the inside will be 
detected thereby, such as by stepping on the floormat 
46. The personnel sensor provides an electrical signal 
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on the wire 48 which sets a ?ip-?op 50. The personnel 
sensor 46 also starts a 20 second single shot timer 51 
whose output is inverted by an inverter 53 to produce 
a logical zero signal at the inverter 53 output. When the 
door is opened by the individual leaving the restricted 
area, a door switch 52 produces a door open signal on 
the wire 54 indicating that the door is open. This signal 
is applied to one of the inputs to an AND gate 56. The 
other AND gate 56 input is connected to the output of 
?ip-?op 50. When the door switch 52 produces a door 
open signal on wire 54 and when ?ip-?op 50 is set, the 
input conditions to the AND gate 56 are at the proper 
level to produce an output signal on the wire 58. When 
this signal occurs on the wire 58, a second ?ip-?op 60 
becomes set. The setting of this ?ip-?op 60 will provide 
an egress signal on the output connecting wire 62 
which extends between the door control 1 and the 
switch 2 to indicate to the switch that an egress has oc 
curred at door 1. This egress signal is used by the Se 
quence Controller 18 in a manner to be described later. 
The system provides a positive control of personnel 

when individuals leave restricted areas. All personnel 
are instructed to present their personnel identification 
card to the card reader 10 when they leave the re 
stricted area. The card reader 10 may be located some 
distance from the controlled door so that the door can 
not be held open by the person leaving the restricted 
area in an attempt to defeat the system. In the preferred 
system, however, the system cannot be so easily de 
feated because the card reader 10 is actuated to read 
a card only after the door has closed behind the person 
leaving the restricted area. This control is accom 
plished electronically in the following manner. 
When a person opens the restricted area door, the 

?ip-?op 60 produces an egress signal at its output. This 
egress signal is at the binary “one” state and is applied 
to one input of an AND gate 61. A second input to the 
AND gate 61 is at the binary “one” state when a per 
sonnel identi?cation card is detected in the card reader 
10. The reader 10 includes a card detector, not shown, 
for detecting cards inserted in the reader 10. The card 
detector may comprise a switch whose binary output is 
changed by the presence of a card in the cardreader 
10. When a card is not present in the reader 10, the 
card detector output signal on wire 59 is a binary 
“one.” An inverter 63 is connected in series between 
the wire 59 and the second input to the AND gate 61. 
Consequently, when the card detector detects a per 
sonnel identi?cation card in the card reader 10, the 
second input to the AND gate 61 will be at the binary 
“one” state. The third input to the AND gate 61 is at 
the binary “one” state when the door is closed as indi 
cated by a binary “zero” signal on wire 54. An inverter 
circuit 65 is connected between the wire 54 and the 
third input to the AND gate 61 to produce a binary 
“one” at the third input to AND gate 61 when the door 
is closed. When all three inputs to the AND gate 61 are 
at their binary “one” state, the output thereof has a bi 
nary “one" state which is passed through the con 
nected OR gate 67 which produces at its output a 
START signal. This START signal is connected to the 
switch 2 and then to the Sequence Controller 18 by the 
switch 2. The Sequence Controller 18 responds to this 
START signal in a manner to be described in greater 
detail later. Brie?y, however, the Sequence Controller 
18 responds to the START signal to start a predeter 
mined sequence of events to control the system. When 
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a normal egress occurs, that is when a person leaves the 
restricted area, allows the door to close and presents 
his personnel identi?cation card to the card reader 10, 
the system will read the card and then make a record 
of the event by actuating the recorder 36 to produce 
record of the event which includes the date, time, door 
number, personnel identi?cation number and the event 
code identifying that an egress occurred. This system 
operation will be described in greater detail later. 
When a person leaves the restricted area as described 

above, the personnel sensor 46 detects the person ap 
proaching the door from inside the restricted area. 
When the door switch 52 detects that the door is open, 
?ip-?op 60 will become set. The output of ?ip-?op 60 
is connected to one input of an AND gate 68. The sec 
ond input to the AND gate 68 is connected to the out 
put of an inverter circuit 53. The AND gate 68 will pro 
duce a binary “one” signal when the input conditions 
are both at the binary “one” state. When the ?ip-?op 
60 is set, indicating an egress has occurred at the door 
and when the output of the inverter 53 is a one, which 
occurs after the single shot timer 51 times out (i.e. after 
a 20 second period), a binary “one” signal appears at 
the output of the AND gate 68 which passes through 
the OR gate 67 and produces a START signal. The Se 
quence Controller 18 will be started when the switch 2 
connects the door control 1 to the Central Control 3 
and the system will record that an egress occurred, 
however, no personnel identi?cation number will be 
printed because no card was presented to the card 
reader 10 by the person leaving the restricted area be 
fore the single shot timer 51 timed out. 

In order to remind personnel leaving a restricted area 
that they should insert their personnel identification 
card into the card reader 10 after leaving the restricted 
area, a humanly perceptible reminder signal is gener 
ated at a location near the card reader 10 when an 
egress is detected. The humanly perceptible signal is 
generated in response to two different conditions at the 
door control 1. The ?rst condition occurs when the 
?ip-?op 60 becomes set which indicates the personnel 
sensor 46 has detected an individual approaching the 
door from the inside of the restricted area and the door 
has been opened. The binary “one” at the output of the 
flip-?op 60 is electrically connected to one input of an 
AND gate 64. The second input to the AND gate 64 is 
electrically connected to the wire 59 which, as indi 
cated earlier, has a binary “one” signal thereon when 
ever no personnel identi?cation card has been inserted 
into the card reader 10. When both of the inputs to the 
AND gate 64 are at their binary “one” state, the output 
thereof is operative to actuate a humanly perceptible 
signal means 66 which is operative to produce either a 
visual or audible signal to remind the individual leaving 
the restricted area to insert his personnel identification 
card into the card reader 10. The humanly perceptible 
signal means 66 is preferably in the form of a buzzer 
which produces an audible sound although va ?ashing 
light or other visual reminder could be employed. 
The humanly perceptible signal generated by the sig 

nal means 66 will remain active until one of two events 
occur. One such event is the insertion of a personnel 
identi?cation card into the card reader 10 which causes 
the signal on the wire 59 to change to its binary “zero" 
state indicating that a card has been inserted into the 
card reader 10. When this condition occurs the AND 
gate 64 is no longer operative to actuate the signal 
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means 66. The second condition which turns off the 
signal means 66 occurs when the ?ip-?op 60 is reset as 
this condition will cause a binary “zero" signal on wire 
62 which is also operative to turn off the signal means 
66. This latter condition is produced, as will be indi 
cated in greater detail later, by the receipt at the door 
control 1 of a read card signal on the wire 22 which is 
operative to reset the ?ip-?op 60. Consequently, a hu 
manly perceptible signal at the card reader 10 is gener 
ated by the signal means 66 after an egress is detected 
at the door control 1 and this signal will remain acti 
vated until either the individual inserts his personnel 
identi?cation card into the card reader 10 or a signal 
is received at the door control 1 to actuate the card 
reader 10. 
Whenever an egress has occurred at the door to the 

restricted area as indicated above, the Sequence Con 
troller 18 will cause the card reader 10 at the door con 
trol l to read a personnel identi?cation card whether 
one has been inserted into the card reader 10 or not. 
The read card signal is generated by the Sequence Con 
troller 18 in a manner described later and transmitted 
from the Central Control 3 via the switch 2 to the wire 
22 at the door control 1. The read card signal on wire 
22 has a number of functions. In the ?rst place, it is op 
erative to reset flip-flop 60 and also flip-?op 50. Addi 
tionally, the read card signal is operative to activate the 
card reader 10 and cause it to read any card inserted 
therein. 
On a normal egress, the card reader 10 will read a 

personnel identification card and the data read there 
from will be transmitted over the wire 24 through the 
switch 2 to the Central Control 3 and stored in the data 
storage 20. Once this occurs, the Sequence Controller 
18 will actuate the recorder 36 to permanently record 
that an egress occurred, the personnel identification 
number of the person who left the restricted area, the 
door number, the time and the date. If, on the other 
hand, no card was read by the card reader 10, even 
though an egress was detected at the door control 1, 
the Sequence Controller 18 will also actuate the re 
corder 36. In this situation, however, an egress will be 
indicated, but no personnel identi?cation number will 
be printed because there is no way of knowing, without 
reading a card, the identity of the individual who left 
the restricted area. 
The access control system of the present invention 

may, in addition to the above type of checks, include 
a separate alarm system for monitoring various alarm 
conditions throughout the system. For example, a sepa 
rate alarm may be provided to indicate that a door is 
open at a time when the door should be closed and 
locked. This separate alarm condition is provided at the 
output wire 72 of an AND gate 70. The signal on wire 
72 may be operative to actuate a bell, buzzer, light or 
any other alarm either at the door itself or at some re 
mote location. This alarm condition is generated when 
three separate conditions occur simultaneously at the 
input to the AND gate 70. Firstly, the door switch 52 
must provide a door open signal on the wire 54 indicat 
ing that the door is open. A second signal is provided 
from the output of an OR circuit 75 whose inputs are 
inactive only when the output of the single shot timer 
40 or 51 is active, i.e. during times when the door is 
permitted to be open. As such, the output of the OR 
circuit 75 will provide a blocking signal to the input of 
the AND gate 70 whenever the door is permitted to be 
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open. The third input to the AND gate 70 is on the acti 
vate separate alarm wire 78 which has a signal having 
a binary.“one” level when the separate alarm system is 
actuated. Consequently, when the door switch 52 indi 
cates that the door is open, the single shot timer 40 and 
51 not running and the separate alarm circuit is acti 
vated as indicated by a signal on wire 78, each input to 
the AND gate 70 will be at its binary “one” level and 
the AND gate 70 will produce a separate alarm signal 
on wire 72 that indicates the door is open at a time 
when it should not be open. This separate alarm signal 
'will actuate a remotely located alarm in response to 
which security personnel can take appropriate action. 

In some instances, and especially when a large num 
ber of people are either entering or leaving the facility, 
it may be advantageous to turn off the separate alarm 
system. This can be accomplished by placing a binary 
“zero” signal on the wire 78 to prevent the AND gate 
70 from producing an alarm signal on the wire 72. It 
will be recognized by those of skill in the art that the 
override for the separate alarm may also be utilized in 
a similar manner to deactivate the normal entry and 
egress controls at each door protected by the access 
control system. Consequently, the whole system can be 
disabled, if such disabling should be desired, to permit 
personnel to pass through protected doorways without 
requiring each person to have his personnel identifi 
cation card read by the card reader or requiring, on 
entry to restricted areas, that the individual enter his 
secret identi?cation on the keyboard. 
The foregoing description has described the opera 

tion and details of the door control 1. The details of the 
central control 3 of FIG. 1 are generally well known in 
the prior art. For exampale, the data storage 20 com~ 
prises two registers, one register for storing the key 
board data and the second register for storing card 
data. Electrical storage registers of the type used in 
electronic computers and the like are most advanta 
geously utilized for the data storage 20. Since such reg 
isters are so well known in the prior art, a more detailed 
description is not herein provided. 
The veri?cation circuit 30 for the preferred embodi 

ment of this invention is described in the above men 
tioned copending patent application and will not be de 
scribed herein in any greater detail. 
The Sequence Controller 18 in FIG. 1 comprises, in 

the preferred embodiment of this invention, a circuit 
like that shown in FIG. 2. The circuitry of FIG. 2 in 
cludes a free running clock 100 which produces pulses 
at the binary “one” state on the clock output wire '101 
at a periodic rate determined by the clock frequency 
which, for the preferred embodiment, has a frequency 
of approximately 600 kHz. The clock output 101 is 
connected to one of the inputs of an AND gate 102. So 
long as a nonactive signal is present on the input wire 
103 to the AND gate 102, the output of the AND gate 
102 on wire 104 will be unchanged and will not be op 
erative to increment a counter 105 or to trigger a single 
shot timer 106. 
The input wire 103 is connected to the output of the 

OR gate 107. Consequently, so long as all of the inputs 
to the OR gate 107 are not active, i.e. at their binary 
“zero" state, the output thereof connected to wire 103 
will remain non-active or at its binary “zero” state. 
When the Sequence Controller 18 is started by the 

receipt of a start signal generated in a manner de 
scribed earlier on the input line 108 to the OR gate 
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107, the input line 103 to AND gate 102 will become 
active i.e. at the binary “one” state. The input on the 
line 113 will also become active or at the binary “one" 
state as described later in greater detail. Consequently, 
the first clock pulse with a binary “one” state received 
from the clock 100 over wire 101 will be transmitted 
through the AND gate 102 to a counter 105 to thereby 
increment the counter 105. 
The counter 105 in the preferred embodiment of this 

invention comprises a counter having a single input for 
receiving and counting pulses and four output wires for 
providing a set of binary signals to thereby permit the 
counter 105 to provide binary outputs ranging from a 
value of 0 to 15. The four binary output wires from the 
counter 105 are connected to a decoder 109 which has 
sixteen individual output wires, each output wire hav 
ing a binary “one” signal thereon when a unique com 
bination of input signals are applied thereto by the 
counter 105. As such, the Sequence Controller shown 
in FIG. 2 is operative to produce at the output of the 
decoder 109 sixteen different control signals for con 
trolling the sequence of the system operation. 
Each pulse on the output wire 104 which increments 

the counter 105, is operative to actuate a single shot 
timer 106. The single shot timer 106, in the preferred 
embodiment of this invention, comprises a timer which 
produces an active or binary “one” output signal after 
a period of twenty seconds has elapsed from the time 
that an input pulse was applied thereto. If such an ac 

> tive signal should be produced by the single shot timer 
106, the active signal is connected to one input to the 
OR gate 107 to thereby produce an active signal on the 
input wire 103. Since the signal on the wire 113 is at its 
binary “one " state, as will become clear later, after a 
twenty second period of waiting with the counter 105 
at a single value, the single shot timer 106 produces at 
its output a signal having a binary “one ” value which 
is operative to permit the next clock pulse from the 
clock 100 to increment the counter 105. This subse 
quent clock pulse also restarts the single shot timer 
106. In this manner, the Sequence Controller 18 can 
never remain in a condition with the counter 105 per 
manently set the one value other than to the value of 
one. 

When the counter 105 reaches a value of zero, the 
decoder 109 will produce an output signal having 
a binary “one" state on the zero output line 110 
which is connected to one input of the AND gate 
111. The second input to this AND gate 111 is the 
inverse of the start signal. That is, a binary “one” 
signal is produced at the second input to the AND 
gate 111 when the start signal is not present on the 
start wire 108. The inverter 112 is operative to pro 
duce the inverse of the start signal at the input at 
the AND gate 111 which, in combination with the 
signal on the decoder output line 110 is operative 
to produce an output signal on line 113 to block 
the passage of clock pulses through the AND gate 
102. Consequently, the counter 105 will remain at 
a value of zero until a subsequent start signal is re 
ceived on the input line 108. 

The counter 105 is incremented by the clock when 
certain synchronous operations are completed in the 
proper sequence. For example, when the decoder 109 
produces an output on the line labeled n, an operation 
such as reading a card might be initiated. After the data 
from the card is read into the data storage within the 
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central control 3, this card reading operation is com 
pleted. A signal from the data storage 20 to the Se 
quence Controller 18 over the line 114 (shown in FIG. 
2) would indicate to the Sequence Control 18 that the 
card reading operation was complete. This active or bi 
nary “one” signal on the line 114 is applied to one 
input of a two input AND gate 115. The second input 
to this AND gate 115 is connected to the decoder out 
put line n so that when the operation complete signal 
is placed on the input line 114, the AND gate 115 will 
provide an active or binary “one” signal to the OR cir 
cuit 107. The OR circuit 107 output will then be at a 
binary “one” state and this signal is wired to the input 
line 103 to the AND gate 102 to allow the next clock 
pulse from clock 100 to increment the counter 105 to 
the next sequence step. As such, the counter can be in 
cremented by the proper conclusion of an operation by 
the system or by the single shot timer 106, the latter oc 
curring only when the initiated operation is not com 
pleted within the time period of the single shot timer 
106, which is 20 seconds for the preferred system. 
Referring again to FIG. 1, the recorder 36 may com 

prise any suitable printing mechanism for recording 
data in readable form from various parts of the system. 
Specifically, the recorder 36 will provide a record of 
each event and this record preferably includes an event 
code which will identify the particular type of event 
which has occurred. In addition, the record includes 
the personnel identi?cation number, if one is read from 
a personnel identi?cation card, to thereby indicate the 
individual responsible for the recorded event. The re 
cord also includes an indication of the door at which 
the event occurred, the data on which the event oc 
curred and the time at which the event occurred. All of 
this data is available from different elements of the cen 
tral control 3..The recorder 36 may respond directly to 
the data, generated in different parts of the system, 
however, a print data register (not shown) is preferably 
provided for storing this information until used by the 
recorder 36. 
The central control 3 additionally includes a day/ 

night switch or indicator 116 which provides a signal to 
the status check 34 which is utilized thereby to deter 
mine whether the individual is authorized to enter the 
restricted area at the time of day at which entry is at 
tempted. The day/night switch 116 may be manually or 
automatically set to indicate whether the day or night 
access information contained on an individual’s per 
sonnel identification card should be utilized in deter 
mining whether entry will be permitted. This operation 
will be described in greater detail below. 
The central control 3 of FIG. 1 also includes a clock 

117 as well as a date indicator 118 which are connected 
to the recorder 36. The clock 1 17 provides time signals 
to the recorder 36 so that the time of each system event 
can be recorded. The date indicator 118 also provides 
electrical data to the recorder 36 so that the data of 
each event is also recorded. The date indicator 118 
may comprise a settable switch arrangement or may ac 
tually be a portion of the clock 117 which is utilized to 
produce this data indication. 
Referring now to FIG. 3, the status check circuitry 34 

is shown in greater detail along with other portions of 
the central control which interconnects therewith. As 
indicated generally above, the card data and the key 
board data are stored within a storage unit and, in FIG. 
3, the keyboard data is stored in a register 20a and the 
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card data is stored in a register 20b. The keyboard data 
is utilized only by the veri?cation check circuit 30 
while the card data register 20b is utilized for the veri? 
cation check as well as for other checks. The verifica 
tion check itself is described in greater detail in the 
above identi?ed copending patent application and will 
not be described in any greater detail here. . 
vAs indicated above, a printed record is prepared b 

the recorder 36 and the record includes many different 
pieces of information. One such piece of information 
included in the printed record is a door number to iden 
tify the door at which an event occurred. The print data 
register 200 provides a storage location for receiving all 
the data which is printed by the recorder 36 after the 
completion of each recording operation responsive to 
system events at one of the door control units. Digit po 
sitions 6 and 7 of the print data register 200 is reserved 
for receiving data which indicates the number of the 
door control unit at which the event occurred. This 
number data is placed into the print data register 200 
by a decoder 202 which is activated whenever the Se~ 
quence Controller 18 produces a signal to cause a card 
reader at a particular door control unit to read the per 
sonnel identi?cation card inserted therein. For in 
stance, if the card reader at the door control 1 were to 
be actuated, the input wire labeled read card at door 1 
would be actuated. This signal is applied to the decoder 
202 to produce an output of 01 which is placed into 
the digit positions 6 and 7 of the data register 200. The 
read card at door 1 signal is also transmitted to the door 
control 1 and this signal is always activated for every 
controlled operation of the access control system of 
this invention, therefore, the proper door number is au 
tomatically placed into the print data register 200 by 
the decoder 202 for each recorded event. For conve 
nience, the decoder 202 is drawn with six inputs, how 
ever, the preferred system is operable to control 16 
doors. The additional circuitry necessary, though not 
shown, is essentially identical to the circuits already de 
scribed. 
As indicated generally above, a portion of the card 

data stored in register 200 and shown schematically as 
204 comprises data corresponding to the system num 
ber for the particular access control system on which 
the original card data was encoded. Each attempt to 
enter a restricted area controlled by the access control 
system of this invention requires that the system num 
ber of the card data correspond identically to the sys 
tem number of the access control system itself. If the 
system number for card data and the machine system 
number do not correspond, the access control system 
is operative to prevent the door from being unlocked 
and thereby prevents the individual from entering the 
restricted area. This blocking is accomplished through 
a circuit which includes a set of switches 206 which are 
manually settable to the system number assigned to the 
access control system. The system number data 204 
from the card data register 20b and the switches 206 
are connected to a compare circuit which produces a 
signal at its output on wire 208 which is active (binary 
“one” state) whenever the card data system number 
does not correspond to the system number as defined 
by the setting of the switches 206. 
The active signal on wire 208 indicating that the sys 

tem numbers do not compare is inverted by an inverter 
circuit 210 to produce an input to the AND gate 212 
which will prevent the output of the AND gate 212 
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from becoming active. As will become more clear later, 
the output of the AND gate 212 is active whenever a 
normal entry occurs and all checks are successful. Con 
sequently, the binary “zero” signal from the inverter 
210 when the card data system number is not the same 
as the system number of the switches 206, is operative 
to prevent the indication of a normal entry. 
The indication that the system number on the card 

and the system number according to the switches 206 
are not the same as a binary “one” signal on wire 208 
which is connected to one input of another AND gate 
214. Assuming that the other input to this AND gate 
214 is also active, the output of the AND gate 214 will 
provide an active input signal to the fourth input of an 
event decode circuit 216. The event decode circuit 216 
is preferably a decoder which responds to a signal at 
one of eight inputs to produce a decimal code at its out 
put which is stored in the print register 200 digit posi 
tion 1. The code stored in the ?rst digit position of the 
register 200 corresponds to the event code which iden 
ti?es the type of system event which has occurred. 
While being indicated as a decoder for converting only 
eight individual event inputs into an output code, the 
decoder 216 may indeed be much larger in size to 
thereby identify even more events, should such identifi 
cation be desirable. For the circuit shown, however, the 
event codes are identi?ed below. some of these events 
will be described in even more detail later. 

Code Meaning 

Normal entry 
Improper veri?cation 
Attempt to enter area not authorized to enter 
Entry blocked 
Wrong system number 
Normal egress 
Other event 
Other event 

Another check briefly mentioned above which is per 
formed by the status check circuitry 34 is the check to 
determine whether the individual is permitted to enter 
the particular restricted area that he seeks to enter. The 
entry control information, as indicated above, is stored 
on the personnel identi?cation card itself and, for the 
preferred embodiment, comprises twelve data bits of 
information which, after the card is read, is stored in 
the card data register 20b as at 220 indicated generally. 
This information is divided into two six data bit ?elds, 
one ?eld for daytime access data and the other field for 
nighttime access data. The day/night switch 116 is op 
erative to control which six data bits are utilized at any 
given time to determine if the individual is permitted, 
according to the access control data on the individual’s 
personnel identi?cation card to enter the restricted 
area to which the individual seeks to enter. The 
day/night switch 116 is connected via a wire 222 to sev 
eral AND gates shown generally as 224. When the sig 
nal on the wire 222 is active, one of the inputs to each 
of these AND gates 224 is active thereby permitting the 
possibility that one of these AND circuits may produce 
at its output an active signal indicating that the individ 
ual is authorized to pass through the particular door at 
which he has sought entry. 
When the signal on wire 222 is active, the second six 

data bits of the access area data 220 are ignored be 
cause the inverter 226 inverts the signal on wire 222 to 
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produce at its output a nonactive signal which is ap 
plied to a group of AND gates shown generally at 228 
which prevent each such AND gate from producing an 
active output signal. These AND gates 228 are con 
nected, as indicated, to the last six data bits of the ac 
cess area data 220. As such, the day/night switch 116 
is operative to consider either the ?rst or second half 
of the access area data 220 at any one time. 
Each of the AND gates 224 or 228 comprises a three 

input AND gate which produces an active signal at its 
output only when all three inputs are active. One input 
to each AND gate, as indicated above, comprises a sig 
nal representing whether it is day or night as controlled 
by the day/night switch 116. A second input is con 
nected directly to one unique location in the access 
area data 220 stored in register 20b. The third input to 
each of these AND gate 224 of 228 corresponds to a 
signal from one particular door control unit so that only 
one such AND gate 224 or 228 can possibly produce 
an active output signal at any one time. Consequently, 
if an individual is seeking to enter at door number 1, an 
active signal will be produced on the wire 230 indicat 
ing this fact. Assuming the signal on wire 222 is active, 
if the wire 232, which connects between the input of 
the AND gate 234 and one data bit position of the ac 
cess area data 220 is also active, all of the conditions 
at the input to the AND gate 234 have been met and, 
therefore, the output on wire 236 will also be active. 
This active signal is transmitted through the OR gate 
238 .to provide an active signal which is applied to one 
input of the AND gate 212. As such, whenever the out 
put of the OR gate 238 is active, this condition indi 
cates that the individual seeking to enter the restricted 
area is authorized to enter the restricted area according 
to the data included on his personnel identification 
card. 
Referring again to FIG. 3, blocking circuitry is pro 

vided to determine if an individual should or should not 
be permitted access to the restricted area controlled by 
the system. The blocking circuitry utilizes the person 
nel identification number 240 which comprises part of 
the card data which is stored in the card data register 
20b. In the preferred embodiment of this invention, the 
identification number data 240 comprises twelve data 
bits of information which correspond to the personnel 
identi?cation number assigned to the individual given 
a particular card. The high order data bits of the identi 
?cation number are transmitted over wires 241 and the 
low order data bits of the identification number are 
transmitted over the wires 242 to form the address to 
a matrix 243. If the address to the matrix 243 on the 
wires 241 and 242 correspond identically to an identifi 
cation number that has been blocked, that is, that the 

' individual holding the card has been prohibited from 
entering any door controlled by the system, an active 
signal is produced at the output of the matrix 243 on 
the wire 244. This active signal on the wire 244 is trans 
mitted through the inverter 245 to one of the four in 
puts to the AND gate 212. This active signal on the 
wire 244 is operative to prevent the AND gate 212 
from producing an active signal at its output thus pre 
venting unlocking of the restricted area door. The ac 
tive signal on the wire 244 is also operative to produce 
an active output signal to the AND gate 246 provided 
the output of the OR gate 247 is also active. This latter 
condition will be true if the signal on wire 208 indicates 
that the system number of the card data is identical to 
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the switch setting for switches 206 and that the signals 
on the wires labeled “other event” are not active. 
When the output of AND gate 246 is active, it will 
cause the event decoder 216 to produce an output sig 
nal having a decimal value of 3 for the event code 
which is stored in digit position 1 of the print data regis 
ter 200. Whenever the event decoder 216 produces an 
event code of 3, it means that the individual who sought 
entry to a restricted area has been blocked from enter 
mg. 

in operation of the system, an individual may be 
blocked from entering for any number of reasons. One 
such reason is that the individual is no longer employed 
by the corporation having its doors protected by the ac 
cess control system. Under these circumstances, should 
the personnel identi?cation card remain in the posses 
sion of the individual, it is desirable to prevent such a 
former employee from entering the building. Also, as 
noted above, it may be useful to block groups of indi 
viduals ,from entering restricted areas. Such group 
blocking might be utilized under circumstances where 
union employees are on strike and the employer desires 
to prevent such union employees from entering the re 
stricted areas while they are on strike. 
To achieve this group blocking feature, the high 

order bits of the identi?cation number 240 which are 
transmitted over the wires 241 are also sent to a de 
coder 250. This decoder 250 is settable and if the set 
ting of the decoder 250 corresponds to the high order 
data bits of the identification number 240, an active 
signal is produced at the output 251 which will have the 
same effect as the active output from the matrix 243. 
As such, whenever the high order data bits of the per 
sonnel identification number 240 correspond to the 
setting of the decoder 250, the individual seeking entry 
into the restricted area belongs to a group of individu~ 
als who have been blocked from entering this restricted 
area and entry is prevented. 
The circuitry for providing these blocking features is 

shown in greater detail in FIG. 4. The high order data 
bits of the identi?cation number are indicated by the 
four lines labeled lD0, lDl, lD2, and ID3. These four 
high order data bit lines are connected to the input of 
a decoder circuit 252 which will produce an active sig 
nal at one of sixteen output lines. 
Each output line from the decoder 252 is connected 

to another decoder and is operative to activate the con 
nected second decoder. By way of example, the output 
from decoder 252 labeled 15 which becomes active 
whenever the binary value for the four high order data 
bits of the personnel identification number are all one, 
is connected to one input of decoder 253 and 260 to 
thereby activate then decoders 253 and 160 to decode 
the remaining data bits of the personnel identification 
number. The decoder 253 operates in the same manner 
as decoder 252 and produces at its output one active 
line out of sixteen which corresponds to the binary 
value for the four data bits ID4-ID7. 
Each output of the decoder 252 is also connected to 

a unique block group switch which is selectively uti 
lized to pass the active signal from the decoder 252 to 
the output of the decode circuitry to thereby produce 
a block entry signal for any individual whose identifi 
cation number contains a specific high order bit combi 
nation. By way of example, the 15 output of decoder 
252 is connected to a block group switch 254. When 
ever the output 15 of the decoder 252 is active and 



3,866,173 
19 

whenever the block group switch 254 is closed, an ac 
tive signal from the decoder 252 on the 15 output will 
be transmitted to the input of an OR gate 255 to 
thereby produce an active signal at the output thereof 
which is labeled block entry. This block entry signal 
corresponds to the active signal described in connec 
tion with wire 244 shown in FIG. 3 and is operative, for 
the example selected, to prevent any person with a per’ 
sonnel identi?cation number with ones in the ?rst four 
bit positions thereof from entering the restricted area. 
Other block group switches are provided and these 

are connected to other outputs of the decoder 252 to 
thereby permit decoding of any one of the sixteen out 
puts of the decoder 252 to block entry to a restricted 
area of individuals having selected high order bit com 
binations in their personnel identi?cation number. It 
will be recognized by those skilled in the art that the 
group blocking switches, such as switch 254, may be 
operative in response to decoding of any other group 
of data bits in a personnel identi?cation number and 
need not be restricted to decoding sequential or only 
the high order bit positions. 

In addition to the group blocking circuitry shown in 
FIG. 4, selective blocking circuitry is also shown to se 
lectively block individuals from entering restricted ar 
eas. This circuitry allows selected individuals to be ex 
cluded from entering the restricted area. To achieve 
this objective, the output of the decoder 252 as indi 
cated above, produces an active signal on one of six 
teen different wires which are each connected to a sec 
ond decoder like decoder 253 which each have four 
input wires connected to bits ID4-ID7 of the personnel 
identi?cation number. Each such decoder 253 has six 
teen output terminals each of which is connected to 
one horizontal wire on a matrix board 256. As such, 
when a signal appears on one of the horizontal wires of 
the matrix 256, the ?rst eight data bits of the personnel 
identification number have been decoded. 
As shown in FIG. 4, the matrix board 256 has sixteen 

horizontal wires as well as 16 vertical wires. There is no 
actual intersection between these wires, however, a 
connecting pin such as a diode pin can be inserted at 
the intersection point between any of the horizontal 
wires with any of the vertical wires. As a consequence, 
.an active signal may be transmitted from any horizontal 
wire to any vertical wire if a diode pin is inserted at the 
intersection. When an individual is blocked from enter 
ing the restricted area, the system owner merely has to 
locate on one of sixteen matrix boards like that for ma 
trix 256 and inset a pin in the hole which corresponds 
to the identi?cation number of the individual who is 
blocked. For example, a diode pin might be inserted at 

‘ a point shown generally at 257. This would correspond 
to an individual who has an identi?cation number rep 
resented in binary as follows: I l 1 1000010. As such, if 
the diode pin 257 were inserted in the matrix board 256 
and if the decoder 253 produced an output on the zero 
output wire, an active signal would be transmitted from 
the zero output wire through the diode 257 to the verti 
cal wire labeled 2 for the matrix board 256. It should 
also be noted that more than one of the sixteen inter 
section points on each horizontal wire may have a 
diode pin inserted therein. For example, a diode pin 
258 might be inserted as shown and this would corre 
spond to an individual having a personnel identification 
number: 11110001111. 
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Each of the vertical wires in the matrix board 256 is 

connected to a unique AND gate shown generally at 
259. Each of these AND gates have a second input 
which is connected to a unique output of a decoder cir 
cuit 260 which decodes the low order personnel identi 
?cation number data bits ID8, [D9, ID10, and lDll. If 
any one of the AND gates 259 have two active input 
wires, an active signal is produced at its output to 
thereby cause an active signal to be produced at the 
output of the OR gate 255 to thereby block entry to the 
restricted area for the individual seeking to enter this 
area. Consequently, should one of the vertical wires 
from a matrix board 256 be active and the correspond 
ing output of the decoder 260 connected to the same 
AND gate 259 also be active, the individual will be 
blocked from entering thev restricted area because an 
active signal will appear at the output of the OR gate 
255 which is operative in a manner described above to 
block entry to the restricted area. 
Returning again to FIG. 3, circuitry is provided 

within the dotted line 270 to provide for the event de 
coder 216 in the event that more than one condition is 
present which should block entry of the individual to 
the restricted area. For example, the individual might 
be seeking to enter the restricted area with a card for 
another system and the individual also might fail to in 
sert the proper secret number corresponding to his per 
sonnel identi?cation number. As such, a wrong system 
number indication would appear on the wire 208 and 
also a no verification indication would be placed on the 
wire 32. Assuming that the output of the OR gate 271 
is active, the AND gate 214 will produce an active sig 
nal at its output. At the same time, however, an active 
signal is applied to the wire 272 which is one of the in 
puts to the AND gate 273. In order to prevent a second 
input from being applied to the input of the event de 
coder 216, the signal on the input wire 274 of the AND 
gate 273 must not be made active. This, in fact, occurs 
because the active signal on the wire 208 is inverted by 
an inverter circuit 275 to produce a nonactive signal at 
its output. This nonactive signal is applied to the input 
of the OR gate 276. This will produce a nonactive sig 
nal at the output of the OR gate 276 on a wire 274 con 
nected to one input to an AND gate 273 thereby pre 
venting an active signal from appearing at the output of 
the AND gate 273. 
Other similar circuitry is provided within the dotted 

line 270 to provide a priority for the speci?c event 
which may be decoded by the event decoder 216 
should more than one event occur. According to the 
priority scheme established by this circuitry, the event 
decoder 216 is operative to produce signals represent 
ing events having a coding in the order ranging from 7 
to 0 with the higher decimal values of the event code 
having priority over lower decimal values for the event 
code. 

In the event that all of the tests performed by the sta 
tus check circuitry are passed successfully, the AND 
gate 212 will produce an active signal at its output 280 
which forms the zero input to the event decoder 216. 
Since no other event can occur simultaneously with an 
active signal on the Wire 280, this wire is connected di 
rectly to the zero input of the event decoder 216 to 
thereby produce a zero event code to indicate that a 
normal entry has occured at a door. This signal is also 
utilized as an input to one of the AND gates shown gen 
erally at 281. This signal in combination with one of the 
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Entry Ready signals is operative to produce an active 
signal at the output of one of these AND gates 281. 
These output signals are connected directly to the door 
control unit at the door corresponding to the location 
where entry is being sought. This signal comprises an 
unlock door signal which is operative to unlock the 
door at the door control to thereby permit the individ 
ual to enter the restricted area. 

In the situation where a normal egress has occured, 
the normal egress wire in FIG. 3 will be actuated by the 
receipt at the status check 34 of an indication that an 
egress at any door has occured. Such a signal is gener 
ated for door 1, for example, at the wire 62 shown in 
FIG. 1. This egress signal comprises one input to an 
AND gate 277. The second input to this AND gate 277 
is active whenever the system generates a read card sig 
nal to read the personnel identification card at the door 
control. When both of the inputs to the AND gate 277 
are active, the output thereof will be active. This active 
output signal from the AND gate 277 is connected by 
a wire 278 to the ?ve input of the event decoder circuit 
216 which produces a 5 at its output for insertion into 
digit position 1 of the data register 200. 
While the foregoing description of the invention has 

been made with particular emphasis on a preferred em 
bodiment therefor, numerous modifications may be 
made to this system without departing from the spirit 
and scope of the invention. For example, in order to 
simplify the system description, the system has been de 
scribed as having six different doors. The preferred sys 
tem has, however, sixteen doors. It will be recognized 
by those of skill in the art that many more doors may 
be utilized by this system, however, additional circuitry 
must be provided and this additional circuitry would be 
connected in parallel with existing circuits to thereby 
produce identical operations at additional doors. 

In addition to adding more doors to the system, it is 
possible to add additional status checks to the system 
should such additional checks be desirable. Indeed, cir 
cuitry is provided for handling two additional other 
events in the priority circuitry 270 although the nature 
of these other events has not been specifically de?ned. 
Further, while the described attempt counter is opera 
tive after seven attempts at entry to erase the personnel 
identi?cation card, clearly other settings for the at 
tempt counter might be selected. 
The preferred system described above includes a 

day/night switch used in connection with testing the ac 
cess area data from the personnel identification card. 
In an alternative system, the day/night switch can be 
replaced by a three position switch so that the access 
controller of this invention can be used at facilities hav 
ing three work shifts a day. With such an option, addi 
tional access area information may be desirable so the 
card data field must be expanded accordingly. A fur 
ther alternative is to use the day/night switch as a week 
day/weekend switch for controlling access in one man 
ner on weekdays and in another manner on weekends. 
Furthermore, each of the above described alternative 
approaches may be combined with another such ap 
proach to thereby produce a system with expanded ca 
pability. 
These and other modifications in form only may be 

made readily by those of skill in the art without depart 
ing from the spirit and scope of this invention as de 
?ned by the following claims. 
What is claimed is: 
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1. An accesscontrol system for controlling move 

ment into and out of a restricted area through a door 
by personnel having an identi?cation card; the system 
comprising, in combination; 
a remotely controllable e s .7 hanism for se 

lectively permitting the door to the restricted area 
to be opened in response to door unlock signals, 
said door lock mechanism being normally locked, 

a personnel detector within the restricted area to de 
tect a person within said restricted area adjacent 
said door and in response thereto to generate a per 
sonnel signal, 

a door sensor for producing a door open signal when 
the door to the restricted area is open; 

an egress detector responsive to the occurrence of 
said door open signal and personnel signal to pro 
duce an egress signal; 

a personnel identification card reader located outside 
the restricted area for reading card data from a per 
sonnel identi?cation number; 

a central control responsive to said egress signal to 
provide a read signal to said card reader; 

a recorder; 
said central control including means operative to re 

ceive the personnel identi?cation number from 
said card reader and to actuate said recorder to re 
cord that an egress has occurred and the personnel 
identi?cation number from the card read by said 
card reader; and 

said central control including further means opera 
tive to produce a door unlock signal to unlock said 
door in response to speci?ed conditions including 
reading of a card inserted in said reader by a person 
outside said restricted area seeking entry who in 
serts a personnel identi?cation card in said reader 
when the door is locked. 

2. The access control system of claim 1 additionally 
including: 
means associated with said card reader for producing ,‘ 

a card absence signal when no card is in said 

reader, 
means for producing a humanly perceptible signal in 
response to coincidence of a said card absence sig- ~;~ 
nal and said egress signal, said humanly perceptible 
signal reminding personnel leaving the restricted 
area to insert their personnel identification card 
into said card reader. 

3. The access control system of claim 2 wherein: 
said central control is operative after a predeter 
mined period of time to turn off said egress signal 
causing said humanly perceptible signal to be gen 
erated only for a predetermined time period in the 
absence of card insertion. 

4. The access control system of claim 3 wherein: 
said central control includes means to actuate said 
recorder to indicate that an egress has occurred 
and that no personnel identi?cation card had been 
read upon expiration of said predetermined time 
period without card insertion. 

5. The access control system of claim 1 additionally 
including: 

a keyboard located near said card reader outside the 
restricted area, said keyboard being provided for 
entering, by personnel seeking to enter the re 
stricted area, a secret number which corresponds 
to the personnel identi?cation number on their 
personnel identi?cation card; 
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said central control being responsive to entry of said 
secret number on said keyboard to transfer said 
keyboard entered number to said central control 
and also to read the personnel identi?cation card 
in said card reader; 

said central control including a verification circuit to 
verify that the secret number corresponds to the 
personnel identi?cation number read from the per 
sonnel identi?cation card, said central control pro 
ducing a door unlock signal if said veri?cation cir 
cuit determines that the secret number and the per 
sonnel identi?cation number properly correspond 
to each other. 

6. The access control system of claim 5 wherein: 
, said central control is operative to activate said re 

corder when the secret number and personnel 
identi?cation number correspond to indicate that 
a normal entry has occurred and also to record the 
personnel identi?cation number from the card read 
by said card reader, thereby providing an access 
control system with a means for providing a record 
of all movement of personnel through a doorway of 
a restricted area. 

7. The access control system of claim 5 wherein: 
said central control includes a blocking circuit re 

sponsive to said read personnel identi?cation num 
ber for determining if said read personnel identi? 
cation number corresponds to a person who has 
been blocked from entering the restricted area, 
said blocking circuit including recorded manifesta 
tions of blocked personnel for producing a block 
signal if said read personnel identification number 
corresponds to a person blocked, said blocking sig 
nal being operative to inhibit generation of said 
door unlock signal to prevent unlocking said door 
lock mechanism. 

8. The access control system of claim 7 wherein; 
said blocking circuit includes a plurality of inter 
rupted connections, each associated with one per 
sonnel identification number, each interrupted 
connection being selectively rendered continuous 
by a connector means, said blocking signal being 
generated when the personnel identi?cation num 
ber of the card read by said card reader corre 
sponds, identically to an interrupted connection 
rendered continuous by a connector means. 

9. The access control system of claim 7 wherein: 
said blocking circuit includes a group block circuit 

for blocking groups of personnel from entering the 
restricted area, said group blocking circuit re 
sponding to selected portions of said read person 
nel identi?cation number to produce said block 
signal when the selected portions of said personnel 
identi?cation number corresponds to a group who 
have been blocked. 

10. The access control system of claim 9 wherein: 
said blocking circuit includes a plurality of inter 
rupted connections, each associated with one per 
sonnel identification number, each interrupted 
connection being selectively rendered continuous 
by a connector means, said blocking signal being 
generated when the personnel identi?cation num 
ber of the card read by said card reader corre 
sponds identically to an interrupted connection 
rendered continuous by a connector means. 

11. The access control system of claim 5 wherein: 
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said blocking circuit includes a group block circuit 

for blocking groups of personnel from entering the 
restricted area, said group blocking circuit re 
sponding to selected portions of said read person 
nel identi?cation number to produce said block 
signal when the selected portions of said personnel 
identi?cation number corresponds to a group who 
have been blocked. 

12. The access control system of claim 11 wherein: 
said blocking circuit includes a plurality of inter 
rupted connections, each associated with one per 
sonnel identi?cation number, each interrupted 
connection being selectively rendered continuous 
by a connector means, said blocking signal being 
generated when the personnel identification num 
ber of the card read by said card reader corre 
sponds identically to an interrupted connection 
rendered continuous by a connector means. 

13. The access control system of claim 5 wherein: 
said card includes access area data recorded thereon, 

said access area data being correlated to restricted 
areas to which personnel can be selectively admit 

ted; 
an indicator means having at least two output signals 
correlated to at least two different time periods; 

said central control includes an access area control 
circuit responsive to said access area data and said 
indicator means, said access area control circuit 
being operative to inhibit generation of said unlock 
signal to prevent unlocking of said door lock mech 
anism if the access area data read the personnel 
identi?cation card does not include data indicating 
that the individual is permitted to enter the re 
stricted area to which entry is sought at the time of 
day indicated by said indicator means. 

14. The access control system of claim 5 additionally 
including: 
an entry attempt counter responsive to reading of 

said keyboard entered data, said entry attempt 
counter being incremented each time said key 
board receives a complete secret number entered 
therein, said entry attempt counter producing an 
erase card signal when said counter reaches a pre 
determined value, said erase signal being input to 
said card reader, said card reader including cir 
cuitry responsive to said erase signal to erase the 
card data on the card inserted therein, thereby pre 
venting further use of the personnel identification 
card to enter the restricted area, said counter being 
reset without production of said erase signal in re 
sponse to said unlock signal. 

15. The access control system of claim 1 wherein: 
said card data of each said personnel identification 
card includes a multi—digit number in machine 
readable form coded thereon, said number includ 
ing a multi-digit personnel identification number; 
and 

said central control further responsive to said card 
reader for receiving the personnel identi?cation 
number read by said card reader, said central con 
trol including a settable decoder responsive to se 
lected digits of the read personnel identification 
number, said decoder producing a block signal 
when the selected digits of the read personnel iden 
ti?cation number corresponds identically to the 
preset setting for said decoder, said block signal 
being operative to prevent the generation of unlock 
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signals, thereby preventing an individual who be 
longs to a group of individuals blocked from enter 
ing the restricted area from entering the restricted 
area. z 

16. The access control system of claim 1 wherein: 
said card data of each said personnel identification 
card includes a multi-digit number in machine’ 
rea’dabie-fomcodeithersgm said number includ 
ing a multi-digit personnel identi?cation number; 
and 

said central control further responsive to said card 
reader for receiving the personnel identification 
number read by said card reader, said central con 
trol including a settable decoder responsive to se 
lected digits of the read personnel identification 
number, said decoder producing a block signal 
when the selected digits of the read personnel iden 
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ti?cation number corresponds identically to the 
preset setting for said decoder, said block signal 
being operative to prevent the generation of unlock 
signals, thereby preventing an individual who be 
longs to a group of individuals blocked from enter 
ing the restricted area from entering the restricted 
area. 

17. The access control system of claim 16 wherein: 
said blocking circuit includes a group block circuit 

for blocking groups of personnel from entering the 
restricted area, said group blocking circuit re 
sponding to selected portions of said read person 
nel identi?cation number to produce said block 
signal when the selected portions of said personnel 
identi?cation number corresponds to a group who 
have been blocked. 

* * >i< * * 
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