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DATA PROCESSING SYSTEM‘HAVING 
. TRIPLEXED SYSTEM UNITS 

BACKGROUND OF THE INVENTION 

This invention relates to a circuit arrangement for de 
tecting and isolating malfunctioning system units of a 
program controlled data processing system having pro 
cessing units and a central storage unit, wherein the in 
dividual system units are multiplexed to increase the 
operational reliability. . 

In known program controlled processing systems em 
ployed with particular advantage as a program con 
trolled telecommunication switching system, a series of 
system units are available as processing units, wherein 
program controlled processing operations are capable 
of being performed. The programs and data required 
therefor are held in a central storage unit which may be 
considered, as well, as a system unit. 
The processing units always communicate with one 

another through the central storage unit. This occurs in 
a manner such that a processing unit in which a process 
is to be performed requests of the storage unit storage 
cycles in accordance with the tasks to be performed. 
An exchange of information with the central storage 
unit always takes place within an allotted cycle. Both 
the request and the allocation of storage cycles take 
place through a central control in the storage. This 
storage control processes the cycle requests, for exam 
ple, in accordance with the priorities of the ‘tasks to be 
performed, and cycles are assigned to the requesting 
processing units accordingly. This mode of operation is 
well known in the art and is described, for example, in 
German Unexamined Pat. application 1,944,483. 

_ A commonly used technique for enhancing the oper 
ational reliability and the dependability of such a pro 
cessingsystem is‘ to duplicate the individual system 
.units. Due to the interchangeability of individual sys 

' tem units in this type of construction, known as modu 
lar construction, there is the possibility that the system 
function of one system unit can‘ be assumed by others 
of the system units in case of failure. This duplication 
of system units can be applied to the processing units, 
as well as to the system units operating as storage units. 
The processing units are each connected to each of the 
two storage units through two standard connections. It 
is also possible to place malfunctioning system units in 

~ a testing state and to cause them to be diagnosed by the 
remainder of the system, which remains intact. 

It isknown in the art to further enhance the opera 
tional reliability of such a processing system by tri 
plicating the system units instead of duplicating them 
(See West German application Ser. No.4P2 153 830.7 ). 
As in the'duplexedsystem, the triplexed system is, like 
wise, provided with a double standard connection to 
each of the system units, and the processing units are 
cyclically connected to the three storage units. Com 
parators are allocated to the double standard connec 
tions which, uponreceiving dissimilar data through the 
double standard connections, cause the delivery of an 
error signal to the two system units connected‘ to the 
corresponding double standard connection. Compared 

' with the'duplexed system, a malfunctioning system unit 
cannot only be detected but also located, through the 
evaluation of such error signals. However, a triplexed 
system so designed has the disadvantage that the paral 
lel data flow through the double standard connections 
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must be delayed until the comparison result of the com 
parators is available, or else there is the danger that the 
system units will receive incorrect data. Moreover, 
there is the disadvantage that each of the individual 
processing units has access to only two of the three 
storage units, so that the full possible redundancy of a 
triplexed system is not achieved. 
This invention has as an object the provision of a pro 

cessing system having triplicated system units without 
the disadvantages of an older proposal described 
above. A particular disadvantage that must be over 
come is that if a system unit breaks down, the rest of 
the system that remains intact can operate without fur 
ther interruption and that a fault-free system unit does 
notreceive faulty data. ' 

SUMMARY OF THE INVENTION 

The foregoing and other objects of the invention are 
achieved by the invention in that in a processing system 
comprising triplicated and/or duplicated system units, 
wherein the processing units are each connected to the 
‘storage units through triple standard connections, a 
combination of a comparator with a majority logic cir 
cuit follows each triple standard connection of a system 
unit for the incoming data traffic. Thus, the comparator 
has a connection with two standard connections and a 
majority logic circuit with all three standard connec- 
tions of a triple standard connection. By this means, the 
comparator evaluates the data received at two standard 
connections, and the majority logic circuit evaluates 
the data received at three standard connections. 

In an advantageous embodiment of the invention, the 
three comparators of a triplicated system unit having 
three units, each being connected with each unit of an 
other triplicated system unit, are connected with two 
standard connections, through which two different 
units of the other triplicated system unit are connected. 
Moreover, in a combination of a duplicated system unit 
with a triplicated system unit, the two standard connec 
tions in the units of the triplicated system unit are each 
seized with communications to the two units of the du 
plicated system unit. These are connected with one 
comparator at a time, while the two comparators in the 
duplicated system unit are connected with two stan 
dard connections each, through which two different 
units of the triplicated system are connected. 
A further development of the invention includes a 

majority logic circuit comprising, for example, three 
?rst NAND gates having twoinputs each and an addi 
tional fourth NAND gate having three inputs. The in 
puts of thethree ?rst gates are so interconnected that 
the two inputs of a gate are connected with one input 

. of the two other gates, and the outputs of the three ?rst 
gates are connected with the three inputs of the fourth 
gate at a time. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Details of the invention will be explained with the aid 
of a preferred embodiment shown in the drawing, 
wherein: ' 

FIG. I is a block diagram of a processing system hav 
ing triplicated system units, wherein the combination in 
accordance with the invention of a comparator with a 
majority logic circuit is illustrated in the system units. 

FIG. 2 is a block diagram of a processing system, 
wherein the system units designed for the operation of 
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the triplexed system are operated partially as dupli 
cated system units, again illustrating the inventive com‘ 
bination with a comparator with a majority logic cir 
cuit. 
FIG. 3 is a circuit diagram of a preferred embodiment 

of a majority logic circuit in accordance with the inven 
tion. - 

FIG. 4 ‘is a schematic diagram illustrating a preferred 
construction of the comparators, as well as the stan 
dard connections, in the FIGS. 1 and 2 embodiment. 

DETAILED DESCRIPTION OF THE DRAWINGS 

. FIG. 1 shows in detail one triplicated storage unit 
(SE1, SE2, SE3) and one triplicated processing unit 

' (VEla, VElb, VEIc) as an example. It goes without 
saying that within the processing system a plurality of 
triplicated or, as will be explained hereinbelow with 
reference to FIG. 2, duplicated processing units may be 
provided. However, for clearer description, only one 
triplicated processing unit is illustrated in FIG. 1, since 
the contents of veach individual triplicated unit are the 
same. ' ~ 

The processing units VEla, VElb, VElc and the 
storage units SE1, SE2, SE3 are each provided with tri 
ple standard connections, through which each process 
ing unit has a connection with each of the three storage 
units. Thus, each processing unit has access to each of 
the three storage units,pwhich hold the data and pro 
grams needed for the operation of the processing units. 
If a plurality of processing units are provided in the pro 
cessing system, then the storage unit has a triple stan 
dard connection for each processing unit. 
The data processing system shown in FIG. 1, as well 

as the system in FIG. 2, is of known construction, as are 
the individual system units. A detailed description of a 

- processing system which can be used with this inven 
tion‘w'ill'be found in US. Pat, No. 3,551,892. 
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Since the multiple (in this case triplexed) arrange- ' I 
ment of the system'units is provided so as tov achieve an 
adequate redundancy, three identical system units at a 
time are available which operate synchronously. If a' 

. malfunction occurs in a system unit, there is the possi 
bility, as will be described hereinbelow, of isolating this 
defective system unit immediately from the rest of the 
system, which remains intact, and isolating the same, so 
that the total system can continue to operate without 
any. restrictions.- >_ 

' However, in order to be able to diagnose a malfunc 
tioning system unit through the rest of the system that 
remains intact, it is necessary ?rst of all to. detect and 
locate the malfunctioning system unit. To achieve this 
purpose, comparators VSl to VS3 and Vla to Vlc are 
provided in the individual system units following the 
two standard connections. These comparators may be 
constructed as conventional data or pulse comparators, 
whichare known in the prior art. In the three‘ identical 
storage or processing units the comparators are as 
signed, with respect to the spatial sequence, to two dif 

' ferent standard connections and, consequently, to two 
' different opposite system units. The comparators moni 
tor the incoming data tra?ic at the standard connec 
tions assigned,’ thereto to discover whether they are 
identical. > 
For better comprehension, the operation of the com 

' parators, which is thesame in all system units, will be 
_ explained in greater detail with reference to an exam 
ple. in the first storage unit SE1 the comparator VS] 
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is connected to the ?rst and second standard connec 
tions, counting from the left. Since the first and second 
processing units VEla and VElb are connected to the 
first storage unit SE1 through the two standard connec 
tions, the comparator VS1 monitors the data traffic 
from the two processing units VElb, VEla to the stor 
age unit SE1 to discover whether they are identical. In , 
similar fashion, the comparator VS2 in the second stor 
age unit SE2 monitors the data traffic from the first and 
third processing unit VEla and VElc and the compara 
tor VS3 in the third storage unit SE3 the data traffic 
from the second and third processing unit VE 1b, VElc. 
Now, if, by way of example, the processing unit VEla 
is malfunctioning and data are written from the pro; 
cessing units VEla, VElb, and ‘W510 into the storage 
units, the data which are transmitted from the ?rst pro 
cessing unit will not agree with the data transmitted by 
the two other properly functioning processing units 
VElb and VElc, because of the malfunction. This has 
as a consequence that the comparators V8! and VS2 
operate and react in the form of an error signal to the 
processing ‘units VEla, VElb, and VElc. Only in the 
third storage unit SE3 does the comparator V83 not 
operate, since this comparator monitors only the error 
free data from the second and third processing unit 
VElb, VElc. Consequently, in the case-of a malfunc 
tioning processing unit VEla two error signals are sent 
to this faulty unit alone, namely, from the first and sec 
ond storage unit SE1, SE2; the properly functioning 
processing units VElb, VElc receive only one error 
signal each. This forms a criterion for locating the de 
fective system unit VEla. To this end, all system units 
(i.e., also the processing unit VEla) have known means 
(not shown), e.g., logic circuits, which identify this unit 
as faulty upon receiving two error signals. Similarly, 
also the two other processing units VElb and W510 are 
identi?ed as faulty, if an error occurs therein. 
Since the processing units VEla, VElb, VElc are 

provided with comparators Vla, Vlb, Vlc in the same 
manner as described in connection with the storage 
units for monitoring the data traffic from the storage 
units to the processing units, a malfunctioning storage 
unit is located in the same manner as described with 
reference to a defective processing unit. 
However, the comparators alone are not suf?cient 

for monitoring the processing system for detecting mal 
functions or countering the effects of errors. In this 
connection, the problem of the undesired reception of 
false data by a system unit is important. If such recep 
tion of false data is not prevented, there is the danger 
that properly functioning processing units operate in 
correctly, or that upon the occurrence of a defect in a 
processing unit, false information is written into all 
three storage units, so that the processing system is no 
longer in working order as a unit. ’ 
The comparators themselves have no means for 

blocking reception of false information by the system 
unit. Certainly, the data flow entering the system units 
could be stopped bitwise or characterwise until the re 
sult of the evaluation of the comparison is available. 
Depending on this evaluation of the comparison, the 
information path would be opened if the data being 
compared were identical, or the information path 
would be blocked if there was no identity, or, upon the 
occurrence of an error signal. However, it would be a 
disadvantage if the flow of information were constantly 
delayed. Moreover, in each system unit only the data 
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received at' two standard connections would be moni 

- tor-ed by a comparator, so that faulty data could get 
into thesystem unit through the third standard connec 
tion despite the previously described safety measure 
using the comparator. 
To overcome these disadvantages, the invention pro 

vides in the system units, in addition to the compara 
tors, a majority logic circuit (MS 1, M82, M83, or Mla, 
Mlb, Mlc) following each of the triple standard con 
nections. This majority logic circuit, which is fully de 
scribed with reference to FIG. 3, is connected to each 
of the three standard connections of a triple standard 
connection in a system unit. Within the majority logic 
circuit, the identical data received at the three standard 
connections are concentrated on a common output, the 
majority logic circuit being so constructed that the 

. faulty data received at a standard connection, which 
thus do not agree to the data received at the two other 
standard connections, are not taken. into consideration. 

By this combination within each system unit, i.e., the 
combination of a comparator with a majority logic cir 
cuit, a system having triplicated system units is capable 
of detecting and locating faulty system units by means 
of the comparators, as well as preventing faulty data 
from getting into a system unit by means of the majority 
logic circuits. Thus, the system units which are properly 
functioning in the processing system are protected 
from receiving faulty data without delaying the input of 
data into the system units. 

If an error occurs in a system unit, the faulty unit is 
automatically isolated from the rest of the processing 
system‘, because the data transmitted thereby are not 
taken into consideration by the three system units re 
ceiving these incorrect data. The rest of the system that 
remains intact continues to operate in this case without 
interruption and without impairing the working order. 
Furthermore, as is known, there is the possibility of 
placing a malfunctioning system unit in a testing state 
to discover the source of the error and to have this unit 
diagnosed by other properly functioning system units. 

If a system unit is defective and an error occurs in an 
other system unit, identical or not, other features have 
to be considered which will be discussed in detail with 
vreference to FIG. 2. 

FIG. 2 shows a processing system, wherein the system 
units are triplicated and duplicated. Since the probabil 
ity of failure and the redundancy request with respect 
to the individual system units may be different, it is rea 
sonable in such circumstances to triplicate important 
system units and duplicate less important system units. 
In this connection, there should be a possibility of tri 
plicating later system units that have ?rst been dupli 
c'ated. ' > 

Since the individual processing units only communi 
cate through the central storage unit, so that the pro 
cessing system is no longer operative as a unit if a stor 
age unit breaks down, it is advantageous, ?rst of all, to 
triplicate the storage unit and duplicate the processing 
units that are less important for the working order of 
the entire system. In order to be able to discuss in detail 
the combination of triplicated and duplicated system 
units, an example will be described, wherein only one 
triplicated and'one duplicated system unit are present. 
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FIG. 2 shows a processing system having two identi 
. cal parallel running processing units (VE2a, VE2b), 
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which are connected to three identical parallel running 
storage units (SE1, SE2, SE3). As in the completely tri 
plexed system, the processing units and the storage 
units are each equipped with triple standard connec-, 
tions and a combination of a comparator with a major 
ity logic circuit. Each of the processing units is, like 
wise, connected to each of the three storage units 
through the standard connections. One standard con 
nection to each storage unit remains unseized as a re 
sult of the breakdown of the third processing unit. In 
the storage units, the two standard connections with a 
connecting cable to the processing units which are each 
followed by a comparator (V81, V82, V53) are seized. 
Only in this 'way are the comparators in the storage 
units in this case operative, that is to say, they can com 
pare between the data transmitted from the two pro 
cessing units VE2a and VE2b. , 
The third standard connection of the storage- unit 

which is not used is every time driven with a logic zero 
or one criterion, so that the following majority logic cir 
cuits M81, M52 and M53 consider unambiguously only 
the data transmitted from the two processing units 
VE2a and VE2b. 

If an error occurs, this error may occur in one of the 
triplicated storage units or in one of the duplicated 
storage units. In both cases, additional means and steps 
are needed to locate a malfunctioning unit as compared 
with-a fully triplexed system structure, which are partly ' 
different in the individual identical system units. 

If, for example, a malfunction occurs in the ?rst stor- ' 
age unit SE1, only the comparator V2a in the ?rst pro 
cessing unit VE2a comes into action. However, the sole 
reaction of the comparator V2a is not suf?cient to lo 
cate the faulty unit SE1 in the manner described with 
reference to FIG. 1. Neither does the criterion error 
signal from the ?rst processing unit VE2a and the error 
signal‘ from the second processing unit to the ?rst stor 
age unit SE1 suf?ce, since these conditions would also 
apply if there was a malfunction in the second storage 
unit SE2. Consequently, the ?rst storage unit would er 
roneously be evaluated as faulty. Therefore, an evalua 
tion of the reactions of the comparators V2a and V2b 
in the processing units VE2a and VE2b, namely in con 
nection with one another, .is brought about, because a 
known logic circuit (not shown) follows the two com 
parators V2a and V2b. This logic circuit is so con 
structed that a speci?c combination of the reactions of 
the comparators is allocated to a speci?c output signal 
of the logic circuit. This output signal forms a criterion 
for identifying a faulty storage unit. Thus, if an error 
occurs in the ?rst storage unit SE1, only the compara 
tor V2a comes into action, while the comparator V2b 
does not have any reaction. The output signal of the 
logic circuit assigned to this combination of the reac 
tions of the comparators unambiguously identi?es the 
?rst storage unit as faulty. Similarly, where applicable, 
a malfunctioning second storage unit SE2 is located as 
faulty through the reaction of the two comparators V2a 
and V2b, and a malfunctioning third storage unit SE3 
through the sole reaction of the comparator V2b. It 
must always be assumed that only one storage unit at 
a time is defective. 

If an error is produced in one of the duplicated pro 
cessing units VE2a, VE2b, then practically the same 
case occurs as when two units of a triplicated system 
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unit fail one after another. In this case, as in a fully du 
plexed system structure, there is no possibility of locat 
ing a faulty processing unit (VEZa, VE2b), because of 
the reaction of the comparators in the opposite system 

. units,_i.e., in the storage units in this case. For this rea 
> son,.wired-in or programmed checks are provided in 
the processing system to identify a malfunctioning du 
plicated ‘system unit, i.e., a processing unit (VE2a, 
VE2b) in this case and to identify a malfunctioning tri 
plicated system unit, in which one of the three part 
units is defective. If the storage unit is duplicated, there 
is the possibility of identifying a faulty storage unit 
through a parity check instead of a wired-in or pro 
grammed check. 

It has been shown that each of the majority logic cir 
cuits following the triple standard connections prevents 

’ reception of faulty data by a system unit even if tri 
plicated system units are combined with duplicated sys 
tem units. Thus, if there is a malfunction in a storage 
unit owing to the majority logic circuits M2a, M2b, 
only the correct data transmitted by the two properly 
functioning storage units are received by the processing 
units VE2a, VEZb. Conversely, if a malfunction occurs 
in a processing unit (VE2a, VEZb), the storing of data 

-into the storage units SE1, SE2, SE3 through the re 
spective majority logic circuits MSl, MS2, M83 is pre 
vented without causing any delay. . 
An expansion-of a duplicated system unit into a tri 

plicated system unit can advantageously and simply be 
effected. To achieve this purpose, a third practically 
identical processing unit VE2c shown in dotted line in 
FIG. 2 is added for the subsequent tripling of the dupli 
cated processing units VE2a,-VE2b and VE2c resulting 
therefrom are thereafter connected to the three storage 
units SE1, SE2 and SE3 in the manner shown with ref 
erence to FIG. 1. Thus, if a duplicated system unit is ex 
panded into a triplicated system unit, all that needs to 
be done is to change the connecting cable to the stan 
dard connections of the system units. 
FIG. 3 shows a preferred construction of a majority 

logic circuit which in the individual system units fol 
lows the triple standard connection. 
The majoritylogic circuit has three inputs al, a2 and 

a3, each of which is connected‘ to one of the aforemen 
tioned three standard connections. Three‘NAND gates 
N1, N2 and N3 with two inputs each follow the inputs 
al, a2 and a3, such that one input of two of the three 
gates N1, N2 and N3 is connected to one input of the 
majority logic circuit. In the embodiment shown, the 
two first inputs of gates N1 and N2 form the inputal, 
the two second inputs of gates N2 ‘and N3 form the 
input a3, and the ?rst and second input of gates N3 and 
N1 form'the input a2 of the majority logic circuit. im 
mediately thereafter, the outputs of gates N1, N2 and 
N3 are each connected with one of the three inputs of 

' another NAND gate N4, the output of gate N4 at the 
same time constituting the output A of the majority 
logic circuit. On account of the majority logic circuit, 
only identical signals at the three or at least at two of 
the three inputs a1, a2 and'a3 reach the output A. 
The construction of the majority logic circuit is not 

limited to the embodiment shown for illustrative pur 
poses only, but may be varied with respect to the logic 
elements as well as with respect to the wiring thereof. 

For a detaileddescription of the mode of operation 
of a comparator, reference is made to FIG. 4, wherein 
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the comparator is connected with two parallel standard 
terminals. The construction of all standard terminals 
and all comparators connected to the parallel standard 
terminals is fundamentally the same. Therefore, in the 
drawing only one comparator, as well-as its connection 
to the parallel standard terminals in the storage unit 
SE1, is shown. Each standard terminal comprises an 
input register RE and an output register RA. These reg 
isters are of conventional construction and are consti 
tuted by a plurality of bistable stages. The information 
signals are written into the system unit concerned 
through the input register RE. Conversely, they are 
read out through the output register RA. 
A comparator is disposed in each system unit. Thus, 

in FIG. 4, the storage unit SE1 is provided with a com 
parator VSl, which is connected to two parallel stan 
dard terminals. These two parallel standard terminals 
are associated with the input registers REl and RE2, as 
well as with the output registers RA1 and RA2. The in’ 
puts of register RBI and the outputs of register RA1 
are .each connected with a similar standard terminal of 
the processing unit VEla, and the inputs of register 
RE2, as well as the outputs of register RA2, are simi 
larly connected with the corresponding standard termi 
nal of the processing unit VE 10. Each of the input and 
output registers of the standard terminals comprises N 
bistable stages Kl to KN. The outputs of the bistable 
stages of input registers REl and RE2 are each repre 

. sented by the setting and resetting outputs S and R. 
30 
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The comparator VSl connected to the outputs of the 
parallel input registers REl and RE2 comprises 2xN 
AND gates U11 to UN2, which have two inputs each 
and whose outputs are connected to a common output 
through an OR-gate or the like. 

In the comparator VSl, the output signals from the 
parallel bistable stages of input registers RBI and RE2 
are each monitored separately with a view to supervis 
ing the identity. of the parallel information. Thus, the 
outputs of bistable stages Kl of the input registers are 
checked by the'two AND gates U11 and U12. To this 
end, the resetting output R of bistable stage K] of input 
register REl is connected with the left input of AND 
gate U11, and the right input of this AND gate is con 
nected with the setting output S of the bistable stage K1 
of input register RE2. The setting output S of bistable 
stage K1 of input register REl is similarly connected 
with the left input of AND gate U12, whose second 
input is connected to the resetting output R of bistable 
stage K1 of input register RE2. ' 
Since in a faultless operation, identical data are writ 

ten into the storage unit SE1 through the input registers 
RBI and RE2, in this case no output signal is transmit 
ted to the output of comparator VSl. If, however, dif-. 
ferent signals appear at the outputs of the bistable stage 
K1 of input registers RBI and RE2, a signal is produced 
either at the output of AND gate U11 or of AND gate 
U12 and, thus, at the output of comparator VGL. This 
output signal of comparator VS1 is sent to the con 
nected system units through one of the bistable stages 
of the output registers. For example, it is sent through 
the bistable stage K1 of output registers RA1 and RA2 
in the processing units VEla and VElc, triggering an 
error reaction therein. 
The invention has been described h'ereinabove 

through a description of a preferred embodiment, by 
which the advantages of the invention can be realized. 
This description is not to be considered as limiting. This 
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preferred embodiment may be modified or changed 
without departing from the spirit or scope of the inven 
tion, as defined by the appended claims. 
We claim: ’ 

1. Circuit for detecting malfunctioning system units 
of a data processing system, said system units being 
processing units and storage means, said system units 
being interconnected to provide redundancy in case of 
malfunction, the arrangement comprising: 
standard data connection means through which each 
' said processing unit is connected to each said stor 
age means, the number of standard data connec 
tion means on one said system unit corresponding 
to the number of others of said system units to 
which said one system unit is connected, 

' comparator means connected after each said stan 
dard data connection for incoming data traf?c, 
each said comparator being connected to two stan 
dard connection units of a said standard data con 
nection, and 

majority logic circuit means connected after each 
said standard data connection means in each said 
system unit, each'said majority logic circuit being 
connected to all of the standard connection units 

, in a system unit, 

' whereby each said comparator evaluates data re 
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10 
ceived at two standard connections of a said stan 
dard data connection means and each said majority 
logic circuit evaluates data received at all of the 
standard connection units of a said standard con 
nection means. . 

2. The circuit arrangement de?ned in claim 1 having 
a combination of duplicated system units with tri 
plicated system units and wherein the two standard 
connections in each system unit of the triplicated sys 
tem units are‘ connected to the two units of said dupli 
cated system units, each said system unit being con 
nected to a said comparator means, the two compara 
tors in each said duplicated system unit being each con 
nected to two standard connections, through which two 
different units of the triplicated system unit are con 
nected. > 

3. The circuit arrangement de?ned in claim 2 
wherein said majority logic circuit comprises: 

three ?rst NAND gates having two inputs each, the 
inputs of said ?rst gates being interconnected such 
that two inputs of a said ?rst gate are connected, 
respectively, to one input of each of the other two 
of said ?rst gates and i 

a second NAND gate having three inputs respectively 
connected to the three outputs of said ?rst gates. 

* >l< * >l< * 


