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NETWORKED CONDITIONAL ACCESS 
MODULE 

[0001] The present invention relates to a networked condi 
tional access module and methods of implementing such a 
module on a network. More particularly, it relates to the 
provision of a Conditional Access Subunit for an IEEE 1394 
network. 
[0002] With the development of digital multimedia and in 
particular digital television, it has been proposed to provide a 
conditional access module. In the ?eld of digital video pro 
cessing, it is known to code digital video signals such that 
special processing is needed in the receiver to be able to 
reproduce the video signals. In particular, it has been pro 
posed to provide a conditional access module which can 
perform all of the descrambling and other conditional access 
functions of the digital TV receiver. This allows conditional 
access and signal decoding functions to be separated from 
host receiver, such that a generic digital TV receiver can 
operate with many different conditional access systems in 
different conditional access modules. 
[0003] To allow communication between a conditional 
access module and a digital TV receiver, a common interface 
has been proposed and standardized by CENELEC 
(EN50221 Common Interface Speci?cation for Conditional 
Access and other Digital Video Broadcasting Decoder Appli 
cations). This standard Common Interface de?nes a transport 
stream interface in which various virtual channels are time 
multiplexed and a command interface over which various 
additional command data are sent. The common interface 
thus allows connection of a conditional access module to a 
digital TV receiver or indeed any other digital video device. 
[0004] As a basis for the present invention, it is now recog 
nised that it would be advantageous to provide a conditional 
access module on a local network of digital multi-media 
devices including audio and video devices, such that the 
various functions available in the conditional access module 
could be provided to all of the devices on the network. 
[0005] A standard has been proposed for connecting 
together various digital video devices on a local network. In 
particular, IEEE 1394-1995 is an IEEE standard for a high 
performance serial bus. It de?nes a bus, which will be referred 
to as an IEEE 1394 serial bus, for connecting together various 
digital consumer audio/visual products. 
[0006] The IEEE 1394 speci?cation de?nes a physical link 
connector, electrical signaling and a set of link and transac 
tion protocols allowing the serial bus to self con?gure and 
carry audio, video and control information ef?ciently. A fur 
ther set of additional protocols have also been de?ned to carry 
MPEG data and provide control mechanisms between differ 
ent items of equipment on the IEEE 1394 serial bus. These 
protocols are de?ned in the speci?cation “Digital Interface 
for Consumer Electronic Audio/Video Equipment” 
(IEC61883). 
[0007] The IEC61883 speci?cation enables several com 
mand protocols to be used. One set of commands are known 
as audio/video control-command transactions (AV/C-CTS) 
and are speci?ed in the AV/ C Digital Interface Command Set 
Document development by the IEEE 1394 Trade Association 
(see AV/C Digital Interface Command Set Version 2.0D Mar. 
26, 1997 Audio/Video Working Group of the 1394 Trade 
Association). The AV/ C CTS de?nes a command set for con 
sumer and professional audio/visual equipment. The AV/C 
CTS commands are cared within the PCP (Function Control 
Protocol) packet format de?ned by IEC61883. 
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[0008] An obj ect of the preset invention is to provide means 
by which a conditional access module may be provided on an 
IEEE 1394 network. 
[0009] According to the present invention, there is provided 
a method of providing a Conditional Access Module on an 
IEEE 1394 network, the method comprising: 
[0010] de?ning a Conditional Access Module as a Condi 
tional Access Subunit of the IEEE 1394 network; 
[0011] providing AV/C Conditional Access Commands to 
allow communication between the Conditional Access Sub 
mit and other subunits on the network. 

[0012] According to the present invention, there is provided 
a conditional access subunit for connection to an IEEE 1394 

network, the subunit including: 
[0013] means to receive AV/C Conditional Access Com 
mands over the IEEE 13 94 network from another subunit; and 
[0014] means to transmit AV/C responses over the IEEE 
1394 network in response to the received AV/C Conditional 
Access Commands. 

[0015] According to the present invention, there is provided 
a subunit foruse with a conditional access subunit on an IEEE 

1394 network, the subunit including: 
[0016] means to transmit AV/C Conditional Access Com 
mands over the IEEE 1394 network to the conditional access 

subunit; and 
[0017] means to receive AV/C responses from the condi 
tional access subunit over the IEEE 1394 network in response 
to the transmitted AV/ C Conditional Access Commands. 
[0018] In this way, by treating the conditional access mod 
ule as a subunit of the IEEE 1394 network and by providing 
conditional access commands as part of the AV/C command 
set, a conditional access module can be fully integrated on the 
network. 
[0019] Preferably, the conditional access command 
includes a CA enable command and/or a CA entitlement 
command. The AV/C conditional access commands may also 
include a security command. 
[0020] In this way, the CA enable command can be used to 
instruct the CA subunit as to which service is should 
descramble. 
[0021] The enable command may include control com 
mands as well as status and notify commands. 

[0022] The CA entitlement commands may be used to 
interrogate the conditional access subunit to determine what 
entitlement the user has to services. It may be a status or notify 
type command. 
[0023] According to the present invention, there is also 
provided a conditional access subunit for connection to an 
IEEE 1394 network for use in descrambling a transport 
stream received over the network wherein the conditional 
access subunit, having descrambled the transport stream, 
introduces a local scrambling before retransmitting the trans 
port stream to other subunits on the network, such that only 
authorised subunits on the network capable of local descram 
bling can receive the information in the transport stream. 
[0024] In this way, once a conditional access subunit has 
descrambled a program, the program does not become avail 
able for unauthorised copying. It can be transported only to an 
authorised subunit on the network, for instance a television 
display. This system can also be used to ensure that a particu 
lar conditional access subunit can only be used in conjunction 
with other particular types of subunit with the same local 
descrambling capabilities. 
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[0025] According to the present invention there is also pro 
vided a conditional access subunit for connection to an IEEE 
1394 network having a tuner subunit, the conditional access 
subunit having means for periodically contacting the tuner 
subunit to request the received transport stream for a period of 
time su?icient to allow the conditional access subunit to 
update the entitlement management messages stored in the 
conditional access subunit. 
[0026] In this way, even if a user does not operate the 
conditional access until for some time, such that entitlement 
information would have otherwise bee missed, the condi 
tional access subunit automatically requests transport stream 
information periodically so as to obtain that entitlement infor 
mation. 
[0027] The present invention will be more clearly under 
stood from the following description, given by way of 
example only, with reference to the accompanying drawings, 
in which: 
[0028] FIG. 1 illustrates a CA subunit; 
[0029] FIG. 2 illustrates CA subunit logic connections; 
[0030] FIG. 3 illustrates a CA subunit identi?er descriptor; 
[0031] FIG. 4 illustrates a system speci?cation for use with 
the descriptor of FIG. 3; 
[0032] FIG. 5(a) illustrates a CA status descriptor; 
[0033] FIG. 5(b) illustrates a CA subunit status area info 
block; 
[0034] FIG. 5(c) illustrates a source plug status area info 
block; 
[0035] FIG. 5(d) illustrates a plug status info block; 
[0036] FIG. 6 illustrates CA subunit commands; 
[0037] FIG. 7(a) illustrates a CA enable control command; 
[0038] FIG. 7(b) illustrates the broadcast system speci?c 
data of FIG. 7(a); 
[0039] FIG. 7(c) illustrates an elementary PI) de?nition of 
FIG. 7 (b); 
[0040] FIG. 8(a) illustrates a CA enable response; 
[0041] FIG. 8(b) illustrates the broadcast system speci?c 
data of FIG. 8(a); 
[0042] FIG. 9 illustrates status or notify command struc 
ture; 
[0043] FIG. 10 illustrates status or notify response struc 
ture; 
[0044] FIG. 11(a) illustrates a CA entitlement command; 
[0045] FIG. 11(b) illustrates the broadcast system speci?c 
data of FIG. 1(a); 
[0046] FIG. 12(a) illustrates a CA entitlement response; 
[0047] FIG. 12(b) illustrates the broadcast system speci?c 
data of FIG. 12(a); 
[0048] FIG. 13 illustrates a security control command; 
[0049] FIG. 14 illustrates command exchange between 
controller and CA subunit; and 
[0050] FIG. 15 illustrates a satellite IRD connected to a 
network conditional access module. 
[0051] A requirement exists for a Conditional Access (CA) 
system that allows the manufacturer of a Digital Television 
Receiver (DTV) to access scrambled services from several 
broadcasters. This is achieved by de?ning a protocol that 
allows the CA system to reside on a module which can then be 
connected to the DTV allowing that DTV to access the ser 
vice. A solution exists in the form of a PC Card connected to 
a single receiver. However there exists a new requirement for 
a Networked Conditional Access Module (N CAM). The main 
requirements for this device arezi 

[0052] ?exible form factor 
[0053] ?exible access, for example peer to peer commu 

nication 
[0054] ?exible location 
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[0055] This application proposes the format of the addi 
tional AV/ C subunits that are required to implement the 
NCAM. The AV/ C model for the NCAM will provide a con 
ditional access system that is tailored for use on an IEEE 
1394-1995 based digital network. 
[0056] The purpose of the Networked Conditional Access 
Module (NCAM) is to provide conditional access function 
ality. The NCAM uses a logical collection of resources that 
allow the descrambling of selected services to take place. The 
required resources for the NCAM can exist either in one 
location, for example inside a DTV, or be distributed through 
out the in Home Digital Network (IHDN). 
[0057] The NCAM relies on both existing and additional 
subunits. The existing subunits that the NCAM makes use of 
arezi 

[0058] Tuner subunit 
[0059] Panel subunit 

[0060] In order to implement a networked conditional 
access module an IEEE 1394 network, an AV/C subunit is 
de?ned for the conditional access module. In particular a 
conditional access subunit models the core functionality of a 
descrambler. The CA subunit receives scrambled streams, 
descrambles them and then outputs a descrambled stream. 
The CA subunit may communicate with other required sub 
units via asynchronous commands across the IEEE 1394 
network. 

[0061] The Tuner subunit is used the data source, the Panel 
subunit is used to provide information to the user and receive 
input from the user. The CA subunit contains the descram 
bling functionality and can make use of smart card and mod 
ern subunits. 

[0062] The resources that are required for an NCAM to 
function may be implemented privately within a single mod 
ule. If a manufacturer wishes to develop an NCAM with the 
smart card and modem functionality integrated for the exclu 
sive use of the NCAM this is allowed. In such a case the 
NCAM would only implement the CA subunit and make use 
of the tuner and panel subunits in other devices. It is likely for 
security reasons that an NCAM would be implemented with 
a private smart card. The smart card subunit is included for 
when a smart card could be used for other applications, for 
example a data card or “electronic cash” card. 

[0063] The NCAM can also be implemented with distrib 
uted resources. In this case the CA subunit would work in 
conjunction with subunits embedded in other objects distrib 
uted throughout the digital network. 
[0064] Depending on the service to be descrambled, all or 
some of the resources will be required. In a simple system that 
relies on a Smart Card to be inserted to authenticate the 
service the modem is not required, a simple form of display 
device is required to prompt the user to insert the card but 
interaction is not necessary. A more complicated system, for 
example a pay per view (PPV) system, requires all of the 
resources to allow a choice of services to be presented to the 
user and to allow the user make a selection. Therefore the 
NCAM may operate with reduced functionality if not all the 
required subunits are present. 
[0065] FIG. 1 illustrates the basic CA subunit 2. This can be 
a stand alone device or integrated into another device. 

[0066] The CA subunit destination plug 4 is the input to the 
subunit 2. The signal format is compliant with the system(s) 
supported by the CA mechanism. The CA subunit destination 
plug 4 can connect either directly to the serial bus (1394) 
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input plug or to the source plug of another suitable subunit for 
example the input to the CA subunit could be a tuner subunit. 

[0067] The CA subunit source plug 6 is the output of the 
subunit 2. The signal format is compliant With the system(s) 
supported by the CA mechanism. The CA subunit source plug 
6 can connect either directly to the serial bus output plug or to 
the destination plug of another suitable subunit. 

[0068] A CA subunit that implements a single source and 
destination plug is potentially capable of descrambling one or 
more services Within an isochronous channel from a single 
source, providing the CA system is compatible With the 
source material. 

[0069] Depending on the hardWare capability of the CA 
suburit it is possible to implement multiple destination and 
source plugs. There are an equal number of source and des 
tination plugs. Such a con?guration alloWs a single CA sub 
unit to provide descrambling of several independent streams/ 
services at the same time. This model alloWs a very ?exible, 
distributed AV netWork environment. 

[0070] Thus, in other Words, the CA subunit can receive 
different streams from one or more other subunits on the 

netWork, descramble them and re-route them to one or more 
other subunits as required. Any limitation is due principally 
only to bandWidth. 

[0071] When making connections betWeen the CA subunit 
destination plug and either the serial bus input or another 
subunit the connection is established manually using a CON 
NECT command. This connection is made before issuing a 
CA command. If the CA subunit is operating in a stand-alone 
mode then the destination and source plugs of the subunit can 
be permanently connected to the input and output serial bus 
plugs. 
[0072] If the CA subunit has an existing connection Which 
has been locked and an additional connection is requested 
then a response of REJECTED is returned. If the connection 
is permanent then the con?icting command generates a 
response of NOT IMPLEMENTED. 

[0073] The CONNECT command is used to connect the 
CA subunit source plugs to either another subunit or the serial 
bus output plugs. 

[0074] All current connections of CA subunits are reported 
by the CONNECT stains or CONNECTIONS status com 
mands. This includes all permanent connections. A controller 
can determine if a connection is permanent by examining the 
“perm” ?ag of the responses for the CONNECT status and 
CONNECTIONS status commands. 

[0075] The connection of the CA subunit to other subunits 
is implementation speci?c. Whether it is logical to alloW the 
connection of the CA subunit to certain other subunits is 
considered at implementation time. 

[0076] A CA subunit may be embodied inside a receiver, 
Which is a device de?ned as one that contains a tuner subunit, 
or as a stand-alone device. FIG. 2 illustrates hoW a CA subunit 

appears in a receiver 8; in a stand-alone device, there Would 
likely be no antenna input plug (only 1394 serial bus and 
possibly “extemal” input plugs). 

[0077] The folloWing table illustrates the various combina 
tions of connections betWeen a receiver unit and a CA subunit 
plugs and Which ones are valid or not. All invalid connections 
generate a response of NOT IMPLEMENTED. 
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Con 
Non CA nection 
Subunit Plug CA Subunit Plug Valid 7 Comments 

External antenna CA destination NO X 
input plug plug 
External antenna CA source plug NO X 
input plug 
External input plug CA destination NO X 

plug 
External input plug CA source plug NO X 
External output plug CA destination NO X 

plug 
External output plug CA source plug NO X 
Serial bus input CA destination YES This connection must 
plug plug be created using a 

CONNECT command, 
or it may be a 

permanent connection 
Serial bus input plug CA source plug NO X 
Serial bus output CA destination NO X 
plugs plug 
Serial bus output CA source plug YES This connection must 
plugs be created using a 

CONNECT command, 
or it may be a 

permanent connection 
Subunit source plug CA destination YES This connection must 

plug be created using a 
CONNECT command, 

or it may be a 

permanent connection 
Subunit source plug CA source plug NO X 
Subunit destination CA destination NO X 
plug plug 
Subunit destination CA source plug YES This connection must 
plug be created using a 

CONNECT command, 
or it may be a 

permanent connection 

[0078] When issuing the CONNECT Command the lock 
bit is used to ensure that connections are not broken by third 
parties. 
[0079] The CA subunit can handle both full and partial 
transport streams. It is bene?cial for the source to create a 
partial transport stream containing the element of the service 
it Wishes descrambled in order to save bandWidth on the bus. 
In the case Where a partial transport stream is created and the 
EMMS (Entitlement Management Mes sage) are embedded in 
the transport stream, the source includes the EMMs in the 
partial transport stream. It Will not be possible for the CA 
subunit to descramble the desired services if the data con 
tained lathe EMMs is not present. 
[0080] The CA system is used to prevent unauthorised 
access to broadcast material Once the material has been 
descrambled, it can be protected When carried over the IHDN 
(In Home Digital NetWork). In particular, the CA subunit can 
implement a suitable Copy Protection system on both its 
destination and source plugs. 
[0081] The CA subunit is provided With a subunit identi?er. 
For each particular CA subunit, the subunit identi?er 
describes the characteristics of the broadcast system(s) and 
CA system(s) supported by that CA subunit. More than one 
broadcasting system and CA system may be supported by a 
particular CA subunit. With the use of this information, other 
subunits on the netWork, particularly, the controller, Will 
knoW hoW each CA subunit may be used. 
[0082] FIG. 3 illustrates the subunit dependent information 
Which is contained Within the subunit identi?er descriptor. 



US 2014/0089964 A1 

[0083] The CA_subunit_dependent_info_?elds_length 
?eld speci?es the number of bytes for the non-info block 
?elds of the subunit dependent information; in this case, 
through the system_speci?cation[n—1]. 
[0084] A controller on the netWork preferably ?nds any 
number of information blocks following this ?eld, such that 
the CA subunit dependent information can be extended in the 
future. Controllers can easily determine if any info blocks 
exist here by comparing the CA_subunit_dependent_length 
and CA_subunit_dependent_info_?elds_length ?elds. If the 
folloWing formula is true: 
[0085] CA_subunit_dependent_length>(CA_subunit_de 
pendent_info_?elds_length+2) then info blocks exist in this 
structure. 

[0086] The CA_subunit_version ?eld indicates the version 
number of CA subunit command speci?cation that the CA 
subunit conforms to. The upper 4 bits shoW the major version 
number and the loWer 4 bits the minor version number. 

CAisubunitiversion meaning 

1016 Version 1.0 of the CA subunit speci?cation 
all others Reserved for 1111111? speci?cation 

[0087] The number_of_systems ?eld speci?es hoW many 
broadcast systems are supported by this CA subunit. 
[0088] The system_speci?cation ?eld describes each 
broadcast system and is illustrated in FIG. 4. 
[0089] The speci?cation_length ?eld indicates the siZe, in 
bytes of the entire system_speci?cation structure. 
[0090] The system_id ?eld indicates a broadcast system 
that the CA subunit supports. The folloWing broadcast sys 
tems are currently de?ned; 

systemiid name 

20 16 DVB 

other values reserved 

[0091] The implementation_pro?le_id ?eld speci?es the 
pro?le ID of the CA subunit for this system_id. A CA subunit 
may be implemented With a different pro?le for each of the 
broadcast systems that it supports. There is one pro?le for 
each supported system. 
The folloWing pro?les are de?ned: 

implementationipro?leiid meaning 

E016 conformantiimplementation — a CA subunit 
With this implementation pro?le ID Was 
created based on the AV/C CA Speci?cation 
version 1.0. The set of features (commands 
and data structures) supported by this 
implementation is de?ned by the 
manufacturer. This pro?le ID applies to 
all broadcast systems. 

E1l6 conformantifulliimplementation — a CA 

subunit With this pro?le implementation 
is as described above, but it implements 
all of the commands and relevant data 
structures for the speci?ed broadcast 
system, as de?ned in the AV/C CA 
Speci?cation version 1.0. This pro?le 
ID applies to all broadcast systems. 
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-continued 

implementationipro?leiid meaning 

All other values reserved for 11111111? speci?cation in this 
AV/C CA Speci?cation 

[0092] The number_of_CA_system_ids ?eld indicates the 
number of CA systems the CA subunit is compatible With. 
[0093] The CA_system_id ?elds identify a particular CA 
system. The values for CA_system_id are systemic depen 
dent and in the DVB case they are de?ned in pr ETS 300468 
Speci?cation for Service Information (SI) in Digital Video 
Broadcasting (DVB) Systems. The CA_system_id_length 
?eld de?nes the length in bytes of the CA_system_id ?eld. 
[0094] For each CA subunit, there is also a CA status 
descriptor. This holds information about the CA subunit in 
general, and about the information that is on each of its source 
plugs. The data held Within this structure is dynamic and is 
kept up to date by the CA subunit. A controller may examine 
this structure in order to determine the operational status of 
the CA subunit end its source plugs. 
[0095] The general format of the CA status descriptor is 
shoWn in FIG. 5(a). 
[0096] The descriptor_length is the number of bytes for the 
CA subunit status descriptor structure, not including the 
descriptor_length ?eld. 
[0097] The CA subunit status area info block is illustrated 
separately in FIG. 5(b) and the source plug status area info 
block is illustrated separately in FIG. 5(0). 
[0098] The general CA subunit status area info block con 
tains status information about the CA subunit that is not 
speci?c to a particular destination or source plug. 
[0099] The compound_length ?eld speci?es the number of 
bytes for the remainder of this information block (including 
any nested information blocks Which may occur after the last 
Well de?ned ?eld). 
[0100] The primary_?eld_length is the number of bytes for 
the remaining ?elds. 
[0101] The available_bandWidth_upper_and available_ 
bandWidth_loWer ?elds are read together and indicate the 
bandWidth capacity the CA subunit has available. The avail 
able_bandWidth_upper ?eld indicates the integer amount of 
bandWidth available in Mbps. The available_bandWidth_lo 
Wer indicates the fractional amount of bandWidth available in 
Mbps. 
[0102] For example, if the CA subunit has 34.8 Mbps of 
bandWidth available it Would be represented as folloWs. 
[0103] available_bandWidth_upper:00 2216 
[0104] available_bandWidth_loWer:08l6 
[0105] The values of 0F FFl6 for available_bandWidth_ 
upper and FFl6 for available_bandWidth_loWer are reserved 
and indicate that the CA Subunit cannot determine the 
amount of available bandWidth. 
[0106] This alloWs a device such as a tuner subunit to deter 
mine Whether the CA subunit has enough spare capacity for 
additional services to be descrambled. If the CA subunit can 
support the simultaneous descrambling of multiple services 
from multiple sources then the available_bandWidth can be 
read in conjunction With the destination_plug_status ?elds to 
alloW a controller to determine Whether it is able to connect an 
additional source to the CA subunit. 

[0107] With respect to the source plug status area info block 
of FIG. 5(c), the number of source plugs ?eld speci?es the 
number of source plugs on the particular subunit and, hence, 










