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I502 Receive packet 

I504 Create fractional packets 

I506 Transmit fractional packets 
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Allowed splits with |=0.001, target 0.00001 Est. Capacity Rel. Capacity 

2.0 Mbit/s 1.0 (1,2) 
(2,3) 

0.5 Mbit/s 0.25 (4'5) 
(4,6) 

0.5 Mbit/s 0.25 (5,7) 

1802 1804 

FIG. 8 
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Est. and Rel. Capacity Current Sol’n Possible Sol’ns using 1 piece 

2.0 Mbit/s 1.0 0 1.0 0.0 0.0 0.0 

1.0 Mbit/s 0.5 0 0.0 2.0 0.0 0.0 

0.5 Mbit/s 0.25 0 0.0 0.0 4.0 0.0 

0.5 Mbit/s 0.25 0 0.0 0.0 0.0 4.0 

1.0 2.0 4.0 4.0 

\L9021904l906x908 

FIG. 9 
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Est. and Rel. Capacity Current Sol’n Possible Sol’ns using 2 pieces 

2.0 Mbit/s 1.0 1 2.0 1.0 1.0 1.0 

1.0 Mbit/s 0.5 0 0.0 2.0 0.0 0.0 

0.5 Mbit/s 0.25 0 0.0 0.0 4.0 0.0 

0.5 Mbit/s 0.25 0 0.0 0.0 0.0 4.0 

l 2.0 2.0 4.0 4.0 

FIG. 10 
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Est. and Rel. Capacity Current Sol’n Possible Sol’ns using 3 pieces 

2.0 Mbit/s 1.0 2 1.5 1.0 1.0 1.0 

1.0 Mbit/s 0.5 0 0.0 1.0 0.0 0.0 

0.5 Mbit/s 0.25 0 0.0 0.0 2.0 0.0 

0.5 Mbit/s 0.25 0 0.0 0.0 0.0 2.0 

2.0 1.0 2.0 2.0 

l1102wh1104xh1106xh1108 

FIG. 11 
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Fractional Split Decision example with target loss 1% 

Allowed splits for L=0.001 target=0.01: (1,1), (2,2), (3,3), (4,4), (5,5), (6,6), (7,7), (8,8) 

Round 1: best solution is (1,0) with required time 1.000 
Round 2: best solution is (1,1) with required time 1.000 
Round 3: best solution is (2,1) with required time 0.667 
Round 4: best solution is (3,1) with required time 0.750 
Round 5: best solution is (4,1) with required time 0.800 
Round 6: best solution is (4,2) with required time 0.667 

Global best solution is (2,1) with required time 0.667, representing an increase in 
capacity of 50% and meeting the target loss of 1%. 

FIG. 12A 

Fractional Split Decision example with target loss 0.0001% 

Allowed splits for L=0.001 target=0.000001: (2,1), (3,1), (4,2), (5,3), (6,4), (7,5), (8,6) 

Round 1: best solution is (1, 0) with required time 1.000 (ignored since not in 
allowed splits) 
Round 2: best solution is (2, 0) with required time 2.000 
Round 3: best solution is (2, 1) with required time 2.000 
Round 4: best solution is (3, 1) with required time 1.500 
Round 5: best solution is (4, 1) with required time 1.333 
Round 6: best solution is (4, 2) with required time 1.000 

Global best solution is (4,2) with required time 1.000, representing an increase in 
capacity of 0% and meeting the target loss of 0.0001%. 

FIG. 12B 
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FRACTIONAL THRESHOLD ENCODING AND 
AGGREGATION 

CROSS REFERENCE TO OTHER 
APPLICATIONS 

[0001] This application is a continuation of co-pending 
US. patent application Ser. No. 12/ 362,400 (Attorney Docket 
No. HOBNP004), entitled FRACTIONAL THRESHOLD 
ENCODING AND AGGREGATION ?led Jan. 29, 2009 
Which claims priority to US. Provisional Patent Application 
No. 61/063,381 entitled FRACTIONAL THRESHOLD 
ENCODING AND AGGREGATION SYSTEM ?led Feb. 1, 
2008 Which are incorporated herein by reference for all pur 
poses. 

BACKGROUND OF THE INVENTION 

[0002] Trunking/aggregation systems typically Work as 
folloWs. Device A Wishes to send a packet of siZe k to Device 
B. Device A splits the packet into equal portions (e.g., four 
portions), and sends each of the four smaller pieces across a 
separate link. Device B receives the pieces and reassembles 
them to obtain the original packet. Unfortunately, if any of the 
four pieces is lost during transmission, Device B Will be 
unable to reconstruct the original packet. And, the probability 
of successfully receiving enough pieces to reconstruct the 
original packet decreases geometrically With the number of 
links. 
[0003] The likelihood of unrecoverable transmissions is 
considerably increased in WAN environments Where the links 
are paths across the Internet, and packet loss is much more 
signi?cant. WWAN environments have even more severe 
loss, due to factors such as real-time changes in signal 
strength and interference. Yet another problem With tradi 
tional trunking/aggregation systems is that they tend to per 
form Well only When the links are completely under control 
(i.e. When there is no cross traf?c), and When the capacity of 
each link is Well knoWn and does not vary signi?cantly over 
time. In WAN environments (for example), these assump 
tions do not hold and existing trunking techniques adapt 
poorly for this reason as Well. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] Various embodiments of the invention are disclosed 
in the folloWing detailed description and the accompanying 
draWings. 
[0005] FIG. 1 is a diagram illustrating an embodiment of an 
environment in Which fractional encoding and decoding of 
packets is performed. 
[0006] FIG. 2 illustrates an example of an embodiment of a 
fractional encoding system. 
[0007] FIG. 3 illustrates an example of fractional threshold 
encoding according to one embodiment. 
[0008] FIG. 4 illustrates an example of fractional threshold 
decoding according to one embodiment. 
[0009] FIG. 5 illustrates an example of a process for creat 
ing fractional packets. 
[0010] FIG. 6 illustrates an example of a process for recon 
structing fractional packets. 
[0011] FIG. 7 illustrates an example of a fractional split 
decision and link performance feedback loop. 
[0012] FIG. 8 illustrates information used in determining a 
fractional split. 
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[0013] FIG. 9 illustrates an example of the ?rst iteration of 
a process for performing a fractional split decision. 
[0014] FIG. 10 illustrates an example of the second itera 
tion of a process for performing a fractional split decision. 
[0015] FIG. 11 illustrates an example an additional itera 
tion of a process for performing a fractional split decision. 
[0016] FIG. 12A illustrates an example of a fractional split 
decision made With a target loss of 1.0%. 
[0017] FIG. 12B illustrates an example of a fractional split 
decision made With target loss of 0.0001%. 

DETAILED DESCRIPTION 

[0018] The invention can be implemented in numerous 
Ways, including as a process; an apparatus; a system; a com 
position of matter; a computer program product embodied on 
a computer readable storage medium; and/or a processor, 
such as a processor con?gured to execute instructions stored 
on and/ or provided by a memory coupled to the processor. In 
this speci?cation, these implementations, or any other form 
that the invention may take, may be referred to as techniques. 
In general, the order of the steps of disclosed processes may 
be altered Within the scope of the invention. Unless stated 
otherWise, a component such as a processor or a memory 
described as being con?gured to perform a task may be imple 
mented as a general component that is temporarily con?gured 
to perform the task at a given time or a speci?c component 
that is manufactured to perform the task. As used herein, the 
term ‘processor’ refers to one or more devices, circuits, and/or 
processing cores con?gured to process data, such as computer 
program instructions. 
[0019] A detailed description of one or more embodiments 
of the invention is provided beloW along With accompanying 
?gures that illustrate the principles of the invention. The 
invention is described in connection With such embodiments, 
but the invention is not limited to any embodiment. The scope 
of the invention is limited only by the claims and the invention 
encompasses numerous alternatives, modi?cations and 
equivalents. Numerous speci?c details are set forth in the 
folloWing description in order to provide a thorough under 
standing of the invention. These details are provided for the 
purpose of example and the invention may be practiced 
according to the claims Without some or all of these speci?c 
details. For the purpose of clarity, technical material that is 
knoWn in the technical ?elds related to the invention has not 
been described in detail so that the invention is not unneces 
sarily obscured. 
[0020] FIG. 1 is a diagram illustrating an embodiment of an 
environment in Which fractional encoding and decoding (also 
referred to herein as “reconstruction”) of packets is per 
formed. In the example shoWn, client 102 is a laptop com 
puter belonging to a passenger on vehicle 108. Client 104 is a 
personal digital assistant (PDA) belonging to another such 
passenger. Clients 102 and 104 are both connected to encod 
ing system 106 via a Wireless access point 124. Multiple 
access points may be connected to the same encoding system. 
Wireless access point 124 is in turn connected to encoding 
system 106 via a Wired (e.g., Ethernet) connection. Wireless 
access point 124 may also be physically integrated With sys 
tem 106 (e.g., via an internal bus such as PCI). In various 
embodiments, various protocols and techniques are used for 
connecting clients to encoding system 106, such as Bluetooth 
and serial connections. 
[0021] In the example shoWn, vehicle 108 is a train. Vehicle 
108 may also be a bus, an automobile, an airplane, a boat, etc., 
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and the techniques herein adapted accordingly. In various 
embodiments, encoding system 106 is located in a stationary 
place, such as a cafe, airport, etc. Encoding system 106 may 
also be portableisuch that an administrator or other indi 
vidual may transport encoding system 106 from one location 
to another. As described in more detail beloW, encoding sys 
tem 106 can be constructed using commodity hardWare such 
as inexpensive laptop computers and consumer-oriented 
Wireless cards. In such cases, encoding system 106 is highly 
portable and can be used in virtually any location. 
[0022] Suppose a user of client 102 Wishes to connect, 
While riding on train 108, to server 122, a server having an 
Internet-routable address, using the ssh protocol. A user of 
client 104 likeWise Wishes to access Website 120. As 
described in more detail beloW, encoding system 106 receives 
packets from clients 102 and 104 (e.g., via access point 124), 
transforms the received packets into fractional packets, and 
transmits the fractional packets across a plurality of available 
links. Examples of such links are connections made betWeen 
system 106 and each of Wireless carriers 110, 112, and 114. 
[0023] The fractional packets are ultimately received by 
decoding system 118 (Which is located, e. g., at a data center or 
a head end of a service provider), Which reconstructs the 
client’s packets from the fractional packets and routes the 
resulting packets to their appropriate destination (e.g., net 
Work nodes 120 and 122). Any return tra?ic intended for 
clients 102 or 104 (e.g., from nodes 120 and 122) is routed to 
decoding system 118 Which uses the same techniques as used 
by encoding system 106 to fractionally encode the return 
tra?ic and cause it to be routed to encoding system 106. 
Encoding system 106 decodes the fractional packets and pro 
vides the recovered information to clients 102 and 104, 
respectively. While both encoding system 106 and decoding 
system 118 are both capable of both encoding and decoding 
fractional packets (and in some embodiments are identical 
systems), the examples described herein Will reference the 
encoding of packets by encoding system 106 and the decod 
ing of packets by decoding system 118. 
[0024] In the example shoWn, encoding system 106 is con 
?gured to communicate With Wireless carriers 110, 112, and 
114. Encoding system 106 includes several slots (e.g., USB, 
PCMCIA, ExpressCard, MiniPCI, MiniPCI Express, and/or 
any other appropriate peripheral interfaces) into Which Wire 
less cards corresponding to each of carriers 110-114 is 
inserted. As shoWn, encoding system 106 uses off-the-shelf 
components, such as consumer Wireless cards that are typi 
cally sold bundled With a monthly data plan. Encoding system 
106 may also use custom hardWare. In various embodiments, 
encoding system 106 supports various Wireless formats. For 
example, encoding system 106 may communicate With car 
rier 110 via GPRS or EDGE, communicate With carrier 112 
via 3G, and communicate With carrier 114 via WiMax. If 
encoding system has access to other netWork connections, 
such as an Ethernet connection to netWork 116 or access via 
an 802.1 1 hotspot, encoding system 106 can be con?gured to 
make use of such links instead of or in addition to the links it 
has With carriers such as 110-114. 

[0025] FIG. 2 illustrates an example of an embodiment of a 
fractional encoding system. In the example shoWn, packets 
are received from a client, such as client 102 or client 104 by 
packet service 202. The packet service provides a stream of 
packets, each packet being composed of some variable num 
ber of bytes, to the fractional encoder 208. As described in 
more detail beloW, for each input packet, tWo parameters 11 
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and m are selected, Which together de?ne the granularity and 
redundancy of the fractional encoding. Speci?cally, for an 
input packet of siZe k, the encoder generates m fractional 
packets of siZe k/n such that having any n of the m pieces 
alloWs the original packet to be reconstructed. 

[0026] The fractional packets are then sent over the avail 
able links to a decoding system (e.g., decoding system 118) 
Which is able to rebuild the original packet as soon as it 
receives the “threshold” number of packets n. In the case 
Where one fractional packet is sent on each available link, the 
effective bandWidth of the system is n times the bandWidth of 
the nth fastest link, With signi?cant redundancy added via the 
m-n extra packets. 

[0027] Various techniques can be used to create fractional 
packets from the input packets. In the examples describe 
herein, the technique used to generate fractional packets is 
based on Shamir’s secret sharing method. HoWever, other 
cryptographic secret sharing techniques may also be used, as 
may other techniques, such as Reed-Solomon erasure codes 
With forWard error correction, turbo codes, parity-check 
codes, convolutional codes, Hamming codes, etc., and the 
techniques described herein adapted as appropriate. 

[0028] In the example shoWn, tWo additional inputs to 
encoding system 106 are used in determining n and m and in 
the assignment of the resulting fractional packets to links. 
Link performance data 206 includes information such as the 
estimated capacity of each link or the loss rate of each link. 
One source of link performance data includes information 
provided by drivers associated With the respective links. For 
example, a 3G PCMCIA card may have an associated driver 
that can report on its signal quality. Quality of Service 
requirements 204 are provided by an administrator and alloW 
the administrator to specify desired link quality targets such 
as loss rate or latency. For example, if all links are lossy, or if 
a loW packet loss rate is desired, encoding system 106 may 
choose to reduce n, Which makes it more likely that enough 
data Will be received to reconstruct the packet. In various 
embodiments, different users of system 106, such as clients 
102 and 104 con?gure their respective desired quality of 
service (QOS) requirements. For example, if client 102 is 
being used to facilitate a VOIP call, it might be preferable to 
reduce latency, even at the cost of a higher loss rate. Con 
versely, if client 104 is making use of TCP, a more stable 
connection is preferable. As described in more detail beloW, 
the link performance data and QOS requirements can change 
dynamically over time, and other inputs to encoding system 
106 may also be used (or omitted) as applicable. 

[0029] In some embodiments, the infrastructure provided 
by portions of encoding system 106 is located on and/or 
replicated across a plurality of devices rather than the entirety 
of encoding system 106 being collocated on a single platform. 
Whenever encoding system 106 performs a task (such as 
receiving a packet from a client), either a single component or 
a subset of components or all components of encoding system 
106 may cooperate to perform the task. 

[0030] FIG. 3 illustrates an example of fractional threshold 
encoding according to one embodiment. In the example 
shoWn, the (3, 4) case (i.e., n:3, m:4) is used and Galois Field 
28 is used as the computation space. Other fractional splits 
and ?elds can also be used, as applicable. Links 302-308 
represent the links available to system 106 (e.g., as provided 
by Wireless hardWare included in system 106 in communica 
tion With carriers 110-114). 
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[0031] The process begins With an input packet (310) of 
size k, Whose bytes are bl, b2, . . . , bk. Ifk is not a multiple of 
3, the buffer is padded With zeroes so that it is. For each 
consecutive triplet of three bytes (e. g., v1, v2, and v3), a degree 
2 polynomial P,- is constructed Where the bytes are the coef 
?cients of the polynomial Pl.(x)q/lx2+v2x+v3. Since there are 
three bytes per polynomial, there are k/3 of these polynomi 
als. 
[0032] Next, each of the output fractional packets 312-318 
is built as folloWs. For each output fractional packet, a unique 
sample point (e.g., 0-255) is chosen. In the example shoWn, 
zero is used ?rst, and the number is incremented by one for 
each output packet. The ?rst three bytes of the fractional 
packet are set to the packet ID, sample point, and the number 
of packets needed for reconstruction. This data alloWs 
decoder 118 to match up incoming fractional packets and 
determine When suf?cient data has been received to attempt 
decoding. 
[0033] The rest of the bytes in the fractional packet come 
from evaluating each of the k/3 polynomials at the selected 
sample point. In the example shoWn, this results in four output 
packets each having length 

bytes. 
[0034] FIG. 4 illustrates an example of fractional threshold 
decoding according to one embodiment. 
[0035] In the example shoWn, assume that the fractional 
packet sent over link 306 has been lost. Accordingly, only 
three of the four packets sent in the process shoWn in FIG. 3 
is available for reconstruction. As each fractional packet 
arrives, it is stored in a buffer based on the packet ID. Once 
three packets corresponding to the same packet ID have been 
collected, it is knoWn based on the fractional packet headers 
that a suf?cient number of pieces have been received by 
decoder 118 to begin decoding. 
[0036] The process begins by ?rst constructing the unique 
Lagrange interpolation polynomials for the sample points 
that are used in the reconstruction. In the example shoWn in 
FIG. 4, sample points zero, one, and three are present. 
[0037] As per the Lagrange interpolation process, decoder 
118 can then directly multiply these basis polynomials With 
the sample points and add the results together to obtain the 
coef?cients of the original polynomials Pi, Which correspond 
to the bytes in the original packet. The decoder then directly 
rebuilds the original packet by putting the coe?icients into a 
buffer. 
[0038] FIG. 5 illustrates an example of a process for creat 
ing fractional packets. In some embodiments the process 
shoWn in FIG. 5 is performed by encoding system 106. The 
process begins at 502 When a packet is received. For example, 
at 502 a packet is received from client 102 by packet service 
202. At 504, one or more fractional packets is constructed 
from the received packet. For example, at 504, the processing 
shoWn in FIG. 3 is performed. At 506, the fractional packets 
are transmitted. For example, at 506, one fractional packet is 
transmitted via each of the available links 302-308. 
[0039] FIG. 6 illustrates an example of a process for recon 
structing fractional packets. In some embodiments the pro 
cess shoWn in FIG. 6 is performed by decoding system 118. 
The process begins at 602 When fractional packets are 
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received. For example, at 602 a fractional packet is received 
from link 302 and another is received from link 304. Once a 
suf?cient number of fractional packets has been received, at 
604, the original packet is reconstructed. For example, once a 
fractional packet is received from link 308, per the example 
shoWn in FIG. 4, the original packet can be reconstructed at 
604. At 606, the original packet is transmitted. For example, 
if the packet is intended for Website 120, at 606 the packet is 
transmitted to Website 120. 

[0040] FIG. 7 illustrates an example of a fractional split 
decision and link performance feedback loop. Using the tech 
niques described herein, encoding system 106 is able to 
respond in real-time to changes in the capacities of the links. 
In some embodiments encoding system 106 decides hoW to 
split packets based on stateful and stateless information that it 
maintains for each link. One example of such a decision 
process is one that stores an estimated link capacities C 1, C2, 
. . . Cj for each of the j links. This stateful data is combined 
With stateless inputs such as a target loss factor used by a 
fractional split decision (FSD) algorithm Which determines 
the number and size of the pieces to be sent on each link. 

[0041] At any one time, the fractional encoder maintains a 
best estimate of link capacities C 1, C2, . . . Cj corresponding to 
the j links. As fractional packets are sent from encoding 
system 106 to decoding system 118, the receiver (decoding 
system 118) is responsible for examining the packets as they 
arrive for information to aid in re?ning the capacity estimates. 
This may be done using a variety of techniques such as 
inter-packet arrival timing by identifying packet trains, or 
simple time averaging of data arrival, etc. 
[0042] The end result of the receiver-side analysis is link 
capacity update information for each link U1, U2, . . . , U]. as 
shoWn at 702. This information is sent from decoding system 
118 back to encoding system 106, Which then applies this 
information to update the estimated link capacities. 

[0043] FIG. 8 illustrates information used in determining a 
fractional split. The information shoWn illustrates a sample 
case in Which an input packet of size 1000 is to be split over 
four links Whose estimated capacities (e.g., as determined by 
the process described in conjunction With FIG. 7) are 2.0, 1.0, 
0.5 and 0.5 Mbits/sec respectively, as shoWn in region 802. 

[0044] The process begins by normalizing the link capaci 
ties With respect to the fastest link. In this case, the relative 
capacities are 1.0, 0.5, 0.25, and 0.25, as shoWn in region 804. 

[0045] In the example shoWn, a static estimated loss rate 
and loss target is used. Accordingly, an alloWed splits table of 
(n,m) fractional splits is built that satis?es the loss criteria. 
Speci?cally, for each integer value of m pieces to send out, the 
value n<:m is determined such that the probability of having 
at least n/m packets arrive is greater than the target threshold. 
This value may be computed based on the cumulative bino 
mial distribution. 

[0046] In the example shoWn, an estimated loss rate of 
0.001 per packet has been selected, Which indicates that 1 out 
of every 1000 packets Will be dropped. The loss target is 
0.00001, indicating that it is desired that effectively only 1 out 
of every 10000 packets lose enough data so as to prevent 
reassembly. The ?rst feW values of the alloWed splits table are 
shoWn in region 806. The ?rst pair (1, 2) indicates that if tWo 
pieces are sent, each of them must be the full data (i.e. divided 
by 1) to satisfy the loss target. The second pair (2, 3) indicates 
that if three pieces are sent, each of the pieces could be half the 
size (i.e. divided by 2) and the loss requirement Would be met. 
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[0047] In some embodiments performing a fractional split 
decision includes the use of a greedy solver that incrementally 
adds more pieces until it ?nds the minimum global constraint 
among all the links. The process begins by assigning Zero 
packets to every link, and then computes for each possible 
Way to add one additional packet, the effective dimensionless 
time it Would take for all the data to reach the other end. 
[0048] FIG. 9 illustrates an example of the ?rst iteration of 
a process for performing a fractional split decision. In the 
example shoWn, beginning With an initial solution of Zero 
packets on each link, each possible allocation of one addi 
tional packet is explored. Note that based on the selected loss 
criteria in this example, there is no Way to satisfy the loss 
requirements if a single piece is sent. For purposes of illus 
tration, hoWever, assume that the single piece is not split at all 
(i.e., the fraction is 1). 
[0049] In the ?rst case (902), allocating the packet to the 
?rst link Will result in 1 piece of 1000 bytes sent on the ?rst 
link and Zero on the rest. Since the ?rst link has relative speed 
1.0, this Will take 1.0 relative units of time to transfer. This is 
computed as (bytes to send/ original bytes)*(1/ link capacity). 
For the other links, the 0 bytes sent Will take 0.0 units of time 
to transfer, and thus the overall time required for this alloca 
tion is the maximum time required on each link, Which is 1 .0. 
[0050] In the second case (904), allocating the packet to the 
second link results in there being 1 piece of 1000 bytes sent on 
the second link and Zero on the rest. With a relative speed of 
0.5, it Will take the second link 2.0 relative units of time to 
transfer the pieces. As in the ?rst case, the other links Will 
require 0.0 units of time to transfer 0 bytes. Thus the time 
required for this allocation is 2.0. 
[0051] The third (906) and fourth (908) cases are similar, 
but With a relative speed of 0.25, each case results in a 
required time of 4.0. Therefore, the best greedy allocation 
choice is to allocate the packet to the ?rst link so that the 
smallest effective time required to transfer the data is used. 
This solution is denoted as (1, 0, 0, 0)-1.0. 
[0052] FIG. 10 illustrates an example of the second itera 
tion of a process for performing a fractional split decision. 
The example shoWn repeats the processing described in con 
junction With FIG. 9. In this example, the current solution is 
(1, 0, 0, 0) and the table of alloWed splits indicates that for tWo 
pieces, each of them must be full siZe to meet the loss require 
ments. An exploration of the four possible allocations for the 
next piece is performed. They are denoted as con?gurations 
(2, 0,0, 0), (1, 1, 0,0), (1, 0, 1, 0), and(1, 0, 0, 1). 
[0053] In the ?rst case (1002), tWo packets of siZe 1000 are 
assigned to the ?rst link, so the effective time required to send 
the 2000 bytes over the 1.0 capacity link is 2.0. In the second 
case (1004), one packet of siZe 1000 is sent on the ?rst link 
and one packet of siZe 1000 is sent on the second link. The ?rst 
link’ s effective time is 1 .0 and the second link’s effective time 
is 2.0, so the effective time to transfer is 2.0. 

[0054] Similarly, for the third (1006) and fourth (1008) 
cases, the effective time is 4.0. The best solution using tWo 
pieces is therefore (2, 0, 0, 0), yielding an effective time of 
2.0. While this is larger than the effective time of the previous 
solution (1, 0, 0, 0), the previous solution (using a single 
piece) does not meet the loss criteria and so the neW solution, 
denoted (2, 0, 0, 0)-2.0 is stored as the neW overall best 
solution. 
[0055] FIG. 11 illustrates an example an additional itera 
tion of a process for performing a fractional split decision. As 
in previous iterations, the process begins With the solution of 
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the previous iteration (2, 0, 0, 0) and examines the solutions 
With one additional packeti(3, 0, 0, 0), (2, 1, 0, 0), (2, 0, 1, 0), 
and (2, 0, 0, 1). The alloWed split factors table indicates that 
for three pieces, each of the pieces can be half the siZe (di 
vided by factor of 2). Therefore, each piece noW has a siZe of 
500 bytes instead of the full 1000. 

[0056] In the ?rst case (1102), 3x500 byte pieces are sent 
on the ?rst link, for a total of 1500 bytes being sent over a 1.0 
capacity link. This results in an effective time of 1.5. In the 
second case (1104), 2><500 byte pieces are sent on the ?rst link 
of capacity 1.0, and 1><500 byte packet is sent on the second 
link of capacity 0.5. Thus, the required time for the ?rst and 
second links is 1.0. 

[0057] In the third (1106) and fourth (1108) cases, the 
required time is 2.0. Thus, the best greedy solution With three 
pieces is (2, 1, 0, 0), Which results in an effective time of 1 .0. 
Since this time is less than the previous best overall solution 
of (2, 0, 0, 0)-2.0, the neW solution is saved as the overall best 
one. 

[0058] Iteration may proceed up to an arbitrary number of 
pieces, and the end result is designated as the global optimal 
split decision that determines the split factor and number of 
pieces to create as Well as the number of pieces to send on 
each link. 

[0059] FIG. 12A illustrates an example of a fractional split 
decision made With a target loss of 1.0%. FIG. 12B illustrates 
an example of a fractional split decision made With target loss 
of 0.0001%. FIGS. 12A and 12B illustrate hoW QOS param 
eters may affect a fractional split decision. In FIGS. 12A and 
12B, respectively, the links have normaliZed speeds of 1.0 and 
0.5. In both cases, the estimated probability of loss of a single 
packet is 0.1% or 0.001. The difference betWeen the tWo cases 
is that the ?rst uses a target loss probability of 0.01 or 1% 
While the second uses a target loss probability of 0.0001%. 

[0060] As illustrated in FIGS. 12A and 12B, respectively, 
the example greedy split decision is carried out as previously 
described. For compactness, only the ?rst six iterations of the 
greedy algorithm are shoWn. Note that the differing value for 
target loss in each case affects the alloWed splits, Which in turn 
affect the maximum possible split factor used at each iteration 
of the algorithm. 
[0061] Applying the fractional split decision algorithm 
With a target loss of 1% results in an encoder being able to 
split input packets as ?nely as the number of packets it 
chooses to create, as indicated by the alloWed splits table. For 
example, the (5, 5) entry in FIG. 12A indicates that if the 
encoder sends ?ve pieces, each can carry a ?fth of the input 
packet’s data and still satisfy the loss requirement. On the 
other hand, the (5, 3) entry in FIG. 12B indicates that if ?ve 
pieces are sent, each must carry a third of the input packet’s 
data in order to satisfy the target loss of 0.0001% used in FIG. 
12B. 

[0062] FIG. 12A shoWs that With a target loss of 1%, the 
optimal split is (2, 1), With each of the pieces carrying a third 
of the original data. This results in each packet taking 2/3 of the 
time to be sent, increasing total capacity by 50%. On the other 
hand, FIG. 12B shoWs that With a target loss of 0.0001%, the 
optimal split is (4, 2), Which results in each packet taking the 
same time to be sent as the original input packet, but meets the 
much stricter loss requirements. 
[0063] Although the foregoing embodiments have been 
described in some detail for purposes of clarity of understand 
ing, the invention is not limited to the details provided. There 
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are many alternative Ways of implementing the invention. The 
disclosed embodiments are illustrative and not restrictive. 
What is claimed is: 
1. A system, comprising: 
an interface con?gured to receive a packet; and 
an encoder con?gured to, using a processor: 

construct a plurality of fractional packets from the 
received packet; and 

transmit the plurality of fractional packets to a decoder, 
Wherein the decoder is con?gured to reconstruct the 
packet from a portion of the plurality of fractional 
packets that is feWer than all of the fractional packets 
in the plurality. 

2. The system of claim 1 Wherein the encoder is further 
con?gured to determine the number of fractional packets that 
form the plurality of fractional packets. 

3. The system of claim 2 Wherein the encoder is con?gured 
to determine the number of fractional packets that form the 
plurality of fractional packets based at least in part on link 
performance data. 

4. The system of claim 2 Wherein the encoder is con?gured 
to determine the number of fractional packets that form the 
plurality of fractional packets based at least in part on quality 
of service requirements. 

5. The system of claim 2 Wherein the encoder is con?gured 
to determine the number of fractional packets that form the 
plurality of fractional packets based at least in part on a 
fractional decision technique. 

6. The system of claim 1 Wherein the encoder is con?gured 
to construct the plurality of fractional packets using a cryp 
tographic secret sharing technique. 

7. The system of claim 6 Wherein the technique includes 
Shamir’s secret sharing technique. 

8. The system of claim 1 Wherein the encoder is con?gured 
to construct the plurality of fractional packets using a forWard 
error correction technique. 

9. The system of claim 1 Wherein the encoder is further 
con?gured to monitor the status of one or more links 

10. The system of claim 1 Wherein the encoder is further 
con?gured to receive link performance information. 

11. The system of claim 10 Wherein the link performance 
information includes information obtained from a driver. 

12. The system of claim 1 Wherein the fractional packets 
are of equal siZe. 

13. The system of claim 1 Wherein the encoder is further 
con?gured to transmit the plurality of fractional packets over 
a plurality of available links 
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14. The system of claim 13 Wherein the plurality of avail 
able links are made available by a plurality of carriers. 

15. The system of claim 1 Wherein the encoder is con?g 
ured to transmit tWo fractional packets in the plurality of 
fractional packets over a ?rst available link and a single 
fractional packet in the plurality of fractional packets over a 
second link. 

16. A system, comprising: 
an interface con?gured to receive, from an encoder, one or 
more fractional packets, Wherein the encoder is con?g 
ured to construct the one or more fractional packets from 
an original packet; and 

a decoder con?gured to, using a processor: 
determine Whether a threshold number of fractional 

packets is received; 
reconstruct from the received fractional packets the 

original packet; and 
transmit the original packet. 

17. The system of claim 16 Wherein the decoder is further 
con?gured to store the original packet in a buffer. 

18. The system of claim 16 Wherein the decoder is con?g 
ured to determine Whether a threshold number of fractional 
packets is received based at least in part on a packet ID. 

19. A method, comprising: 
receiving, via an interface, a packet; 
constructing a plurality of fractional packets from the 

received packet; and 
transmitting the plurality of fractional packets to a decoder, 

Wherein the decoder is con?gured to reconstruct the 
packet from a portion of the plurality of fractional pack 
ets that is feWer than all of the fractional packets in the 
plurality. 

20. A computer program product embodied in a computer 
readable storage medium and comprising computer instruc 
tions for: 

receiving a packet; 
constructing a plurality of fractional packets from the 

received packet; and 
transmitting the plurality of fractional packets to a decoder, 

Wherein the decoder is con?gured to reconstruct the 
packet from a portion of the plurality of fractional pack 
ets that is feWer than all of the fractional packets in the 
plurality. 


