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APPARATUS AND METHODS FOR 
PROVIDING CONTENT TO AN IP-ENABLED 
DEVICE IN A CONTENT DISTRIBUTION 

NETWORK 

RELATED APPLICATIONS 

[0001] The present invention is related to co-oWned, co 
pending US. patent application Ser. No. 13/ ?led 
concurrently herewith on Feb. 23, 2012 and entitled “APPA 
RATUS AND METHODS FOR CONTENT DISTRIBU 
TION TO PACKET-ENABLED DEVICES VIA A NET 
WORK BRIDGE”, Which is incorporated herein by reference 
in its entirety. 

COPYRIGHT 

[0002] A portion of the disclosure of this patent document 
contains material that is subject to copyright protection. The 
copyright oWner has no objection to the facsimile reproduc 
tion by anyone of the patent document or the patent disclo 
sure, as it appears in the Patent and Trademark Of?ce patent 
?les or records, but otherWise reserves all copyright rights 
Whatsoever. 

BACKGROUND OF THE INVENTION 

[0003] 1. Field of Invention 
[0004] The invention relates generally to the ?eld of data 
and content distribution and delivery. In one exemplary 
aspect, the invention relates to the delivery of content to an 
IP-enabled device via a content distribution netWork. 

[0005] 2. Description of Related Technology 
[0006] Content distribution netWorks (such as e.g., Cable 
Television (CATV), satellite, or hybrid ?ber/copper (HFCu) 
systems) provide content from various content sources at a 
netWork headend to a plurality of subscriber devices. In a 
typical “managed” network, a netWork operator (e.g., mul 
tiple systems operator or MSO) provides access to content via 
the netWork. Generally, the MSO provides audio/video con 
tent to subscribers via the netWork headend. 
[0007] Recent advances in digital information processing 
and technology have made a Whole range of services and 
functions available for delivery to consumers at various types 
of devices for very reasonable prices or subscription fees. 
These services and functions include delivery of digital con 
tent or programming (movies, etc.), digital video-on-demand 
(VOD) services, personal video recorder (PVR) and net 
Worked PVR (nPVR) services, Internet Protocol television 
(IPTV), digital media playback and recording, as Well high 
speed Internet access (including so-called “Intemet TV”, 
Where television programming is delivered over the Internet) 
and IP-based telephony (e.g., VoIP). Other services available 
to netWork users include Without limitation access to, and 
recording of digital music (e.g., MP3 ?les), and submission of 
“organic” media (e.g., home-groWn Youtube videos, etc.). 
[0008] Currently, many of these services are provided to 
users via a Wide variety of different equipment environments 
and delivery paradigms including, inter alia, cable or satellite 
modems or QAMs, HFCu (i.e., Hybrid Fiber-copper distri 
bution via indigenous POST/PSTN and/or coaxial Wiring in a 
premises), optical ?ber such as FTTC, FTTH, etc., Wi-FiTM 
hubs, Ethernet hubs, gateWays, sWitches, and routers, and to a 
plurality of user equipment types (e.g., set-top boxes, per 
sonal (desktop) computers, laptop computers, other mini 
computers such as so-called “netbooks” and mini-notebook 
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computers, and/or other devices). Recent advances in con 
sumer electronics have also led to the Widespread introduc 
tion of a variety of portable media devices (PMDs) such as, 
inter alia, portable digital music devices such as the Well 
knoWn Apple iPadTM and iPadTM, and other so-called “MP3 
players”, cellular telephones/smartphones, handheld com 
puters, tablets such as the KindleTM and NookTM and iPadTM, 
and personal digital assistants (PDA), Which alloW users to 
store and playback audio and video ?les. 
[0009] Although a myriad of services, equipment, data for 
mats and providers are available, current systems offer no 
suitable mechanism for ef?ciently providing content to IP 
enabled devices via a managed netWork Without utiliZing a 
traditional IP content delivery system (i.e., a high speed data 
connection, such as a cable modem termination system or 
CMTS). As noted previously, netWork operators may be 
capable of providing audio/video data over their oWn man 
aged. IP content delivery netWorks; hoWever, such mecha 
nisms are only accessible to subscribers of the netWork via a 
high-speed data connection. For example, “basic cable” 
CATV subscribers (Which often form the backbone of rev 
enue streams for a managed netWork operator), do not under 
existing technology have access to MSO-provided content 
via an IP-enabled device such as a PC, smartphone, or tablet 
computer. 
[0010] Hence, methods and apparatus are needed Which 
enable ?exible delivery of content to IP-enabled devices With 
out the use of a high-speed data connection; i.e., via another 
distribution platform (such as for example a traditional CATV 
or other distribution netWork). Ideally, the methods and appa 
ratus Would be able to alloW the netWork operator to provide 
audio/video content services to an IP-enabled device associ 
ated With a non-data subscriber of the operator’s netWork. For 
example, an MSO Would be able to make content delivery 
services available to a subscriber’s tablet computer (e.g., 
iPad) When the oWner thereof does not subscribe to the 
MSO’s high-speed data netWork or services, and instead only 
subscribes to the MSO’s video services. Such methods and 
apparatus Would advantageously enable a user to receive 
content on IP-enabled devices, Which are generally more 
mobile than non-IP devices, thereby enhancing the user expe 
rience by no longer anchoring the user to a ?xed location. 
[0011] Furthermore, the ideal solution Would take advan 
tage of extant netWork structure and function to the maximum 
extent practicable in order to minimiZe MSO investment/ 
latency in providing such services. 

SUMMARY OF THE INVENTION 

[0012] The present invention provides, inter alia, apparatus 
and methods for packet (e.g., IP) content distribution to 
packet-enabled devices. 
[0013] In a ?rst aspect of the invention, a method for pro 
viding content to an IP-enabled consumer device is disclosed. 
In one embodiment, the method includes: receiving a request 
for a content element; processing the content element into a 
plurality of segments; cryptographically protecting at least a 
portion of the plurality of segments; generating a playlist for 
playback of the plurality of segments; and providing the 
playlist and the plurality of protected segments to the con 
sumer device via a content distribution netWork. 

[0014] In one variant, the content distribution netWork 
includes a managed netWork having a plurality of subscribers, 
and the consumer device includes a device associated With at 
least one of the subscribers. The managed netWork includes 



US 2013/0227283 A1 

for example: (i) a cable television network; (ii) a satellite 
network; or (iii) a hybrid ?ber copper (HFCu) network. 
[0015] In another variant, the request is received directly or 
indirectly from the consumer device, and the method further 
includes authenticating the consumer device, and optionally 
evaluating an entitlement for a user associated with the user 
device to access the requested content (and/or an entitlement 
for the user device to access the requested content). 
[0016] In a further variant, the method further includes: 
generating a cryptographic element in response to the 
received request; and transmitting at least a portion of the 
cryptographic element to the consumer device, the transmit 
ted at least portion enabling the consumer device to the plu 
rality of protected segments. 
[0017] The cryptographic protection includes in one imple 
mentation the encryption of the plurality of segments utiliZ 
ing a symmetric encryption key approach. 
[0018] In another variant, the plurality of segments 
includes a plurality of MPEG transport stream (.ts) ?les. 
[0019] In a further variant, at least the plurality of protected 
segments and the playlist are provided as part of a common 
data structure to the consumer device. The common data 
structure further includes in some cases a cryptographic key 
enabling the consumer device to access the plurality of pro 
tected segments, or the key may be provided separate from the 
common structure; e.g., via a URL provided to the consumer 
device, the cryptographic key enabling access to the plurality 
of protected content elements. 
[0020] In another variant, the method further comprise pro 
viding the consumer device access to a cryptographic element 
enabling access to the plurality of protected content elements, 
the cryptographic element having a predetermined use period 
after which the cryptographic element is no longer valid. In 
one implementation, a ?rst key is to encrypt the segments 
during a ?rst period, and a second key is to encrypt the 
segments during a second, subsequent period. 
[0021] In a second aspect of the invention, a method for 
ensuring the protection of content provided to one or more 
IP-enabled user devices is disclosed. In one embodiment, the 
method includes: receiving a request for a content element 
from a ?rst user device; authenticating the ?rst user device to 
access the content element; obtaining the content element as 
a plurality of segments; generating a ?rst cryptographic ele 
ment to protect at least some of the plurality of segments; 
protecting the at least some of the plurality of segments using 
the ?rst cryptographic element; providing the protected at 
least some segments to the ?rst user device; providing access 
to a second cryptographic element to the ?rst user device; 
after a period of time, generating a third cryptographic ele 
ment; encrypting the at least some segments using the third 
element; and providing access to the third cryptographic ele 
ment to a second user device requesting the content element. 

[0022] In one variant, protectionusing a symmetric encryp 
tion process is employed, and the ?rst and second crypto 
graphic elements comprise the same symmetric encryption/ 
decryption key. Alternatively, an asymmetric encryption 
process is used, and the ?rst and second cryptographic ele 
ments comprise different encryption/decryption keys. 
[0023] In another variant, the ?rst and second user devices 
comprise the same device. 
[0024] In a third aspect of the invention, apparatus for the 
delivery of content to a plurality of users of a distribution 
network is disclosed. In one embodiment, the apparatus 
includes: ?rst apparatus con?gured to receive and decode 
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encoded data from at least one content source; second appa 
ratus in communication with the ?rst apparatus and con?g 
ured to selectively enable at least one of re-encoding and rate 
adaptation of the decoded data; third apparatus in communi 
cation with the second apparatus and con?gured to monitor 
the decoded data; and server apparatus con?gured to serve the 
re-encoded and/or rate adapted content to the plurality of 
users. 

[0025] In one variant, the ?rst apparatus includes a plurality 
of integrated receiver and decoder apparatus, and the second 
apparatus includes: a switch apparatus; and a plurality of 
transcoder apparatus in communication with the switch appa 
ratus. 

[0026] In another variant, the transcoder apparatus com 
prise linear transcoder apparatus each con?gured to trancode 
the decoded content into a format different than the others. 
[0027] In yet another variant, a ?rst portion of the plurality 
of transcoder apparatus includes rate-adaptive transcoder 
apparatus, and a second portion of the plurality of transcoder 
apparatus includes non-rate-adaptive transcoder apparatus. 
[0028] In a further variant, the apparatus further includes an 
acquisition server in communication with at least one of the 
transcoder apparatus, the acquisition server con?gured to 
multicast at least a portion of the decoded content according 
to a digital rights management (DRM) paradigm. 
[0029] In a fourth aspect of the invention, a method of 
operating a client device in order to obtain content is dis 
closed. In one embodiment, the method includes: placing the 
client device in direct or indirect communication with an 
access network, the access network capable of authenticating 
the client device in order to determine its entitlement to 
receive the content; placing the client device in direct or 
indirect communication with a content cache, the content 
cache being con?gured to provide content to the client device 
upon authentication by the access network; generating a 
request for the content, the request transmitted to the access 
network; and in response to the request, receiving the content 
from the content cache. 
[0030] In one variant, the receiving the content includes: 
receiving a plurality of encrypted content segments; and 
receiving a playlist providing at least information on the 
playback of the plurality of encrypted content segments. 
[0031] In another variant, the method further includes 
obtaining from the access network a decryption key capable 
of decrypting the plurality of encrypted content segments. 
[0032] In a further variant, the access network includes a 
managed network with a plurality of subscribers, the client 
device being associated with a subscriber of the managed 
network. 
[0033] Authenticating the client device in order to deter 
mine its entitlement to receive the content includes checking 
the subscription level of the subscriber, and/or verifying at 
least one of a MAC address and/or IP address. 

[0034] In another variant, communication between the cli 
ent device and access network is conducted at least in part 
according to a secure HTTP protocol, and communication 
between the client device and the content cache is conducted 
at least in part according to an HTTP protocol. In a ?fth aspect 
of the invention, computer readable apparatus is disclosed. In 
one embodiment, the apparatus includes a storage medium 
capable of storing at least one computer program thereon. In 
one embodiment, the at least one program comprises an appli 
cation for use on a client device (e.g., mobile IP-enabled 
content rendering device) which, when executed, invokes 
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authentication of the client device and/or user in order to 
allow the client device to receive and render content. 

[0035] In another embodiment, the at least one program 
comprises middleware disposed on a cable modem or gate 
way apparatus within a subscriber premises, the middleware 
enabling communication of content requests from an associ 
ated IP-enabled user device, forwarding of information (e.g., 
cookies) from the IP-enabled device to a host network to 
enable authentication and/or veri?cation of entitlement to 
access the requested content, and forwarding of received 
content segments, decryption keys, and playlist data to the 
IP-enabled device in order to facilitate playback of the con 
tent. 

[0036] In a sixth aspect of the invention, an IP-enabled 
client device is disclosed. In one embodiment, the device 
comprises a mobile wireless content rendering device that 
communicates with an access point of a network, the access 
point being in communication with a content distribution 
network. The mobile device is con?gured to receive guide 
data from the distribution network, request content therefrom 
via the access point, and receive content which can then be 
rendered on the mobile device. In one variant, the mobile 
device receives a plurality of encrypted MPEG transport 
stream (.ts) ?les and a playlist for the ?les, and is directed to 
obtain a decryption key from a URL upon proper authentica 
tion. 

[0037] In a seventh aspect of the invention, a managed 
network architecture is disclosed. In one embodiment, the 
managed network architecture enables delivery of packetiZed 
(e.g., IP) content to user devices without use of high-speed 
data service infrastructure. 

[0038] In an eighth aspect of the invention, a method of 
doing business is disclosed. In one embodiment, the method 
comprises providing a separate service class (e.g., mobile IP 
data) for network users/subscribers that is decoupled from 
high-speed data service provided by the same network; i.e., IP 
delivery without the need for high-speed data service. 
[0039] These and other aspects of the invention shall 
become apparent when considered in light of the disclosure 
provided herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0040] FIG. 1 is a functional block diagram illustrating an 
exemplary HFC cable network con?guration useful with the 
present invention. 
[0041] FIG. 1a is a functional block diagram illustrating 
one exemplary HFC cable network headend con?guration 
useful with the present invention. 

[0042] FIG. 1b is a functional block diagram illustrating 
one exemplary local service node con?guration useful with 
the present invention. 
[0043] FIG. 10 is a functional block diagram illustrating 
one exemplary packetiZed content delivery network architec 
ture useful with the present invention. 

[0044] FIG. 2 is a functional block diagram illustrating one 
exemplary embodiment of a content distribution network 
architecture for providing content to an IP-enabled device 
according to the present invention. 
[0045] FIG. 2a is a functional block diagram illustrating an 
alternate embodiment of a content distribution network. 

[0046] FIG. 3 is a logical block diagram illustrating an 
exemplary embodiment of a network architecture for encrypt 
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ing content for delivery to an IP-enabled device via a content 
distribution network, such as the exemplary network of FIG. 
2. 
[0047] FIGS. 4a-4b are logical ?ow diagrams illustrating 
exemplary methods for providing content to an IP-enabled 
device via a content distribution network according to the 
present invention. 
[0048] FIG. 5 is a logical ?ow diagram illustrating an exem 
plary method for authenticating and/ or authoriZing a particu 
lar IP-enabled client device to receive content in a content 
distribution network. 
[0049] FIG. 5a is a functional block diagram illustrating an 
exemplary work?ow for ensuring entitlements criteria are 
met by an IP-enabled device receiving content via a content 
distribution network. 
[0050] FIG. 6 is a functional block diagram illustrating 
exemplary calls for ensuring entitlements criteria are met by 
an IP-enabled device receiving content via a content distribu 
tion network. 
[0051] All Figures @ Copyright 2011 Time Warner Cable, 
Inc. All rights reserved. 

DETAILED DESCRIPTION OF THE INVENTION 

[0052] Reference is now made to the drawings wherein like 
numerals refer to like parts throughout. 
[0053] As used herein, the term “application” refers gener 
ally and without limitation to a unit of executable software 
that implements a certain functionality or theme. The themes 
of applications vary broadly across any number of disciplines 
and functions (such as on-demand content management, 
e-commerce transactions, brokerage transactions, home 
entertainment, calculator etc.), and one application may have 
more than one theme. The unit of executable software gener 
ally runs in a predetermined environment; for example, the 
unit could comprise a downloadable Java XletTM that runs 
within the JavaTVTM environment. 
[0054] As used herein, the terms “client device” and “end 
user device” include, but are not limited to, set-top boxes 
(e.g., DSTBs), gateways, modems, personal computers 
(PCs), and minicomputers, whether desktop, laptop, or oth 
erwise, and mobile devices such as handheld computers, 
PDAs, personal media devices (PMDs), tablets, and smart 
phones. 
[0055] As used herein, the term “codec” refers to a video, 
audio, or other data coding and/or decoding algorithm, pro 
cess or apparatus including, without limitation, those of the 
MPEG (e.g., MPEG-1, MPEG-2, MPEG-4/H.264, etc.), Real 
(RealVideo, etc.), AC-3 (audio), DiVX, XViD/ViDX, Win 
dows Media Video (e.g., WMV 7, 8, 9, 10, or 11), ATI Video 
codec, or VC-l (SMPTE standard 421M) families. 
[0056] As used herein, the term “computer program” or 
“software” is meant to include any sequence or human or 
machine cogniZable steps which perform a function. Such 
program may be rendered in virtually any programming lan 
guage or environment including, for example, C/C++, For 
tran, COBOL, PASCAL, assembly language, markup lan 
guages (e. g., HTML, SGML, XML, VoXML), and the like, as 
well as object-oriented environments such as the Common 
Object Request Broker Architecture (CORBA), JavaTM (in 
cluding J2ME, Java Beans, etc.), Binary Runtime Environ 
ment (e.g., BREW), and the like. 
[0057] The terms “Consumer Premises Equipment (CPE)” 
and “host device” refer without limitation to any type of 
electronic equipment located within a consumer’s or user’s 



US 2013/0227283 A1 

premises and connected to a network. The term “host device” 
includes terminal devices that have access to digital television 
content via a satellite, cable, or terrestrial network. The host 
device functionality may be integrated into a digital television 
(DTV) set. The term “consumer premises equipment” (CPE) 
includes such electronic equipment such as set-top boxes, 
televisions, Digital Video Recorders (DVR), gateway storage 
devices (Furnace), and ITV Personal Computers. 
[0058] As used herein, the term “DOCSIS” refers to any of 
the existing or planned variants of the Data Over Cable Ser 
vices Interface Speci?cation, including for example DOCSIS 
versions 1.0, 1.1, 2.0 and 3.0. 
[0059] As used herein, the term gateway includes, without 
limitation, devices con?gured to interface with a network, 
and pass signals to or exchange signals with, another device in 
communication therewith. Various exemplary gateways are 
described in, inter alia, co-owned and co-pending US. patent 
application Ser. No. 11/818,236 ?led on Jun. 13, 2007 entitled 
“PREMISES GATEWAY APPARATUS AND METHODS 
FOR USE IN A CONTENT-BASED NETWORK”, US. 
patent application Ser. No. 12/ 582,619 ?led on Oct. 20, 2009 
and entitled “GATEWAY APPARATUS AND METHODS 
FOR DIGITAL CONTENT DELIVERY INA NETWORK”, 
and US. patent application Ser. No. 12/480,597 ?led on Jun. 
8, 2009 and entitled “MEDIA BRIDGE APPARATUS AND 
METHODS”, each of the foregoing being incorporated 
herein by reference in its entirety. 
[0060] As used herein, the term “headend” refers generally 
to a networked system controlled by an operator (e.g., an 
MSO or multiple systems operator) that distributes program 
ming to MSO clientele using client devices. Such program 
ming may include literally any information source/receiver 
including, inter alia, free-to-air TV channels, pay TV chan 
nels, interactive TV, and the Internet. 
[0061] As used herein, the terms “Intemet” and “intemet” 
are used interchangeably to refer to inter-networks including, 
without limitation, the Internet. 

[0062] As used herein, the terms “microprocessor” and 
“digital processor” are meant generally to include all types of 
digital processing devices including, without limitation, digi 
tal signal processors (DSPs), reduced instruction set comput 
ers (RISC), general-purpose (CISC) processors, micropro 
cessors, gate arrays (e. g., FPGAs), PLDs, recon?gurable 
computer fabrics (RCFs), array processors, secure micropro 
cessors, and application-speci?c integrated circuits (ASICs). 
Such digital processors may be contained on a single unitary 
IC die, or distributed across multiple components. 

[0063] As used herein, the terms “MSO” or “multiple sys 
tems operator” refer without limitation to a cable, ?ber to the 
home (FTTH), ?ber to the curb (FTTC), satellite, Hybrid 
Fiber Copper (HFCu), or terrestrial network provider having 
infrastructure required to deliver services including pro gram 
ming and data over those mediums. 

[0064] As used herein, the terms “networ ” and “bearer 
network” refer generally to any type of telecommunications 
or data network including, without limitation, hybrid ?ber 
coax (HFC) networks, HFCu networks, satellite networks, 
telco networks, and data networks (including MANs, WANs, 
LANs, WLANs, intemets, and intranets). Such networks or 
portions thereof may utiliZe any one or more different topolo 
gies (e.g., ring, bus, star, loop, etc.), transmission media (e.g., 
wired/RF cable, RF wireless, millimeter wave, optical, etc.) 
and/ or communications or networking protocols. 
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[0065] As used herein, the term “network interface” refers 
to any signal, data, or software interface with a component, 
network or process including, without limitation, those of the 
FireWire (e.g., FW400, FW800, etc.), USB (e.g., USB2), 
Ethernet (e.g., 10/100, 10/ 100/1000 (Gigabit Ethernet), 
10-Gig-E, etc.), MoCA, Coaxsys (e.g., TVnetTM), radio fre 
quency tuner (e.g., in-band or OOB, cable modem, etc.), 
Wi-Fi (802.11), WiMAX (802.16), PAN (e.g., 802.15), cel 
lular (e.g., 3G, LTE/LTE-A/TD-LTE, GSM, etc.) or IrDA 
[0066] As used herein, the term “node” refers to any func 
tional entity associated with a network, such as for example 
an OLT or ONU, whether physically discrete or distributed 
across multiple locations. 
[0067] As used herein, the term “QAM” refers to modula 
tion schemes used for sending signals over cable networks. 
Such modulation scheme might use any constellation level 
(eg QPSK, 16-QAM, 64-QAM, 256-QAM, etc.) depending 
on details of a cable network. A QAM may also refer to a 
physical channel modulated according to the schemes. 
[0068] As used herein, the term “server” refers to any com 
puteriZed component, system or entity regardless of faun 
which is adapted to provide data, ?les, applications, content, 
or other services to one or more other devices or entities on a 

computer system or network. 
[0069] As used herein, the term “service”, “content”, “pro 
gram” and “stream” are sometimes used synonymously to 
refer to a sequence of packetiZed data that is provided in what 
a subscriber may perceive as a service. A “service” (or “con 
tent”, or “stream”) in the former, specialiZed sense may cor 
respond to different types of services in the latter, non-tech 
nical sense. For example, a “service” in the specialiZed sense 
may correspond to, among others, video broadcast, audio 
only broadcast, pay-per-view, or video-on-demand. The per 
ceivable content provided on such a “service” may be live, 
pre-recorded, delimited in time, undelimited in time, or of 
other descriptions. In some cases, a “service” in the special 
iZed sense may correspond to what a subscriber would per 
ceive as a “channel” in traditional broadcast television. 
[0070] As used herein, the term “service group” refers 
without limitation to either a group of service users (e.g. 
subscribers), or the resources shared by them in the form of 
for example entire cable RF signal, only the RF channels used 
to receive the service or otherwise treated as a single logical 
unit by the network for resource assignment. 
[0071] As used herein, the term “Wi-Fi” refers to, without 
limitation, any of the variants of IEEE-Std. 802.11 or related 
standards including 802.11 a/b/g/n/s/v. 
[0072] As used herein, the term “wireless” means any wire 
less signal, data, communication, or other interface including 
without limitation Wi-Fi, Bluetooth, 3G (3GPP/3GPP2), 
HSDPA/HSUPA, TDMA, CDMA (e.g., IS-95A, WCDMA, 
etc.), FHSS, DSSS, GSM, PAN/802.15, WiMAX (802.16), 
802.20, narrowband/FDMA, OFDM, PCS/DCS, LTE/LTE 
A/TD-LTE, analog cellular, CDPD, satellite systems, milli 
meter wave or microwave systems, acoustic, and infrared 

(i.e., IrDA). 

Overview 

[0073] In one salient aspect, the present invention discloses 
methods and apparatus for providing content to a plurality of 
IP-enabled devices serviced by a content distribution net 
work. In one exemplary embodiment, a network architecture 
is disclosed which enables delivery of content to such IP 
enabled devices without the use of a high-speed data service; 
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i.e., via another distribution platform (such as for example a 
traditional CATV or other managed distribution netWork 
DOCSIS or in-band QAMs). This capability alloW the man 
aged netWork operator to provide audio/video content ser 
vices to an IP-enabled device (e.g., mobile Wireless content 
rendering device such as a smartphone or tablet computer) 
associated With a non-data subscriber of the operator’s net 
Work. For example, an MSO is, utilizing the exemplary appa 
ratus and methods described herein, able to make content 
delivery services available to a subscriber’s tablet computer 
(e. g., iPad) When the oWner thereof does not subscribe to the 
MSO’ s high-speed data netWork or services, and instead only 
subscribes to the MSO’s video services. This approach 
advantageously enables a user to receive content on IP-en 
abled devices, Which are generally more mobile than non-IP 
devices, thereby enhancing the user experience by alloWing 
the user to received the content at various locations (as Well as 
that speci?ed in the subscription agreement; e.g., at the sub 
scriber’s premises). It also provides the basis for alternate 
business models for the netWork operator; i.e., since provi 
sion of IP-based content is no longer tied to high-speed data 
services, a larger customer base can be reached, and With 
greater ?exibility and available options/combinations and 
locations. 
[0074] In the exemplary implementation, extant netWork 
structure and function (e.g., DOCSIS or in-band QAMs of an 
HFC network) are utilized to the maximum extent in order to 
minimize MSO investment in providing such services, 
thereby also enhancing rapid incorporation of the technology 
and provision of services to the users/ subscribers. 
[0075] In one embodiment, requests for content from user 
IP-enabled devices are received, authenticated, and the con 
tent processed into a series of encrypted segments (e.g., in 
MP4 format or the like). Once the requesting user/device is 
authenticated, the segments are provided With a playlist 
instructing the IP-enabled rendering device hoW to play them 
back (once decrypted). The rendering device is also provided 
access to a decryption key (e.g., via a URL to a managed key 
server) enabling decryption of the segments. Keys are 
dynamically managed in one variant in order to keep them 
“fresh” and mitigate chances for surreptitious use. 
[0076] Variants providing (i) user access to the MSO dis 
tribution netWork via an indigenous modem or gateWay dis 
posed at a user’s premises; and (ii) user access to the MSO 
core via a gateWay and a third party unmanaged netWork 
(such as the Internet), are described. 

Detailed Description of Exemplary Embodiments 

[0077] Exemplary embodiments of the apparatus and meth 
ods of the present invention are noW described in detail. While 
these exemplary embodiments are described in the context of 
the aforementioned hybrid ?ber/coax (HFC) cable system 
architecture having an multiple systems operator (MSO), 
digital netWorking capability, IP delivery capability, and plu 
rality of client devices/ CPE, the general principles and advan 
tages of the invention may be extended to other types of 
netWorks and architectures, Whether broadband, narroWband, 
Wired or Wireless, or otherWise, the folloWing therefore being 
merely exemplary in nature. For example, the invention may 
be practiced over a ?ber-to-the-home (FTTH) or ?ber-to-the 
curb (FTTC) system, HFCu netWorks, or over satellite or 
millimeter Wave-based netWorks. 
[0078] It Will also be appreciated that While described gen 
erally in the context of a consumer (i.e., residential) end user 
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domain, the present invention may be readily adapted to other 
types of environments (e.g., commercial/enterprise, govem 
ment/military, etc.) as Well. Myriad other applications are 
possible. 
[0079] It is further noted that While exemplary embodi 
ments are described primarily in the context of a hybrid 
?ber/conductor (e.g., cable) system With legacy 6 MHZ RF 
channels, the present invention is applicable to literally any 
netWork topology or paradigm, and any frequency/band 
Width. Furthermore, as referenced above, the invention is in 
no Way limited to traditional cable system frequencies (i.e., 
beloW 1 GHz), and in fact may be used With systems that 
operate above 1 GHz band in center frequency or bandWidth, 
to include Without limitation so-called ultra-Wideband sys 
tems. 

[0080] Other features and advantages of the present inven 
tion Will immediately be recognized by persons of ordinary 
skill in the art With reference to the attached draWings and 
detailed description of exemplary embodiments as given 
beloW. 

NetWork 

[0081] FIG. 1 illustrates a typical content distribution net 
Work con?guration With Which the apparatus and methods of 
the present invention may be used. The various components 
of the netWork 100 include (i) one or more data and applica 
tion origination points 102; (ii) one or more content sources 
103, (iii) one or more application distribution servers 104; (iv) 
one or more VOD servers 105, and (v) customer premises 
equipment (CPE) 106. The distribution server(s) 104, VOD 
servers 105 and CPE(s) 106 are connected via a bearer (e.g., 
HFC) netWork 101. A simple architecture comprising one of 
each of the aforementioned components 102, 104, 105, 106 is 
shoWn in FIG. 1 for simplicity, although it Will be recognized 
that comparable architectures With multiple origination 
points, distribution servers, VOD servers, and/ or CPE devices 
(as Well as different netWork topologies) may be utilized 
consistent With the invention. For example, the headend 
architecture of FIG. 1a (described in greater detail beloW) 
may be used. 
[0082] The data/application origination point 102 com 
prises any medium that alloWs data and/ or applications (such 
as a VOD-based or “Watch TV” application) to be transferred 
to a distribution server 104. This can include for example a 

third party data source, application vendor Website, 
CD-ROM, external netWork interface, mass storage device 
(e.g., RAID system), etc. Such transference may be auto 
matic, initiated upon the occurrence of one or more speci?ed 
events (such as the receipt of a request packet or ACK), 
performed manually, or accomplished in any number of other 
modes readily recognized by those of ordinary skill. 
[0083] The application distribution server 104 comprises a 
computer system Where such applications can enter the net 
Work system. Distribution servers are Well knoWn in the net 
Working arts, and accordingly not described further herein. 
[0084] The VOD server 105 comprises a computer system 
Where on-demand content can be received from one or more 

of the aforementioned data sources 1 02 and enter the netWork 
system. These servers may generate the content locally, or 
alternatively act as a gateWay or intermediary from a distant 
source. 

[0085] The CPE 106 includes any equipment in the “cus 
tomers’ premises” (or other locations, Whether local or 
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remote to the distribution server 104) that can be accessed by 
a distribution server 104 or other network component. 

[0086] Referring now to FIG. 1a, one exemplary embodi 
ment of a headend architecture useful with the present inven 
tion is described. As shown in FIG. 1a, the headend architec 
ture 150 comprises typical headend components and services 
including billing module 152, subscriber management sys 
tem (SMS) and CPE con?guration management module 154, 
cable-modem termination system (CMTS) and 00B system 
156, as well as LAN(s) 158, 160 placing the various compo 
nents in data communication with one another. It will be 
appreciated that while a bar or bus LAN topology is illus 
trated, any number of other arrangements (e. g., ring, star, etc.) 
may be used consistent with the invention. It will also be 
appreciated that the headend con?guration depicted in FIG. 
1a is high-level, conceptual architecture, and that each MSO 
may have multiple headends deployed using custom archi 
tectures, which may or may not be heterogeneous in layout, 
design, and/or functionality. 
[0087] The exemplary architecture 150 of FIG. 111 further 
includes a multiplexer-encrypter-modulator (MEM) 162 
coupled to the HFC network 101 adapted to process or con 
dition content for transmission over the network. The distri 
bution servers 164 are coupled to the LAN 160, which pro 
vides access to the MEM 162 and network 101 via one or 
more ?le servers 170. The VoD servers 105 are coupled to the 
LAN 160 as well, although other architectures may be 
employed (such as for example where the VoD servers are 
associated with a core switching device such as an 802.3Z 
Gigabit Ethernet device). As previously described, informa 
tion is carried across multiple channels. Thus, the headend 
must be adapted to acquire the information for the carried 
channels from various sources. Typically, the channels being 
delivered from the headend 150 to the CPE 106 (“down 
stream”) are multiplexed together in the headend as previ 
ously described, and sent to neighborhood hubs (FIG. 1b) via 
a variety of interposed network components. 

[0088] It will also be recognized, however, that the multi 
plexing operation(s) need not necessarily occur at the head 
end 150 (e.g., in the aforementioned MEM 162). For 
example, in one variant, at least a portion of the multiplexing 
is conducted at a BSA switching node or hub (see discussion 
of FIG. 10 provided subsequently herein). As yet another 
alternative, a multi-location or multi-stage approach can be 
used, such as that described in US. Pat. No. 7,602,820, 
entitled “APPARATUS AND METHODS FOR MULTI 
STAGE MULTIPLEXING IN A NETWORK” incorporated 
herein by reference in its entirety, which discloses inter alia 
improved multiplexing apparatus and methods that allow 
such systems to dynamically compensate for content (e.g., 
advertisements, promotions, or other programs) that is 
inserted at a downstream network node such as a local hub, as 
well as “feed back” and “feed forward” mechanisms for trans 
ferring information between multiplexing stages. 

[0089] Content (e.g., audio, video, data, ?les, software 
images, etc.) is provided in each downstream (in-band) chan 
nel associated with the relevant service group. To communi 
cate with the headend or intermediary node (e.g., hub server), 
the CPE 106 may use the out-of-band (OOB) or DOCSIS 
channels and associated protocols. The OCAP 1.0, 2.0, 3.0 
(and subsequent) speci?cation provides for exemplary net 
working protocols both downstream and upstream, although 
the invention is in no way limited to these approaches. 
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[0090] It will also be recognized that the multiple servers 
(broadcast, VoD, or otherwise) can be used, and disposed at 
two or more different locations if desired, such as being part 
of different server “farms”. These multiple servers can be 
used to feed one service group, or alternatively different ser 
vice groups. In a simple architecture, a single server is used to 
feed one or more service groups. In another variant, multiple 
servers located at the same location are used to feed one or 

more service groups. In yet another variant, multiple servers 
disposed at different location are used to feed one or more 
service groups. 

“PacketiZed” Networks 

[0091] While the foregoing network architectures 
described herein can (and in fact do) carry packetiZed content 
(e.g., IP over MPEG for high-speed data or Internet TV, 
MPEG2 packet content over QAM for MPTS, etc.), they are 
often not optimiZed for such delivery. Hence, in accordance 
with another embodiment of the present invention, a “packet 
optimiZed” distribution network is used for carriage of the 
packet content (e.g., IPTV content). FIG. 10 illustrates one 
exemplary implementation of such a network, in the context 
of a 3GPP IMS (IP Multimedia Subsystem) network with 
common control plane and service delivery platform (SDP), 
as described in US. patent application Ser. No. 12/783,388 
?led on May 19, 2010 and entitled “METHODS AND APPA 
RATUS FOR PACKETIZED CONTENT DELIVERY 
OVER A CONTENT DELIVERY NETWORK”, which 
incorporated herein by reference in its entirety. Such a net 
work provides signi?cant enhancements in terms of, inter 
alia, common control of different services, implementation 
and management of content delivery sessions according to 
unicast or multicast models, etc.; however, it is appreciated 
that the various features of the present invention are in no way 
limited to any of the foregoing architectures. 

Exemplary Network Architecture 

[0092] Referring now to FIG. 2, an exemplary embodiment 
of a network architecture 200 for providing content to an 
IP-enabled client device 207 in a content distribution network 
according to the present invention is illustrated. It will be 
appreciated that the architecture 200 of FIG. 2 can be used in 
conjunction with any of the foregoing network content dis 
tribution architectures (i.e., those of FIGS. 1-1c discussed 
supra), or can form the basis of its own distribution and 
delivery architecture. 
[0093] As illustrated, content is provided from a national 
headend content source 203 to a series of integrated receiver/ 
decoders (IRD) 212 of the content distribution network. The 
content comprises for example, live streaming content, 
although other types of content or data may be readily dis 
tributed. The IRDs 212 receive and decode the content. A 
digital content manager (DCM) 214 manages transmission of 
the decoded content from at least some of the IRDs 212 to a 
network switch 205. 

[0094] In one embodiment, one or more IRDs 212 utiliZe an 
asynchronous serial interface (ASI) for transmission of con 
tent and other data to the DCM 214. The DCM 214 monitors 
the encoded video to ensure that it was sucessfully encoded 
from the IRD. As discussed previously, video is transcoded 
from a meZZanine quality down to e. g., MPEG-4. The DCM 
214 monitors the decoding of the high quality satelite feed 
prior to transcoding. Additionally, content is multicast from 
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the IRD 212 and/or a mezzanine feed 217 directly to the 
network switch 205. This occurs for example, in the instance 
that the output from an IRD is already encoded properly; i.e., 
it will not need to be processed, converted and/or monitored 
by the DCM 214. Alternatively, this may enable advertise 
ment insertion or multi-room (or so-called “media-room” 
functionality. 
[0095] The network switch 205 provides the received and 
decoded content to a plurality of linear transcoders 210 via 
e.g., a Gigabit Ethernet (GBE) or 10 Gigabit (10 G) connec 
tion. The network switch 205 provides data to a source moni 
toring entity 204, which in one embodiment monitors the 
capacity of the switch. 
[0096] The linear transcoders 210 receive the content from 
the network switch 205, and perform the necessary adaptive 
and/ or non-adaptive rate steps to transcode and/ or transrate 
content to any number of different desired formats such as 
e.g., Microsoft® Smooth StreamTM (MP4), Apple® Live 
StreamingTM (MP4), and Adobe Streaming®, for distribution 
of this content as a linear broadcast (multicast). As is well 
known, the exemplary MP4 format is a container format 
which allows, inter alia, combination of different multimedia 
streams (e.g., audio and video) into a single ?le. MP4 is a ?le 
extension for the container format de?ned in the Systems Part 
of the MPEG-4 standard (ISO 14496-1), incorporated herein 
by reference in its entirety. MP4 supports different kinds of 
multimedia content (multiple audio streams, video streams, 
subtitle streams, pictures, etc.) and advanced content (also 
referred to as “Rich Media” or “BIFS”) such as 2D and 3D 
graphics, user interactivity, and DVD-like menus. MP4 is a 
(linear) streamable format. 
[0097] Although not illustrated, the linear transcoders 210 
may perform the necessary rate steps to transcode/transrate 
the received content into any number of transport streams or 
streaming protocol, the foregoing being merely illustrative of 
the general concepts and of the common protocol used by 
typical IP-enabled client devices 207. 
[0098] The transcoded and/or transrated content is pro 
vided to a content distribution network (CDN) origin server 
202 using e.g., Hypertext Transport Protocol (HTTP) POST 
request methods, Real-Time Messaging Protocol (RTMP), or 
any other appropriate protocol.As will be discussed in greater 
detail below, the CDN origin server 202 stores the content to 
service requests from the IP-enabled devices 207. 
[0099] One or more transcoders 210 may also be used to 
transcode the content to MP4 in MPEG-2 transport stream 
(TS) format in a non-rate adaptive manner. The non-rate 
adaptive format may be used in this case because the stream 
has a constant bit rate (CBR) at this stage. Utilization of the 
MPEG-2 TS container enables the MP4 content to be multi 
cast to a plurality of devices on the network. Additionally, the 
MPEG-2 TS content may be delivered with advertisement or 
other “secondary” content inserted therein via one or more 
intermediary advertisement insertion mechanisms (not 
shown). Exemplary apparatus and methods for selection of 
secondary content to be inserted (e.g., via a “targeted” 
approach) are described in co-owned and co-pending US. 
patent application Ser. No. 11/186,452 ?led on Jul. 20, 2005 
and entitled “METHOD AND APPARATUS FOR BOUND 
ARY-BASED NETWORK OPERATION”, US. patent 
application Ser. No. 12/284,757 ?led on Sep. 24, 2008 and 
entitled “METHODS AND APPARATUS FOR USER 
BASED TARGETED CONTENT DELIVERY”, and US. 
patent application Ser. No. 12/766,433 ?led on Apr. 23, 2010 
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and entitled “APPARATUS AND METHODS FOR 
DYNAMIC SECONDARY CONTENT AND DATA INSER 
TION AND DELIVERY”, each of which is incorporated 
herein by reference in its entirety, although other approaches 
may be used with equal success. 

[0100] As shown in FIG. 2, one or more transcoders 201 
may also be used to deliver (via e.g., multicast) one or more 
channels carrying advertising or other secondary content 
directly to one or more downstream nodes (e.g., switches 
219) for subsequent insertion at a downstream location; i.e., 
at the switch 219 or further downstream). 

[0101] Content and data are additionally provided from the 
MPEG-2 TS linear transcoders 210 to an acquisition server 
(A-server) 206. Then, via the A-server 206, the content is 
multicast to a plurality of other devices including those hav 
ing IPTV server platform with digital rights management 
(e.g., the Microsoft MediaRoom® platform or MR DRM) 
options available. The content is provided from the A-server 
206 to the switch for eventual delivery to consumers. 

[0102] Another monitoring entity 208 is also provided as 
part of the exemplary architecture 200. In one embodiment, 
this entity 208 comprises a Cheetah Technologies® Stream 
ProberTM monitoring entity, although it will be recognized 
that other solutions or technologies may be employed with 
equal success. The monitoring entity in the exemplary 
embodiment provides analysis of IP and MPEG video coding 
layer attributes, in order to ensure network transmission 
trends and events are reported. In this manner, the network 
200 can detect impairments and degradations in real-time. 
Generally, the monitoring entity 208 uses information fed 
back from the switch(es) 219. The monitoring entity 208 uses 
this information to monitor transcoded MPEG-4 content after 
it has been transcoded or down-sampled. 

[0103] The illustrated network architecture 200 of FIG. 2 
depicts content delivery to an exemplary IP-enabled client 
device 207. As shown, the device 207 is con?gured to receive 
content via a WLAN (e.g., Wi-Fi) or other interface to 
WLAN-enabled DOCSIS cable modem or gateway 224 using 
an HTTP GET command. The use of a substantially ubiqui 
tous protocol/request mechanism such as the aforementioned 
HTTP GET command advantageously allows a variety of 
different user device types to interface with the modem/gate 
way 224. Speci?cally, the modem/gateway 224 can, in the 
illustrated embodiment, merely pass the user device-origi 
nated GET command upstream to the origin server 202 with 
out any conversion or translation of the command. It will be 
appreciated by those of ordinary skill that such translation can 
be utilized if desired, such as where the indigenous protocol 
of the requesting user device 207 does not support the same 
request/delivery protocol as the origin server 202. 

[0104] The cable modem 224 in turn requests the content 
(using an HTTP GET command) from a CDN edge cache 220 
which is disposed at or near the edge of the network. In one 
variant, the modem 224 is placed at the switch 219, or else 
where in the network based on operational considerations. 

[0105] The cable modem or gateway 224 utilized herein 
may be of the type discussed in previously referenced co 
owned, co-pending US. patent application Ser. No. 
13/ entitled “APPARATUS AND METHODS FOR 
CONTENT DISTRIBUTION TO PACKET-ENABLED 
DEVICES VIAA NETWORK BRIDGE” ?led Feb. 23, 2012. 
As discussed therein, in one embodiment, the cable modem 
224 only points at the root server 202 or other servers in the 
















