
US 20120233709A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2012/0233709 A1 

Ste?k et al. (43) Pub. Date: Sep. 13, 2012 

(54) DIGITAL WORKS HAVING USAGE RIGHTS ?led on Feb. 7, 2001, noW Pat. No. 6,708,157, Which is 
AND METHODFOR CREATING THE SAME a division of application No. 08/967,084, ?led on Nov. 

10, 1997, noW Pat. No. 6,236,971, Which is a continu 
(75) Inventor 51 Mark J- Ste?k, P0110121 Valley, CA ation of application No. 08/334,760, ?led on Nov. 4, 

(US); Peter L.T. Pirolli, San 1994, noW Pat. No. 6,187,439. 
Francisco, CA (US) 

Publication Classi?cation 
(73) Assignee: CONTENTGUARD HOLDINGS, 

INC. Wilmington DE (US) (51) Int‘ Cl‘ 
’ ’ G06F 21/24 (2006.01) 

(21) App1, NO_; 13/480,658 (52) US. Cl. ........................................................ .. 726/30 

(22) Filed: May 25, 2012 (57) ABSTRACT 

. . Digital Work adapted to be distributed Within a system for 
Related U's' Apphcatlon Data controlling at least one of the distribution and use of digital 

(60) Continuation of application NO_ 11/ 17 5,452, ?led on Works. The digital Work includes digital content representing 
Jul. 7, 2005, Which is a continuation of application No. 
10/617,760, ?led on Jul. 14, 2003, noW Pat. No. 6,925, 
448, Which is a continuation of application No. 10/015, 
952, ?led on Dec. 17, 2001, noW Pat. No. 6,895,392, 
Which is a continuation of application No. 09/778,001, 

a portion of a digital Work suitable for being rendered by a 
rendering device and usage rights associated With the digital 
content. The usage rights specify a manner of use indicating 
one or more stated purposes for Which the digital Work can be 
at least one of used and distributed by an authorized party. 

Creator Creates A 381 
oigiiai Work f 

Usage Rights Attached To 
Digital Work and flag 

Deposited In Repository 1 

Repository 2 Initiates A X133 
Session With Repository 1 

Repository 2 Requests 4 
Access To Digital Work For J10 

A Stereo Purpose 

Repository 1 Checks Usage 
Rights of Digital Work for “Wing, 
Determined If Actress May 

Be Granted 

Acooss Dsnisd Access Granted 
197 l l t’ ; 

Repository 1 Repository 1 Transmits 
Torrninates Session 1406 Digital Work To 

with Error Repository 2 

l “108 
Repository 1 ans 2 Each 

Generate Billing 
Information And Transmit 

To Credit Server 



Patent Application Publication Sep. 13, 2012 Sheet 1 0f 13 US 2012/0233709 A1 

Creatur Creates A J} Q1 
Digitai Wark 

1! 

Usage Rights Attached Tn 
019m Werk and "r192 

Depcsited In Repositury’i 

Repasitary 2 initiates A “f4 {13 
Sessiun With Repasitury '1 

r 

RepaaEtaryQ Requests 
mess To Digital Work Far wig‘ 

A Stateé Purpnse 

r 

Repusitory 1 Checks Usage 
Rights of ?igitat Wark far wwg 
Determined “Access May 

Be Granted 

Access Denied‘ Assess Granted 
18? 

1! f 
Repositury ‘t ‘ Repositary i Transmits 

Terminates Session K196 Digitai Work T0 
with EYFOY Repository 2 

F {W108 
Rapositm'yi and 2 Each 

Generate Biliing 
iniormaiicn And Transmit 

To Credit Sewer 



Patent Application Publication Sep. 13, 2012 Sheet 2 0f 13 US 2012/0233709 A1 

FIG. 2 

Mastar M: Repositary ; 
204"‘ E I g 

~~~~~~~~ \ ,szss 

is“ I?) 
20$, ‘ eeee t, 205 

Fix 1 {vii}: 
Authc‘?zaii?? I"! “I . I; x‘, * Rendering 
Repasiteyy ‘ Repmmry ‘ ‘ Repasitufy 

L 212 L283 

; i 

E Billing E 
i Ciearinghousw 



Patent Application Publication Sep. 13, 2012 Sheet 3 0f 13 US 2012/0233709 A1 

FIG. 4A 
3“ M w w w W m w w w w w w ' “ W W w "“ “w MMMMM w W "1 

i 1 

: 1 
; F'?nter m .. . 1 

; Repasitory Print DEWCE 3 
I 1 

i } L402 L493 3 
L. w w w w w w w w H N w w H w w w w H m H .. .... 

"i 
\x 

““ 401 

E“ mmmmmmmmmmmmmmmmmmmmmm “J “““““““““ m"? 

E 412 i 
E “X. i 
E 414 41 1 Dismay ; 
E S \ Engine- 1 
a a 
E . Display! ¥ 

E M“ “" '- Executien 413 i 
' Server - j E ‘ Repos?nry ; 
k 1 
E 1 Executian ; 
; Engine 3 
E i 
E i 
L... m m m m m m m m m m m m m m m m m . n m m m m m m m m m m m m m m m m m .... ....i 

1 



Patent Application Publication Sep. 13, 2012 Sheet 4 0f 13 US 2012/0233709 A1 

0 20,906 40,830 813,093 
10,630 BQGDG 50,030 70,000 98,909 

Story A Ad Story 8 Story (I 

S S S S 
519 511 512 513 

Q iilGGU 3UJU$D 
1,588‘ 25,909 

Text Phnto Graphics Sidebar 

S i S $ 
6% E15 ?i? 61? 



Patent Application Publication 

FIG. 7' 

YOU 

FIG. 8 

Sep. 13, 2012 Sheet 5 0f 13 

Identi?er f m 

Starting Address f 792 

Length f 703 

Rights Partion f ‘m4 

Parent Pointer f ‘m5 

Ghiid Pointsr f 705 

E 
Ghiid Pcamm f 796 

alga “f 820 

US 2012/0233709 Al 

d-biuck d-Mesk d-mnsk 
82.; .I (saw A) (Ad) (Siury a) 

S S 
822 823 

d-binck J.» 821 
(Stew A) 

‘ d~biusk d-biask j» 925 ?-bieck 
925 j (Text) (F’hnto) (Graphics) 

d~bicck 
(Stnry C) 

3 
$24 

92? f d~hlack 
(Sidebar) '” 

(“928 



Patent Application Publication Sep. 13, 2012 Sheet 6 0f 13 US 2012/0233709 A1 

FIG. 10 

Right Status 
Sade infarmatinn 

f i’ 
1656 1052 

FIG. 14 

Transac?nnal $1451 Speci?cation 
Camponent Campan-ent 

F"/ 1, \\+ 
(30p)! Gsunt Time Control 

5 ‘% 3 
1453 1455 145? 

1454 WM. Fees 1 Incentives Access £1453 



Patent Application Publication Sep. 13, 2012 Sheet 7 0f 13 US 2012/0233709 A1 

identi?er (Magazine) 

Starting Address (0) 
' i met 

Lerfgth (1%?08) damask 
Rights PUTHGH 11m 
(PRiNT, VIEW) ,/ 
Parent Painter 

Chiid Painters 

1F 

identi?er (Ariicie 1) identi?er (Amide 2) 

Siarting Address (8} Starting Address (25,081) 

Length (25,0813) Length (2500s) 
Rights Pmtien Rights Pnrt'icm 
(PRiNT, )HEW) (PRiNT, VIEW) 
Parent Painter Parent POiFiié!‘ 

Chm Painters Child Pointers 

ci-biuck d-biuck L ‘H82 1185 ‘J 
‘r ) 

1den??er(Articie 3) identi?er (Amide 4) 

Starting Ad?ress {50,DG1) Starting Address (S'iBO'i) 

Length (2&989) Length (25,908) 
Rights Pnrtion Rights Portinn 

(VIEW) {PRINT (5%)) 
Parent Pointer Parent Pointer 

Chiid Painters Child Pointers 

d~biock d~block 
H33 J @184 W‘ 



Patent Application Publication Sep. 13, 2012 Sheet 8 0f 13 US 2012/0233709 A1 

E4208 
1;. mmmmmmmmmmmmm mmmrfmi 

mack Pmcessing Pmcessnr I ‘ Extemai 
“- . I 

; Etement Memcw ‘ ‘ interface 

3 L_i_._._.§r ~ _ w “ a _u_£;._.»__._: v 3 

ma 1201 I i m H120? m6 
1“ “““““““““““““ “i”: 

V i Descriptor Cement I 1264 
1203 “\L, Stnrage Storage “If” ' 

L wwwwwwwwwwwwwwwww Mi 

User £1395 
Interface 

Repnsiiery Speci?a 
Software 1384 

Function 1’ Services *fm 

‘Usage Transaction 1333 
Hammers f 

CW8 RE?QSiiGW id ti? t» 1336 
ServicesfTransac?an cili?gztgi "r 

Handling ‘ ' 

1302 

Qperating F,“ 1391 
System "“' 





Patent Application Publication 

FIG. 16 
REPQSWORYJ 

ff. 
Generate Registration 

identi?er 
i r” 

Generate Registration 
Massage 

i r" 
Transmit Registration 

Message 

“1681 

1692 

(mm 
Decrypt Performance 

Massaga 

1613 
V ''' 7 

Yes ‘ 

“i614 

Regish'atisn 
identi?er Same 

Sep. 13, 2012 Sheet 10 0f 13 

Decrypt Registratian 
Massage 

Save Encrypted 
Repnsitmy~1 

Registraiien identi?er 

Extract Repositoryd 
identi?er 

Qaneraie Perfomzance 
Message 

% f" 
Transmit Perfm'mance 

As ?ne Sent ? 

[X41615 
'{ransmit Nance 

Repnsitary»? 
Terminate Transaction 

\-1615 

Message 

Repesitaryé 

i f” 

i f‘ 

US 2012/0233709 A1 

1618 

Terminate Transactiun 



Patent Application Publication Sep. 13, 2012 Sheet 11 0f 13 US 2012/0233709 A1 

REPOSiTORY-‘i REPOSWORYQ 
1N1 1704 

Create a Session Key Pair Decrypt Second Key 
‘1702 1765 

f” f” 
Enmypt Semnd Key Using Generate Time-stamp 
Pubiir; Key 01‘ Repesitmy-Z Exchange Message 

@1103 1766 i r' i f“ 
Transmit Encrypted Secand Transmit "?mestamp 

Key Tu Regository-Z Exchange Message 
T0 Reposimry-i 

r 3250? 
Generaie Timestamp 

Message 

r1708 [F 4739 
TransmitTimestamp L _ 

Message To Repgsgwwg Note Current Tlme 
mu 

f, 
Save Time Fmm RepasEtnry-i 

l f," W11 

Compare Current Time With 
Time Fmm Reposiicry-1 

, 1712 

Time 
Difference Exceed 

Tcierance ’? 

Yes ‘ ‘Hi3 

Terminate Transactinn 

Cnmpute Adjusted 
Time Deita 



Patent Application Publication Sep. 13, 2012 Sheet 12 0f 13 US 2012/0233709 A1 

FIG. 18 
REQUESYER SERVER 

1883 m 
1 881 Server Generates 

Transaction identi?er ~ Requester 

Perfurms Generai 
‘ Tasts 

Tests Passed 

Yasts Faiied Y f ‘1892 

[)0 Net initiate 13136 ' 
TFQHSEEKEOH Time 

Based Qendiiians 
Satis?ed ‘? 

Yes i 

Security {1 
Access Canditinns 

Saiis?ed '2 

No 

1 888 

Copy Gaunt = G 2? Yes 

1am wk 7 VVVVVVVVVVVVVVVVVVV 7' 

Decrément Copy ’ 
Count Fer Right ‘ 

Cnpies in Use For ' 
Right > Copy Count 

f Request '3 

18H f1gq3 
man i ' ' D t ‘ 3 {6f 

RightAtiached V V V V V V V eermzfze g 

is Werk? ‘ Remaining Rights 

Right; in ‘ 

Remaining Set 
of Rights ? 

Cnmiiiinns Terminate Transactian = 
$atis?ed ‘E’ 

‘ r181? 
1816 X ‘(as Decremeni Copies In Use Fur 

Pe?orm Usage Right By Number In Request 
i 819 » Transactinn Steps F [r1318 

IX. Ch ‘ _ ‘ Far Metered Use‘, Subtract 
ifglgéigpd't‘ Eiapsed Time Fmm Remaining 

0" ° ‘ ‘ g Use Time For Right 



Patent Application Publication Sep. 13, 2012 Sheet 13 0f 13 US 2012/0233709 A1 

R 
(Cancel) 

Mare @908 
Qata f 

New _7 Send a . 

Transactian P Next Ba Q Waa' F0’ Ad‘ 
z 

3 i ‘i 3 NC‘ ‘ 1914 
1902 g 1905 } Em». E J" 

i ‘ am E Commit Repon a“ 
E Start i w m mi ‘ T0 Credit Server 1} _,_ Done 

L_ 3??? . 2 Y E 
E Data : i ‘ E mam 

E- 'IQO? ; { Repart Error E 
E g i To Credit Server E 
E I E 

i 1 I Ask S g m 
r 2 E 1915 ; Line 
E 5 ! i ‘1991 

M- i _ I i K , i ,i 

mam’ E ; 5 E 

E L" “i E Wait For i E ‘L 
Transactien s “3 

E i 1909 ; @915 
S i 8 N3 1 S 

1 9S4 ; i More 5 
Wait Far § } h {3am ma?a Commii Report 

j Data i Renewed To Credit Server 
3905 i M 

| are "1918 
: Data f 

1r 2 I Ream Ermr 
To Credit Sewer 

1 Fag Acknowiedge if» ‘ 

9'! l r1919 
Dane 



US 2012/0233709 A1 

DIGITAL WORKS HAVING USAGE RIGHTS 
AND METHODFOR CREATING THE SAME 

RELATED APPLICATIONS 

[0001] This application is a continuation of US. patent 
application Ser. No. 11/175,452, ?led Jul. 7, 2005, which is a 
continuation of US. patent application Ser. No. 10/ 617,760, 
?led Jul. 14, 2003, now US. Pat. No. 6,925,448, which is a 
continuation of US. patent application Ser. No. 10/015,952, 
?led Dec. 17, 2001, now US. Pat. No. 6,895,392, which is a 
continuation of US. patent application Ser. No. 09/778,001, 
?led Feb. 7, 2001, now US. Pat. No. 6,708,157, which is a 
division of US. patent application Ser. No. 08/967,084, ?led 
Nov. 10, 1997, now US. Pat. No. 6,236,971, which is a 
continuation of US. patent application Ser. No. 08/344,760, 
?led Nov. 23, 1994, now abandoned, the disclosures of all of 
which are hereby incorporated by reference herein. 

FIELD OF THE INVENTION 

[0002] The present invention relates to the ?eld of distribu 
tion and usage rights enforcement for digitally encoded 
works. 

BACKGROUND OF THE INVENTION 

[0003] A fundamental issue facing the publishing and 
information industries as they consider electronic publishing 
is how to prevent the unauthoriZed and unaccounted distribu 
tion or usage of electronically published materials. Electroni 
cally published materials are typically distributed in a digital 
form and recreated on a computer based system having the 
capability to recreate the materials. Audio and video record 
ings, software, books and multimedia works are all being 
electronically published. Companies in these industries 
receive royalties for each accounted for delivery of the mate 
rials, e. g. the sale of an audio CD at a retail outlet. Any 
unaccounted distribution of a work results in an unpaid roy 
alty (e.g. copying the audio recording CD to another digital 
medium.) 
[0004] The ease in which electronically published works 
can be “perfectly” reproduced and distributed is a major 
concern. The transmission of digital works over networks is 
commonplace. One such widely used network is the Internet. 
The Internet is a widespread network facility by which com 
puter users in many universities, corporations and govem 
ment entities communicate and trade ideas and information. 
Computer bulletin boards found on the Internet and commer 
cial networks such as CompuServ and Prodigy allow for the 
posting and retrieving of digital information. Information 
services such as Dialog and LEXIS/NEXIS provide data 
bases of current information on a wide variety of topics. 
Another factor which will exacerbate the situation is the 
development and expansion of the National Information 
Infrastructure (the NII). It is anticipated that, as the NII grows, 
the transmission of digital works over networks will increase 
many times over. It would be desirable to utiliZe the NII for 
distribution of digital works without the fear of widespread 
unauthoriZed copying. 
[0005] The most straightforward way to curb unaccounted 
distribution is to prevent unauthoriZed copying and transmis 
sion. For existing materials that are distributed in digital form, 
various safeguards are used. In the case of software, copy 
protection schemes which limit the number of copies that can 
be made or which corrupt the output when copying is detected 
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have been employed. Another scheme causes software to 
become disabled after a predetermined period of time has 
lapsed. A technique used for workstation based software is to 
require that a special hardware device must be present on the 
workstation in order for the software to run, e. g., see US. Pat. 
No. 4,932,054 entitled “Method andApparatus for Protecting 
Computer Software UtiliZing Coded Filter Network in Con 
junction with an Active Coded Hardware Device.” Such 
devices are provided with the software and are commonly 
referred to as dongles. 

[0006] Yet another scheme is to distribute software, but 
which requires a “key” to enable its use. This is employed in 
distribution schemes where “demos” of the software are pro 
vided on a medium along with the entire product. The demos 
can be freely used, but in order to use the actual product, the 
key must be purchased. These schemes do not hinder copying 
of the software once the key is initially purchased. 
[0007] A system for ensuring that licenses are in place for 
using licensed products is described in PCT Publication WO 
93/01 550 to Griswold entitled “License Management System 
and Method.” The licensed product may be any electronically 
published work but is most effective for use with works that 
are used for extended periods of time such as software pro 
grams. Griswold requires that the licensed product contain 
software to invoke a license check monitor at predetermined 
time intervals. The license check monitor generates request 
datagrams which identify the licensee. The request datagrams 
are sent to a license control system over an appropriate com 

munication facility. The license control system then checks 
the datagram to determine if the datagram is from a valid 
licensee. The license control system then sends a reply data 
gram to the license check monitor indicating denial or 
approval of usage. The license control system will deny 
access in the event that request datagrams go unanswered 
after a predetermined period of time (which may indicate an 
unauthorized attempt to use the licensed product). In this 
system, access is managed at a central location by the 
response datagrams. So for example if license fees have not 
been paid, access to the licensed product is terminated. 

[0008] It is argued by Griswold that the described system is 
advantageous because it can be implemented entirely in soft 
ware. However, the system described by Griswold has limi 
tations. An important limitation is that during the use of the 
licensed product, the user must always be coupled to an 
appropriate communication facility in order to send and 
receive datagrams. This creates a dependency on the commu 
nication facility. So if the communication facility is not avail 
able, the licensed product cannot be used. Moreover, some 
party must absorb the cost of communicating with the license 
server. 

[0009] A system for controlling the distribution of digitally 
encoded books is embodied in a system available from VPR 
Systems, LTD. of St. Louis, Mo. The VPR system is self 
contained and is comprised of: (1) point of sale kiosks for 
storing and downloading of books, (2) personal storage medi 
ums (cartridges) to which the books are downloaded, and (3) 
readers for viewing the book. In a purchase transaction, a 
purchaser will purchase a voucher card representing the 
desired book. The voucher will contain su?icient information 
to identify the book purchased and perhaps some demo 
graphic information relating to the sales transaction. To 
download the book, the voucher and the cartridge are inserted 
into the kiosk. 
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[0010] The VPR system may also be used as a library. In 
such an embodiment, the kiosk manages the number of “cop 
ies” that may be checked out at one time. Further, the copy of 
the book is erased from the user’s cartridge after a certain 
check-out time has expired. However, individuals cannot loan 
books because the cartridges may only be used with the 
owner’s reader. 

[0011] The foregoing distribution and protection schemes 
operate in part by preventing subsequent distribution of the 
work. While this certainly prevents unauthoriZed distribu 
tions, it does so by sacri?cing the potential for subsequent 
revenue bearing uses. For example, it may be desirable to 
allow the lending of a purchased work to permit exposure of 
the work to potential buyers. Another example would be to 
permit the creation of a derivative work for a fee. Yet another 
example would be to permit copying the work for a fee (essen 
tially purchasing it). Thus, it would be desirable to provide 
?exibility in the manner that the owner of a digital work may 
allow it to be distributed or used. 

[0012] While ?exibility in manner of distribution and use is 
a concern, the owners of a work want to make sure they are 

paid for such distributions. In US. Pat. No. 4,977,594 to 
Shear, entitled “Database Usage Metering and Protection 
System and Method,” a system for metering and billing for 
usage of information distributed on a CD-ROM is described. 
The system requires the addition of a billing module to the 
computer system. The billing module may operate in a num 
ber of different ways. First, it may periodically communicate 
billing data to a central billing facility, whereupon the user 
may be billed. Second, billing may occur by disconnecting 
the billing module and the user sending it to a central billing 
facility where the data is read and a user bill generated. 

[0013] US. Pat. No. 5,247,575, Sprague et al., entitled 
“Information Distribution System”, describes an information 
distribution system which provides and charges only for user 
selected information. A plurality of encrypted information 
packages (IPs) are provided at the user site, via high and/or 
low density storage media and/or by broadcast transmission. 
Some of the IPs may be of no interest to the user. The IPs of 
interest are selected by the user and are decrypted and stored 
locally. The IPs may be printed, displayed or even copied to 
other storage medias. The charges for the selected IP’s are 
accumulated within a user apparatus and periodically 
reported by telephone to a central accounting facility. The 
central accounting facility also issues keys to decrypt the IPs. 
The keys are changed periodically. If the central accounting 
facility has not issued a new key for a particular user station, 
the station is unable to retrieve information from the system 
when the key is changed. 
[0014] A system available from Wave Systems Corp. of 
Princeton, N.Y., provides for metering of software usage on a 
personal computer. The system is installed onto a computer 
and collects information on what software is in use, encrypts 
it and then transmits the information to a transaction center. 
From the transaction center, a bill is generated and sent to the 
user. The transaction center also maintains customer accounts 
so that licensing fees may be forwarded directly to the soft 
ware providers. Software operating under this system must be 
modi?ed so that usage can be accounted. 

[0015] Known techniques distributing digital content do 
not permit the owner or other authorized party to specify a 
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manner of use of the content and to associate the manner of 
use with the content in a persistent way. 

SUMMARY OF THE INVENTION 

[0016] A preferred embodiment of the invention is a digital 
work adapted to be distributed within a system for controlling 
at least one of the distribution and use of digital works. The 
digital work comprises: digital content representing a portion 
of a digital work suitable for being rendered by a rendering 
device and usage rights associated with the digital content. 
The usage rights specify a manner of use indicating one or 
more stated purposes for which the digital work canbe at least 
one of used and distributed by an authoriZed party. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] FIG. 1 is a ?owchart illustrating a simple instantia 
tion of the operation of the currently preferred embodiment of 
the present invention. 
[0018] FIG. 2 is a block diagram illustrating the various 
repository types and the repository transaction ?ow between 
them in the currently preferred embodiment of the present 
invention. 
[0019] FIG. 3 is a block diagram of a repository coupled 
with a credit server in the currently preferred embodiment of 
the present invention. 
[0020] FIGS. 4a and 4b are examples of rendering systems 
as may be utiliZed in the currently preferred embodiment of 
the present invention. 
[0021] FIG. 5 illustrates a contents ?le layout for a digital 
work as may be utiliZed in the currently preferred embodi 
ment of the present invention. 
[0022] FIG. 6 illustrates a contents ?le layout for an indi 
vidual digital work of the digital work of FIG. 5 as may be 
utiliZed in the currently preferred embodiment of the present 
invention. 
[0023] FIG. 7 illustrates the components of a description 
block of the currently preferred embodiment of the present 
invention. 
[0024] FIG. 8 illustrates a description tree for the contents 
?le layout of the digital work illustrated in FIG. 5. 
[0025] FIG. 9 illustrates a portion of a description tree 
corresponding to the individual digital work illustrated in 
FIG. 6. 
[0026] FIG. 10 illustrates a layout for the rights portion of a 
description block as may be utiliZed in the currently preferred 
embodiment of the present invention. 
[0027] FIG. 11 is a description tree wherein certain 
d-blocks have PRINT usage rights and is used to illustrate 
“strict” and “lenient” rules for resolving usage rights con 
?icts. 
[0028] FIG. 12 is a block diagram of the hardware compo 
nents of a repository as are utiliZed in the currently preferred 
embodiment of the present invention. 
[0029] FIG. 13 is a block diagram of the functional (logical) 
components of a repository as are utiliZed in the currently 
preferred embodiment of the present invention. 
[0030] FIG. 14 is diagram illustrating the basic components 
of a usage right in the currently preferred embodiment of the 
present invention. 
[0031] FIG. 15 lists the usage rights grammar of the cur 
rently preferred embodiment of the present invention. 
[0032] FIG. 16 is a ?owchart illustrating the steps of cer 
ti?cate delivery, hotlist checking and performance testing as 
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performed in a registration transaction as may be performed 
in the currently preferred embodiment of the present inven 
tion. 
[0033] FIG. 17 is a ?owchart illustrating the steps of ses 
sion information exchange and clock synchronization as may 
be performed in the currently preferred embodiment of the 
present invention, after each repository in the registration 
transaction has successfully completed the steps described in 
FIG. 16. 
[0034] FIG. 18 is a ?owchart illustrating the basic ?ow for 
a usage transaction, including the common opening and clos 
ing step, as may be performed in the currently preferred 
embodiment of the present invention. 
[0035] FIG. 19 is a state diagram ofserver and client reposi 
tories in accordance with a transport protocol followed when 
moving a digital work from the server to the client reposito 
ries, as may be performed in the currently preferred embodi 
ment of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

[0036] The preferred embodiment is directed to supporting 
commercial transactions involving digital works. The transi 
tion to digital works profoundly and fundamentally changes 
how creativity and commerce can work. It changes the cost of 
transporting or storing works because digital property is 
almost “massless.” Digital property can be transported at 
electronic speeds and requires almost no warehousing. Keep 
ing an unlimited supply of virtual copies on hand requires 
essentially no more space than keeping one copy on hand. The 
digital medium also lowers the costs of alteration, reuse and 
billing. 
[0037] There is a market for digital works because creators 
are strongly motivated to reuse portions of digital works from 
others rather than creating their own completely. This is 
because it is usually so much easier to use an existing stock 
photo or music clip than to create a new one from scratch. 
[0038] Herein the phrase “digital work” refers to any work 
that has been reduced to a digital representation. This would 
include any audio, video, text, or multimedia work and any 
accompanying interpreter (e. g. software) that may be 
required for recreating or rendering the content of the work. 
The term composite work refers to a digital work comprised 
of a collection of other digital works. The term “usage rights” 
or “rights” is a term which refers to rights granted to a recipi 
ent of a digital work. Generally, these rights de?ne the manner 
in which a digital work can be used and distributed. Each 
usage right may have one or more speci?ed conditions which 
must be satis?ed before the right may be exercised. A Glos 
sary of the terms used herein is provided at the end of the 
speci?cation. 
[0039] Usage rights are permanently associated with the 
digital work. Copies made of a digital work will also have the 
associated usage rights. Thus, the usage rights and any asso 
ciated fees assigned by a creator and subsequent distributor 
will always remain with a digital work. 
[0040] The enforcement elements of the preferred embodi 
ment are repositories. Among other things, repositories are 
used to store digital works, control access to digital works, 
bill for access to digital works and maintain the security and 
integrity of the system. 
[0041] The combination of associated usage rights and 
repositories enable distinct advantages over prior systems. As 
noted in the prior art, payment of fees are primarily for the 
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initial access. In such approaches, once a work has been read, 
computational control over that copy is gone. Metaphorically, 
“the content genie is out of the bottle and no more fees can be 
billed.” In contrast, the present invention never separates the 
fee descriptions from the work. Thus, the digital work genie 
only moves from one trusted bottle (repository) to another, 
and all uses of copies are potentially controlled and billable. 

[0042] FIG. 1 is a high level ?owchart omitting various 
details but which demonstrates the basic operation of the 
present invention. Referring to FIG. 1, a creator creates a 
digital work, step 101. The creator will then determine appro 
priate usage rights and fees, associate them with the digital 
work, and store them in Repository 1, step 102. The determi 
nation of appropriate usage rights and fees will depend on 
various economic factors. The digital work remains securely 
in Repository 1 until a request for access is received. The 
request for access begins with a session initiation by another 
repository. Here a Repository 2 initiates a session with 
Repository 1, step 103. As will be described in greater detail 
below, this session initiation includes steps which help to 
insure that the respective repositories are trustworthy. Assum 
ing that a session can be established, Repository 2 may then 
request access to the Digital Work for a stated purpose, i.e., 
manner of use step 104. The purpose may be, for example, to 
print the digital work or to obtain a copy of the digital work. 
The purpose will correspond to a speci?c usage right. In any 
event, Repository 1 checks the usage rights associated with 
the digital work to determine if the access to the digital work 
may be granted, step 105. The check of the usage rights 
essentially involves a determination of whether a right asso 
ciated with the access request has been associated with the 
digital work and if all conditions associated with the right are 
satis?ed. If the access is denied, repository 1 terminates the 
session with an error message, step 106. If access is granted, 
repository 1 transmits the digital work to repository 2, step 
107. Once the digital work has been transmitted to repository 
2, repository 1 and 2 each generate billing information for the 
access which is transmitted to a credit server, step 108. Such 
double billing reporting is done to insure against attempts to 
circumvent the billing process. 
[0043] FIG. 2 illustrates the basic interactions between 
repository types in the present invention. As will become 
apparent from FIG. 2, the various repository types will serve 
different functions. It is fundamental that repositories will 
share a core set of functionality which will enable secure and 
trusted communications. Referring to FIG. 2, a repository 201 
represents the general instance of a repository. The repository 
201 has two modes of operation; a server mode and a 
requester mode. When in the server mode, the repository will 
be receiving and processing access requests to digital works. 
When in the requester mode, the repository will be initiating 
requests to access digital works. Repository 201 is general in 
the sense that its primary purpose is as an exchange medium 
for digital works. During the course of operation, the reposi 
tory 201 may communicate with a plurality of other reposi 
tories, namely authorization repository 202, rendering reposi 
tory 203 and master repository 204. Communication between 
repositories occurs utilizing a repository transaction protocol 
205. 

[0044] Communication with an authorization repository 
202 may occur when a digital work being accessed has a 
condition requiring an authorization. Conceptually, an autho 
rization is a digital certi?cate such that possession of the 
certi?cate is required to gain access to the digital work. An 
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authorization is itself a digital Work that can be moved 
between repositories and subjected to fees and usage rights 
conditions. An authorization may be required by both reposi 
tories involved in an access to a digital Work. 

[0045] Communication With a rendering repository 203 
occurs in connection With the rendering of the content of a 
digital Work. As Will be described in greater detail beloW, a 
rendering repository is coupled With a rendering device (eg 
a printer device) to comprise a rendering system. 
[0046] Communication With a master repository 205 
occurs in connection With obtaining an identi?cation certi? 
cate. Identi?cation certi?cates are the means by Which a 
repository is identi?ed as “trustworthy.” The use of identi? 
cation certi?cates is described beloW With respect to the reg 
istration transaction. 
[0047] FIG. 3 illustrates the repository 201 coupled to a 
credit server 301. The credit server 301 is a device Which 
accumulates billing information for the repository 201. The 
credit server 301 communicates With repository 201 via bill 
ing transactions 302 to record billing transactions. Billing 
transactions are reported to a billing clearinghouse 303 by the 
credit server 301 on a periodic basis. The credit server 301 
communicates to the billing clearinghouse 303 via clearing 
house transactions 304. The clearinghouse transactions 304 
enable a secure and encrypted transmission of information to 
the billing clearinghouse 303. 
[0048] A rendering system is generally de?ned as a system 
comprising a repository and a rendering device Which can 
render the content of a digital Work into its desired form. 
Examples of a rendering system may be a computer system, a 
digital audio system, or a printer. A rendering system has the 
same security features as a repository. The coupling of a 
rendering repository With the rendering device may occur in 
a manner suitable for the type of rendering device. 
[0049] FIG. 4a illustrates a printer as an example of a ren 
dering system. Referring to FIG. 4, printer system 401 has 
contained therein a printer repository 402 and a print device 
403. It should be noted that the dashed line de?ning printer 
system 401 de?nes a secure system boundary. Communica 
tions Within the boundary is assumed to be secure. Depending 
on the security level, the boundary also represents a barrier 
intended to provide physical integrity. The printer repository 
402 is an instantiation of the rendering repository 205 of FIG. 
2. The printer repository 402 Will in some instances contain an 
ephemeral copy of a digital Work Which remains until it is 
printed out by the print engine 403. In other instances, the 
printer repository 402 may contain digital Works such as 
fonts, Which Will remain and can be billed based on use. This 
design assures that all communication lines betWeen printers 
and printing devices are encrypted, unless they are Within a 
physically secure boundary. This design feature eliminates a 
potential “fault” point through Which the digital Work could 
be improperly obtained. The printer device 403 represents the 
printer components used to create the printed output. 
[0050] Also illustrated in FIG. 4a is the repository 404. The 
repository 404 is coupled to the printer repository 402. The 
repository 404 represents an external repository Which con 
tains digital Works. 
[0051] FIG. 4b is an example of a computer system as a 
rendering system. A computer system may constitute a 
“multi-function” device since it may execute digital Works 
(e.g. softWare programs) and display digital Works (eg a 
digitiZed photograph). Logically, each rendering device can 
be vieWed as having its oWn repository, although only one 
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physical repository is needed. Referring to FIG. 4b, a com 
puter system 410 has contained therein a display/execution 
repository 411. The display/execution repository 411 is 
coupled to display device, 412 and execution device 413. The 
dashed box surrounding the computer system 410 represents 
a security boundary Within Which communications are 
assumed to be secure. The display/execution repository 411 is 
further coupled to a credit server 414 to report any fees to be 
billed for access to a digital Work and a repository 415 for 
accessing digital Works stored therein. 
[0052] Usage rights are associated With digital Works. 
Thus, it is important to understand the structure of a digital 
Work. The structure of a digital Work, in particular composite 
digital Works, may be naturally organiZed into an acyclic 
structure such as a hierarchy. For example, a magaZine has 
various articles and photographs Which may have been cre 
ated and are oWned by different persons. Each of the articles 
and photographs may represent a node in a hierarchical struc 
ture. Consequently, controls, i.e. usage rights, may be placed 
on each node by the creator. By enabling control and fee 
billing to be associated With each node, a creator of a Work can 
be assured that the rights and fees are not circumvented. 

[0053] In the currently preferred embodiment, the ?le 
information for a digital Work is divided into tWo ?les: a 
“contents” ?le and a “description tree” ?le. From the perspec 
tive of a repository, the “contents” ?le is a stream of addres 
sable bytes Whose format depends completely on the inter 
preter or rendering engine used to play, display or print the 
digital Work. The description tree ?le makes it possible to 
examine the rights and fees for a Work Without reference to the 
content of the digital Work. It should be noted that the term 
description tree as used herein refers to any type of acyclic 
structure used to represent the relationship betWeen the vari 
ous components of a digital Work. 

[0054] FIG. 5 illustrates the layout of a contents ?le. Refer 
ring to FIG. 5, a digital Work 509 is comprised ofstoryA 510, 
advertisement 511, story B 512 and story C 513. It is assumed 
that the digital Work is stored starting at a relative address of 
0. Each of the parts of the digital Work are stored linearly so 
that story A 510 is stored at approximately addresses 0-30, 
000, advertisement 511 at addresses 30,001-40,000, story B 
512 at addresses 40,001 -60,000 and story C 513 at addresses 
60,001 -85 K. The detail ofstory A 510 is illustrated in FIG. 6. 
Referring to FIG. 6, the story A 510 is further broken doWn to 
shoW text 614 stored at address 0-1500, soldier photo 615 at 
addresses 1501-10,000, graphics 616 stored at addresses 
10,001-25,000 and sidebar 617 stored address 25,001-30, 
000. Note that the data in the contents ?le may be compressed 
(for saving storage) or encrypted (for security). 
[0055] From FIGS. 5 and 6 it is readily observed that a 
digital Work can be represented by its component parts as a 
hierarchy. The description tree for a digital Work is comprised 
of a set of related descriptor blocks (d-blocks). The contents 
of each d-block is described With respect to FIG. 7. Referring 
to FIG. 7, a d-block 700 includes an identi?er 701 Which is a 
unique identi?er for the Work in the repository, a starting 
address 702 providing the start address of the ?rst byte of the 
Work, a length 703 giving the number of bytes in the Work, a 
rights portion 704 Wherein the granted usage rights and their 
status data are maintained, a parent pointer 705 for pointing to 
a parent d-block and child pointers 706 for pointing to the 
child d-blocks. In the currently preferred embodiment, the 
identi?er 701 has tWo parts. The ?rst part is a unique number 
assigned to the repository upon manufacture. The second part 
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is a unique number assigned to the Work upon creation. The 
rights portion 704 Will contain a data structure, such as a 
look-up table, Wherein the various information associated 
With a right is maintained. The information required by the 
respective usage rights is described in more detail beloW. 
D-blocks form a strict hierarchy. The top d-block of a Work 
has no parent; all other d-blocks have one parent. The rela 
tionship of usage rights betWeen parent and child d-blocks 
and hoW con?icts are resolved is described beloW. 

[0056] A special type of d-block is a “shell” d-block. A 
shell d-block adds no neW content beyond the content of its 
parts. A shell d-block is used to add rights and fee informa 
tion, typically by distributors of digital Works. 
[0057] FIG. 8 illustrates a description tree for the digital 
Work of FIG. 5. Referring to FIG. 8, a top d-block 820 for the 
digital Work points to the various stories and advertisements 
contained therein. Here, the top d-block 820 points to d-block 
821 (representing storyA 510), d-block 822 (representing the 
advertisement 511), d-block 823 (representing story B 512) 
and d-block 824 (representing story C 513). 
[0058] The portion of the description tree for StoryA 510 is 
illustrated in FIG. 9. D-block 925 represents text 614, d-block 
926 represents photo 615, d-block 927 represents graphics 
616 by and d-block 928 represents sidebar 617. 
[0059] The rights portion 704 of a descriptor block is fur 
ther illustrated in FIG. 10. FIG. 10 illustrates a structure 
Which is repeated in the rights portion 704 for each right. 
Referring to FIG. 10, each right Will have a right code ?eld 
1050 and status information ?eld 1052. The right code ?eld 
1050 Will contain a unique code assigned to a right. The status 
information ?eld 1052 Will contain information relating to the 
state of a right and the digital Work. Such information is 
indicated beloW in Table l. The rights as stored in the rights 
portion 304 may typically be in numerical order based on the 
right code. 

TABLE 1 

DIGITAL WORK STATE INFORMATION 

Property Value Use 

Copies-in- Number A counter of the number of copies of a Work 
use that are in use. Incremented When another copy 

is used; decremented When use is completed. 
Loan-Period Time- Indicator of the maximum number of time 

Units units that a document can be loaned out 
Loaner-Copy Boolean Indicator that the current Work is a loaned 

out copy of an authorized digital Work. 
Indicator of the remaining time of use on a 

Time Units metered document right. 
Document- String A string containing various identifying 
Descr information about a document. The exact 

format ofthis is not speci?ed, but it 
can include information such as a publisher 

name, author name, ISBN number, and so on. 
RO-Descr A handle identifying a revenue oWner for a 

digital Work. This is used for reporting 
usage fees. 
The date that the digital Work Was published. 

Remaining- Time 

Revenue 
OWner 

Publication- Date 
Date Descr 
History-list History- A list of events recording the repostories 

Rec and dates for operations that copy, transfer, 
backup, or restore a digital Work. 

[0060] The approach for representing digital Works by 
separating description data from content assumes that parts of 
a ?le are contiguous but takes no position on the actual rep 
resentation of content. In particular, it is neutral to the ques 
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tion of Whether content representation may take an object 
oriented approach. It Would be natural to represent content as 
objects. In principle, it may be convenient to have content 
objects that include the billing structure and rights informa 
tion that is represented in the d-blocks. Such variations in the 
design of the representation are possible and are viable alter 
natives but may introduce processing overhead, e. g. the inter 
pretation of the objects. 
[0061] Digital Works are stored in a repository as part of a 
hierarchical ?le system. Folders (also termed directories and 
sub-directories) contain the digital Works as Well as other 
folders. Digital Works and folders in a folder are ordered in 
alphabetical order. The digital Works are typed to re?ect hoW 
the ?les are used. Usage rights can be associated With folders 
so that the folder itself is treated as a digital Work. Access to 
the folder Would then be handled in the same fashion as any 
other digital Work. As Will be described in more detail beloW, 
the contents of the folder are subject to their oWn rights. 
Moreover, ?le management rights may be associated With the 
folder Which de?ne hoW folder contents can be managed. 
[0062] The usage rights are treated as part of the digital 
Work. As the digital Work is distributed, the scope of the 
granted usage rights Will remain the same or may be nar 
roWed. For example, When a digital Work is transferred from 
a document server to a repository, the usage rights may 
include the right to loan a copy for a predetermined period of 
time (called the original rights). When the repository loans 
out a copy of the digital Work, the usage rights in the loaner 
copy (called the next set of rights) could be set to prohibit any 
further rights to loan out the copy. The basic idea is that one 
cannot grant more rights than they have. 
[0063] The association of usage rights With digital content 
may occur in a variety of Ways. If the usage rights Will be the 
same for an entire digital Work, they could be associated When 
the digital Work is processed for deposit in the digital Work 
server. In the case of a digital Work having different usage 
rights for the various components, this can be done as the 
digital Work is being created. An authoring tool or digital 
Work assembling tool could be utiliZed Which provides for an 
automated process of attaching the usage rights. 
[0064] As Will be described beloW, When a digital Work is 
copied, transferred or loaned, a “next set of rights” can be 
speci?ed. The “next set of rights” Will be associated With the 
digital Work as it is transported. 
[0065] Because each part of a digital Work may have its oWn 
usage rights, there Will be instances Where the rights of a 
“contained part” are different from its parent or container 
part. As a result, con?ict rules must be established to dictate 
When and hoW a right may be exercised. The hierarchical 
structure of a digital Work facilitates the enforcement of such 
rules. A “strict” rule Would be as folloWs: a right for a part in 
a digital Work is sanctioned if and only if it is sanctioned for 
the part, for ancestor d-blocks containing the part and for all 
descendent d-blocks. By sanctioned, it is meant that (1) each 
of the respective parts must have the right, and (2) any con 
ditions for exercising the right are satis?ed. 
[0066] It also possible to implement the present invention 
using a more lenient rule. In the more lenient rule, access to 
the part may be enabled to the descendent parts Which have 
the right, but access is denied to the descendents Which do not. 
[0067] Example of applying both the strict rule and lenient 
is illustrated With reference to FIG. 11. Referring to FIG. 11, 
a root d-block 1101 has child d-blocks 1102-1105. In this 
case, root d-block represents a magaZine and each of the child 
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d-blocks 1102-1105 represent articles in the magazine. Sup 
pose that a request is made to PRINT the digital work repre 
sented by root d-block 1101 wherein the strict rule is fol 
lowed. The rights for the root d-block 1101 and child d-blocks 
1102-1105 are then examined. Root d-block 1101 and child 
d-blocks 1102 and 1105 have been granted PRINT rights. 
Child d-block 1103 has not been granted PRINT rights and 
child d-block 1104 has PRINT rights conditioned onpayment 
ofa usage fee. 

[0068] Under the strict rule the PRINT right cannot be 
exercised because the child d-block does not have the PRINT 
right. Under the lenient rule, the result would be different. The 
digital works represented by child d-blocks 1102 and 1105 
could be printed and the digital work represented by d-block 
1104 could be printed so long as the usage fee is paid. Only 
the digital work represented by d-block 1103 could not be 
printed. This same result would be accomplished under the 
strict rule if the requests were directed to each of the indi 
vidual digital works. 
[0069] The present invention supports various combina 
tions of allowing and disallowing access. Moreover, as will be 
described below, the usage rights grammar permits the owner 
of a digital work to specify if constraints may be imposed on 
the work by a container part. The manner in which digital 
works may be sanctioned because of usage rights con?icts 
would be implementation speci?c and would depend on the 
nature of the digital works. 

[0070] Many of the powerful functions of repositoriesi 
such as their ability to “loan” digital works or automatically 
handle the commercial reuse of digital worksiare possible 
because they are trusted systems. The systems are trusted 
because they are able to take responsibility for fairly and 
reliably carrying out the commercial transactions. That the 
systems can be responsible (“able to respond”) is fundamen 
tally an issue of integrity. The integrity of repositories has 
three parts: physical integrity, communications integrity, and 
behavioral integrity. 
[0071] Physical integrity refers to the integrity of the physi 
cal devices themselves. Physical integrity applies both to the 
repositories and to the protected digital works. Thus, the 
higher security classes of repositories themselves may have 
sensors that detect when tampering is attempted on their 
secure cases. In addition to protection of the repository itself, 
the repository design protects access to the content of digital 
works. In contrast with the design of conventional magnetic 
and optical devicesisuch as ?oppy disks, CD-ROMs, and 
videotapesirepositories never allow non-trusted systems to 
access the works directly. A maker of generic computer sys 
tems cannot guarantee that their platform will not be used to 
make unauthoriZed copies. The manufacturer provides 
generic capabilities for reading and writing information, and 
the general nature of the functionality of the general comput 
ing device depends on it. Thus, a copy program can copy 
arbitrary data. This copying issue is not limited to general 
purpose computers. It also arises for the unauthorized dupli 
cation of entertainment “software” such as video and audio 
recordings by magnetic recorders. Again, the functionality of 
the recorders depends on their ability to copy and they have no 
means to check whether a copy is authoriZed. In contrast, 
repositories prevent access to the raw data by general devices 
and can test explicit rights and conditions before copying or 
otherwise granting access. Information is only accessed by 
protocol between trusted repositories. 
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[0072] Communications integrity refers to the integrity of 
the communications channels between repositories. Roughly 
speaking, communications integrity means that repositories 
cannot be easily fooled by “telling them lies.” Integrity in this 
case refers to the property that repositories will only commu 
nicate with other devices that are able to present proof that 
they are certi?ed repositories, and furthermore, that the 
repositories monitor the communications to detect “impos 
tors” and malicious or accidental interference. Thus the secu 
rity measures involving encryption, exchange of digital cer 
ti?cates, and nonces described below are all security 
measures aimed at reliable communication in a world known 
to contain active adversaries. 

[0073] Behavioral integrity refers to the integrity in what 
repositories do. What repositories do is determined by the 
software that they execute. The integrity of the software is 
generally assured only by knowledge of its source. Restated, 
a user will trust software purchased at a reputable computer 
store but not trust software obtained off a random (insecure) 
server on a network. Behavioral integrity is maintained by 
requiring that repository software be certi?ed and be distrib 
uted with proof of such certi?cation, ie a digital certi?cate. 
The purpose of the certi?cate is to authenticate that the soft 
ware has been tested by an authoriZed organiZation, which 
attests that the software does what it is supposed to do and that 
it does not compromise the behavioral integrity of a reposi 
tory. If the digital certi?cate cannot be found in the digital 
work or the master repository which generated the certi?cate 
is not known to the repository receiving the software, then the 
software cannot be installed. 

[0074] In the description of FIG. 2, it was indicated that 
repositories come in various forms. All repositories provide a 
core set of services for the transmission of digital works. The 
manner in which digital works are exchanged is the basis for 
all transaction between repositories. The various repository 
types differ in the ultimate functions that they perform. 
Repositories may be devices themselves, or they may be 
incorporated into other systems. An example is the rendering 
repository 205 of FIG. 2. 
[0075] A repository will have associatedwith it a repository 
identi?er. Typically, the repository identi?er would be a 
unique number assigned to the repository at the time of manu 
facture. Each repository will also be classi?ed as being in a 
particular security class. Certain communications and trans 
actions may be conditioned on a repository being in a par 
ticular security class. The various security classes are 
described in greater detail below. 
[0076] As a prerequisite to operation, a repository will 
require possession of an identi?cation certi?cate. Identi?ca 
tion certi?cates are encrypted to prevent forgery and are 
issued by a Master repository. A master repository plays the 
role of an authoriZation agent to enable repositories to receive 
digital works. Identi?cation certi?cates must be updated on a 
periodic basis. Identi?cation certi?cates are described in 
greater detail below with respect to the registration transac 
tion. 
[0077] A repository has both a hardware and functional 
embodiment. The functional embodiment is typically soft 
ware executing on the hardware embodiment. Alternatively, 
the functional embodiment may be embedded in the hardware 
embodiment such as an Application Speci?c Integrated Cir 
cuit (ASIC) chip. 
[0078] The hardware embodiment of a repository will be 
enclosed in a secure housing which if compromised, may 












































