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SECURE ACCESS TO RESTRICTED 
RESOURCE 

BACKGROUND 

[0001] Many companies use secure devices, like token 
devices, to regulate access to their restricted resources. A 
company issues token devices to its employees and/or cus 
tomers. The token devices generate numbers that change over 
time (e.g., every 1 minute). The company’s server also gen 
erates numbers that track the numbers generated by the token 
devices. The numbers generated by the company’s server are 
synchronized in time with the numbers generated by the token 
devices. 
[0002] When a user attempts to gain access to a restricted 
resource of the company, the user provides the number cur 
rently shown on his token device to the company’s server and 
a personal identi?cation number (PIN). The company’s 
server regulates access to the restricted resource based on the 
user-provided number matching the number it generated, and 
the user’s PIN. 
[0003] Token devices are expensive. While each token 
device alone may not be that expensive, it becomes expensive 
when purchasing token devices for all of a company’s 
employees and/ or customers. Also, token devices need to be 
periodically replaced (e.g., every 3 years). Therefore, token 
devices become a continuing expense. Further, it becomes 
impossible for an employee/customer to access the compa 
ny’s restricted resource if the employee/customer loses or 
forgets his token device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] FIG. 1 is an exemplary diagram illustrating a con 
cept described herein; 
[0005] FIG. 2 is an exemplary diagram of a network in 
which systems and methods described herein may be imple 
mented; 
[0006] FIG. 3 is an exemplary diagram of a device that may 
correspond to one or more of the telephone device, service 
provider server, computer device, and/or authentication 
server of FIG. 2; 
[0007] FIG. 4 is a ?owchart of an exemplary process for 
selectively providing access to a restricted resource; 
[0008] FIGS. 5A-5B are exemplary diagrams of a tele 
phone device that illustrate portions of the process of FIG. 4; 
[0009] FIG. 6 is an exemplary diagram of a computer 
device that illustrates portions of the process of FIG. 4; 
[0010] FIG. 7 is an exemplary diagram of another network 
in which systems and methods described herein may be 
implemented; and 
[0011] FIG. 8 is an exemplary diagram of yet another net 
work in which systems and methods described herein may be 
implemented. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0012] The following detailed description refers to the 
accompanying drawings. The same reference numbers in dif 
ferent drawings may identify the same or similar elements. 
Also, the following detailed description does not limit the 
invention. 
[0013] Implementations described herein may facilitate 
selective access to a restricted resource. FIG. 1 is an exem 
plary diagram illustrating a concept described herein. As 
shown in FIG. 1, a user might use a cellular telephone to 
contact a service provider. The user may authenticate herself 
to the service provider using, for example, information iden 
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tifying the user’s cellular telephone (e. g., caller identi?cation 
(ID)) and possibly a password (e.g., any combination of let 
ters, numbers, and/ or symbols). If the user is properly authen 
ticated, the service provider may provide an access number 
that might be shown on a display of the cellular telephone. 
The user might enter the access number into a user interface 
on a computer device that provides access to a restricted 
resource. The access number may be used to authenticate the 
user and provide selective access to the restricted resource. 

[0014] FIG. 2 is an exemplary diagram ofa network 200 in 
which systems and methods described herein may be imple 
mented. Network 200 may include a telephone device 210 
connected to a service provider server 220 via network 230, 
and a computer device 240 connected to authentication server 
250 and restricted resource 260 via network 270. A single 
telephone device 210, service provider server 220, computer 
device 240, authentication server 250, and restricted resource 
260 have been illustrated as connected to networks 230 and 
270 for simplicity. In practice, there may be more or fewer 
telephone devices, service provider servers, computer 
devices, authentication servers, and/ or restricted resources. 

[0015] Also, it may be possible for some combination of 
telephone device 210, service provider server 220, computer 
device 240, authentication server 250, and/ or restricted 
resource 260 to be implemented within a single device. For 
example, telephone device 210 and computer device 240 may 
be implemented as single device, authentication server 250 
and restricted resource 260 may be implemented as a single 
device, and/or computer device 240 and restricted resource 
260 may be implemented as a single device. 
[0016] Telephone device 210 may include any type or form 
of communication device, such as a cellular telephone, a 
cordless telephone, a wired telephone, a satellite telephone, a 
radiotelephone, a smart phone, etc. A user might use tele 
phone device 210 to contact service provider server 220. 
[0017] Service provider server 220 may include a device, 
such as a computer system, that is capable of communicating 
via network 230 and network 270. In one embodiment, ser 
vice provider server 220 may be implemented as a single 
device. In another embodiment, service provider server 220 
may be implemented as multiple devices that are either co 
located or remotely located. 
[0018] Computer device 240 may include any type or form 
of computation or communication device, such as a personal 
computer, a laptop, a personal digital assistant (PDA), etc. A 
user of computer device 240 may attempt to gain access to 
restricted resource 260 via authentication server 250. Authen 
tication server 250 may include a device, such as a computer 
system, that is capable of authenticating a user for selective 
access to restricted resource 260. In one embodiment, authen 
tication server 250 may permit access to restricted resource 
260 based on the access number from service provider server 
220. Restricted resource 260 may include any type or form of 
resource to which access may be controlled, such as a private 
network (e. g., a company intranet), a device (e. g., a computer, 
a memory device, or a peripheral), data (e.g., data associated 
with a user’s account or pro?le), or software (e.g., an email 
application, a word processing program, or an operating sys 
tem). 
[0019] Network 230 may include a telephone network, 
such as a cellular network, the Public Switched Telephone 
Network (PSTN), or a combination of networks. Network 
270 may include a local area network (LAN), a wide area 
network (WAN), a telephone network, such as the PSTN or a 
cellular network, an intranet, the Internet, or a combination of 
networks. It may be possible for network 230 and network 
270 to be implemented as the same network. 
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[0020] FIG. 3 is an exemplary diagram of a device that may 
correspond to one or more of telephone device 210, service 
provider server 220, computer device 240, and/ or authentica 
tion server 250. The device may include a bus 310, a proces 
sor 320, a main memory 330, a read only memory (ROM) 
340, a storage device 350, an input device 360, an output 
device 370, and a communication interface 380. Bus 310 may 
include a path that permits communication among the ele 
ments of the device. 
[0021] Processor 320 may include a processor, micropro 
cessor, or processing logic that may interpret and execute 
instructions. Main memory 330 may include a random access 
memory (RAM) or another type of dynamic storage device 
that may store information and instructions for execution by 
processor 320. ROM 340 may include a ROM device or 
another type of static storage device that may store static 
information and instructions for use by processor 320. Stor 
age device 350 may include a magnetic and/or optical record 
ing medium and its corresponding drive. 
[0022] Input device 360 may include a mechanism that 
permits an operator to input information to the device, such as 
a keyboard, a mouse, a pen, voice recognition and/or biomet 
ric mechanisms, etc. Output device 370 may include a mecha 
nism that outputs information to the operator, including a 
display, a printer, a speaker, etc. Communication interface 
380 may include any transceiver-like mechanism that enables 
the device to communicate With other devices and/ or systems. 
For example, communication interface 380 may include 
mechanisms for communicating With another device or sys 
tem via a network, such as netWork 230 or 270. 
[0023] As Will be described in detail beloW, the device 
shoWn in FIG. 3, as described herein, may perform certain 
operations relating to the obtainment of selective access to 
restricted resource 260. The device may perform these opera 
tions in response to processor 320 executing softWare instruc 
tions contained in a computer-readable medium, such as 
memory 330. A computer-readable medium may be de?ned 
as a physical or logical memory device and/ or carrier Wave. 
[0024] The softWare instructions may be read into memory 
330 from another computer-readable medium, such as data 
storage device 350, or from another device via communica 
tion interface 380. The softWare instructions contained in 
memory 330 may cause processor 320 to perform processes 
that Will be described later. Alternatively, hardWired circuitry 
may be used in place of or in combination With softWare 
instructions to implement processes described herein. Thus, 
implementations described herein are not limited to any spe 
ci?c combination of hardWare circuitry and softWare. 
[0025] FIG. 4 is a ?owchart of an exemplary process for 
selectively providing access to a restricted resource. In one 
implementation, the processing of FIG. 4 may be performed 
by one or more softWare and/ or hardWare components Within 
telephone device 210, service provider server 220, computer 
device 240, authentication server 250, or a combination of 
telephone device 210, service provider server 220, computer 
device 240, and authentication server 250. FIGS. 5A-5B are 
exemplary diagrams of a telephone device that illustrate por 
tions of the process of FIG. 4. FIG. 6 is an exemplary diagram 
of a computer device that illustrates portions of the process of 
FIG. 4. 
[0026] Processing may begin With a telephone call being 
placed to a predetermined telephone number (block 410). For 
example, a user may enter a telephone number associated 
With service provider server 220 into telephone device 210, as 
shoWn in FIG. 5A. When instructed by the user, telephone 
device 210 may place a call to service provider server 220. 
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[0027] The telephone call may be received and the user may 
be authenticated (blocks 420 and 430). For example, service 
provider server 220 may identify the user based on unique 
telephone identifying information associated With telephone 
device 210, such as caller ID information, International 
Mobile Subscriber Identity (IMSI) information, or other 
information unique to telephone device 21 0. Service provider 
server 220 may identify the user of telephone device 210 
based on user identifying information particular to the user, 
such as a passWord or biometric data (e.g., a voice signal). For 
example, service provider server 220 may request that the 
user provide the user identifying information and may com 
pare the user identifying information to identifying informa 
tion previously associated With telephone device 210. It may 
be possible for multiple users to be associated With the same 
telephone device 210. In this case, service provider server 220 
may use the user identifying information provided by the user 
to determine Whether the user is one of these users and if so, 
Which one. 

[0028] If the user is not properly authenticated, then the call 
may be disconnected. If the user is properly authenticated, 
hoWever, an access number may be provided to telephone 
device 210 and authentication server 250 (block 440). For 
example, service provider server 220 may include a hardWare 
or softWare access number generator that is con?gured to 
generate a random string of characters (e. g., any combination 
of numbers, letters, and/or symbols) of a predetermined 
length to be used as an access number. In one implementation, 
the access number may include the user identifying informa 
tion (or possibly the telephone identifying information) 
embedded therein. In this case, a random string of characters 
may be generated and then this string of characters may be 
modi?ed to embed the user identifying information. The user 
identifying information may be embedded in a manner knoWn 
to authentication server 250, such that authentication server 
250 is capable of determining the user identifying informa 
tion from the access number. 

[0029] It is bene?cial that the access number be generated 
in a non-predictable manner that is not reproducible (e.g., by 
hacking) The access number may have a certain expiration 
time (e. g., 1 minute, 5 minutes, 30 minutes, etc.) that indicates 
When the access number expires. For security purposes, 
shorter expiration times may be favored over longer expira 
tion times. Also, the access number may be designed for a 
one-time use, such that the access number may be immedi 
ately expired upon use. 
[0030] Service provider server 220 may send the access 
number to telephone device 210. In one implementation, 
service provider server 220 may send the access number in a 
message for presentation on a display of telephone device 
210, as shoWn in FIG. 5B. Service provider server 220 may 
also send the same access number to authentication server 
250. In one implementation, service provider server 220 may 
send the access number in a message along With information 
regarding the user to authentication server 250. Authentica 
tion server 250 may use the user information to match a 

subsequent access attempt by the user to the message (and, 
thus, the access number) received from service provider 
server 220. 

[0031] At some point, authentication server 250 may be 
contacted (block 450). For example, the user may access a 
user interface associated With computer device 240 or authen 
tication server 250, as shoWn in FIG. 6. In one implementa 
tion, the user may access the user interface using, for 
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example, a Web browser provided on computer device 240. In 
another implementation, the user may be presented With the 
user interface automatically after powering up of computer 
device 240. 

[0032] The access number may be presented to authentica 
tion server 250 (block 460). For example, authentication 
server 250 may request various pieces of information to prop 
erly authenticate the user. In one implementation, authenti 
cation server 250 may authenticate the user based on the 

user’s user name (e.g., Billy West) and the access number 
(e.g., 46A9B39P), as shoWn in FIG. 6. If the access number 
includes the user identifying information (or telephone iden 
tifying information) embedded therein, authentication server 
250 may authenticate the user based on the user name, the 
access number, and the user identifying information. 

[0033] To provide further security, authentication server 
250 may authenticate the user based on the user name, the 
access number, and one or more additional pieces of infor 
mation, such as a passWord that is unique to the user, biomet 
ric data that is unique to the user, a passWord that is unique to 
a group of users (e.g., employees of the same company), an 
address that is unique to computer device 240 used by the 
user, or some other information that can uniquely or semi 
uniquely identify the user. 
[0034] The access number may be provided to authentica 
tion server 250 in a number of Ways. For example, the user 
might enter the access number using an input device, such as 
a keyboard. Alternatively, the access number may be trans 
mitted from telephone device 210 to computer device 240 
directly or indirectly via a Wired or Wireless connection. 

[0035] The user may be authenticated based on the access 
number (block 470). For example, authentication server 250 
may collect information from the user, as described above, 
and authenticate the user. In one implementation, as 
described above, authentication server 250 may properly 
authenticate the user based on the user name and a valid 
access number. The access number may be considered valid 
When it matches the access number received from service 
provider server 220 and the access number is received before 
it expires. In another implementation, authentication server 
250 may use additional information to properly authenticate 
the user, as described above. Authentication server 250 may 
immediately expire the access number after use. In this case, 
if the user Were to subsequently attempt to authenticate to 
authentication server 250 using the same access number, 
authentication server 250 Would not properly authenticate the 
user because the access number Would be identi?ed as 
invalid. 

[0036] Selective access to restricted resource 260 may be 
provided (block 480). For example, if authentication server 
250 cannot properly authenticate the user, then authentication 
server 250 may deny the user access to restricted resource 
260. In this case, the user may need to place another call to 
service provider server 220 to obtain a neW access number 
(e.g., block 410). If authentication server 250 properly 
authenticates the user, then authentication server 250 may 
grant the user access to restricted resource 260. In this case, 
authentication server 250 may send a message to restricted 
resource 260, or another device that regulates access to 
restricted resource 260 (e. g., a ?reWall, a gateWay, or the like), 
to permit access to the user. The user’s access to restricted 
resource 260 may be unlimited (e.g., permit unrestricted 
access to any part of restricted resource 260) or limited (e.g., 
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permit access to only certain part(s) of restricted resource 
260) based on policies associated With restricted resource 
260. 
[0037] In an alternate implementation, the access number 
provided by service provider server 220 may not include the 
user identifying information (or telephone identifying infor 
mation) embedded therein. In this case, authentication server 
220 may authenticate the user based on the user name, the 
access number, and other information unique to the user, such 
as a passWord or biometric data. 

[0038] In yet another implementation, service provider 
server 220 may authenticate the user based solely on the 
telephone identifying information. In this case, authentica 
tion server 220 may authenticate the user based on the user 
name, the access number, and other information unique to the 
user, such as a passWord or biometric data. 

[0039] FIG. 7 is an exemplary diagram of another netWork 
700 in Which systems and methods described herein may be 
implemented. Network 700 may include telephone device 
210 connected to service provider server 220 via netWork 
230, and computer device 240 connected to restricted 
resources 710-730 via netWork 270. Telephone device 210, 
service provider server 220, netWork 230, computer device 
240, and netWork 270 may be con?gured similar to like ele 
ments described With regard to FIG. 2. 
[0040] While no authentication server 250 is shoWn in FIG. 
7, it can be assumed that there is an authentication server for 
each company or each restricted resource (not shoWn). Alter 
natively, the authentication server functionality may be 
embedded Within restricted resources 710-730. 

[0041] Each of restricted resources 710-730 may be con 
?gured similar to restricted resource 260, as described With 
regard to FIG. 2. While three restricted resources 710-730 are 
shoWn in FIG. 7, in practice, there may be more or feWer 
restricted resources. Assume in netWork 700, hoWever, that 
restricted resources 710-730 are associated With different 
legal entities (e.g., companies). As shoWn in FIG. 7, restricted 
resource 710 may be associated With company A, restricted 
resource 720 may be associated With company B, and 
restricted resource 730 may be associated With company C. 
Each of companies A-C may subscribe to authentication ser 
vices provided by service provider server 220. 
[0042] In this situation, a user may be selectively provided 
access to any of restricted resources 710-730 using a process 
similar to that described above With regard to FIG. 4. As a 
result, service provider server 220 may be able to cross 
authenticate users of one company’s restricted resource to 
another company. This may create a community of compa 
nies that trust the same source of authentication (e.g., service 
provider server 220). This may also permit cross promotion 
such that company A can promote to company C so that 
company C’s customers can gain quick and secure access to 
company A’s restricted resource(s) using the same authenti 
cation procedures that they currently use With company C. 
[0043] When a user accesses service provider server 220 to 
obtain an access number, service provider server 220 may 
determine With Which company, or companies, the user is 
associated. For example, the user may be a customer of both 
company A and company B. In this case, When service pro 
vider server 220 sends the access number to the user, service 
provider server 220 may also provide the access number to 
both companies in anticipation of the user attempting to gain 
access to a restricted resource associated With one of the 

companies. Alternatively, service provider server 220 may 
recogniZe that the user is associated With multiple companies 
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and ask the user to select one of the companies for Which the 
user is going to subsequently attempt to access a restricted 
resource. 

[0044] FIG. 8 is an exemplary diagram of yet another net 
Work 800 in Which systems and methods described herein 
may be implemented. Network 800 may include user device 
810 connected to service provider server 220 via netWork 
23 0, and connected to authentication server 250 and restricted 
resource 260 via netWork 270. Service provider server 220, 
netWork 230, authentication server 250, restricted resource 
260, and netWork 270 may be con?gured similar to like ele 
ments described With regard to FIG. 2. 
[0045] User device 810 may include any type of commu 
nication or computation device, such as a telephone device 
similar to telephone device 210, a computer device similar to 
computer device 240, or a device that combines aspects of a 
telephone device and a computer device. In netWork 800, user 
device 810 may be used to not only receive the access number 
from service provider server 220, but also to use that access 
number to access restricted resource 260. In other Words, user 
device 810 may contact service provider server 220 to obtain 
an access number. User device 810 may subsequently contact 
authentication server 250 and use the access number to gain 
access to restricted resource 260. In these implementations, 
no separate telephone device and computer device may be 
necessary. 
[0046] Implementations described herein may provide a 
secure technique for providing a user With access to a 
restricted resource. 

[0047] The foregoing description provides illustration and 
description, but is not intended to be exhaustive or to limit the 
invention to the precise form disclosed. Modi?cations and 
variations are possible in light of the above teachings or may 
be acquired from practice of the invention. 
[0048] For example, While a series of acts has been 
described With regard to FIG. 4, the order of the acts may be 
modi?ed in other implementations. Further, non-dependent 
acts may be performed in parallel. 
[0049] Also, While it has been described that a user receives 
the access number from service provider server 220 via a 
telephone call, this need not be the case. In another imple 
mentation, the user may receive the access number via a text 
message, such as an instant message or another form of reli 
able, quick communication. 
[0050] Further, it has been described that access to a 
restricted resource is obtained via an authentication server. In 
another implementation, the service provider server may 
operate as a proxy server for the restricted resource, such that 
the user can gain access to the restricted resource through the 
service provider server. 
[0051] It Will be apparent that systems and methods, as 
described above, may be implemented in many different 
forms of softWare, ?rmware, and hardWare in the implemen 
tations illustrated in the ?gures. The actual softWare code or 
specialiZed control hardWare used to implement these sys 
tems and methods is not limiting of the invention. Thus, the 
operation and behavior of the systems and methods Were 
described Without reference to the speci?c softWare codeiit 
being understood that softWare and control hardWare can be 
designed to implement the systems and methods based on the 
description herein. 
[0052] No element, act, or instruction used in the present 
application should be construed as critical or essential to the 
invention unless explicitly described as such. Also, as used 
herein, the article “a” is intended to include one or more 
items. Where only one item is intended, the term “one” or 
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similar language is used. Further, the phrase “based on” is 
intended to mean “based, at least in part, on” unless explicitly 
stated otherWise. 

1-23. (canceled) 
24. A method comprising: 
authenticating, by a ?rst device, a user of a second device; 
determining, by the ?rst device, that the user is associated 

With a plurality of entities based on authenticating the 
user; 

generating, by the ?rst device, access data for providing 
access to one or more restricted resources associated 

With one or more of the plurality of entities; and 
sending, by the ?rst device, the access data to the second 

device and to a third device that is associated With the 
one or more of the plurality of entities to regulate access 
to a restricted resource, of the one or more restricted 
resources. 

25. The method of claim 24, further comprising: 
determining ?rst identifying information associated With 

the second device; 
determining second identifying information associated 

With the user based on the ?rst identifying information; 
and 

authenticating the user based on the ?rst identifying infor 
mation and the second identifying information. 

26. The method of claim 25, Where generating the access 
data includes: 

generating a random string of characters; and 
embedding the second identifying information in the ran 
dom string of characters. 

27. The method of claim 24, Where information identifying 
the user is embedded in the access data. 

28. The method of claim 24, further comprising: 
receiving, by the ?rst device and from the second device, a 

selection identifying the one or more of the plurality of 
legal entities after determining that the user is associated 
With the plurality of entities, the access data being gen 
erated based on receiving the selection. 

29. The method of claim 24, Where the plurality of entities 
includes a ?rst entity and a second entity, 
Where generating the access data includes: 

generating the access data for providing access to: 
a ?rst restricted resource of the ?rst entity, and 
a second restricted resource of the second entity; and 

Where sending the access data includes: 
sending the access data to the second device, the third 

device, and a fourth device, the third device being 
associated With the ?rst entity and the fourth device 
being associated With the second entity. 

30. The method of claim 24, Where the plurality of entities 
includes a ?rst entity and a second entity, and 
Where generating the access data includes: 

generating the access data for providing access to: 
a ?rst restricted resource of the ?rst entity, and 
a second restricted resource of the second entity, the 

third device being associated With the ?rst entity 
and the second entity. 

31. A device comprising: 
a processor to: 

receive ?rst information from a user device, 
determine, based on the ?rst information, that the user 

device is associated With: 
a ?rst company associated With a ?rst resource, and 
a second company that is associated With a second 

resource, 
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generate access data for providing access to the ?rst 
resource and the second resource based on determin 
ing that the user device is associated With the ?rst 
company and the second company, and 

transmit the access data to the user device and to one or 
more third devices that regulate access to the ?rst 
resource and the second resource. 

32. The device of claim 31, Where the processor is further 
to: 

determine, based on the ?rst information, second informa 
tion that identi?es a user associated With the user device, 
and 

generate the access data based on the ?rst information and 
the second information. 

33. The device of claim 32, Where, When generating the 
access data, the processor is further to: 

generate a random string of data, and 
include at least one of the ?rst information or the second 

information into the random string of data to generate 
the access data. 

34. The device of claim 31, Where, When generating the 
access data, the processor is further to: 

include at least one of information identifying the user 
device or information identifying the user into random 
iZed data to generate the access data. 

35. The device of claim 31, Where the processor is further 
to: 

determine that the user device is associated With a third 
company, 

provide information identifying the ?rst company, the sec 
ond company, and the third company to the user device, 

receive a selection of the ?rst company and the second 
company from the user device, and 

generate the access data based on receiving the selection. 
36. The device of claim 31, Where the one or more third 

devices comprise a netWork device associated With the ?rst 
company and the second company. 

37. The device of claim 31, Where the processor is further 
to: 

determine, based on the ?rst information, information 
identifying the user device and information identifying a 
user of the user device, the access data including one or 
more of the information identifying the user device or 
the information identifying the user. 

38. A non-transitory computer-readable medium compris 
ing: 

one or more instructions Which, When executed by one or 
more processors, cause the one or more processors to: 

receive a request for access data from a user device 
associated With a user, 

authenticate the user based on receiving the request, 
determine that the user is associated With a ?rst resource 

of a ?rst company and a second resource of a second 

company based on authenticating the user, 
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generate the access data to enable the user to access the 
?rst resource and the second resource, and 

transmit the access data to: 
the user device, 
a ?rst device associated With accessing the ?rst 

resource, and 
a second device that regulates access to the second 

resource. 

39. The non-transitory computer-readable medium of 
claim 38, further comprising: 

one or more instructions Which, When executed by the 
processor, cause the processor to: 
determine ?rst information that identi?es the user device 

based on the request, 
determine second information that identi?es the user 

based on the ?rst identifying information, 
authenticate the user based on the ?rst information and 

the second information, and 
generate the access data based on authenticating the 

user. 

40. The non-transitory computer-readable medium of 
claim 38, Where the one or more instructions to generate the 
access data include: 

one or more instructions to: 

embed information identifying the user into a random 
string of characters, the access data including the 
information identifying the user embedded into the 
random string of characters. 

41. The non-transitory computer-readable medium of 
claim 38, Where the one or more instructions to generate the 
access data include: 

one or more instructions to generate random data, and 
one or more instructions to embed information identifying 

the user and information identifying the user device into 
the generated random data. 

42. The non-transitory computer-readable medium of 
claim 38, further comprising: 

one or more instructions Which, When executed by the 
processor, cause the processor to: 
determine that the user is associated With a third com 

Pally, 
provide information identifying the ?rst company, infor 

mation identifying the second company, and informa 
tion identifying the third company to the user device, 

receive, from the user device, a selection of the ?rst 
company and a selection of the second company, and 

generate the access data based on receiving the selection 
of the ?rst company and the selection of the second 
company. 

43. The non-transitory computer-readable medium of 
claim 38, Where the ?rst device and the second device are 
included in an authentication server associated With the ?rst 
resource and the second resource. 

* * * * * 


