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SYSTEM AND METHOD FOR PROVIDING 
TCP PERFORMANCE TESTING 

BACKGROUND INFORMATION 

[0001] Performance testing in computing environments 
typically involves various network elements, such as routers 
or switches. Because network elements play an important role 
in telecommunications systems and how managed network 
service features are delivered, one goal of such performance 
testing is to determine how a particular network element 
performs under a speci?ed workload. In general, perfor 
mance testing may serve to validate or verify additional qual 
ity attributes, such as scalability, reliability, throughput 
capacity, resource usage, etc. However, traditional perfor 
mance testing methodologies are generally directed to User 
Datagram Protocol (UDP) under Request for Comment 
(RFC) guidelines. However, UDP performance testing is lim 
ited and does not account for multiple types of tra?ic that a 
network element experiences, such as Transmission Control 
Protocol (TCP). Current performance testing technologies 
and methodologies do not provide a comprehensive and e?i 
cient way to provide TCP performance testing. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0002] In order to facilitate a fuller understanding of the 
exemplary embodiments, reference is now made to the 
appended drawings. These drawings should not be construed 
as limiting, but are intended to be exemplary only. 
[0003] FIG. 1 depicts a block diagram of a system archi 
tecture for providing TCP performance testing, according to 
an exemplary embodiment. 
[0004] FIG. 2 depicts a hardware module component of a 
system for providing TCP performance testing, according to 
an exemplary embodiment. 
[0005] FIG. 3 depicts an illustrative ?ow for providing TCP 
performance testing, according to an exemplary embodiment. 
[0006] FIG. 4A depicts an illustrative screen of IP and MSS 
con?gurations for a ?rst client network for providing TCP 
performance testing, according to an exemplary embodiment. 
[0007] FIG. 4B depicts an illustrative screen of HTTP set 
tings for a ?rst client network for providing TCP performance 
testing, according to an exemplary embodiment. 
[0008] FIG. 4C depicts an illustrative screen of command 
and page siZe con?gurations for a ?rst client network for 
providing TCP performance testing, according to an exem 
plary embodiment. 
[0009] FIG. 4D depicts an illustrative screen ofIP and MSS 
con?gurations for a ?rst server network for providing TCP 
performance testing, according to an exemplary embodiment. 
[0010] FIG. 4E depicts an illustrative screen of IP and MSS 
con?gurations for a second client network for providing TCP 
performance testing, according to an exemplary embodiment. 
[0011] FIG. 4F depicts an illustrative screen of HTTP set 
tings con?gurations for a second client network for providing 
TCP performance testing, according to an exemplary 
embodiment. 
[0012] FIG. 4G depicts an illustrative screen of command 
and page siZe con?gurations for a second server network for 
providing TCP performance testing, according to an exem 
plary embodiment. 
[0013] FIG. 4H depicts an illustrative screen ofIP and MSS 
con?gurations for a client network for providing TCP perfor 
mance testing, according to an exemplary embodiment. 

Jun. 14, 2012 

[0014] FIG. 4I depicts an illustrative screen for establishing 
a timeline and throughput objective for providing TCP per 
formance testing, according to an exemplary embodiment. 
[0015] FIG. 5 depicts an illustrative ?owchart of a method 
for TCP performance testing, according to an exemplary 
embodiment. 

DETAILED DESCRIPTION OF EMBODIMENTS 

[0016] Reference will now be made in detail to exemplary 
embodiments, examples of which are illustrated in the 
accompanying drawings. It should be appreciated that the 
same reference numbers will be used throughout the draw 
ings to refer to the same or like parts. It should be appreciated 
that the following detailed description are exemplary and 
explanatory only and are not restrictive. 
[0017] Exemplary embodiments may provide a system and 
method for providing performance testing. That is, exemplary 
embodiments may, among other things, expand and optimiZe 
performance of network elements within network computing 
environments by comprehensively and effectively providing 
Transmission Control Protocol (TCP) performance testing. 
[0018] As discussed above, performance testing in comput 
ing environments typically involves various network ele 
ments, such as routers or switches. Because network elements 
play an important role in telecommunications systems and 
how managed network service features are delivered, perfor 
mance testing may determine how a particular network ele 
ment performs under a speci?ed workload. Performance test 
ing may also serve to validate or verify additional quality 
attributes, such as scalability, reliability, throughput capacity, 
resource usage, etc. 

[0019] Traditional performance testing methodologies are 
generally directed to User Datagram Protocol (UDP) under 
Request for Comment (RFC) guidelines. UDP performance 
testing is limited and does not account for multiple types of 
traf?c that a network element experiences. UDP performance 
testing may be accurate for testing stateless traf?c, where 
parsing of individual packets occurs without any context 
preservation to any related stream of information. Informa 
tion is simply being passed off. However, stateful traf?c 
depends on packet pattern matching and decoding of under 
lying protocols and their states through their evolution. In 
other words, stateful tra?ic involves tracking dynamic nego 
tiations or “handshakes” with both ends of traf?c where infor 
mation is travelling at constantly-changing speeds. Providing 
Transmission Control Protocol (TCP) performance testing 
according to various embodiments, a comprehensive and e?i 
cient way to facilitate performance testing of stateful tra?ic at 
a network element may be provided. 
[0020] According to various embodiments, TCP perfor 
mance testing techniques and methodologies may provide a 
streamlined approach for testing performance of network 
elements that operate in stateful traf?c. TCP performance 
testing may reduce or eliminate traditional testing inef?cien 
cies and ultimately optimiZe network performance and reli 
ability. 
[0021] FIG. 1 depicts a block diagram of a system archi 
tecture for providing TCP performance testing 100, accord 
ing to an exemplary embodiment. As illustrated, network 102 
may be communicatively coupled with one or more devices 
including network element 104, network element 106, data 
storage 108, and network element 110. Other devices may be 
communicatively coupled with network 102 via one or more 
intermediary devices, such as transceiver 118, network ele 
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ment 110, or a wireline phone 122. Wireless device 120 may 
be communicatively coupled with network 102 via trans 
ceiver 118. Network client 112 and set-top box 114 may be 
communicatively coupled with network 102 via network ele 
ment 110. Wireless control 110 may be communicatively 
coupled with set-top box 114 via infrared, Bluetooth commu 
nication, or other wireless technologies. Avideo display (e.g., 
television set 116) may be communicatively coupled to set 
top box 114. It should also be appreciated that other various 
components may also be communicatively coupled with the 
network element 110, such as a Voice over Internet Protocol 
(“VoIP”) phone 124. 
[0022] Network 102 may be a wireless network, a wired 
network or any combination of wireless network and wired 
network. For example, network 102 may include one or more 
of a ?ber optics network, a passive optical network, a cable 
network, an Internet network, a satellite network (e.g., oper 
ating in Band C, Band Ku or Band Ka), a wireless LAN, a 
Global System for Mobile Communication (“GSM”), a Per 
sonal Communication Service (“PCS”), a Personal Area Net 
work (“PAN”), D-AMPS, Wi-Fi, Fixed Wireless Data, IEEE 
802lla, 802llb, 80215.1, 802lln and 802.11g or any 
other wired or wireless network for transmitting or receiving 
a data signal. In addition, network 102 may include, without 
limitation, telephone line, ?ber optics, IEEE Ethernet 8023, 
a wide area network (“WAN”), a local area network (“LAN”), 
or a global network such as the Internet. Also, network 102 
may support, an Internet network, a wireless communication 
network, a cellular network, or the like, or any combination 
thereof. Network 102 may further include one, or any number 
of the exemplary types of networks mentioned above operat 
ing as a stand-alone network or in cooperation with each 
other. Network 102 may utiliZe one or more protocols of one 
or more network elements to which it is communicatively 
coupled. Network 102 may translate to or from other proto 
cols to one or more protocols of network devices. Although 
network 102 is depicted as one network, it should be appre 
ciated that according to one or more embodiments, network 
102 may comprise a plurality of interconnected networks, 
such as, for example, a service provider network, the Internet, 
a broadcaster’s network, a cable television network, corporate 
networks, or home networks. 

[0023] Network elements 104, 106, 110, and data storage 
108 may transmit and receive data to and from network 102 
representing broadcast content, user request content, mobile 
communications data, or other data. The data may be trans 
mitted and received utiliZing a standard telecommunications 
protocol or a standard networking protocol. For example, one 
embodiment may utiliZe Session Initiation Protocol (“SIP”). 
In other embodiments, the data may be transmitted or 
received utiliZing other Voice Over IP (“VoIP”) or messaging 
protocols. For example, data may also be transmitted or 
received using Wireless Application Protocol (“WAP”), Mul 
timedia Messaging Service (“MMS”), Enhanced Messaging 
Service (“EMS”), Short Message Service (“SMS”), Global 
System for Mobile Communications (“GSM”) based sys 
tems, Code Division Multiple Access (“CDMA”) based sys 
tems, Transmission Control Protocol/Intemet (“TCP/IP”) 
Protocols, or other protocols and systems suitable for trans 
mitting and receiving data. Data may be transmitted and 
received wirelessly or may utiliZe cabled network or telecom 
connections such as an Ethernet RJ45/Category 5 Ethernet 
connection, a ?ber connection, a traditional phone wireline 
connection, a cable connection or other wired network con 
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nection. Network 102 may use standard wireless protocols 
including IEEE 802.1 la, 802.1 lb and 802.1 lg. Network 102 
may also use protocols for a wired connection, such as an 
IEEE Ethernet 8023. 
[0024] Transceiver 118 may be a repeater, a microwave 
antenna, a cellular tower, or another network access device 
capable of providing connectivity between to different net 
work mediums. Transceiver 118 may be capable of sending or 
receiving signals via a mobile network, a paging network, a 
cellular network, a satellite network or a radio network. 
Transceiver 118 may provide connectivity to one or more 
wired networks and may be capable of receiving signals on 
one medium such as a wired network and transmitting the 
received signals on a second medium, such as a wireless 
network. 
[0025] Wireless device 120 may be a mobile communica 
tions device, wireline phone, a cellular phone, a mobile 
phone, a satellite phone, a personal digital assistant (“PDA”), 
a computer, a handheld MP3 player, a handheld multimedia 
device, a personal media player, a gaming device, or other 
devices capable of communicating with network 102 via 
transceiver 118. 

[0026] Network elements, transceiver 118, data storage 
108, and set-top box 114 may include one or more processors 
for recording, transmitting, receiving, or storing data. 
Although network elements, transceiver 118 and data storage 
108 are depicted as individual elements, it should be appre 
ciated that the contents of one or more of a network element, 
transceiver 118, and data storage 108 may be combined into 
fewer or greater numbers of devices and may be connected to 
additional devices not depicted in FIG. 1. Furthermore, the 
one or more devices may be local, remote, or a combination 
thereof a ?rst network elements, transceiver 118, and data 
storage 108. 
[0027] Data storage 108 may be network accessible storage 
and may be local, remote, or a combination thereof to network 
elements 104, 106, and 110. Data storage 108 may utiliZe a 
redundant array of inexpensive disks (“RAID”), tape, disk, a 
storage area network (“SA ”), an intemet small computer 
systems interface (“iSCSI”) SAN, a Fibre Channel SAN, a 
common Internet File System (“CIFS”), network attached 
storage (“NAS”), a network ?le system (“NFS”), or other 
computer accessible storage. In one or more embodiments, 
Data storage 108 may be a database, such as an Oracle data 
base, a Microsoft SQL Server database, a DB2 database, a 
MySQL database, a Sybase database, an object oriented data 
base, a hierarchical database, or other database. Data storage 
108 may utiliZe ?at ?le structures for storage of data. 
[0028] Network elements 104, 106, and 110 may be one or 
more servers (or server-like devices), such as a Session Ini 
tiation Protocol (“SIP”) server. Network elements 104, 106, 
and 110 may include one or more processors (not shown) for 
recording, transmitting, receiving, or storing data. According 
to one or more embodiments, network elements 104, 106, and 
110 may be servers providing media content to one or more 

users. In other embodiments, network elements 104, 106, and 
110 may be servers that provide network connection between 
two or more wireless devices 118. Network elements 104, 
106, and 110 may also be servers of a service provider, the 
Internet, a broadcaster, a cable television network, or another 
media provider. 
[0029] Network element 110 may be a residential gateway, 
such as a router, an optical network terminal or another piece 
of Customer Premises Equipment (“CPE”) providing access 
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to one or more pieces of equipment. For example, network 
element 110 may provide audio/video programming content 
feeds to a set-top box, such as set-top box 116. Network 
element 110 may also provide netWork connectivity for other 
clients, such as a Voice Over IP (“VoIP”) phone (not shoWn) 
and a netWork client, e.g., netWork client 112. 

[0030] Network client 112 may be a desktop computer, a 
laptop computer, a server, a personal digital assistant, or other 
computer capable of sending or receiving netWork signals 
(e.g., CPE, a television, radio, phone, appliance, etc.). Net 
Work client 112 may use a Wired or Wireless connection. It 

should also be appreciated that the netWork client 112 may be 
a portable electronic device capable of being transported. For 
example, these may include a digital picture frame, an elec 
tronic reader device, or other portable device. Such a device 
may transmit or receive signals and store information in tran 
sit, and in the event it is transported out of the unit, the 
portable electronic device may still operate using the data 
(e.g., digital image, electronic book, etc.) it stored. Although 
depicted as connected via a residential gateWay in FIG. 1, it 
should be appreciated that the netWork client 112 may con 
nect directly to netWork 102 or via other netWork connectivity 
devices as Well. According to one or more embodiments, 
netWork client 112 using a Wireless connection may authen 
ticate With a netWork using Wired Equivalent Privacy 
(“WEP”), Wi-Fi ProtectedAccess (“WPA”), or other Wireless 
netWork security standards. 
[0031] System 100 may be used for mobile telecommuni 
cations betWeen tWo or more components of the system 100, 
e.g., tWo or more Wireless devices, Wireless device With net 
Work client, set top box With Wireless device, landline phone, 
VoIP, etc. System 100 may also be used for transmitting or 
receiving a variety of content. The various components of 
system 100 as shoWn in FIG. 1 may be further duplicated, 
combined or integrated to support various applications and 
platforms. Additional elements may also be implemented in 
the systems described above to support various applications. 
[0032] It should be appreciated that the term, “netWork 
element,” as used herein, may refer to any device under test 
(DUT), such as routers and sWitches. The term, “netWork 
element” may also refer speci?cally to any of the netWork 
elements identi?ed above or, more generally, to any compo 
nent associated With system 100, as described above. These 
may include, but are not limited to, vendor-side components 
104-108, subscriber-side components 110-124, or any other 
device communicatively coupled to netWork 102 or associa 
tion With system 100. 

[0033] FIG. 2 depicts a hardWare module component of a 
system for providing TCP performance testing 200, accord 
ing to an exemplary embodiment. Referring to FIG. 2, there is 
shoWn a performance testing module 200 for providing TCP 
performance testing. The performance testing module 200 
may be communicatively coupled to at least one of a netWork 
element, a tra?ic generator, or a combination thereof. 

[0034] As illustrated, the performance testing module 200 
may comprise one or more components, such as an input 
module 202, a storage module 204, a processor module 206, 
and an output module 208. Although the performance testing 
module 200 is depicted as a single module, the performance 
testing module 200 may be incorporated as a single compo 
nent or may be distributed across a plurality of physical 
components, such as one or more centraliZed servers, pieces 
of customer premises equipment, or end user devices. In some 
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embodiments, the performance testing module 200 may be 
utiliZed in a virtual environment or as softWare. 

[0035] Input module 202 may receive one or more inputs. 
These may include input information identifying one or more 
con?gurations, settings, parameters, directions, modi?ca 
tions, and instructions for conducting a TCP performance 
test. These may include, but are not limited to, objective rate, 
MSS, sustain time, etc., Which may be used in performance 
testing. 
[0036] Storage module 204 may manage or access the one 
or more inputs using electronic storage, including databases 
or other organiZed electronic storage. Storage module 204 
may provide one or more interfaces for the input module 202, 
processor module 206, or output module 208. Storage module 
204 may store any data associated With the input module 202, 
processor module 206, and output module 208. Storage mod 
ule 204 may be or may be communicatively coupled to one or 
more physical media, such as, but not limited to, a data stor 
age unit, a server, a compact disc (CD), a digital versatile disc 
(DVD), a ?oppy disk, a hard drive, read only memory (ROM), 
random access memory (RAM), as Well as other physical 
media capable of storing softWare, data, other storage infor 
mation, or combinations thereof. 

[0037] Processor module 206 may process data. For 
example, processor module 206 may process the inputted 
data and generate tra?ic useful for performance testing. In 
some embodiments, the processor module 206 may generate 
a continuous bidrectional TCP tra?ic stream for TCP perfor 
mance testing of one or more netWork devices based on data 
from the input module 202 or the storage module 204. 

[0038] Output module 208 may present a variety of infor 
mation for presentation. For example, the output module 208 
may output the results of performance testing. These results 
may be output in a variety of reporting formats, such as a 
spreadsheet format or other format. The output module 208 
may also output results that may be reused for further pro 
cessing at the processor module 206. 

[0039] It should be appreciated that the system 100 of FIG. 
1 and the system 200 of FIG. 2 may be implemented in a 
variety of Ways. The architectures 100 and 200 may be imple 
mented as a hardWare component (e. g., as a module) Within a 
netWork element or netWork box. It should also be appreci 
ated that the architectures 100 and 200 may be implemented 
in computer executable softWare (e.g., on a computer-read 
able medium). Although depicted as a single architecture, 
module functionality of the architectures 100 and 200 may be 
located on a single device or distributed across a plurality of 
devices including one or more centraliZed servers and one or 

more pieces of customer premises equipment or end user 
devices. 

[0040] FIG. 3 depicts an illustrative ?oW for providing TCP 
performance testing 300, according to an exemplary embodi 
ment. The exemplary How 300 is provided by Way of 
example, as there are a variety of Ways to carry out methods 
disclosed herein. The How 300 shoWn in FIG. 3 may be 
executed or otherWise performed by one or a combination of 
various systems. The How 300 is described beloW as carried 
out by at least system 100 in FIG. 1 and system 200 in FIG. 2, 
by Way of example, and various elements of systems 100 and 
200 are referenced in explaining the exemplary How of FIG. 
3. Each block shoWn in FIG. 3 represents one or more pro 
cesses, methods, or subroutines carried in the exemplary How 
300. A computer readable medium comprising code Which 
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When executed performs the How 300 may also be provided. 
Referring to FIG. 3, the exemplary How 300 may begin at 
block 305. 

[0041] At block 305, performance (e.g., TCP performance 
testing) may be begin. In this example, the performance test 
ing module 200 may be used for performance testing of one or 
more netWork elements. 

[0042] It should be appreciated that performance testing 
may involve measuring TCP throughput for one or more 
netWork elements, such as enterprise customer premise 
equipment (ECPE) With managed netWork service features. 
The How 300 may provide blocks that seek to provide con 
sistency With guidelines presented in various certi?ed docu 
ments, such as those outlined in RFC documents. How 300 
may focus on performance testing of TCP throughput mea 
surements using the performance testing module 200 in order 
to create a reliable, reproducible, and standardized testing 
methodology. 
[0043] At block 310, an initial objective rate may be deter 
mined at the performance testing module 200. For automated 
scripts, this may often be a maximum objective value, Which 
may later be stepped doWn, or an initial objective Which may 
be either stepped up or doWn in 50% increments form the 
previously ran value. In other Words, the initial objective rate 
may be identi?ed as the fastest speed for a port on the netWork 
element being tested. Therefore, if a gigabit Ethernet inter 
face is being used, then the initial objective rate may be 1,000 
megabit per second (or 1 gigabit per second). In most cases, it 
should be appreciated that an embedded gigabit Ethernet port 
may apply. 
[0044] At block 320, parameters for generating tra?ic using 
a traf?c generator may be con?gured or provided. In addition 
to con?guring objective rate to the fastest speed for a port on 
the netWork element being tested (e.g., 1,000 megabit/per/ 
second), as described above, other various parameters may 
also be con?gured. These may include maximum segment 
siZe (MSS) values, sustain time, HTTP settings, objective 
throughput, page siZe, and other various con?gurations or 
settings for generating tra?ic for performance testing. 
[0045] Various tests described herein may be performed 
With multiple MSS values. It should be appreciated that MSS 
siZes may include maximum and minimum legitimate siZes 
for the protocol under test, on the media under test, and 
enough siZes in betWeen to be able to get a full characteriza 
tion of the netWork element performance. In some embodi 
ments ?ve frame siZes may be tested for each test condition. 
For example, for ECPE, sample MSS values useful for per 
formance testing may include: 78, 256, 512, 1280, and 1518. 
It should be appreciated that the smaller the MSS value, a 
larger amount of processing is required (and therefore a 
greater impact on the netWork element being tested), and the 
larger the MSS value, a smaller amount of processing is 
required (and therefore a lesser impact on the netWork ele 
ment being tested). A large MSS value of 1518 may represent 
broWsing the Internet Whereas a small MSS value of 78 may 
represent voice communications (e.g., VoIP). Using ?ve MSS 
values for testing may therefore provide a broad range to 
cover a general range of impact at the tested netWork element. 
It should be appreciated that feWer or greater MSS values may 
be con?gured for performance testing as Well. 
[0046] For optimum testing conditions, the duration of the 
test portion of each trial may be set for approximately tWo 
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minutes. Therefore, sustain times may be set for approxi 
mately tWo minutes, With requisite ramp up and ramp doWn 
time as Well. 

[0047] It should be appreciated that tra?ic settings may also 
be con?gured. For example, TCP acceleration may be set to 
ON for tra?ic amounts greater than 500 Mbps and TCP accel 
eration may be set to OFF for traf?c amounts less than 500 
Mbps. 
[0048] It should be appreciated that normal netWork activ 
ity may also not all be in a single direction. For example, to 
test bidirectional performance of a netWork element, a test 
series may be run With the same data rate being offered from 
each direction. 
[0049] Provided beloW are exemplary screens for con?gur 
ing one or more settings/parameters for tra?ic generation at a 
traf?c generator communicatively coupled to the perfor 
mance testing module 200. 
[0050] FIG. 4A depicts an illustrative screen of IP and MSS 
con?gurations for a ?rst client netWork for providing TCP 
performance testing 400A, according to an exemplary 
embodiment. In this example, the ?rst client netWork may be 
“ClientNetl” 40211. As shoWn in screen 400A, various con 
?gurations (e.g., IP information, MSS value, etc.), may be 
con?gured for a ?rst client netWork 402. 
[0051] FIG. 4B depicts an illustrative screen of HTTP set 
tings for a ?rst client netWork for providing TCP performance 
testing 400B, according to an exemplary embodiment. In this 
example, HTTP settings 40419 for the ?rst client netWork 402a 
may be con?gured. 
[0052] FIG. 4C depicts an illustrative screen of command 
and page siZe con?gurations for a ?rst client netWork for 
providing TCP performance testing 400C, according to an 
exemplary embodiment. In this example, the ?rst client net 
Work may be con?gured to send an HTTP “get” request to the 
?rst server netWork by con?guring command and page siZe 
settings 4060. Here, the “get” request may be a “Getl ” request 
and the page siZe may be con?gured to 1024 k. 
[0053] FIG. 4D depicts an illustrative screen ofIP and MSS 
con?gurations for a ?rst server netWork for providing TCP 
performance testing 400D, according to an exemplary 
embodiment. In this example, the ?rst server netWork may be 
“ServerNetl” 402d. As shoWn in screen 400A, various con 
?gurations (e.g., IP information, MSS value, etc.), may be 
con?gured for a ?rst server netWork 402. 
[0054] FIG. 4E depicts an illustrative screen of IP and MSS 
con?gurations for a second client netWork for providing TCP 
performance testing 400E, according to an exemplary 
embodiment. In this example, the second client netWork may 
be “ClientNet2” 402e. As shoWn in screen 400A, various 
con?gurations (e. g., IP information, MSS value, etc.), may be 
con?gured for a second client netWork 402. 
[0055] FIG. 4F depicts an illustrative screen of HTTP set 
tings con?gurations for a second client netWork for providing 
TCP performance testing 400F, according to an exemplary 
embodiment. In this example, HTTP settings 404f for the 
second client netWork 402e may be con?gured. 
[0056] FIG. 4G depicts an illustrative screen of command 
and page siZe con?gurations for a second server netWork for 
providing TCP performance testing 400G, according to an 
exemplary embodiment. In this example, the second client 
netWork may be con?gured to send an HTTP “get” request to 
the second server netWork by con?guring command and page 
siZe settings 406g. Here, the “get” request may be a “Getl” 
request and the page siZe may be con?gured to 1024 k. 
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[0057] FIG. 4H depicts an illustrative screen of IP and MSS 
con?gurations for a sever network for providing TCP perfor 
mance testing 400H, according to an exemplary embodiment. 
In this example, the second server netWork may be “Server 
Net2” 402h. As shoWn in screen 400A, various con?gurations 
(e. g., IP information, MSS value, etc.), may be con?gured for 
a second server netWork 402. 

[0058] FIG. 4I depicts an illustrative screen for establishing 
a timeline and throughput objective for providing TCP per 
formance testing 400I, according to an exemplary embodi 
ment. A ramp up value, a ramp doWn time, a sustain time, and 
a throughput objective may be con?gured in this screen. 
[0059] An exemplary time line (in minutes) for perfor 
mance testing may be as folloWs: 

[0060] Ramp Up Value400:l0 
[0061] Ramp Interval400:0l 
[0062] Sustain Timei2:00 
[0063] Ramp DoWn Timei00:30 
[0064] Total test durationi2:40 

[0065] While various sustain times for performance testing 
may be employed, an optimum sustain time for performance 
testing may be approximately 2:00 minutes, as discussed 
above. A ramp up value of approximately 10 seconds may be 
required for proper “Warm up” and a ramp doWn time of 
approximately 30 seconds may be required for proper “cool 
doWn.” In effect, the ramp up value may give a tra?ic genera 
tor the time it needs to generate, for example, 1 full gigabit per 
second of traf?c in the event such a value is con?gured. The 
ramp doWn time may give the traf?c generator the time it 
needs to reduce tra?ic and to be ready for the next cycle of 
performance testing. 
[0066] It should be appreciated that “TCP throughput,” as 
used herein, may be de?ned by the as a maximum rate at 
Which less than 5% offeredbi-directional tra?ic is dropped by 
the device. This TCP throughput de?nition may alloW a net 
Work element to report a single value, Which may have proven 
use in computing environments and marketplaces. Further 
more, this de?nition of TCP throughput may apply to testing 
managed service through the largest interface speed con?g 
ured on a device under test or a target netWork element. In 
screen 4001, the throughput objective value may be set at 100 
Mbps. 
[0067] It should be appreciated that a variety of other per 
formance testing screens may also be provided, and those 
described above are merely exemplary. 
[0068] Referring back to How 300 of FIG. 3, once the 
various parameters for generating tra?ic is con?gured at 
block 320, How 300 may proceed to block 330. 
[0069] At block 330, a tra?ic stream may be generated by a 
tra?ic generator communicatively coupled to the perfor 
mance testing module 200. In some embodiments, a bidirec 
tional TCP tra?ic stream may be generated for performance 
testing of the target netWork element. It should be appreciated 
that a constant streams of traf?c for a single MSS siZe, e.g., 
the MSS value initially con?gured, may be transmitted for a 
predetermined duration, e.g., tWo minutes of sustain time. 
[0070] At block 340, a performance “pass” or “fail” may be 
determined by determining an amount of traf?c loss. This 
may be achieved by analyzing and processing, for example, 
throughput levels, e.g., via a HTTP Client Throughput graph 
located under the Statistics tab of a performance screen (not 

shoWn). 
[0071] The performance testing module 200 may also 
verify that Whether traf?c is symmetrical (bidirectional). In 
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some embodiments, tra?ic may be considered symmetrical if 
traf?c going in both directions is Within 5% of each other. In 
other Words, tra?ic is symmetrical if “sent” throughput rates 
are Within 5% of “received” throughput rates. 

[0072] If traf?c loss Was not experienced at the initial object 
rate, a test run is thought to be completed. If more than 5% 
traf?c loss Was experienced, the performance testing module 
may adjust the transmission rate loWer in 50% incremental 
units from a previously ran rate. If Zero traf?c loss Was expe 
rienced adjust the transmission rate higher in 50% incremen 
tal units from the previously ran objective value. 

[0073] In other Words, referring to How 300 of FIG. 2, if 
traf?c loss Was more than 5%, performance of the netWork 
element may fail. The performance testing module 200 may 
inquire Whether this Was the 10th iteration for the particular 
MSS value being used 34111. If not, the objective value may be 
stepped up or stepped doWn by 50% increments from the 
previously ran rate. For example, at block 345a, an objective 
value may be changed by the folloWing relationship: 

(current objective value- (current objective value 
highest passing objective value)/2)) 

[0074] Using this neW objective value, the tra?ic generator 
may be recon?gured, as depicted in block 346, to generate a 
neW bidirectional TCP tra?ic stream, as depicted in block 
347. The cycle may terminate after ten iterations, although the 
number of iterations may be greater or lesser. It should be 
appreciated that the greater the number of testing cycles, the 
greater the “?ne tuning” effect. In general, ten iterations may 
provide more than suf?cient testing cycles to determine the 
throughput rate of the netWork element being tested. 

[0075] After ten iterations, How 3 00 may proceed to inquire 
Whether the MSS value is the ?nal siZe, as shoWn in block 
34211. If not, How 300 may proceed to test the next MSS value 
and set the objective value to the initial objective rate at block 
320. In other Words, blocks 320-347 may be repeated for each 
predetermined MSS value con?gured in block 320 until it is 
determined at Which rate the netWork element may transmit 
the objective value With less than 5% traf?c loss. 

[0076] It should be appreciated that a similar How may 
occur if the netWork element is determined to “pass” at block 
340, meaning traf?c may be considered symmetrical if traf?c 
going in both directions is Within 5% of each other. In other 
Words, if tra?ic loss Was less than 5%, performance of the 
netWork element may pass and the performance testing mod 
ule 200 may inquire Whether this Was this Was the ?rst itera 
tion 344. If so, then the How 300 may continue to the next 
MSS siZe until ?nal 34219 and reset the objective value to the 
initial objective rate accordingly. If not, the How 300 may 
inquire Whether this Was the 10th iteration for the particular 
MSS value being used 3411). If not, the objective value may be 
stepped up or stepped doWn by 50% increments from the 
previously ran rate. For example, at block 346, an objective 
value may be changed by the folloWing relationship: 

(((loWest failing objective value-current objective 
value)/2)+current objective value) 

[0077] Similar to the “fail” scenario, using this neW objec 
tive value, the traf?c generator may be recon?gured, as 
depicted in block 346, to generate a neW bidirectional TCP 
traf?c stream, as depicted in block 347. The cycle may ter 
minate after ten iterations, although the number of iterations 
may be greater or lesser. It should be appreciated that the 








