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_ _ Systems and methods are provided for transmitting an adver 

(22) Flled' Dec‘ 22’ 2011 tisement to a client device. The method comprises, receiving 

Related U s A lication Data from a client device via a communication network a pro?le 
' ' PP that includes information concerning a user, selecting, via a 

(63) Continuation of application No. 13/073,837, ?led on processor, an advertisement frOm a plurality Of available 
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No. 12/345,420, ?led on Dec. 29, 2008, noW Pat. No. 
7,917,439, Which is a continuation of application No. 
10/154,016, ?led on May 23, 2002, noW Pat. No. 
7,487,112, Which is a continuation-in-part of applica 
tion No. 09/606,350, ?led on Jun. 29, 2000, noW Pat. 
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advertisements based on the information concerning the user 
included in the pro?le and also based on targeting criteria 
associated With each of the available advertisements, and 
transmitting to the client device via the communication net 
Work the advertisement selected from the plurality of avail 
able advertisements so that the advertisement can be pre 
sented via the client device. 
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TRANSMITTING CUSTOM 
ADVERTISEMENTS TO A CLIENT DEVICE 

RELATED APPLICATIONS 

[0001] This application is a continuation of, and claims 
priority to, US. application Ser. No. 13/073,837, ?led Mar. 
28, 201 1, Which is a continuation of US. application Ser. No. 
12/345,420, ?led Dec. 29, 2008, now US. Pat. No. 7,917,439, 
issued Mar. 29, 2011, Which is a continuation of US. appli 
cation Ser. No. 10/154,016, ?led May 23, 2002, now US. Pat. 
No. 7,487,112, issued Feb. 3, 2009, Which is a continuation 
in-part of US. application Ser. No. 09/606,350 ?led Jun. 29, 
2000, now US. Pat. No. 7,133,837, issued Nov. 7, 2006, all of 
Which are incorporated herein by reference in their entireties. 

TECHNICAL FIELD 

[0002] The present disclosure relates, generally, to the ?eld 
of mobile communications and computer processing and 
more particularly, to a system, method, apparatus, and com 
puter program product for providing location based services, 
mobile e-commerce, and other functions. 

BACKGROUND 

[0003] Mobile phones and personal digital assistants 
(PDA) include functionality that is typically limited to pro 
viding a telephone communication link, Which can be also 
sometimes used as a data communication link, and a set of 
software programs such as a calendar, email client, mini 
broWser, Word processor, and other similar user applications. 
Such devices therefore typically have limited functionality. 
Generally, very feW of such devices include image input 
capabilities, voice recording capabilities, signi?cant voice 
control capabilities, location determining or location based 
capabilities, or other capabilities described herein. 
[0004] In addition, portable devices are often carried With 
users Who travel through cities, shopping complexes, and 
other facilities and geographical areas. HoWever, currently 
portable devices do not provide users With many services and 
functions that are related to, orbased on, the user’s location or 
changes in location. Similarly, While such devices often have 
capabilities for providing a telephone communication link, 
very feW provide capabilities for providing Wireless Local 
Area NetWork (LAN), Wireless Personal Area NetWork 
(PAN), or any other Wireless netWork communications. Fur 
thermore, such devices typically do not include Web services 
capabilities or access thereto. As a result of these de?ciencies 
and others, such devices fail to provide substantial mobile 
e-commerce services, locationbased functions, and functions 
or services available through the use of a Wireless LAN. 

[0005] Furthermore, to date, venders have not been able to 
take advantage of location information associated With cus 
tomers and potential customers or obtain information about 
prospective customers. Typically, a vender only identi?es the 
customer, if at all, When the person makes a purchase. Con 
sequently, venders are typically not aWare of the nearby or 
approaching presence of a past customer, potential customer, 
or person seeking a product that the vender offers. In addition, 
even if a vender had such information, venders have no 
mechanism in place for presenting advertisements to the per 
son or otherWise enticing the user to visit the vender store 
location or make a purchase. Furthermore, even if such a 
mechanism Was in place, the vender typically has no infor 
mation about the person that can be used as a basis for select 
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ing of an advertisement to be presented to the person or 
customizing the advertisement and the person has little incen 
tive for vieWing such an advertisement. 
[0006] These and other de?ciencies are overcome by vari 
ous embodiments Which provide a system, method, appara 
tus, and computer program product for providing location 
based services, location based mobile e-commerce, auto 
mated processing, Wireless netWork communications, mobile 
telephone communications, and many other functions and 
services described herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] The accompanying draWings, Which are incorpo 
rated herein and form part of the speci?cation, illustrate vari 
ous embodiments and, together With the description, further 
serve to explain the principles of various embodiments and to 
enable a person skilled in the pertinent art to make and use 
various embodiments. In the draWings, like reference num 
bers indicate identical or functionally similar elements. 
[0008] A more complete appreciation of various embodi 
ments and many of the attendant advantages thereof Will be 
readily obtained as the same becomes better understood by 
reference to the folloWing detailed description When consid 
ered in connection With the accompanying draWings, 
Wherein: 
[0009] FIG. 1 is a functional block diagram ofan example 
system, apparatus, and computer program product in accor 
dance With one embodiment. 

[0010] FIG. 2 is a schematical representation illustrating an 
example of an area, including a facility, for use With a method, 
system, apparatus, and computer program product according 
to one embodiment. 

[0011] FIG. 3 is a schematical representation of an example 
vender facility for use With a method, system, apparatus, and 
computer program product according to one embodiment. 
[0012] FIG. 4 is a data How diagram of the method steps for 
implementing an example embodiment of a system, method, 
apparatus, and computer program product for determining 
the closest point of interest. 
[0013] FIG. 5 is a data How diagram of the method steps for 
implementing an example embodiment of a system, method, 
apparatus, and computer program product for determining a 
point of interest satisfying criteria. 
[0014] FIG. 6 is a data How diagram of the method steps for 
implementing an example embodiment of a system, method, 
apparatus, and computer program product for communica 
tion With a remote computer system. 
[0015] FIG. 7 is a data How diagram of the method steps for 
implementing an example embodiment of a system, method, 
apparatus, and computer program product for providing loca 
tion based mobile advertising. 
[0016] FIG. 8 is a data How diagram of the method steps for 
implementing an example embodiment of a system, method, 
apparatus, and computer program product for providing 
mobile advertising. 
[0017] FIG. 9 is a How diagram of an example embodiment 
of the present invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 

[0018] According to one embodiment, a system, method, 
apparatus, and computer program product provide location 
services and mobile e-commerce. 
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[0019] According to another embodiment, a system, 
method, apparatus, and computer program product provide 
automated processing and mobile e-commerce. 
[0020] According to still another embodiment, a system, 
method, apparatus, and computer program product provide 
mobile capabilities, and functions not available on existing 
mobile devices. 
[0021] According to yet another embodiment, a system, 
method, apparatus, and computer program product facilitate 
localiZed e-commerce, such as in a localiZed auction, shop 
ping complex, vender store location, or other facility or geo 
graphical area. 
[0022] According to still another embodiment, a system, 
method, apparatus, and computer program product can facili 
tate commercial exchanges through the use of Wireless com 
munications. 
[0023] According to yet another embodiment, a system, 
method, apparatus and computer program product for provid 
ing location based functions and mobile e-commerce com 
prises a central processing unit including a processor, a stor 
age device, and programming stored in the storage device, a 
display device, an audio input device, an audio output device, 
a communications module, and a location module. 
[0024] The programming controls the operation of the vari 
ous embodiments to provide functions based on location data, 
to facilitate commercial exchanges by Wirelessly exchanging 
payment and product information With venders, to identify 
services such as venders meeting selection criteria, to Wire 
lessly exchange select information With other users and sys 
tems, to restrict and/or monitor the use of the device based on 
user provided parameters, selecting one of a plurality net 
Works through Which to communicate, triggering an action 
based on a change in location and sensed data, storing a voice 
annotation With computer data ?le, determining service pro 
viders and associated communication parameters, contempo 
raneously maintaining a Wireless voice and data link, and 
many other functions and services that are described herein. 
[0025] Further features and advantages of various embodi 
ments, as Well as the structure and operation of various 
embodiments and applications of the various embodiments, 
are described in detail beloW With reference to the accompa 
nying draWings. 
[0026] In the folloWing description, for purposes of expla 
nation and not limitation, speci?c details are set forth, such as 
particular netWorks, communication systems, computers, ter 
minals, devices, components, techniques, data and netWork 
protocols, formats, softWare products and systems, enterprise 
applications, operating systems, enterprise technologies, 
middleWare, interfaces, hardWare, etc. in order to provide a 
thorough understanding of various embodiments. 
[0027] HoWever, it Will be apparent to one skilled in the art 
that certain embodiments may be practiced in other embodi 
ments that depart from these speci?c details. Detailed 
descriptions of Well-knoWn netWorks, communication sys 
tems, computers, terminals, devices, components, tech 
niques, data and netWork protocols, formats, softWare prod 
ucts and systems, enterprise applications, operating systems, 
enterprise technologies, middleWare, interfaces, and hard 
Ware are omitted so as not to obscure the description of the 
various embodiments. 

General Design Concepts 

[0028] References to a product is meant to mean any prod 
uct, goods, service, or any other article of commerce includ 
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ing, but not limited to, such items as rentals, tickets (e.g., 
entertainment, travel, etc.), reservations (e.g., travel, hotel, 
restaurant, entertainment, etc.), real estate, information, food, 
and ?nancial products among others. 
[0029] In many of the applications of the embodiments, 
payment information is exchanged betWeen the device and a 
computer system. The payment information may be related to 
any type of payment account and therefore may include, for 
example, credit card information, debit card information, 
bank account information, information for billing the product 
to the telephone or to an Internet Service Provider (IS) 
account used by the device, an email address (e.g., a Paypal® 
payment), brokerage account information, electronic fund 
transfer data, and/or any other data that may facilitate pay 
ment. The payment information Will typically be different for 
each type of payment account. For example, the payment 
information for a credit card payment account may include a 
credit card number, expiration date, name of the card holder, 
billing address information, and possibly other information. 
HoWever, the payment information for a bank account might 
include the bank name, bank account number, bank account 
oWner’s name, and a routing number. 
[0030] Many of the embodiments described beloW include 
establishing a communication link or performing some other 
action upon occurrence of an event, such as When the user 
With a device according to one or more of the embodiments 
described herein is Within a predetermined distance of a point 
of sale, a vender, a residence, a place for delivery of goods, a 
place for pick up of goods, or some other location. The com 
munication link may be established by the device or the 
remote computer system depending on the design of the sys 
tem and on Which system senses the occurrence of the event 
as Will be evident to those skilled in the art. The “predeter 
mined distance” may be any suitable distance for implemen 
tation of an embodiment, is a design choice for the given 
application, may be different for different venders, different 
vender types (e.g., hotels versus restaurants), different 
embodiments and applications of the various embodiments, 
points of interest and/or different locations, and may be 
dependent or based on the strength of the communication 
signal. In addition, the predetermined distance may be the 
distance at Which a communication link can be established or 
is established. Thus, the predetermined distance may be dif 
ferent for different user devices, external systems, times, 
locations, and need not be a ?xed distance. 

Description of Various Embodiments 

[0031] According to one embodiment, a multi-function 
communications device 101 is provided that includes conven 
tional mobile phone and personal digital assistant (PDA) 
capabilities and preferably one or more of the functional 
modules shoWn in FIG. 1 such as a communications module 
105, a location module 110, a recorder module 115, a data 
management module 120, an authentication module 125, an 
image module 130, a commerce module 135, and application 
modules 140 (e.g., computer programs), such as those 
described herein, all of Which may make use of other mod 
ules. As Will be discussed in more detail beloW, each module 
is comprised of a combination of hardWare and softWare and 
may share (i.e., may be formed by) hardWare and softWare of 
other modules as is Well knoWn in the art. 

[0032] According to one embodiment, the multi-function 
communications device 101 comprises a portable device. The 
device 101 is preferably handheld, but may also be Worn 
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around the neck, on the hip, attached to the arm of the user, or 
carried in any convenient manner. According to one embodi 
ment, the device 101 includes a central processing unit (CPU) 
150, including a processor 155, a memory 160 (including 
volatile and nonvolatile), and communicates with various 
input and output devices described below. The software in 
one embodiment includes an operating system, and software 
for implementing the modules described above and in FIG. 1 
and other functions described throughout. The software for 
implementing various embodiments is stored in memory such 
as Read Only Memory (ROM), EPROM (Erasable ROM), 
EEPROM (Electrically EPROM). In addition, the memory 
160, some of which is preferably upgradeable, may be remov 
ably detachable memory to allow replacement if and when 
necessary (e.g., when becoming full). Thus, the memory 160 
may also include one or more other types of storage devices 
such as a SmartMedia® card, a CompactFlash® card, a 
Memory Stick®, a MultiMediaCard®, a DataPlay Disc®, 
and/or a SecureDigital® card. 

[0033] The device 101 includes a plurality of user input 
devices 165 such as a microphone, and actuators (e.g., a 
QWERTY keyboard). One means of supplying user input is 
through a voice command received by a microphone in a 
wireless single ear headset. However, other means of supply 
ing the user input, such as manual input means via a touch 
pad, keyboard, buttons, touch screen, etc. may also be used. 
[0034] The device 101 also includes a plurality of output 
devices such as an audio output device 170 (e.g., a speaker 
phone, stereo headset jack (and headset), earphone jack (and 
earphone), among others), one or more displays 175, LED(s), 
a vibrator mechanism, and a programmable ringer (e.g., 
which rings differently based on the source of a call, on the 
type of alarm (a page versus a phone call versus an alarm 
clock ring). The display 175 is preferably a high resolution 
color display and dynamic touch screen that allows the user to 
provide manual input for certain functions. The display is also 
capable of displaying a bar code that is capable of being read 
by a barcode reader. 

[0035] The audio output devices, such as the earpiece and 
headset are preferably wirelessly connected to the device. 
The earpiece and earportion of the headset are also preferably 
molded to the shape of the user’s ear from rubber or other 
pliable material by means well-known in the art. 
[0036] As discussed above, the device 101 includes the 
capability of providing conventional mobile telephone func 
tions such as providing a wireless voice communication link, 
providing a wireless data communication link (for example, 
for connecting to the Internet, an email server, or other com 
puter system), and includes applications sometimes found in 
a PDA such as one or more of an email client, a web browser 

(preferably Internet Explorer®), text messaging software, 
short message service (SMS) client or Unstructured Supple 
mentary Services Data (USSD) client, an image viewer, an 
alarm clock, game software, paging software, a calendar, a 
word processor, a spreadsheet, a database, and a clock (with 
alarm capabilities). The device 101 also includes one or more 
of the functional modules (software and possibly hardware) 
of a voice recorder (preferably forming part of the recorder 
module 115), an audio media player, an audio/video player 
(which may also acts as the audio media player), facsimile 
software (for sending and receiving), an image editor, a ter 
minal service client, a voice recognition module, and a virtual 
private network client. As will be discussed in more detail 
below, the speci?c functional modules and software applica 
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tions are a design choice based on the external systems, 
desired functionality, costs, co-existing applications, and 
other factors. Likewise, depending on the modules and soft 
ware applications included, various embodiments may take 
the form of a laptop or notebook computer, a radio frequency 
tag, a Smart Card, a PDA, a mobile phone, a computer inte 
grated into another item such as a vehicle, or another suitable 
con?guration. 
[0037] Preferably the audio/video player is compatible 
with the open MPEG-4 (Moving Picture Experts Group) stan 
dard format and/or the other digital video compression stan 
dards (such as MPEG-2 and MPEG-1). More preferably, the 
player is RealPlayer Media Player® and can be used to play 
way, .avi, .mov, .mpeg, .mp3, .au, and .aiff ?les. While MPEG 
is preferred over competing formats, such as Video for Win 
dows®, lndeo® and QuickTime®, one or more of these stan 
dards could be used instead of, or in addition to, software for 
processing video received in the one or more MPEG stan 
dards. Preferably, the audio player is an MP3 player. 
[0038] The operating system according to various embodi 
ments is Windows XP® or, alternately, PocketPC® (formally 
known as Windows CE®) or Palm OS®. The power supply 
for the device 101 is preferably a rechargeable battery unit 
such as lithium, nickel-cadmium or nickel -metal hydride bat 
tery. 

Communications Module 

[0039] As discussed above, the device 101 includes a com 
munications module 105, which includes hardware and soft 
ware to allow the CPU 150 to communicate with external 
devices and systems. The hardware and software used to 
implement the communications module 105 will be driven, at 
least in part, by the input/output devices with which the CPU 
interfaces as well as the external systems with which the 
device 101 communicates (receive data from and/or transmit 
data to). Preferably, all or part of the communications module 
105 is implemented with one or more application speci?c 
integrated circuits (ASICs) and software stored in memory. 
[0040] As discussed, the software used to implement the 
communications module 105 is determined, at least in part, 
by the systems with which the device 101 communicates. In 
the preferred embodiment, the device 101 is con?gured to 
receive and transmit (and store) conventional digital commu 
nications, which include mobile telephone communications, 
and other data communications including Internet data, 
mobile videophone communications, and to receive digital 
television signals, and digital radio signals (e.g., XM® radio 
signals). Preferably the device 101 is con?gured to operate 
with a conventional mobile telephone network or wireless 
wide area network (WWAN), and one or more other wireless 
local area networks (wireless LAN or WLAN), wireless Met 
ropolitan Area Networks (MAN), and a wireless personal 
area networks (PAN) (e.g., a Bluetooth® network). Accord 
ing to one embodiment, the device 101 includes hardware and 
software for communicating with (or through) a mobile tele 
phone network, a WLAN, and a wireless PAN. In addition, 
the device 101 includes hardware and software for commu 
nicating with another device 101 through a two way radio 
communication link. 
[0041] In addition, the device 101 may also include soft 
ware and hardware for receiving AM, FM and televisions 
signals. Such analog signals are preferably converted to digi 
tal signals at the source, or at an intermediate system, and 
transmitted to the device 101 as a digital signal through a 
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Wireless communication link. At reception, the signals are 
processed and presented to the user (e.g., via RealPlayer 
Media Player®) as is Well knoWn to those skilled in the art. 
Thus, the device 101 includes softWare for formatting, pro 
cessing, and providing a representation of the signal to the 
display for presentation to the user. The device 101 may also 
optionally include an analog signal receiver (e.g., tuner, 
ampli?er, etc.) for receiving and presenting analog radio sig 
nals directly. 
[0042] The device 101 receives the digital signals from a 
remote receiver (e.g., through a Wireless PAN from an auto 
mobile or in XM transmission), Which provides the signal in 
digital form to the device 101, for immediate presentation or 
storage (e.g., as an MP3 ?le or an MPEG-4 formatted televi 

sion broadcast). Furthermore, the remote receiver (e.g., in an 
automobile) may receive and store the data (e.g., in MP3 
format) and transmit the stored data to the device 101 upon 
request by the user. 
[0043] The folloWing descriptions of various netWorks, 
standards, formats and protocols are Well-knoWn in the art, 
are provided as a matter convenience, and are not meant to be 
interpreted as a limitation on the communications capabilities 
of a device according to various embodiments. As discussed, 
technology for using any mobile phone netWork, WLAN, or 
PAN that is suitable for desired application(s) may be used. 
Communication With the Wireless netWorks is accomplished 
through access points that receive and transmit Wireless sig 
nals as is knoWn in the art. Each access point is preferably 
individually addressable by a computer system (e. g., a client 
server computer system)iWhich may be a vender computer 
system or facility computer systemiWith Which it commu 
nicates data. 
[0044] Preferably the device 101 includes a short range 
Wireless LAN module (a PAN module) for communicating 
via a Bluetooth® netWork. The Bluetooth® Wireless speci? 
cation includes layer and application layer de?nitions and 
supports data, voice and content-centric applications. As is 
knoWn in the art, devices that comply With the Bluetooth® 
Wireless speci?cation operate in the unlicensed, 2.4 GHZ 
radio spectrum ensuring communication compatibility 
WorldWide. The devices use a spread spectrum, frequency 
hopping, full-duplex signal at up to 1600 hops/ sec. The signal 
hops among 79 frequencies at 1 MHZ intervals to give a high 
degree of interference immunity and up to seven simulta 
neous connections can established and maintained. 

[0045] The short range Wireless LAN module (e.g., the 
Bluetooth® module) or PAN module alloWs the device 101 to 
Wirelessly communicate With printers, Wirelessly exchange 
payment information, communicate With automobile com 
puter systems, building computers systems, facility computer 
systems, point of sale (POS) devices, vender computer sys 
tems, and With other devices employing the device 101. In 
addition, the PAN module can be used to communicate across 
a WLAN or WWAN. 

[0046] Preferably, the device 101 complies With the Blue 
tooth® Hands-Free pro?le and imaging pro?le speci?ca 
tions. The Hands-Free pro?le enables hands-free use of 
mobile phones in automobiles and the imaging pro?le facili 
tates transmitting digital images over mobile devices. More 
speci?cally, the Hands-Free pro?le alloWs automatic estab 
lishment of a connection betWeen the automobile’s hands 
free system and a mobile device the user brings into the 
automobile. The Imaging pro?le alloWs digital images to be 
shared among mobile devices. For example, a digital camera 
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can share content With a mobile phone, personal computer or 
other handheld or be sent directly to a printer equipped With 
Bluetooth® Wireless technology. 
[0047] As is knoWn in the art, Bluetooth® enabled devices 
include a link controller that identi?es other Bluetooth® 
devices, coordinates a connection With such devices, and 
facilitates sending and receiving data from such devices. In 
establishing a connection With another Bluetooth® enabled 
device (e. g., a printer, computer, another device, etc.) the tWo 
devices ?rst exchange a unique global identi?cation code 
(global ID), Which indicates the devices’ pro?les and capa 
bilities. If the device pro?les match, a connection is made. If 
the device pro?les do not match, the devices ignore each 
other. The pro?les include sets of protocols and procedures 
that de?ne device functionality and identity such as headset, 
printer, PDA, cell phone, pager, etc. 
[0048] After tWo devices establish a connection, one is set 
as the master and the other becomes a slave. The connection 
of tWo or more Bluetooth enabled devices creates a PAN 

called a piconet in Which all the devices in the same piconet 
are synchroniZed to the same hopping scheme determined by 
the master. As is knoWn in the art, a Bluetooth® piconet can 
include up to 255 parked slaves (devices that are not actively 
receiving or sending data), Which can be unparked by the 
master as needed. Devices in range of the piconet, but not 
connect to the piconet, are referred to as being in a stand by 
mode. 
[0049] Bluetooth® compatible devices can be designed to 
have varying distances of communication capability. Conse 
quently, Bluetooth® access points, Which form part of a 
larger WLAN, a WAN, or other netWork can be strategically 
positioned so that communication is limited to devices Within 
a predetermined and/or selected distance and/or direction. 
The Bluetooth® Speci?cation v.1.1, including the Core 
Speci?cation (Volume I) and Pro?le De?nitions (Volume II), 
is hereby incorporated by reference. 
[0050] As an alternate or in addition to Bluetooth technol 
ogy, the device 101 may include hardWare and softWare for 
communicating via the Echnonet standard. 
[0051] The device 101 preferably also includes a WLAN 
module for communicating via a Wireless local area netWork 
(WLAN), Which are commonly used for corporate or Internet 
communications on campuses or enterprises. More prefer 
ably, the WLAN module is Wi-Fi (short for Wireless ?delity) 
compatible, Which means that is compliant With the IEEE 
802.1 lb speci?cation, Which is DSSSi(direct sequence 
spread spectrum) compatible and has a communication range 
of approximately 1,000 feet in open areas and 250 to 400 feet 
in closed areas. Speci?cations for WLAN in Europe include 
HiperLAN2 (High Performance Radio LAN), Which may 
alternately be used. 
[0052] As discussed, the device 101 may also include a 
WWAN module. WWANs are commonly is used to link cit 
ies, states or large enterprises. One common protocol for this 
type of netWork is 802.11a. The IEEE (Institute for Electrical 
and Electronics Engineers) 802.11 standard (802.11, 802. 
11a, 802.11b, and 802.11b) is hereby incorporated by refer 
ence. 

[0053] Preferably, the device 101 includes hardWare and 
softWare for communicating With, or through, a third genera 
tion (3G) netWork, Which is embodies some, or all, of the in 
IMT-2000 standard established by the International Telecom 
munications Union (ITU) or Universal Mobile Telecommu 
nication System (UMTS). The preferred 3G netWork standard 
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requires support for data packet networking (i.e., packet 
switched networking) and includes “always on” connection 
capabilities connection (or in other words an instant connec 
tion) and which allows the device 101 to receive incoming 
transmissions as they are sent. Networks employing at least 
some of the 3G standard include CDMA-2000 based services 
(e. g., CDMA lXRTT, CDMA 2000 lXEV) (CDMA refers to 
Code-Division Multiple Access), FOMA (Freedom of 
Mobile Multimedia Access), and Wideband CDMA. 
[0054] Altemately, or in addition, the device 101 is 
designed to communicate via a two and a half generation 
(2.5G) network, which is also a packet-switched network and 
an always on. Common 2.5G networks include General 
Packet Radio Service (GPRS) and Enhanced Data for GSM 
(Global System for Mobile Communications) Evolution 
(Edge), also referred to as Enhanced Data Rates for Global 
Evolution and Enhanced Data GSM Environment. 

[0055] Altemately, or in addition, the device 101 is 
designed to communicate via a second generation (2G) net 
work. Common 2G networks include CDMA, Time-Division 
Multiple Access (TDMA), and Global System for Mobile 
Communications (GSM). 2G networks are circuit switched 
networks and require logging on to the network (i.e., do not 
have always on capabilities). 
[0056] Altemately, or in addition to the networks identi?ed 
above, the device 101 is designed to communicate via an 
analog network often referred to ?rst generation network or 
1G network. 
[0057] The device 101 also preferably includes Wireless 
Application Protocol (WAP) capability. Depending on the 
network or systems with which the device 101 is designed to 
operate, the following steps are performed to connect to the 
Internet, which are well-known in the art. First, the user opens 
a browser (e.g., a minibrowser). The device 101 transmits a 
query signal searching for service, and in response, a connec 
tion is made with the service provider. Next, the user requests 
a particular web page. The request is sent to a Gateway Server 
using WAP. The Gateway Server retrieves the information 
(e. g., the web page) via HTTP from the web server hosting the 
web page. The Gateway Server encodes the HTTP data as 
WML (Wireless Markup Language) and transmits the WML 
encoded data to the device. The device 101 displays the wire 
less Intemet version of the Web page requested. 
[0058] As is known to those skilled in the art, WAP is 
designed to work on any of the existing wireless services, 
using standards such as Short Message Service (SMS), Cir 
cuit Switched Data (CSD), General Packet Radio Service 
(GPRS), and Unstructured Supplementary Services Data 
(USSD). Thus, the WAP protocols are designed to operate 
over a variety of different bearer services, including short 
message, circuit-switched data, and packet data although the 
bearers offer differing levels of quality of service with respect 
to throughput, error rate, and delays. However, the WAP 
protocols compensate for, or tolerate, these varying levels of 
service. Since the Wireless Datagram Protocol (WDP) layer 
provides the convergence between the bearer service and the 
rest of the WAP stack, the WDP speci?cation lists the bearers 
that are supported and the techniques used to allow WAP 
protocols to run over each bearer and is hereby incorporated 
by reference. It is anticipated that the list of supported bearers 
will change over time with new bearers being added over 
time. 
[0059] The device 101 may include multiple antennas, 
some of which may be removably attached. In addition and as 
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discussed above, the device 101 may communicate with sys 
tems having their own antennas (e. g., via a LAN or PAN) in 
order to facilitate communications with the desired systems 
such as those that may be integrated into a vehicle. The 
communications module 105 of the device 101 also includes 
a port for wired connection to external devices, which is 
preferably a USB port. The protocols and other information 
necessary for communicating with the external systems (i.e., 
networks) are stored in memory. As discussed above, the 
device 101 also includes the capability of receiving processed 
and compressed video (e.g., MPEG-4) and therefore includes 
the software and hardware for receiving, decompressing, and 
processing the incoming compressed video for display. 
[0060] In one embodiment, the communication module 
105 allows the user to establish and maintain multiple com 
munication links contemporaneously (wired and wireless) 
such as a wireless voice communication link (e.g., via a 3G 
network), multiple wireless data communication links (e. g., a 
wireless LAN and PAN link), and one or more wired links 
simultaneously. In addition, contemporaneous communica 
tion links (such as a voice and data link) with multiple exter 
nal devices may be accomplished through a single network, 
such as through the 3G network, 2.5G network or WLAN. 

[0061] Contemporaneous wireless communication links 
through the same network may be accomplished by multi 
plexing of packet data, which is well-known in the art. In 
addition, information about the incoming data packets su?i 
cient to allow the communication module (or other software) 
of the device 101 to determine how the incoming data should 
be processed (e.g., to which module the data should be sup 
plied or to determine how otherwise to process the incoming 
data) is also supplied to the device. This technique is well 
known in the art and the details thereof are, therefore, not 
provided here. However, this informationithe information 
that allows the communication module to determine how to 
utiliZe the data (collectively “utilization information”)imay 
be included in some or all of the packets (e. g., a sub-address), 
may be determined by the transmission format, data type, 
communication link, or transmission source, or determined in 
any suitable manner well-known in the art. In other words, the 
received data packets are routed by the communications mod 
ule to the appropriate software and/or hardware such as 
memory, the headset, the display, an MP3 player, the location 
module, and/ or another application or module based, at least 
in part, on the utiliZation information, which may be supplied 
in the packet (e.g., which may simply indicate the source of 
the data or identify the destination module for the data) or 
otherwise determined (e. g., from the communication link or 
format of the received data). Outgoing data is multiplexed and 
addressed to the respective addresses of the remote devices 
with which the device 101 is communicating. 

[0062] Thus, the contemporaneous wireless communica 
tion links permit the user to participate in a conversation via a 
voice communication link (e.g., via a 3G, 2.5G, or 2G net 
work) while simultaneously using a data communication link 
(e.g., via a WLAN, PAN, 3G, 2.5G, or 2G network) to receive 
or send emails, transmit and receive data via the Internet, 
download audio or video ?les, upload and download data, or 
otherwise transmit and/or receive data. Thus, the user can also 
receive and transmit live audio/visual dataisuch as live 
video transmissions (e.g., a video telephone call, receive a 
television transmission, transmit video camera data), and live 
audio transmissions (e.g., a telephone call, receive radio 
transmission, transmit voice data)iwhile also transmitting 
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and receiving computer data such as emails, Word processing 
?les, spreadsheet ?les, application ?les, and data to remote 
computer systems (e. g., such as a Web page from a Web 
server) and non-live audio/visual data (previously stored 
audio data and video data). While the actual reception and 
transmission of the bits comprising the multiple transmis 
sions may not occur “simultaneously” from a technical per 
spective, the data from the multiple transmissions is pre 
sented to the user and received from the user in the same time 
periods (or overlapping time periods), Which is herein 
referred to as contemporaneous transmission and/or recep 
tion. 
[0063] The transmission of “live” audio/visual is meant to 
mean the process of transmitting an audio or video signal 
immediately, or immediately after processing (Which may 
include storing), after the signal is received at the device 101 
(e. g., from a camera, microphone, or from other remote 
device). The presentation of “live” audio/visual is meant to 
mean the process of receiving an audio or video broadcast and 
immediately, or immediately after processing (e.g., after stor 
ing), presenting the audio and visual to the user on the audio 
output device and/or display device. The data that is received 
live may be transmitted as captured from live events from the 
source or may be transmitted from a previously stored audio/ 
visual production and transmitted upon request by the user 
(e. g., a movie transmitted on demand). 
[0064] The communication module and CPU also cooper 
ate to alloW multiple modules to Work together. For example, 
if the user is listening to an audio program via the headset 
(such as a digital radio program or a MP3 production), the 
device 101 produces an audible alarm (such a beep) to inform 
the user that a telephone call is being received, or that another 
application is requesting the user’s attention. Alternately or in 
addition thereto, and at the selection of the user, a vibratory 
alarm can be used to inform the user of an incoming telephone 
call, email, page, or other event. 
[0065] The communication module may also route certain 
data to remote devices during live or non-live presentation to 
the user. For example, a video transmission or computer data 
(e.g., Web pages) received by the device 101 may be routed 
(e.g., as requested by the user) to a remote display device 
(e.g., via a Wireless PAN to a display in an automobile) that 
may be large or of better quality than the display of the device. 
Similarly, audio signals may be transmitted to a remote stereo 
system (e.g., in an automobile). The data may be processed, 
such as being compressed and stored for later retrieval, prior 
to being routed to a remote device. 

[0066] As discussed, the device 101 may include means for 
communicating via tWo or more communication netWorks 
(e.g., Wireless WAN, LAN, and PAN). Thus, When commu 
nications With the desired external system may be accom 
plished by more than one network, the device 101 determines 
the available netWork With Which to establish the communi 
cation(s). The programmed rules for determining Which 
available netWork With Which to establish a communication 
(or communications) are stored in memory and based on 
information of the available netWorks With Which the device 
101 is designed to communicate and may also be based on 
user activity or anticipated user activity. The programmed 
rules may be designed to provide any desirable result such as 
increasing e?iciency, reducing costs, and/or increasing 
throughput. 
[0067] In this example, the determination of the available 
netWork With Which to establish one more communications is 
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based on one or more of the available bandWidth of each 
available netWork (i.e., the amount of data that can be com 
municated over a given time period), the anticipated band 
Width necessary, the available capacity or relative available 
capacity (e. g., hoW full to capacity a netWork is), the historical 
(or anticipated) availability of bandWidth (Which may 
include, for example, use, volume, capacity, and/or speed 
data for days of the Week or times of the day), the communi 
cation capabilities of the device, the amount of data to be 
transmitted, and the cost of using each netWork (e.g., connec 
tion time, per amount of data transmitted). 
[0068] For example, if the available WLAN netWork has a 
maximum speed of 50K/sec, an available 3G netWork Will 
likely have greater available bandWidth. If the user desires to 
doWnload and Watch a movie (Which may determined by a 
user input in response to a prompt or by the user opening an 
audio/video player for external retrieval of the video ?le), 
relatively high bandWidth can be anticipated as being needed. 
Since the WLAN does not provide enough bandWidth to 
receive the communication (e.g., movie data ?le) in a desired 
manner Without buffering, the higher speed netWork is 
selected. If both netWorks have enough available bandWidth, 
the netWork is preferably selected based on the costs of use. 
For example, many Wi-Fi netWorks are free, While 2G net 
Works have a cost per minute of use. If these tWo example 
available netWorks have enough available bandWidth for the 
communication, the programming rules determine selection 
of the Wi-Fi netWork since it is less expensive to the user. 
Thus, in this example embodiment the programmed rules Will 
be based on bandWidth availability (anticipated, current), 
Which may be estimated or knoWn (Which may be stored as a 
result of a transmission), and cost. 

[0069] Prior to communicating With the external system, 
the device 101 preferably transmits a request for communi 
cation via the various netWorks With Which the device 101 is 
designed to communicate. In addition, communications With 
some netWorks (e.g., alWays on netWorks) may already be 
established. Thus, the determination of the available net 
Works With Which to establish the desired communication, 
and information relating to it (e.g., bandWidth data), can be 
established during the requested communication. 
[0070] Moreover, the device 101 includes programming for 
sWitching communication netWorks. Thus, When netWork 
sWitching conditions arise, the device 101 establishes a com 
munication With the external device via a second netWork and 
preferably terminates the communication established 
through the ?rst netWork. NetWork sWitching conditions may 
include one or more of 1) changes in netWork conditions such 
as failure of a ?rst netWork or the ?rst netWork sloWing doWn 
(due to high use such as multiple users and/or high levels of 
data being communicated), such as beloW a predetermined 
level (e. g., threshold speed), or increases in noise, 2) the user 
making a request, or attempting to make the request, to com 
municate data that is more suitable for communication 
through a second netWork (e.g., the user requesting a video 
?le or movie), 3) the anticipated request of the user (e. g., 
based on the user starting a particular application such as a 
video player), 4) changes in netWork availability (e. g., a neW 
netWork becoming available), 5) changes in conditions of the 
second netWork (e.g., more bandWidth or less noise), 6) the 
available capacity or relative available capacity (e.g., hoW full 
to capacity a netWork is), 7) the communication capabilities 
of the device, and 8) the historical (or anticipated) availability 
of bandWidth of netWork(s) (Which may include, for example, 
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use, volume, capacity, and/ or speed data for days of the week 
or times of the day). The device 101 may determine any of the 
above information itself or receive the information in a trans 
mission from remote computers, which monitor the net 
works. 

[0071] In some situations, more than one network may be 
operated by the same computer system (e.g., of the same 
service provider). Thus, a multi-network computer system 
(MNCS) having information relating to more than one net 
work may determine, or assist the device 101 in determining, 
which network should be used by the device 101 for commu 
nications. The MNCS determines the available network with 
which to the device 101 establishes the communication based 
on any of data described above, which may be determined 
itself (e.g., historical data) or received from the device 101 
(e.g., based on a user request for a video ?le). Upon deter 
mining the available network with which the device 101 
should establish the communication, the MNCS transmits 
information identifying the network, which is received and 
used by the device 101 as a basis for determining the network 
with which the device establishes the communication. Like 
wise, the MNCS determines whether network switching con 
ditions (described above) arise and initiates the switch by 
transmitting data requesting a switch (or used by the device 
101 determine whether a switch should be completed), which 
includes data identifying the second network. 
[0072] As discussed, the programming that controls the 
operation of the communication module 105 and other mod 
ules of the device 101 is stored in the memory 160 of the 
device 101. 

[0073] As discussed the communication module facilitates 
communications, as shown in FIG. 6, by performing the steps 
of receiving data for communications (not shown), determin 
ing communications parameters (e.g., format, protocol, com 
munication network, destination) at step 401, formatting the 
data for the desired destination at step 405, transmitting the 
data at step 410. The data is transmitted according to the 
determined protocol and to the determined destination. The 
communication module 105 also receives transmissions, 
which may be responses to device 101 transmissions at step 
415. The received data is decoded at step 420, which may 
include, but is not limited to, unformatting, deformating, 
transcoding, and/or interpreting (e.g., name value pairs) the 
received data. At step 425, the decoded data is processed by 
the communication module or other computer program (e.g., 
the commerce module, authentication module, or other appli 
cation module). 
[0074] In performing these steps and others, the device 101 
may make use of Web services. As is well-known in the art, a 
Web services provides a standardized interface that permits 
software programs in the service provider to communicate 
with remote programs (e. g., in the device 101). More speci? 
cally, a Web service is a software module hosted by a service 
provider that can be run remotely. In order for it to be avail 
able to remote systems, a descriptor of the Web service is 
published to a service registry. Information about the Web 
service and how to use it is found in the descriptor. When a 
service requestor (which may be software executing on the 
device 101 or on behalf of the device) desires to run a Web 
service, it contacts the service registry. Based on data found in 
the descriptor, the requestor binds to the service provider and 
runs the Web service. The directory may also be used to 
search and identify providers of particular services. 
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[0075] As is well-known, XML is a mark-up language used 
to de?ne standardized elements of web pages and business 
documents such as product name, product number, price, and 
other characteristics (e.g., color, size, etc.) thereby de?ning 
what kinds of information each element contains. In the pre 
ferred embodiment, the Web service core technologies 
include UDDI (Universal Description Discovery and Integra 
tion), SOAP (Simple Object Access Protocol), and WSDL 
(Web Services Description Language) and are in XML for 
mat. While these technologies and their functionality are 
known in the art, the following description is provided for 
convenience. However, other embodiments may employ 
other features available to these technologies not listed here. 

[0076] As discussed, the service registry of the preferred 
embodiment is a UDDI implementation and is essentially a 
catalog of businesses and the web-accessible services they 
provide. The Web Service Registry provides a mechanism to 
advertise and ?nd Web Services. The Registry contains cat 
egorized information about businesses and the services that 
they offer and associates those services with technical speci 
?cations of the Web service. As discussed, these technical 
speci?cations are de?ned using a descriptor, which in the 
preferred embodiment is a WSDL document. 

[0077] WSDL documents describe Web Service function 
(s), how it communicates, and where it can be found (e.g., an 
address or destination for communication). In operation, a 
Web Service requestor (e.g., a device 101) queries the Reg 
istry to ?nd the descriptor to determine how to use the Web 
Service. The UDDI is itself a Web service and the Registry 
speci?cation de?nes an Application Program Interface (API) 
based on SOAP messages with a description of the registry 
service. Most registries also provide a browser-based human 
interface. The UDDI Project operates a global public registry 
called the UDDI Business Registry, which is available to at 
http://www.uddi.org. Organizations can also set up a private 
registry to support the requirements of an enterprise or a 
private community such as for a shopping complex. A private 
registry can impose additional security controls to protect the 
integrity of the registry data and to prevent access by unau 
thorized users. A private registry might contain only private 
information, it might contain a subset of the public registry 
information, or it might contain a combination of public and 
private information. 
[0078] A UDDI implementation is made up of three differ 
ent elements. Not all listings in UDDI registries, however, 
contain all of the elements. The ?rst of the three elements is a 
“white pages,” which contains the basic contact information 
for each Web service listing. White pages generally includes 
basic information about the company, as well as how to make 
contact. Another element is a “yellow pages,” which has more 
details about the company, and includes descriptions of the 
kind of electronic capabilities the company can offer to users 
who desire to do business with the company. The yellow 
pages uses commonly accepted industrial categorization 
schemes, industry codes, product codes, business identi?ca 
tion codes and the like to make it easier for requestors to 
search through the listings and ?nd exactly what is desired. 
Third, a UDDI includes a “green pages,” which allows the 
requestor to bind to a Web service after it has been found. The 
green pages include the various interfaces, URL locations, 
discovery information and similar data required to ?nd and 
run the Web service. 

[0079] An “identi?er” is a type of property or keyword used 
to uniquely identify a business or speci?cation in the service 
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registry. Identi?ers can be applied to <businessEntity> and 
<tModel> structures. Identi?ers, like categoriZations, can be 
used as part of a search When doing a <?nd_business> or 
<?nd_tModel> request message. Identi?ers and categoriza 
tions are implemented similarly. Identi?ers are attached to 
<businessEntity> and <tModel> documents through an 
<identi?erBag> structure. The <identi?erBag> structure can 
have one or more <keyedReference> structures that provide 
the name, value, and <tModel> UUID reference for locating 
more information. 

[0080] Preferably, tWo general-purpose identi?er schemes 
have been incorporated into all operator nodes, but other 
schemes can be used as Well. The identi?er types that are a 
core part of an operator node include D-U-N-S (tModel name 
of dnb-comzD-U-N-S) and Thomas (tModel name of thomas 
register-com:supplierID). The Dun & Bradstreet® (D-U-N 
S) number is a unique nine-digit identi?cation sequence. This 
sequence provides unique identi?ers for single business enti 
ties, While linking corporate family structures. This informa 
tion is available at http://WWW.d-u-n-s.com. The Thomas 
Registry® scheme (Thomas) provides identi?ers for many 
thousands of manufacturing and e-commerce companies 
WorldWide. Additional information is available at http:// 
WWW.thomasregister.com. 
[0081] tModel documents provide metadata information 
about a Web service speci?cation, categorization speci?ca 
tion, or identi?er speci?cation. tModel documents are a core 
data structure in the UDDI speci?cation and represent the 
most detailed information that a UDDI registry can provide 
about any speci?cation. 
[0082] SOAP (Simple Object Access Protocol) includes a 
communications protocol that facilitates use of the Web ser 
vices of the preferred embodiment and used to send com 
mands across a communication link (e.g., HTTP internet 
connection) and includes destination information, content 
information, and use information. SOAP is used to publish 
the descriptor into a service registry; to send a service request 
from a requestor to the registry; to send information from the 
registry to the requestor; and then to alloW the requestor to 
bind to the service provider and run the Web service. 
[0083] A message sent via SOAP is in XML format, and is 
made up of three partsian envelope, a header and a body. 
The envelope encapsulates the message header and body, and 
contains a variety of information required for processing the 
message, including a description of the kind of data to be 
found inside the envelope, and information about hoW that 
data should be processed. It also contains information about 
the sender and recipient of the message. 
[0084] SOAP does not require that a message contain a 
header, although as a practical matter, messages Will include 
them When SOAP is used in Web services. Information found 
in headers can perform a variety of functions, such as provid 
ing authentication. The data found in headers is organiZed 
into header blocks and there can be one or more blocks in a 
header. The body of the message contains the message data. 
The data might be a request for informationifor example, 
When a service requestor is searching a service registry for a 
Web serviceior it might be a response to a request for 
information, such as When the registry sends back a descrip 
tor. The data found in the body is organiZed into sub-elements 
and there can be one or more sub-elements in the body. 

[0085] As discussed, a descriptor document (e.g., WSDL 
document) is a set of computerized instructions that provide 
information relating to the functionality of a Web services 

Apr. 19, 2012 

application and the protocols and formats it uses. WSDL is an 
XML-based language used to create documents that provide 
vital information about hoW the Web services can be located 
and executed (or run). 
[0086] In order to run a Web service, a requestor ?rst needs 
to locate the WSDL document that details hoW to run the 
services. Once the document is found, it is transmitted to the 
requestor. The descriptor (e.g. WSDL document) is then pro 
cessed, and based on the information in the received descrip 
tor, a SOAP request (or requests) is transmitted to the Web 
service provider. That service provider then sends the infor 
mation requested using the SOAP protocol. 
[0087] A requestor can get a WSDL document in a number 
of different Ways. The document may be located in a search 
able, public or private UDDI directory as described above. 
The WSDL document may also be retrieved from memory 
and can be transmitted from, requested from, and located in a 
variety of Ways, including via HTTP requests, FTP, and 
email. 
[0088] As discussed, a WSDL document describes Web 
service functionality, details Where the service canbe located, 
and then provides speci?c instructions on hoW that service 
can be bound to and run. To accomplish these objectives, a 
WSDL document includes a number of different important 
elements. Among the most important ones are “type” and 
“message” elements, Which describe the information to be 
passed in the Web service. The “type” element is a container 
for data type de?nitions using some type system. The “mes 
sage” element is an abstract, typed de?nition of the data being 
communicated and is in essence the information that is going 
to be exchanged or requested. The “binding” element details 
hoW information is going to be passed betWeen the requestor 
and the Web service, and includes information such as the 
protocol and data format. Bindings may be HTTP, SMTP, 
MIME or other suitable binding. The “portType” describes 
the operations that Will be supported by the Web service. The 
“service” details the location of the Web service. Finally, the 
“operation” element is a description of an action supported by 
the service. Web services and their use are described, in part, 
in WSDL 1.1, WC3 Note 15 dated March 2001 and I the Web 
Service Description Requirements W3C Working Draft dated 
Apr. 29, 2002, Which are hereby incorporated by reference. 
[0089] Finally, once information regarding a service pro 
vider is obtained, the device 101 preferably stores the infor 
mation for repeat use (either locally or on a remote storage 
device for retrieval as needed by the device). Speci?cally, the 
device 101 stores the list of service providers and their asso 
ciated data, including the information retrieved from the reg 
istry such as the descriptor document (WSDL document), 
Which includes the format and protocol used by the service 
provider. 
[0090] As is knoWn in the art, communication devices 
include numerous layers that cooperate to facilitate the com 
munication With each layer performing a different function. 
For example, the physical layer, Which is layer 1 of the Open 
Systems Interconnection (OSI) netWorking model relates to 
the mechanical, electrical and functional aspects of connec 
tions in a communications medium. Other layers include the 
data link layer, the netWork layer, the transport layer, the 
session layer, the presentation layer, and the application layer. 
Control and data is passed from one layer to the next. As is 
knoWn in the art, a communication may begin With the appli 
cation layer on one end (for example, a user opening an 
application and typing a request). HoWever, according to 



US 2012/0096490 A1 

various embodiments, the programming may initiate the 
communications as Will be evident by the description of the 
application program below. Thus, the programming, Which, 
for example, receives user inputs and transmits data to remote 
devices, takes actions based on location and/or triggering 
events, and performs other functions may be designed to 
execute largely in the application layer as Will be evident to 
those skilled in the art. 
[0091] Preferably, the communication module 105 alloWs 
for dynamic adjustment of bit rate, protocol, and format to 
accommodate communications With different types devices 
and changing netWork conditions. In the preferred embodi 
ment, an encryption module is included to encrypt and 
decrypt data before transmission and after reception for sys 
tems employing encrypted transmissions and/or When the 
application being serviced does not provide encryption. The 
device 101 supports data protection and user authentication 
using the Extensible Authentication Protocol-Tunneled 
Transport Layer Security (EAP-TTLS) protocol, Which only 
requires a passWord from the end user for authentication, for 
communicating With external systems supporting the proto 
col. 

Location Module 

[0092] The location module includes hardWare and soft 
Ware to determine the location of the device. Depending on 
the implementation of an embodiment, the location module 
may determine the absolute and/ or relative location of the 
device. The absolute location may be determined by using a 
global position satellite (GPS) receiver that is integrated into 
the device, Which can be used to determine the approximate 
longitude and latitude of the device. Another method of deter 
mining the absolute location is through the use of a netWork 
based position-location system, Which may use, for example, 
triangulation from cell toWers to locate the device. NetWork 
based location systems are manufactured by TruePosition 
Inc. in King of Prussia, Pa., or Forest, Vaibased Grayson 
Wireless, a division of Allen Telecom Inc. in BeechWood, 
Ohio. Thus, the location data may be transmitted to the device 
101 from an external system (e. g., a netWork-based position 
location system) capable of determining its location. 
[0093] Absolute location data may also be transmitted from 
a nearby device (e.g., an airplane, a bus, an automobile, a ship, 
etc.), Which itself has a means for determining its absolute 
location or transmitted from a nearby device that is ?xed in 
location and that has absolute location data pre-stored therein 
(e.g., via WLAN from an access point in a billboard, a road 
side sign, a vender, etc.). In addition, data in periodic trans 
missions or in a single transmission from a ?xed device could 
be used With velocity data supplied by a vehicle to determine 
an accurate and substantially continuous (up to date) absolute 
location of a device carried in the moving vehicle. 
[0094] The location data may be used With map data stored 
in memory of the device 101, or stored in a computer system 
With Which the device 101 communicates (such as in a vehicle 
computer system or remote computer) to provide a real World 
location (e.g., a street, intersection, address, complex, or busi 
ness) as is Well-knoWn in the art. 
[0095] The relative location refers to the location of the 
device 101 relative to another point of interest such as the 
distance (or in some applications the time) from a particular 
point of interest. For example, in some embodiments, in may 
be necessary to ?nd the closest vender of a given product. In 
doing so, the relative location of the device 101 from each 
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vender is compared to ?nd the closest vender. The relative 
location to a point of interest may be determined from the 
absolute locations of the device 101 and the point of interest. 
In addition, in some applications the cumulative distance of 
the thoroughfares (streets, roads, highWays, etc.) betWeen the 
device 101 and the point of interest may be determined and 
used to determine the relative location of the device 101 With 
respect to the point of interest. In other embodiments, a com 
munication link With a particular access point (or a plurality 
of access points) may provide relative location data (e. g., that 
the device 101 is in a room, facility, parking lot, vender store 
location, or other area) to the device 101 or an external com 
puter system. 
[0096] The relative location may also be determined from 
data transmitted from nearby devices (e. g., via WLAN from 
an access point in a billboard, a road side sign, a vender, etc.) 
that includes information of the relative location of the nearby 
device. For example, the nearby device (e.g., a billboard With 
a Wireless transceiver therein) may transmit information to 
the device to indicate that the device is at, or Within, a prede 
termined distance of a particular point of interest (e. g., a 
vender). Altemately, the nearby device may transmit the dis 
tances from the nearby device to a plurality of points of 
interests When the communication link With the device 101 is 
established. In addition, data in periodic or a single transmis 
sion from a ?xed device could be used With velocity data 
supplied by a vehicle to determine an accurate and up to date 
relative location. 
[0097] Preferably, the location module includes a GPS 
receiver With mapping softWare. In addition, relative location 
data is determined from the device’s 101 communications 
With access points that form part of a WLAN. HoWever, any 
suitable means of determining an absolute or relative location 
that is suitable for the embodiment or an application may be 
used. 

Authentication Module 

[0098] The authentication module 125 authenticates the 
user (or in some instances the user’s device) through the use 
of authenticating data. Authentication may be used to con?rm 
the identity of the person carrying the device, to prevent the 
unauthorized use of the device, and to authenticate the cre 
ation, use, transmission, or storage of data at the device 101 or 
at a remote device. The authenticating data may include, but 
is not limited to, a passWord, pin number, voice data, face 
data, iris data, and/ or ?nger print data that may be stored in the 
device 101 and/ or at a remote computer system used to 
authenticate the user. 

[0099] The determination as to Whether authenticating data 
is necessary to perform a given action is determined by the 
remote system With Which the action is to be performed (e. g., 
a purchase made, data stored, information provided) and/or 
by the programming in the device 101 When predetermined 
actions are requested (e.g., to make a purchase). For example, 
authentication may only be necessary When purchases are 
suf?ciently large or other security measures Warrant it. 
[0100] Authentication may be performed in numerous 
manners, is largely a design choice and its implementation 
Will vary depending on the application, available data, avail 
able hardWare, the external systems, and costs. For example, 
in one embodiment, no authentication is necessary When 
making a small purchase. When making a purchase above a 
predetermined price threshold (e.g., $500), a ?rst level of 
authentication may be required such as entering a pin number 
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or password into the device 101 (much like a debit card), 
Which may be transmitted to a third party computer network 
for validation thereby providing authenticating data to the 
external system. In addition, the device 101 may request 
authenticating information from the user in certain circum 
stance and include programming that does not permit certain 
activities (e.g., commercial transactions) unless the user 
enters a valid passWord (either at poWer up or upon requesting 
a commercial transaction). In addition, con?rmation that the 
user has entered a passWord to facilitate the commercial trans 

action (i.e., provided authenticating data to the device) may 
optionally be transmitted to a vender computer system or 
other remote computer system during the transaction to give 
the vender additional con?dence of the user’s authority to use 
the device 101 and its payment means. 

[0101] Other means of authentication may include recog 
nizing the user’s voice (Which is compared to a stored voice), 
receiving a ?nger print input at the image module Which is 
compared to stored ?nger print data, and receiving data of an 
image of the face or iris of the user at a video input, Which is 
compared to stored data of the same. 

[0102] Altemately, the user may have an rf tag in the form 
of an integrated circuit implanted under the skin (or otherWise 
attached to the person), Which contains user identifying infor 
mation, such as, or similar to, the Verichip® manufactured by 
Applied Digital Solutions of Palm Beach, Fla. This rf tag can 
be pinged (transmit an rf signal to) to determine the identity of 
the user by the device 101 or by a remote system Within range 
of the user. The identi?cation information is transmitted from 
the rf tag, received by pinging device (or other device), com 
pared With the information associated With the user (Which 
may be supplied to a remote computer system by the device 
101 or already present in memory of the remote computer 
system) to con?rm the user’s identity or to determine his or 
her identity. 
[0103] Input of authentication data may be required at 
poWer up or at the request by the user to enter into a commer 
cial transaction or to otherWise use the device 101 in a fashion 
that has been determined to require an authentication input. 

[0104] In addition, the authentication data may be stored in 
memory and retrieved for transmission to a remote computer 
that determines Whether the user’s voice, face, iris, ?nger 
print, or other input matches the data stored in memory. In 
addition, transmission of the authentication data of the user’s 
voice, face, iris, ?ngerprint retrieved from memory may 
require input of a pas sWord or pin number. Upon receipt of the 
authentication data, validation data is transmitted to the 
vender, the ?nancial institution issuing payment at the request 
of the user, or other computer system from the remote com 
puter system performing the validation. Thus, a thief or unau 
thorized user Would have to store neW authenticating data 
(their oWn data) in memory in order to operate the device. 
Preferably the neW data can only be stored, hoWever, if the 
necessary authentication input (i.e., voice, iris, face, ?nger 
print, or other input) is inputted to permit overWriting the old 
data or the addition of neW data for a neW user. In addition, 
some applications may require that the user transmit a live 
authenticating image or video data (as opposed to being trans 
mitted from stored data). Live data is transmitted along With 
data su?icient to con?rm that the data is not a transmission of 
a recording, such as information of the time of day and/or 
date, data supplied by an external system, location data, and/ 
or other data. 

Apr. 19, 2012 

[0105] In applications Where greater security is needed, a 
third party computer system (or the computer system of the 
vender) can store the authentication data (voice, iris, face, 
?nger print, or other data) and compare the data from the user 
received from a vender input device (e. g., a scanner) With the 
stored data to authenticate the user. When a valid comparison 
is made, the third party computer system transmits validation 
data indicating the authority of the user to perform the 
requested action (e.g., con?rming the user’s identity) or infor 
mation indicating that the person is not authorized to perform 
the desired action. 

[01 06] In addition or alternately, an image of the user can be 
stored in the device 101 and displayed on the display of the 
device 101 to the vender or entry control personnel Who can 
then compare the stored picture With the face of the user. The 
picture (or other data such as voice, iris, or ?nger print data) 
stored in the device 101 can also be compared to a picture (or 
other data such as voice, iris, or ?nger print data) stored by the 
vender (or by the entry-control computer system) and/ or 
compared to an identi?cation document (e.g., a passport or 
driver’s license) carried by the user. 
[0107] In addition, the authentication module includes pro 
gramming for authenticating a data ?le at its creation, receipt, 
modi?cation, transmission, and/or some other operation on 
the data ?le. Prior to use, the user supplies authenticating data 
to the device 101 (e.g., logging in With a passWord). After (or 
during) the operation on the data ?le, the programming 
embeds, or otherWise attaches or associates, information 
based on the authenticated data in the data ?le. For example, 
prior to creating a text ?le, modifying a ?le, upon receiving a 
?le, taking a digital picture, transmitting a ?le or performing 
some other action on a ?le, the user inputs a username and/or 
passWord (or supplies other authenticating information as 
described above) to the device 101 that con?rms, or is used to 
determine, the identity of the user. When the user creates a 
text ?le, modi?es a ?le, receives the ?le, takes a digital pic 
ture, (all of Which require storing the neW version of the ?le), 
transmits a ?le or performs some other operation on a ?le, the 
program embeds (or otherWise associates or attaches) infor 
mation su?icient to identify the user performing the operation 
When storing the ?le. 
[0108] An authorized user may select Which data ?les to 
include authenticating data and can program the device 1 01 to 
include it for all, or select, operations performed by users Who 
are not the authorized user (e.g., a child or employee). In 
addition, the device 101 can embed (or otherWise associate or 
attach) information su?icient to identify the device. In addi 
tion, other information such as the time and/ or location data 
(e.g., received from the location module or otherWise sup 
plied) may be embedded in (or otherWise associated With or 
attached to) the data ?le at creation, modi?cation, receipt, 
transmission or some other operation on the ?le When the ?le 
is saved. 

[0109] Thus, this feature can alloW a person such as a police 
of?cer to take a digital photograph of a crime or accident 
scene, embed (or otherWise associate or attach) information 
of the location, time, and/or identity of the person taking the 
photograph in the digital ?le, Wirelessly transmit the ?le to a 
remote computer system for storage and use as evidence. The 
methods of embedding, associating, and attaching a subset of 
data in, With, and to a data ?le are Well knoWn in the art. Those 
skilled in the art Will recognize that the method, protocol or 
format for embedding, associating, and attaching the infor 
mation su?icient to identify the user, device, location, and/or 










































































