
US 20120059956A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2012/0059956 A1 

Narad (43) Pub. Date: Mar. 8, 2012 

(54) DIRECT MEMORY ACCESS (DMA) Publication Classi?cation 
TRANSFER OF NETWORK INTERFACE 
STATISTICS (51) Int‘ Cl‘ 

G06F 13/28 (2006.01) 

(76) Inventor: Charles E. Narad, Los Altos, CA 
(Us) (52) US. Cl. ........................................................ .. 710/22 

(21) Appl. No.: 12/942,790 (57) ABSTRACT 

(22) Filed: NOV‘ 9’ 2010 In general, in one aspect, the disclosure describes a method 
. . that includes maintaining statistics, at a network interface, 

Related U's' Apphcatlon Data metering operation of the network interface. The statistics are 

(63) Continuation of application No, 10/722,747, ?led on transferred by direct memory access from the network inter 
Nov. 25, 2003, now Pat. No. 7,836,165. 

network interface 
102 

DNA 

face to a memory accessed by at least one processor. 

processor(s) 
> L05 

Unit 
( 

A statistics 110 
108 

1 i 
(i statistics 

108 



Patent Application Publication 

network interface 

Mar. 8, 2012 Sheet 1 of3 US 2012/0059956 A1 

Q? 

FIG. 1 (Prior Art) 

processor(s) 



Patent Application Publication Mar. 8, 2012 Sheet 2 0f 3 US 2012/0059956 A1 

network interface memon/ 
L0; L03 

V 

processor(s) 
DMA 

@ ( Unit 1 ( M f 
[i statistics 110 (i statistics 

108 108 

FIG. 2 



Patent Application Publication Mar. 8, 2012 Sheet 3 0f3 US 2012/0059956 A1 

RX MAC 

A 

12 

‘if 

% 

FIG. 3 

DMA 
Unit 

V 

statistics transfer control 

L ii 

Tx MAC . Intercept 
13_4 L35 

m 



US 2012/0059956 A1 

DIRECT MEMORY ACCESS (DMA) 
TRANSFER OF NETWORK INTERFACE 

STATISTICS 

REFERENCE TO RELATED APPLICATIONS 

[0001] This application relates to US. patent application 
Ser. No. l0/722,727, attorney docket number Pl7969 entitled 
“GENERATING PACKETS”, ?led on Nov. 25, 2003 (noW 
abandoned). This application also is a continuation of, and 
claims priority to, US. patent application Ser. No. 10/722, 
747, Attorney Docket No. 42Pl7968, ?led Nov. 25, 2003, 
entitled “Direct Memory Access (DMA) Transfer of NetWork 
Interface Statistics”. 

BACKGROUND 

[0002] Networks enable computers and other devices to 
communicate. For example, netWorks can carry data repre 
senting video, audio, e-mail, and so forth. Typically, data sent 
across a netWork is divided into smaller messages knoWn as 
packets. By analogy, a packet is much like an envelope you 
drop in a mailbox. A packet typically includes “payload” and 
a “header”. The packet’s “payload” is analogous to the letter 
inside the envelope. The packet’s “header” is much like the 
information Written on the envelope itself. The header can 
include information to help netWork devices handle the 
packet appropriately. For example, the header can include an 
address that identi?es the packet’s destination. A given packet 
may travel across many netWork nodes (e.g., “routers”, 
“bridges” and “sWitches”) before reaching its destination. 
[0003] FIG. 1 illustrates an example of components form 
ing a netWork node. As shoWn, the node includes a netWork 
interface that connects a processor system to a netWork 
(shoWn as a cloud). Typically, an intermediate node, such as a 
router, Will include many different netWork interfaces. As 
shoWn, the interface carries packets traveling betWeen the 
processor system and the netWork. 
[0004] NetWork interfaces often compile statistics on their 
operation such as the number of packets or bytes received or 
transmitted. For instance, as shoWn, the interface updates the 
statistics for packets received (packet “a”) and sent (e.g., 
packet “b”). 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] FIG. 1 is a ?oW-diagram illustrating operation of a 
netWork interface. 
[0006] FIG. 2 is a ?oW-diagram illustrating Direct Memory 
Access (DMA) transfer of statistics metering operation of a 
netWork interface. 
[0007] FIG. 3 is a diagram of a Media Access Controller 

(MAC). 

DETAILED DESCRIPTION 

[0008] As described above, in addition to carrying data 
betWeen a processor system and a netWork, netWork inter 
faces often collect statistics monitoring operation of the inter 
face. For example, such statistics can meter netWork tra?ic 
received or sent by the interface. These statistics can be ana 
lyZed by a processor, for example, to monitor performance of 
the connection. Transferring the statistics for analysis can, 
hoWever, impose a signi?cant burden on the processor(s). For 
example, in some systems, the processor(s) may issue a series 
of requests for statistic values and devote considerable 
resources to overseeing storage of the values in memory. 
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[0009] FIG. 2 depicts a scheme that uses a technique knoWn 
as Direct Memory Access (DMA) to transfer statistics 108 to 
a memory 104 accessed by processor(s) 106. Brie?y, Direct 
Memory Access permits memory access Without involvement 
of a processor. That is, DMA enables an entity to share access 
to a memory’s 104 address and data busses instead of requir 
ing memory operations to pass through the processor(s) 106. 
This technique can relieve processors(s) 106 of the burden of 
handling the transfer of each statistic value, freeing the pro 
cessor(s) for other tasks. To further reduce processor involve 
ment, the statistics transfer can be con?gured to occur auto 
matically, for example, at periodic intervals or When certain 
events occur. 

[0010] In greater detail, FIG. 2 depicts a netWork interface 
102 that collects netWork interface statistics 108. For 
example, a standard called RMON (Internet Engineering 
Task Force, Request for Comments #3577, Introduction to 
Remote Monitoring (RMON) Family of MIB Modules, 
Waldbusser, et al., August 2003) speci?es a set of counters 
that include the number of bytes sent and received, number of 
packets sent and received, “buckets” of packet siZe ranges, 
various netWork congestion and error conditions, and so 
forth. 
[0011] As shoWn, the netWork interface 102 includes a 
DMA Unit 110 that transfers statistic values 108 to the 
memory 104. The DMA Unit 110 circuitry may vary depend 
ing on the DMA architecture used. For example, the DMA 
Unit 110 may act as a memory master over a Peripheral 

Component Interconnect (PCI) bus. Once transferred, the 
statistics 108 may be accessed by processor(s) 106. The pro 
cessor(s) 106 can include a Central Processing Unit (CPU) 
and/or engine(s) of a netWork processor that aggregates many 
such processing engines on a single integrated die. 
[0012] The interface 102 can be con?gured to transfer the 
statistics to a particular location in memory 104. For example, 
the location may correspond to the location of a data structure 
mapping a block of the transferred data to different counter 
values. Potentially, processor(s) 106 may access the data 
While a DMA transfer is occurring. This may result in some 
inconsistency in the data accessed. For example, the “packets 
sent” statistic accessed by the processor(s) 106 may be from 
a previous DMA transfer While the “packets received” statis 
tic accessed may have just been Written by the current DMA 
transfer. In many cases, this discrepancy is of little impor 
tance as many applications using this data assume that indi 
vidual counter values are not precisely correlated, instead 
looking for long-term statistical trends. 
[0013] While usually not a requirement, a variety of tech 
niques can provide statistic consistency for applications. For 
example, the DMA unit 110 and processor(s) 106 may share 
a mutex (mutual exclusion) lock that enables only one entity 
110, 106 to access the memory 104 locations storing the 
statistics 108 at a time. Alternately, the DMA unit 110 may 
change the location used to store the statistics 108, creating a 
series of “snapshots” of the interface’s counter values at dif 
ferent times. The processor(s) 106 can then restrict its access, 
for example, to the most recently completed snapshot. 
[0014] The storage of these snapshots can be controlled in 
a variety of Ways. For example, the locations used to store the 
snapshots may correspond to different elements of a “ring” 
Where, eventually, after completing a circle around the ring, a 
neW snapshot overWrites the oldest. Alternatively, the loca 
tion of a snapshot may be set to a buffer allocated from a 
freelist. The buffer may be appended to a linked list after 
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being populated With DMA-ed data. The processor(s) 106 
may be restricted from pre-maturely accessing a buffer until 
the buffer is linked into the list. The data transferred in a 
snap shot might contain additional information such as a snap 
shot sequence number or a timestamp indicating the approxi 
mate time at Which the snapshot Was captured. 
[0015] The transfer destination locations may be pre-con 
?gured in the interface 102. Altemately, the processor(s) 106 
may issue commands to the interface 102 that specify the 
location in memory 104 in Which to dump all or a speci?ed 
subset of the statistics. 
[0016] After transferring the statistics 108 data, the inter 
face 102 may signal completion of the transfer to the proces 
sor(s). For example, the interface 102 can generate a proces 
sor interrupt signal. Alternatively the interface 102 may 
indicate in memory 104 that the transfer is complete by indi 
cations including ?ags, ring pointers, linked-list pointers and 
so forth. The processor(s) 106 might poll or test periodically 
or at random intervals the locations in memory containing 
such indications to determine if a transfer has occurred. The 
processor(s) 106 may instead access the location(s) in 
memory 104 containing the statistics 108 at a time based on 
prior knowledge of the time or periodicity of statistics 108 
delivery into memory 104 by the interface 102. 
[0017] After, or even during a transfer, the processor(s) 106 
can perform a variety of operations. For example, the proces 
sor(s) 106 can determine counter changes (“deltas”) since the 
last transfer. The processor(s) 106 can then use these deltas, 
for example, to update its master tabulation of counter values 
(not shoWn) or to trigger an alarm if a predetermined thresh 
old is reached. 

[0018] Potentially, the processor(s) 106 may include a 
cache (not shoWn). For example, the cache may store statistic 
values recently accessed by the processor(s) 106. While 
speeding access to this data for the processor(s) 106, the 
cache can become outdated. For example, a neW set of statis 
tic values 108 may be transferred after previously transferred 
values Were stored in the cache. To prevent cached statistic 
values from going stale, memory locations storing transferred 
statistics 108 may be mapped/marked as non-cacheable. 
Altemately, the cached values may be cleared or updated 
upon receipt of updating statistic data utiliZing a cache coher 
ence mechanism such as Write-invalidate or Write-update. 
Potentially, the statistic values 108 may be pushed directly 
into the processor(s) 106 cache, and either mirrored in 
memory 104 or only to be Written to memory 104 When 
victimiZed from the cache. 

[0019] The netWork interface 102 may include a variety of 
hardWare and/or softWare components. For example, the net 
Work interface 102 may include a PHY (physical layer 
device) that performs analog-to-digital conversion on 
received signals (e.g., Wire, optic, or Wireless analog signals). 
The PHY may feed a framer that groups the bits output by the 
PHY into frame packets, for example, by identifying bits 
signaling the start and end of a frame packet. The framer may 
also perform other operations such as bit/character stu?ing 
and unstu?ing, checksum computation and veri?cation, 
packet de/en-capsulation, serialiZation/deserialiZation and so 
forth. The framer operations and packet format depend on the 
framing technology supported (e. g., Synchronous Optical 
NETWork (SONET), Ethernet, Hi gh-Level Data Link Control 
(HDLC), and Point-to-Point Protocol (PPP)). The netWork 
interface 102 may include other components such as a Trans 
mission Control Protocol (TCP) O?load Engine (TOE) that 
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of?oads TCP operations (e. g.,ACK generation, segment reas 
sembly, and so forth) from the processor(s) 106. 
[0020] FIG. 3 depicts an example of an Ethernet Media 
Access Controller (MAC) 120 framer that may be found in a 
netWork interface 102 using DMA to transfer statistic values. 
As shoWn, the framer 120 includes circuitry to perform 
receive (Rx) 122 and transmit (Tx) 134 framing operations on 
in-bound and out-bound data, respectively. Both sets of cir 
cuitry 122, 134 can update statistic values 124 being moni 
tored. As shoWn, the framer 120 also includes a DMA unit 
128 that can transfer received packets to memory as requested 
by the Rx 122 circuitry. The DMA unit 128 is also operation 
ally coupled to transfer control circuitry 126 to initiate DMA 
transfer of statistic values 124. 

[0021] Operations performed by the transfer control cir 
cuitry 126 can be con?gured in a variety of Ways. For 
example, the circuitry 126 may be con?gured to select some 
subset of monitored statistic values to transfer. Similarly, the 
circuitry 126 may be con?gured to automatically transfer 
some or all statistic values 124 at particular intervals or When 
particular values reach pre-con?gured thresholds. Poten 
tially, these con?guration options may be combined to 
specify transfer of different sets of statistics at different times 
(e.g., transfer “send” statistics at time interval “1” and 
“receive” statistics at time interval “2”). 
[0022] The framer 120 may also be con?gured to select a 
particular mechanism used to maintain counter values 124. 
Brie?y, a counter is much like a car’s odometeriWhen the 
counter reaches its maximum value, it rolls-over back to Zero. 
The interface 102 may be con?gured to let the counter’s “free 
run”. Alternately, the interface 102 may be con?gured to Zero 
the counters after the statistics 108 are transferred to memory 
104. Such counters Would re?ect a change since the last 
statistics transfer. To prevent ambiguity in the data, the framer 
can be con?gured to transfer statistics 108 at a frequency 
great enough to prevent counter Wrap-around. 
[0023] As shoWn, the interface framer 120 can be con?g 
ured using a variety of mechanisms. For example, the framer 
can be con?gured by different registers (not shoWn) that the 
processor(s) can access. For instance, a “l” stored in bit-l of 
a register may select the “packets sent” statistic for transfer 
While other register bits identify a time interval for transfer 
ring the statistic. Altemately, the framer 120 may include 
circuitry 136 to intercept packets, for example, traveling 
along the interface’s 120 transmit path (e. g., the path leading 
to the netWork) or receive path (e.g., the path leading to the 
processor(s) 106). For instance, the processor(s) 106, or other 
entity, may construct a packet having characteristics identi 
fying the packet as one carrying data to con?gure the interface 
120 instead of one to be transmitted over the netWork. As an 
example, such a packet may include a source and destination 
address having some preset value(s). The payload of such 
packets may include data identifying, for example, statistics 
to transfer, intervals or speci?c times to transfer data, a com 
mand for an immediate transfer, a schedule of differing trans 
fers, and/or threshold statistic values of events that trigger a 
transfer. The payload may further include data identifying the 
location(s) in memory 104 in Which to place statistics. The 
intercept circuitry 136 may use this packet data to program 
operation of the transfer control circuitry 126. For example, 
the intercept 136 circuitry may use this data to program a 
timer (not shoWn) that initiates transfer. The mechanisms 
(e.g., registers or packets) used to con?gure the framer may 
also be used to make a “one-shot” transfer request. 
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[0024] The preceding description frequently used the term 
“packet” to refer to a frame. However, the term packet also 
describes Transmission Control Protocol (TCP) segments, 
Internet Protocol (IP) datagrams, Asynchronous Transfer 
Mode (ATM) cells, and so forth. 

[0025] The term circuitry as used herein includes hard 
wired circuitry, digital circuitry, analog circuitry, program 
mable circuitry, and so forth. The programmable circuitry 
may operate on computer programs. For example, the transfer 
control 126 and intercept 136 circuitry may be implemented 
by a microcontroller programmed to perform operations 
described above. Such programs may be coded in a high level 
procedural or object oriented programming language. How 
ever, the program(s) can be implemented in assembly or 
machine language if desired. The language may be compiled 
or interpreted. 

[0026] Techniques described above may be used in a wide 
variety of networking environments. Further, techniques 
described above may be incorporated into a variety of com 
ponents such as a Network Interface Controller (NIC) chip 
and/ or card or included in a motherboard chipset or network 

processing unit (NPU). These techniques may also be imple 
mented in a router or switch line card. 

[0027] Other embodiments are within the scope of the fol 
lowing claims. 

1-38. (canceled) 
39. A network interface controller, comprising: 
at least one interface to a physical layer device (PHY); 

at least one Ethernet media access controller (MAC) com 
municatively coupled to the at least one interface to the 

PHY; 
at least one peripheral component interconnect interface; 

at least one direct memory access (DMA) controller to 
transfer data, including packets received via the at least 
one interface to the PHY and the at least one MAC, to a 
host via the at least one peripheral component intercon 
nect interface; 

at least one host accessible register to store con?guration 
settings to be received from the host, the con?guration 
settings comprising: 
a host programmable timer value specifying a recurring 

timer interval to transfer operation statistics of the 
network interface controller by DMA to memory of 
the host; 

a location in the memory of the host to transfer the 
operation statistics to; 

at least one indication of a one-shot, non-recurring, 
transfer of the operation statistics; 

at least one indication of a selection of the operation 
statistics; and circuitry con?gured to, when in opera 
tion: 

in response to the host storing the con?guration settings 
for a one-shot request in the at least one register, 
perform a non-recurring, one time DMA transfer of 
the operation statistics to the memory of the host via 
the peripheral component interconnect interface; and 
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in response to the host storing the con?guration settings 
for the recurring timer interval, repeatedly causing 
transfer of the operation statistics of the network inter 
face controller by DMA to the memory of the host 
based on periodicity speci?ed by the host program 
mable timer value. 

40. The network interface controller of claim 39, wherein 
the DMA controller is con?gured to transfer the operation 
statistics as a contiguous block of data. 

41. The network interface controller of claim 39, 
wherein the operation statistics include a number of bytes 

transmitted by the network interface controller, a num 
ber of bytes received by the network interface controller, 
a number of packets transmitted by the network interface 
controller, a number of packets received by the network 
interface controller, a count of packets in buckets asso 
ciated with different packet siZes, and at least one error 
condition. 

42. A system, comprising: 
at least one processor; 

a memory; 

at least one peripheral component interconnect bus; and 
at least one network interface controller, the network inter 

face controller comprising: 
at least one interface to a physical layer device (PHY); 
at least one Ethernet media access controller (MAC) 

communicatively coupled to the at least one interface 
to the PHY; 

at least one peripheral component interconnect interface 
coupled to the at least one peripheral component 
interconnect bus; 

at least one direct memory access (DMA) controller to 
transfer data, including packets received via the at 
least one interface to the PHY and the at least one 
MAC, to via the at least one peripheral component 
interconnect interface; 

at least one host accessible register to store con?guration 
settings to be received from the ho st, the con?guration 
settings comprising: 
a host programmable timer value specifying a recur 

ring timer interval to transfer operation statistics of 
the network interface controller by DMA to 
memory of the host; 

a location in the memory of the host to transfer the 
operation statistics to; 

at least one indication of a one-shot, non-recurring, 
transfer of the operation statistics; 

at least one indication of a selection of the operation 
statistics; and circuitry con?gured to, when in 
operation: 

in response to the host storing the con?guration set 
tings for a one-shot request in the at least one reg 
ister, perform a non-recurring, one time DMA 
transfer of the operation statistics to the memory of 
the host via the peripheral component interconnect 
interface; and 

in response to the host storing the con?guration set 
tings for the recurring timer interval, repeatedly 
causing transfer of the operation statistics of the 
network interface controller by DMA to the 
memory of the host based on periodicity speci?ed 
by the host programmable timer value. 
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43. The system of claim 42, wherein the DMA controller is 
con?gured to transfer the operation statistics as a contiguous 
block of data. 

44. The system claim 42, 
Wherein the operation statistics include a number of bytes 

transmitted by the netWork interface controller, a num 
ber of bytes received by the netWork interface controller, 
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a number of packets transmitted by the netWork interface 
controller, a number of packets received by the netWork 
interface controller, a count of packets in buckets asso 
ciated With different packet siZes, and at least one error 
condition. 


