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LOCATIONAL TAGGING IN A CAPTURE 
SYSTEM 

FIELD OF THE INVENTION 

[0001] The present invention relates to computer networks, 
and in particular, to identifying associations between objects 
and users in a computer network. 

BACKGROUND 

[0002] Computer networks and systems have become 
indispensable tools for modern business. Modern enterprises 
use such networks for communications and for storage. The 
information and data stored on the network of a business 
enterprise is often a highly valuable as set. Modern enterprises 
use numerous tools to keep outsiders, intruders, and unautho 
riZed personnel from accessing valuable information stored 
on the network. These tools include ?rewalls, intrusion detec 
tion systems, and packet sniffer devices. 
[0003] FIG. 1 illustrates a simple prior art con?guration of 
a local area network (LAN) 100 connected to the Internet 102. 
Connected to the LAN 100 are various components, such as 
servers 104, clients 106, and switch 108. Numerous other 
networking components and computing devices are connect 
able to the LAN 100. The LAN 100 may be implemented 
using various wireline or wireless technologies, such as Eth 
ernet and the 802.11 the IEEE family of wireless communi 
cation standards. LAN 100 could be connected to other 
LANs. 

[0004] In this prior con?guration, the LAN 100 is con 
nected to the Internet 102 via a router 110. This router 110 
may be used to implement a ?rewall. Firewalls are widely 
used to try to provide users of the LAN 100 with secure access 
to the Internet 102 as well as to provide separation of a public 
Web server (for example, one of the servers 104) from an 
internal network (for example, LAN 100). Data leaving the 
LAN 100 to the Internet 102 passes through the router 110. 
The router 110 simply forwards packets as is from the LAN 
100 to the Internet 102. 

[0005] However, once an intruder has gained access to sen 
sitive content inside a LAN such as LAN 100, there presently 
is no network device that can prevent the electronic transmis 
sion of the content from the network to outside the network. 
Similarly, there is no network device that can analyse the data 
leaving the network to monitor for policy violations, and 
make it possible to track down information leeks. 

[0006] Networked computers (such as computers con 
nected on a LAN or through the Internet) utiliZe addressing to 
communicate. A packet of data may be routed to a speci?c 
computer that is identi?ed by a particular Internet Protocol 
(IP) addresses. For example, an internet browser uses the IP 
address of 64.236.16.20 has the location to send and receive 
requests from CNN.com. (The Domain Name System (using 
a Domain Name Server or DNS) is generally used to translate 
a URL such as CNN.com into an IP address.) 

[0007] Media Access Control (MAC) addresses are unique 
identi?ers for individual pieces of networking equipment. For 
example, each Ethernet and 802.1 1 wireless card has a unique 
MAC address. The combination of IP and MAC addresses 
provide a mechanism to determine which computer and/or 
user has performed some sort of activity on the Internet or 
Intranet. 
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[0008] The current IP standard is IP version 4 (or IPv4). An 
IP address in IPv4 is a four-byte (32-bit) number combination 
in the format ofAAA.BBB.CCC.DDD. For example, 64.236. 
16.20 is the IPv4 address for CNN.com. IP addresses are 
public, private, or multicast. Public IP addresses are available 
to the outside world for direct access. For example, the IP 
address given above for CNN.com is a public address. Private 
IP addresses are reserved for intemal/private networks. For 
example, IP addresses assigned by a router to individual 
computers on a LAN are private, whereas the IP address of the 
router itself is generally public. Exemplary private IP address 
spaces are 10.0.0.0-10.255.255.255; 172.16.0.0-172.31.255. 
255; and 192.168.0.0-192.168.255.255. 
[0009] On a LAN, private IP addresses are assigned to 
individual computers and/ or NICs. A common way to assign 
a private IP address to a computer and/ or NIC is to use a 
Dynamic Host Con?guration Protocol (DHCP) server. A 
DHCP server allocates an IP address to a client in one of three 

ways: manual allocation, automatic allocation, or dynamic 
allocation. 
[0010] For manual allocation, a DHCP server allocates an 
IP address based on a table of MAC and IP address pairs. This 
table is manually created by the server administator. Essen 
tially, the IP address is statically assigned to a MAC address 
until the administrator changes it and only MAC address in 
the table are able to get an IF address. Typically, the client 
must know of the W address that is available to it. While this 
may work well for a small network with few devices that do 
not change, it does not scale well to larger networks or net 
works with changing devices due to the need to update the 
table. 
[0011] Using manual allocation, an administrator sets a 
range of IP addresses that may be assigned. The DHCP server 
“permanently” assigns an IP address from this range to a 
client. Typically, the client must know of the IP address that is 
available to it. This again requires some administrative main 
tenance. 

[0012] The third DHCP assignment technique is dynamic 
allocation. The DHCP server “leases” an IP address from a 
range of IP address allocated by an administrator to a NIC that 
requests one. After a pre-determined amount of time (such as 
?ve days, one day, etc.) the lease on the IP address expires and 
the NIC must request a new IP address from the DHCP server. 
This leasing technique allows for the dynamic reallocation of 
IP addresses. For example, a DHCP server may lease an ?rst 
IP address to a particular NIC for a period of one day on a 
Monday and on Tuesday assign a second (and different) IP 
address the same NIC while re-assigning the ?rst IP address 
to a different NIC. Generally, the DHCP server attempts to 
assign the same IP address to the same MAC but this is not 
always possible. 
[0013] FIG. 2 illustrates an exemplary communication 
between computers through a network. Computers A 201, B 
205, and C 209 each have a unique IP address and a NIC card 
203, 207, and 211 with a unique MAC address. The IP 
addresses of computers B 205 and C 209 have been assigned 
by router 213. As described earlier, these IP addresses could 
be dynamically, manually, or automatically assigned. Router 
213 also as its own unique IP address which is accessible by 
computer A through the network 215. 
[0014] ComputerA 201 communicates to computers B 205 
and C 209 through the router 213. The router 213 is connected 
to the network with a single public address or multiple public 
addresses. As packets move from a computer to the network 
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215, the source address in each packet is translated from the 
private addresses to the public address(es). The router 213 
tracks basic data about each active connection (such as the 
destination address and port). When a reply returns to the 
router 213, it uses the connection tracking data it stored 
during the outbound phase to determine Which computer (B 
205 or C 209) to forWard the reply. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] The present invention is illustrated by Way of 
example, and not by Way of limitation, in the ?gures of the 
accompanying draWings in Which like reference numerals 
refer to similar elements and in Which: 
[0016] FIG. 1 is a block diagram illustrating a computer 
netWork connected to the Internet; 
[0017] FIG. 2 is a block diagram illustrating one con?gu 
ration of a capture system according to one embodiment of 
the present invention; 
[0018] FIG. 3 is a block diagram illustrating the capture 
system according to one embodiment of the present inven 
tion; 
[0019] FIG. 4 is a block diagram illustrating an object 
assembly module according to one embodiment of the 
present invention; 
[0020] FIG. 5 is a block diagram illustrating an object store 
module according to one embodiment of the present inven 
tion; 
[0021] FIG. 6 is a block diagram illustrating a document 
registration system according to one embodiment of the 
present invention; 
[0022] FIG. 7 is a block diagram illustrating registration 
module according to one embodiment of the present inven 
tion; and 
[0023] FIG. 8 illustrates an embodiment of the How of the 
operation of a registration module; 
[0024] FIG. 9 is a How diagram illustrating an embodiment 
of a How to generate signatures; 
[0025] FIG. 10 is a How diagram illustrating an embodi 
ment of changing tokens into document signatures; 
[0026] FIG. 11 illustrates an embodiment of a registration 
engine that generates signatures for documents; 
[0027] FIG. 12 illustrates an exemplary embodiment of a 
system for the detection of registered content is performed on 
a distributed basis; 
[0028] FIG. 13 illustrates an embodiment of a match agent 
to provide signature match processing; 
[0029] FIG. 14 illustrates an embodiment of a capture/ 
registration system to enforce registered policies With respect 
to registered documents; 
[0030] FIG. 15 illustrates an embodiment of the capture and 
comparison How; 
[0031] FIG. 16 shoWs an embodiment of a computing sys 
tem (e.g., a computer). 
[0032] FIG. 17 illustrates an exemplary tiered location 
metadata value; 
[0033] FIG. 18 illustrates an example of a tree structure 
describing for a tiered location tagging scheme in a corporate 
environment; 
[0034] FIG. 19 illustrates an embodiment of a method for 
associating items processed by a capture system using tiered 
location tagging; 
[0035] FIG. 20 illustrates a technique for handling this 
balancing of resources based on ?oWs and reassemblies of 

?oWs; 
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[0036] FIG. 21 illustrates an exemplary ?oW for attribute 
scanning and tagging in a capture system; and 
[0037] FIG. 22 shoWs an embodiment of a computing sys 
tem. 

DETAILED DESCRIPTION 

[0038] Although the present system Will be discussed With 
reference to various illustrated examples, these examples 
should not be read to limit the broader spirit and scope of the 
present invention. Some portions of the detailed description 
that folloWs are presented in terms of algorithms and sym 
bolic representations of operations on data Within a computer 
memory. These algorithmic descriptions and representations 
are the means used by those skilled in the computer science 
arts to most effectively convey the substance of their Work to 
others skilled in the art. An algorithm is here, and generally, 
conceived to be a self-consistent sequence of steps leading to 
a desired result. The steps are those requiring physical 
manipulations of physical quantities. Usually, though not 
necessarily, these quantities take the form of electrical or 
magnetic signals capable of being stored, transferred, com 
bined, compared and otherWise manipulated. 
[0039] It has proven convenient at times, principally for 
reasons of common usage, to refer to these signals as bits, 
values, elements, symbols, characters, terms, numbers or the 
like. It should be borne in mind, hoWever, that all of these and 
similar terms are to be associated With the appropriate physi 
cal quantities and are merely convenient labels applied to 
these quantities. Unless speci?cally stated otherWise, it Will 
be appreciated that throughout the description of the present 
invention, use of terms such as “processing , computing”, 
“calculating”, “determining”, “displaying” or the like, refer 
to the action and processes of a computer system, or similar 
electronic computing device, that manipulates and trans 
forms data represented as physical (electronic) quantities 
Within the computer system’s registers and memories into 
other data similarly represented as physical quantities Within 
the computer system memories or registers or other such 
information storage, transmission or display devices. 

Exemplary NetWorks 

[0040] As described earlier, the router 110 of the prior art 
simply routes packets to and from a netWork and the Internet. 
While the router may log that a transaction has occurred 
(packets have been routed), it does not capture, analyZe, or 
store the content contained in the packets. 
[0041] FIG. 3 illustrates an embodiment of a system utiliZ 
ing a capture device. In FIG. 3, the router 310 is also con 
nected to a capture system 300 in addition to the Internet 302 
and LAN 312. Generally, the router 310 transmits the outgo 
ing data stream to the Internet 302 and a copy of that stream 
to the capture system 300. The router 310 may also send 
incoming data to the capture system 300 and LAN 312. 
[0042] HoWever, other con?gurations are possible. For 
example, the capture system 300 may be con?gured sequen 
tially in front of or behind the router 310. In systems Where a 
router is not used, the capture system 300 is located betWeen 
the LAN 312 and the Internet 302. In other Words, if a router 
is not used the capture system 300 forWards packets to the 
Internet. In one embodiment, the capture system 300 has a 
user interface accessible from a LAN-attached device such as 
a client 306. 
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[0043] The capture system 300 intercepts data leaving a 
network such as LAN 312. In an embodiment, the capture 
system also intercepts data being communicated internal to a 
netWork such as LAN 312. The capture system 300 recon 
structs the documents leaving the netWork 100 and stores 
them in a searchable fashion. The capture system 200 is then 
usable to search and sort through all documents that have left 
the netWork 100. There are many reasons such documents 
may be of interest, including netWork security reasons, intel 
lectual property concerns, corporate governance regulations, 
and other corporate policy concerns. Exemplary documents 
include, but are not limited to, Microsoft Of?ce documents, 
text ?les, images (such as JPEG, BMP, GIF, etc.), Portable 
Document Format (PDF) ?les, archive ?les (such as GZIP, 
ZIP, TAR, JAR, WAR, RAR, etc.), email messages, email 
attachments, audio ?les, video ?les, source code ?les, execut 
able ?les, etc. 

Capture System 

[0044] FIG. 4 shoWs an embodiment of a capture system in 
greater detail. A capture system (such as capture system 300 
or 412) may also be referred to as a content analyZer, content 
or data analysis system, or other similar name. For simplicity, 
the capture system has been labeled as capture system 400. 
HoWever, the discussion regarding capture system 400 is 
equally applicable to capture system 200. A netWork interface 
module 400 receives (captures) data from a netWork or router. 
Exemplary netWork interface modules 400 include netWork 
interface cards (NlCs) (for example, Ethernet cards). More 
than one NIC may be present in the capture system 412. 
[0045] Captured data is passed to a packet capture module 
302 from the netWork interface module 400. The packet cap 
ture module 402 extracts packets from this data stream. 
Packet data is extracted from a packet by removing the head 
ers and checksums from the packet. The packet capture mod 
ule 402 may extract packets from multiple sources to multiple 
destinations for the data stream. One such case is asymmetric 
routing Where packets from source A to destination B travel 
along one path but responses from destination B to source A 
travel along a different path. Each path may be a separate 
“source” for the packet capture module 402 to obtain packets. 
[0046] An object assembly module 404 reconstructs the 
objects being transmitted from the packets extracted by the 
packet capture module 402. When a document is transmitted, 
such as in email attachment, it is broken doWn into packets 
according to various data transfer protocols such as Trans 
mission Control Protocol/lnternet Protocol (TCP/1P), UDP, 
HTTP, etc. The object assembly module 404 is able to recon 
struct the original or reasonably equivalent document from 
the captured packets. For example, a PDF document Would be 
broken doWn into packets before being transmitted from a 
netWork, these packets are recon?gurable to form the original 
(or reasonable equivalent) PDF. A complete data stream is 
obtained by reconstruction of multiple packets. The process 
by Which a packet is created is beyond the scope of this 
application. 
[0047] FIG. 5 illustrates an embodiment of an object 
assembly module. This object assembly module 506 includes 
a reassembler 500, protocol demultiplexer (demux) 402, and 
a protocol classi?er 504. Packets entering the object assembly 
module 506 are provided to the reassembler 500. The reas 
sembler 500 groups (assembles) the packets into at least one 
unique ?oW. An exemplary ?oW includes packets With iden 
tical source IP and destination IP addresses and/or identical 
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TCP source and destination ports. In other Words, the reas 
sembler 500 organiZes a packet stream by sender and recipi 
ent. 

[0048] The reassembler 500 begins a neW ?oW upon the 
observation of a starting packet. This starting packet is nor 
mally de?ned by the data transfer protocol being used. For 
TCP/1P, the starting packet is generally referred to as the 
“SYN” packet. The How terminates upon observing a ?nish 
ing packet (for example, a “Reset” or “FIN” packet in TCP/ 
1P). If the ?nishing packet is observed by the reassembler 500 
Within a pre-determined time constraint, the How terminates 
via a timeout mechanism. A TCP ?oW contains an ordered 
sequence of packets that may be assembled into a contiguous 
data stream by the reassembler 500. Thus, a How is an ordered 
data stream of a single communication betWeen a source and 
a destination. 

[0049] The How assembled by the reassembler 500 is pro 
vided to a protocol demultiplexer (demux) 502. In an embodi 
ment, the protocol demux 402 sorts assembled ?oWs using 
ports, such as TCP and/ or UDP ports, by performing a specu 
lative classi?cation of the How contents based on the associa 
tion of Well-knoWn port numbers With speci?ed protocols. 
For example, Web Hyper Text Transfer Protocol (HTTP) 
packets (such as, Web tra?ic packets) are typically associated 
With TCP port 80, File Transfer Protocol (FTP) packets With 
TCP port 20, Kerberos authentication packets With TCP port 
88, etc. Thus, the protocol demux 502 separates the different 
protocols that exist in a How. 
[0050] A protocol classi?er 504 may further sort the ?oWs 
in addition to the sorting done by the protocol demux 502. The 
protocol classi?er 504 (operating either in parallel or in 
sequence to the protocol demux 502) applies signature ?lters 
to a How to attempt to identify the protocol based solely on the 
transported data. Furthermore, the protocol classi?er 504 
may override the classi?cation assigned by the protocol 
demux 502. The protocol classi?er 504 uses a protocol’s 
signature(s) (such as, the characteristic data sequences of a 
de?ned protocol) to verify the speculative classi?cation per 
formed by the protocol demux 502. For example, if an indi 
vidual or program attempted to masquerade an illicit commu 
nication (such as ?le sharing) using an apparently benign port 
(for example, TCP port 80), the protocol classi?er 404 Would 
use the HTTP protocol signature(s) to verify the speculative 
classi?cation performed by protocol demux 502. 
[0051] An object assembly module, such as object assem 
bly modules 304 and 406 outputs each ?oW, organiZed by 
protocol, Which represent the underlying objects being trans 
mitted. These objects are passed to the object classi?cation 
module 406 (also referred to as the “content classi?er”) for 
classi?cation based on content. A classi?ed How may still 
contain multiple content objects depending on the protocol 
used. For example, a single ?oW using HTTP may contain 
over 100 objects of any number of content types. To decon 
struct the How, each object contained in the How is individu 
ally extracted and decoded, if necessary, by the object clas 
si?cation module 406. 

[0052] The object classi?cation module 406 uses the inher 
ent properties and/or signatures of various documents to 
determine the content type of each object. For example, a 
Word document has a signature that is distinct from a PoW 
erPoint document or an email. The object classi?cation mod 
ule 406 extracts each object and sorts them according to 
content type. This classi?cation prevents the transfer of a 
document Whose ?le extension or other property has been 
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altered. For example, a Word document may have its exten 
sion changed from .doc to .dock but the properties and/or 
signatures of that Word document remain the same and 
detectable by the object classi?cation module 406. In other 
Words, the object classi?cation module 406 does more than 
simple extension ?ltering. 
[0053] The object classi?cation module 406 may also 
determine Whether each object should be stored or discarded. 
This determination is based on de?nable capture rules used 
by the object classi?cation module 406. For example, a cap 
ture rule may indicate that all Web tra?ic is to be discarded. 
Another capture rule could indicate that all PoWerPoint docu 
ments should be stored except for ones originating from the 
CEO’s IP address. Such capture rules may be implemented as 
regular expressions or by other similar means. 
[0054] The capture rules may be authored by users of a 
capture system. The capture system may also be made acces 
sible to any netWork-connected machine through the netWork 
interface module 400 and/or user interface 410. In one 
embodiment, the user interface 410 is a graphical user inter 
face providing the user With friendly access to the various 
features of the capture system 412. For example, the user 
interface 410 may provide a capture rule authoring tool that 
alloWs any capture rule desired to be Written. These rules are 
then applied by the object classi?cation module 306 When 
determining Whether an object should be stored. The user 
interface 410 may also provide pre-con?gured capture rules 
that the user selects from along With an explanation of the 
operation of such standard included capture rules. Generally, 
by default, the capture rule(s) implemented by the object 
classi?cation module 406 captures all objects leaving the 
netWork that the capture system is associated With. 
[0055] If the capture of an object is mandated by one or 
more capture rules, the object classi?cation module 406 may 
determine Where in the object store module 408 the captured 
object should be stored. FIG. 6 illustrates an embodiment of 
an object store module. Within the content store 602 are ?les 
604 grouped up by content type. Thus, for example, if an 
object classi?cation module (such as object classi?cation 
module 606) determines that an object is a Word document 
that should be stored, it can store it in the ?le 604 reserved for 
Word documents. The object store module 606 may be inter 
nal to a capture system or external (entirely or in part) using, 
for example, some netWork storage technique such as net 
Work attached storage (NAS), and storage area netWork 
(SAN), or other database. 
[0056] In an embodiment, the content store 602 is a canoni 
cal storage location that is simply a place to deposit the 
captured objects. The indexing of the objects stored in the 
content store 602 is accomplished using a tag database 600. 
The tag database 600 is a database data structure in Which 
each record is a “tag” that indexes an object in the content 
store 602 and contains relevant information (metadata) about 
the stored object. An example of a tag record in the tag 
database 600 that indexes an object stored in the content store 
602 is set forth in Table 1: 

TABLE 1 

Field Name De?nition (Relevant Information) 

MAC Address NIC MAC address 
Source IP Source IP Address ofobject 
Destination IP Destination IP Address of object 
Source Port Source port number ofobject 
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TABLE 1-continued 

Field Name De?nition (Relevant Information) 

Destination Port Destination port number of the object 
Protocol Protocol that carried the object 
Instance Canonical count identifying object Within a protocol 

capable of carrying multiple data Within a single 
TCP/IP connection 

Content Content type of the object 
Encoding Encoding used by the protocol carrying object 
Size Size ofobject 
Timestamp Time that the object Was captured 
OWner User requesting the capture of object (possibly rule 

author) 
Con?guration Capture rule directing the capture of object 
Signature Hash signature of obj ect 
Tag Signature Hash signature of all preceding tag ?elds 

[0057] There are various other possible tag ?elds and some 
tag ?elds listed in Table 1 may not be used. In an embodiment, 
the tag database 600 is not implemented as a database and 
another data structure is used. 
[0058] The tag ?elds shoWn in Table 1 can be expressed 
more generally, to emphasize the underlying information 
indicated by the tag ?elds in various embodiments. Some of 
these possible generic tag ?elds are set forth in Table 2: 

TABLE 2 

Field Name De?nition 

Device Identity Identi?er of capture device 
Source Address Origination Address of object 
Destination Address Destination Address of object 
Source Port Origination Port ofobject 
Destination Port Destination Port of the object 
Protocol Protocol that carried the object 
Instance Canonical count identifying object Within a protocol 

capable of carrying multiple data Within a single 
connection 

Content Content type of the object 
Encoding Encoding used by the protocol carrying object 
Size Size ofobject 
Timestamp Time that the object Was captured 
OWner User requesting the capture of object (rule author) 
Con?guration Capture rule directing the capture of object 
Signature Signature of object 
Tag Signature Signature of all preceding tag ?elds 

[0059] For many of the above tag ?elds in Tables 1 and 2, 
the de?nition adequately describes the relational data con 
tained by each ?eld. For the content ?eld, the types of content 
that the object can be labeled as are numerous. Some example 
choices for content types (as determined, in one embodiment, 
by the object classi?cation module 30) are I PEG, GIF, BMP, 
TIFF, PNG (for objects containing images in these various 
formats); Skintone (for objects containing images exposing 
human skin); PDF, MSWord, Excel, PoWerPoint, MSO?ice 
(for objects in these popular application formats); HTML, 
WebMail, SMTP, FTP (for objects captured in these trans 
mission formats); Telnet, Rlogin, Chat (for communication 
conducted using these methods); GZIP, ZIP, TAR (for 
archives or collections of other objects); Basic_Source, C++_ 
Source, C_Source, Java_Source, FORTRAN_Source, Ver 
ilog_Source, VHDL_Source, Assembly_Source, Pascal_ 
Source, Cobol_Source, Ada_Source, Lisp_Source, Perl_ 
Source, XQuery_Source, Hypertext Markup Language, 
Cascaded Style Sheets, JavaScript, DXF, Spice, Gerber, 
Mathematica, Matlab, AllegroPCB, VieWLogic, Tan 
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goPCAD, BSDL, C_Shell, K_Shell, Bash_Shell, Boume_ 
Shell, FTP, Telnet, MSExchange, POP3, RFC822, CVS, 
CMS, SQL, RTSP, MIME, PDF, PS (for source, markup, 
query, descriptive, and design code authored in these high 
level programming languages); C Shell, K Shell, Bash Shell 
(for shell program scripts); Plaintext (for otherwise unclassi 
?ed textual objects); Crypto (for objects that have been 
encrypted or that contain cryptographic elements); English 
text, Frenchtext, Ger'mantext, Spanishtext, Japanesetext, Chi 
nesetext, Koreantext, Russiantext (any human language text); 
Binary Unknown, ASCII Unknown, and Unknown (as catch 
all categories). 
[0060] The mapping of tags to objects may be obtained by 
using unique combinations of tag ?elds to construct an 
object’s name. For example, one such possible combination is 
an ordered list of the source IP, destination IP, source port, 
destination port, instance and timestamp. Many other such 
combinations including both shorter and longer names are 
possible. A tag may contain a pointer to the storage location 
where the indexed object is stored. 
[0061] The objects and tags stored in the object store mod 
ule 408 may be interactively queried by a user via the user 
interface 410. In one embodiment, the user interface interacts 
with a web server (not shown) to provide the user with Web 
based access to the capture system 412. The objects in the 
object store module 408 are searchable for speci?c textual or 
graphical content using exact matches, patterns, keywords, 
and/ or various other attributes. 
[0062] For example, the user interface 510 may provide a 
query-authoring tool (not shown) to enable users to create 
complex searches of the object store module 408. These 
search queries are provided to a data mining engine (not 
shown) that parses the queries the object store module. For 
example, tag database 600 may be scanned and the associated 
object retrieved from the content store 602. Objects that 
matched the speci?c search criteria in the user-authored query 
are counted and/or displayed to the user by the user interface 
510. 
[0063] Searches may be scheduled to occur at speci?c 
times or at regular intervals. The user interface 410 may 
provide access to a scheduler (not shown) that periodically 
executes speci?c queries. Reports containing the results of 
these searches are made available to the user at runtime or at 
a later time such as generating an alarm in the form of an 
e-mail message, page, system log, and/or other noti?cation 
format. 
[0064] Generally, a capture system has been described 
above as a stand-alone device. However, capture systems may 
be implemented on any appliance capable of capturing and 
analyzing data from a network. For example, the capture 
system 410 described above could be implemented on one or 
more of the servers or clients shown in FIG. 1. Additionally, 
a capture system may interface with a network in any number 
of ways including wirelessly. 

Document Registration 

[0065] The capture system described above implements a 
document registration scheme. A user registers a document 
with a capture system, the system then alerts the user if all or 
part of the content in the registered document is attempting to, 
or leaving, the network. Thus, un-authoriZed documents of 
various formats (e.g., Microsoft Word, Excel, PowerPoint, 
source code of any kind, text are prevented) are prevented 
from leaving an enterprise. There are great bene?ts to any 

Nov. 10, 2011 

enterprise that keeps its intellectual property, and other criti 
cal, con?dential, or otherwise private and proprietary content 
from being mishandled. Sensitive documents are typically 
registered with the capture system 200, although registration 
may be implemented using a separate device. 
[0066] FIG. 7 illustrates an embodiment of a capture/reg 
istration system. The capture/registration system 700 has 
components which are used in a similar number similar or 
identical to the capture system 400 shown in FIG. 4, including 
the network interface module 702, the object store module 
706, user interface 712, and object capture modules 704 (the 
packet capture 402, object assembly 404, and object classi? 
cation 406 modules of FIG. 4). 
[0067] The capture/registration system 700 includes a reg 
istration module 710 interacting with a signature storage 708 
(such as a database) to help facilitate a registration scheme. 
There are numerous ways to register documents. For 
example, a document may be electronically mailed 
(e-mailed), uploaded to the registration system 700 (for 
example through the network interface module 702 or 
through removable media), the registration system 700 scan 
ning a ?le server (registration server) for documents to be 
registered, etc. The registration process may be integrated 
with an enterprise’s document management systems. Docu 
ment registration may also be automated and transparent 
based on registration rules, such as “register all documents,” 
“register all documents by speci?c author or IP address,” etc. 
[0068] After being received, classi?ed, etc., a document to 
be registered is passed to the registration module 710. The 
registration module 710 calculates a signature or a set of 
signatures of the document. A signature associated with a 
document may be calculated in various ways. An exemplary 
signature consists of hashes over various portions of the docu 
ment, such as selected or all pages, paragraphs, tables and 
sentences. Other possible signatures include, but are not lim 
ited to, hashes over embedded content, indices, headers, foot 
ers, formatting information, or font utilization. A signature 
may also include computations and meta-data other than 
hashes, such as word Relative Frequency Methods (RFM)i 
Statistical, Karp-Rabin Greedy-String-Tiling-Transposition, 
vector space models, diagrammatic structure analysis, etc. 
[0069] The signature or set of signatures associated on a 
document is stored in the signature storage 708. The signature 
storage 708 may be implemented as a database or other appro 
priate data structure as described earlier. In an embodiment, 
the signature storage 708 is external to the capture system 
7 00. 
[0070] Registered documents are stored as objects in the 
object store module 706 according to the rules set for the 
system. In an embodiment, only documents are stored in the 
content store 706 of the object system network. These docu 
ments have no associated tag since many tag ?elds do not 
apply to registered documents. 
[0071] As set forth above, the object capture modules 702 
extract objects leaving the network and store various objects 
based on capture rules. In an embodiment, all extracted 
objects (whether subject to a capture rule or not) are also 
passed to the registration module for a determination whether 
each object is, or includes part of, a registered document. 
[0072] The registration module 710 calculates the set of 
one or more signatures of an object received from the object 
capture modules 704 in the same manner as the calculation of 
the set of one or more signatures of a document received from 
the user interface 712 to be registered. This set of signatures 
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is then compared against all signatures in the signature data 
base 708. However, parts of the signature database may be 
excluded from a search to decrease the amount comparisons 
to be performed. 
[0073] A possible unauthorized transmission is detectable 
if any one or more signatures in the set of signatures of an 
extracted object matches one or more signatures in the signa 
ture database 708 associated with a registered document. 
Detection tolerances are usually con?gurable. For example, 
the system may be con?gured so that at least two signatures 
must match before a document is deemed unauthorized. 
Additionally, special rules may be implemented that make a 
transmission authorized (for example, if the source address is 
authorized to transmit any documents off the network). 
[0074] An embodiment of a registration module is illus 
trated in FIG. 8. As discussed above, a user may select a 
document to be registered. The registration engine 802 gen 
erates signatures for the document and forwards the docu 
ment to content storage and the generated signatures to the 
signature database 708. Generated signatures are associated 
with a document, for example, by including a pointer to the 
document or to some attribute to identify the document. 

[0075] The registration engine calculates signatures for a 
captured object and forwards them to the search engine 810. 
The search engine 810 queries the signature database 608 to 
compare the signatures of a captured object to the document 
signatures stored in the signature database 808. Assuming for 
the purposes of illustration, that the captured object is a Word 
document that contains a pasted paragraph from registered 
PowerPoint document, at least one signature of registered 
PowerPoint signatures will match a signature of the captured 
Word document. This type of event is referred to as the detec 
tion of an unauthorized transfer, a registered content transfer, 
or other similarly descriptive term. 
[0076] When a registered content transfer is detected, the 
transmission may be halted or allowed with or without wam 
ing to the sender. In the event of a detected registered content 
transfer, the search engine 810 may activate the noti?cation 
module 812, which sends an alert to the registered document 
owner. The noti?cation module 812 may send different alerts 
(including different user options) based on the user prefer 
ence associated with the registration and the capabilities of 
the registration system. 
[0077] An alert indicates that an attempt (successful or 
unsuccessful) to transfer a registered content off the network 
has been made. Additionally, an alert may provide informa 
tion regarding the transfer, such as source IP, destination IP, 
any other information contained in the tag of the captured 
object, or some other derived information, such as the name 
of the person who transferred the document off the network. 
Alerts are provided to one or more users via e-mail, instant 

message (IM), page, etc. based on the registration parameters. 
For example, if the registration parameters dictate that an alert 
is only to be sent to the entity or user who requested registra 
tion of a document then no other entity or user will receive an 
alert. 
[0078] If the delivery of a captured object is halted (the 
transfer is not completed), the user who registered the docu 
ment may need to provide consent to allow the transfer to 
complete. Accordingly, an alert may contain some or all of the 
information described above and additionally contain a selec 
tion mechanism, such as one or two buttonsito allow the 
user to indicate whether the transfer of the captured object is 
eligible for completing. If the user elects to allow the transfer, 
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(for example, because he is aware that someone is emailing a 
part of a registered document (such as a boss asking his 
secretary to send an email), the transfer is executed and the 
captured object is allowed to leave the network. 
[0079] If the user disallows the transfer, the captured object 
is not allowed off of the network and delivery is permanently 
halted. Several halting techniques may be used such as having 
the registration system proxy the connection between the 
network and the outside, using a black hole technique (dis 
carding the packets without notice if the transfer is disal 
lowed), a poison technique (inserting additional packets onto 
the network to cause the sender’s connection to fail), etc. 
[0080] FIG. 9 illustrates an embodiment of the ?ow of the 
operation of a registration module. An object is captured at 
902. This object was sent from an internal network source and 
designated for delivery inside and/or outside of the network. 
[0081] A signature or signatures are generated for this cap 
tured object at 904. This signature or signatures are generated 
in a manner as described earlier. The signatures of the cap 
tured document are compared to the signatures of registered 
documents at 906. For example, the search engine 810 queries 
the signature database which houses the signatures for regis 
ters documents and compares these registered document sig 
natures to the signatures generated for the captured docu 
ment. 

[0082] If there are no matches at 908, then the captured 
object is routed toward its destination at 922. This routing is 
allowed to take place because the captured object has been 
deemed to not contain any material that has been registered 
with the system as warranting protection. If there is a match at 
908, further processing is needed. 
[0083] In an embodiment, the delivery of the captured 
object is halted at 910. Halting delivery prevents any ques 
tionable objects from leaving the network. Regardless if the 
delivery is halted or not, the registered document that has 
signatures that match the captured obj ect’s signatures is iden 
ti?ed at 912. Furthermore, the identity of the user or entity 
that registered the document is ascertained at 914. 
[0084] The user or entity of the matching registered docu 
ment is alerted to this attempt to transmit registered material 
at 916. This alert may be sent to the registered user or entity in 
real-time, be a part of a log to be checked, or be sent to the 
registered user or entity at a later point in time. In an embodi 
ment, an alert is sent to the party attempting to transmit the 
captured object that the captured object contains registered 
information. 
[0085] A request to allow delivery of the captured object 
may be made to the registered user or entity at 918. As 
described earlier, there are situations in which a captured 
object that contains registered material should be allowed to 
be delivered. If the permission is granted at 920, the captured 
object is routed toward its destination at 922. If permission is 
not granted, the captured object is not allowed to leave the 
network. 

Signature Generation 

[0086] There are various methods and processes by which 
the signatures are generated, for example, in the registration 
engine 802 in FIG. 8. 
[0087] One embodiment of a ?ow to generate signatures is 
illustrated in FIG. 10. The content of a document (register or 
intercepted) is extracted and/ or decoded depending on the 
type of content contained in the document at 1010. The con 
tent is extracted by removing the “encapsulation” of the docu 
















