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PRESERVING THE ORDER OF PACKETS 
THROUGH A DEVICE 

RELATED APPLICATION 

[0001] This application claims priority under 35 U.S.C. 
§120 as a continuation-in-part of Us. patent application Ser. 
No. 09/534,838, ?led Mar. 24, 2000, Which is hereby incor 
porated by reference. 

BACKGROUND OF THE INVENTION 

[0002] A. Field of the Invention 
[0003] The present invention relates generally to routing 
systems and, more particularly, to systems and methods for 
allocating bandWidth for the processing of packets Within a 
router. 

[0004] B. Description of Related Art 
[0005] Conventional networks typically include routers 
that route packets from one or more sources to one or more 

destinations. A packet is a format in Which data of variable 
siZe can be transmitted through a network. A router is a 
sWitching device that receives packets containing data or 
control information at input ports and, based on destination or 
other information included in the packets, routes the packets 
through output ports to the destinations or intermediary des 
tinations. Conventional routers determine the proper output 
port for a particular packet by evaluating header information 
included in the packet. 
[0006] Conventional routers include buffers to support a 
particular bandWidth. If the input bandWidth exceeds the 
bandWidth of the router, the router may drop data or packets. 
The amount of input bandWidth may depend on a number 
factors, including the input line rate, the speed of the output 
determination process, and the blocking characteristics of the 
sWitching mechanisms of the router. Input bandWidth also 
relates to the processing poWer of the router. The processing 
poWer typically depends on the siZe of the memory (i.e., 
bigger and faster systems require larger memory capacities) 
and the ability of the router to determine Where to route 
packets. 
[0007] A key problem in designing routers is making them 
scale to larger aggregate bandWidths. To process a larger 
amount of bandWidth in a single conventional router, the siZe 
and con?guration of the router typically has to be modi?ed or 
redesigned. The process of modifying a router to increase 
bandWidth capability usually entails tedious design processes 
With the risk that the neW design Will not perform as intended 
or integrate Well With other routers in the netWork, the outlay 
of resources (both monetary and human), as Well as time 
delays. Building larger routers is often dif?cult due to hard 
technology limits on the integrated circuits the routers use. As 
a result of long development times and costs for redesigning 
an entire router, Internet service providers often cannot keep 
up With the increase in bandWidth demand. 
[0008] Therefore, there exists a need for systems and meth 
ods that increase the bandWidth for processing of packets in a 
router. 

SUMMARY OF THE INVENTION 

[0009] Systems and methods, consistent With the present 
invention, address this and other needs by providing mecha 
nisms for allocating bandWidth among packet processors in a 
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router, thereby effectively increasing the amount of band 
Width the router is capable of handling Without dropping data 
or packets. 

[0010] In accordance With the purpose of the invention as 
embodied and broadly described herein, a netWork device 
includes one or more sprayers, multiple packet processors, 
and one or more desprayers. The sprayers receive packets on 
at least one incoming packet stream and distribute the packets 
according to a load balancing scheme that balances the num 
ber of bytes of packet data that is given to each of the packet 
processors. The packet processors receive the packets from 
the sprayers and process the packets to determine routing 
information for the packets. The desprayers receive the pro 
cessed packets from the packet processors and transmit the 
packets on at least one outgoing packet stream based on the 
routing information. 
[0011] In another implementation consistent With the 
present invention, a bandWidth divider, connected to multiple 
packet processors, includes at least one receive interface, a 
shared memory, and multiple transmit interfaces. The receive 
interface receives packets from at least one incoming packet 
stream. The shared memory stores the packets received by the 
receive interface. The transmit interfaces transmit the packets 
stored in the shared memory to the packet processors in a 
manner that balances a number of bytes of packet data trans 
mitted to each of the packet processors. 

[0012] In yet another implementation consistent With the 
present invention, a system for distributing packets evenly to 
multiple packet processors includes at least one receive inter 
face, at least one stream ?oW controller, and multiple transmit 
interfaces. The receive interface receives packets on at least 
one incoming packet stream. The stream ?oW controller cor 
responds to the at least one incoming packet stream and 
assigns the packets to the packet processors so as to balance a 
number of bytes of the packets assigned to each of the packet 
processors. The transmit interfaces transmit the packets to the 
packet processors based on the assignments by the stream 
?oW controller. 

[0013] In a further implementation consistent With the 
present invention, a method for distributing packets evenly to 
multiple packet processors, includes receiving a plurality of 
packets on at least one incoming packet stream; assigning the 
packets to the packet processors so as to balance a number of 
bytes of the packets assigned to each of the packet processors; 
and transmitting the packets to the packet processors using 
the assignments. 
[0014] In another implementation consistent With the 
present invention, a system for preserving an order of packets 
through a device includes a scheduling data buffer, a sched 
uling data queue, and a scheduler. The scheduling data buffer 
temporarily stores packet information corresponding to each 
of multiple received packets. The scheduling data queue 
stores the packet information for ones of the received packets 
based on their dispatch times. The scheduler preserves the 
order of the packets through the device by determining the 
dispatch time for each of the received packets and scheduling 
the received packets for transmission at the corresponding 
dispatch times. 
[0015] In yet another implementation consistent With the 
present invention, a method for preserving an order of packets 
through a system includes receiving a plurality of packets; 
determining a dispatch time for each of the packets using one 
of a time stamp of a beginning of the packets and a time stamp 
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of an end of the packets; and scheduling the packets for 
transmission at the corresponding dispatch times. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] The accompanying drawings, which are incorpo 
rated in and constitute a part of this speci?cation, illustrate an 
embodiment of the invention and, together with the descrip 
tion, explain the invention. In the drawings, 
[0017] FIG. 1 is a diagram of an exemplary router con?gu 
ration consistent with the present invention; 
[0018] FIGS. 2 and 3 are exemplary diagrams of alternate 
router con?gurations consistent with the present invention; 
[0019] FIG. 4 is an exemplary diagram of a router inte 
grated on a single chip according to an implementation con 
sistent with the present invention; 
[0020] FIG. 5 is an exemplary diagram of a router provided 
on separate boards according to an alternate implementation 
consistent with the present invention; 
[0021] FIG. 6 is an exemplary diagram of a sprayer of 
FIGS. 1-3 according to an implementation consistent with the 
present invention; 
[0022] FIG. 7 is an exemplary diagram of the shared 
memory of FIG. 6 according to an implementation consistent 
with the present invention; 
[0023] FIG. 8 illustrates an example of a packet stored 
within a logical queue of the shared memory of FIG. 7; 
[0024] FIG. 9 is an exemplary diagram of the ?ow control 
of FIG. 6 according to an implementation consistent with the 
present invention; 
[0025] FIG. 10 is an exemplary diagram of a stream ?ow 
control module of FIG. 9 according to an implementation 
consistent with the present invention; 
[0026] FIG. 11 is an exemplary diagram ofa desprayer of 
FIGS. 1-3 according to an implementation consistent with the 
present invention; 
[0027] FIG. 12 is an exemplary ?owchart ofprocessing by 
the router of FIG. 3 according to an implementation consis 
tent with the present invention; 
[0028] FIG. 13 is an exemplary ?owchart of packet pro 
cessing by the sprayers when receiving packets in an imple 
mentation consistent with the present invention; 
[0029] FIG. 14 is an exemplary ?owchart of packet pro 
cessing by the sprayers when sending packets to the packet 
processors in an implementation consistent with the present 
invention; 
[0030] FIG. 15 is an exemplary ?owchart of packet pro 
cessing by the sprayers to balance the load given to each of the 
packet processors in an implementation consistent with the 
present invention; and 
[0031] FIGS. 16 and 17 are exemplary ?owchar‘ts of pro 
cessing for maintaining the order of packets according to an 
implementation consistent with the present invention. 

DETAILED DESCRIPTION 

[0032] The following detailed description of the invention 
refers to the accompanying drawings. The same reference 
numbers in different drawings identify the same or similar 
elements. Also, the following detailed description does not 
limit the invention. Instead, the scope of the invention is 
de?ned by the appended claims and equivalents. 
[0033] Systems and methods, consistent with the present 
invention, increase the input bandwidth of a router by allo 
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cating bandwidth among multiple packet processors of the 
router and preserve the ordering of packets through the router. 

Exemplary Router Con?guration 

[0034] FIG. 1 is a diagram of an exemplary router 100 
consistent with the present invention. The router 100 may 
include a sprayer 110, multiple packet processors 120 (120A 
and 120B), and a desprayer 130. The sprayer 110 may include 
a bandwidth divider that receives an incoming packet stream 
containing one or more packets and distributes the packets to 
the packet processors 120A and 120B. 
[0035] The packet processors 120 may include packet for 
warding engines that process the packets to forward the pack 
ets through the router 1 00. For example, the packet processors 
120 may analyZe the contents of a packet and, using routing 
and/or forwarding tables, identify the output port through 
which to transmit the packet. The packet processors 120 may 
attach an identi?er to the packets to identify the output port. 
The desprayer 130 may include a bandwidth combiner that 
receives the processed packets from the packet processors 
120A and 120B and transmits the packets on an outgoing 
packet stream. 
[0036] FIG. 1 illustrates a very simple router con?guration. 
In practice, the router may have more of these components 
and/or other components. For example, FIG. 2 is an exem 
plary diagram of an alternate router 200 consistent with the 
present invention. The router 200 may include a sprayer 210, 
packet processors 220 (220A, 220B, 220C, . . . , 220N), and a 
desprayer 230. In this case, the sprayer 210 may receive 
multiple incoming packet streams, each containing one or 
more packets and distribute the packets to the packet proces 
sors 220A-220N. 

[0037] The packet processors 220 may process the packets 
to forward the packets through the router 200. For example, 
the packet processors 220 may analyZe the contents of a 
packet to identify the output port through which to transmit 
the packet. The desprayer 230 may receive the processed 
packets from the packet processors 220A-220N and transmit 
the packets on outgoing packet streams, as instructed by the 
packet processors 220. 
[0038] FIG. 3 is another exemplary diagram of an alternate 
router 300 consistent with the present invention. The router 
300 may include multiple sprayers 310 (310A, 310B, 310C, . 
. . , 310M), packet processors 320 (320A, 320B, 320C, . . . , 

320N), and desprayers 330 (330A, 330B, 330C, . . . , 330M). 
In this implementation, each of the sprayers 310 may receive 
multiple incoming packet streams, each containing one or 
more packets and distribute the packets to the packet proces 
sors 320A-320N. Each of the sprayers 310A-310M may, for 
example, connect to the same port of each of the packet 
processors 320. In other words, sprayer 310A may connect to 
port A of packet processor 320A, 320B, 320C, . . . , 320N; 
sprayer 310B may connect to port B of packet processor 
320A, 320B, 320C, . . . , 320N; etc. 

[0039] The packet processors 320 may process the packets 
to forward the packets through the router 300. For example, 
the packet processors 320 may analyZe the contents of a 
packet to identify the output port through which to transmit 
the packet. Each of the desprayers 330 may receive the pro 
cessed packets from the packet processors 320A-320N and 
transmit the packets on outgoing packet streams, as instructed 
by the packet processors 320. Each of the desprayers 330A 
330M may connect to the same port of each of the packet 
processors 320. In other words, desprayer 330A may connect 
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to portA ofpacket processor 320A, 320B, 320C, . . . , 320N; 
desprayer 330B may connect to port B of packet processor 
320A, 320B, 320C, . . . , 320N; etc. 

Exemplary Packaging 

[0040] The router 100, 200, and 300 may be packaged in a 
number of different Ways. For example, the sprayer(s) 110, 
210, and 310, packet processors 120, 220, and 320, and 
desprayer(s) 130, 230, and 330 may be integrated on one or 
more chips. FIG. 4 is an exemplary diagram of the router 300 
integrated on a single chip 400 according to an implementa 
tion consistent With the present invention. In this implemen 
tation, the sprayers 310, packet processors 320, and despray 
ers 330 may include application-speci?c integrated circuits 
(ASICs). 
[0041] Alternatively, the packet processors 320 may 
include a processing device, such as a processor, and an 
associated memory. The sprayers 310 and desprayers 330 
may communicate With other devices and/or systems off-chip 
via terminals 410. 
[0042] In an alternative implementation consistent With the 
present invention, the sprayer(s) 110, 210, and 310, packet 
processors 120, 220, and 320, and desprayer(s) 130, 230, and 
330 may be provided on separate chips and/or separate 
boards. For example, FIG. 5 is an exemplary diagram of the 
router 300 provided on separate boards 510 and 520 accord 
ing to this alternate implementation consistent With the 
present invention. In this implementation, each of the boards 
510 includes a pair of chips: a sprayer 310 chip and a 
desprayer 320 chip; and each of the boards 520 includes one 
or more chips making up the packet processor 320. The 
sprayer/desprayer boards 510 may connect to the packet pro 
cessor boards 520 via a midplane 530. The midplane 530 may 
permit any of the sprayer/desprayer boards 510 to communi 
cate With any of the packet processor boards 520, and vice 
versa. 

Exemplary Sprayer Con?guration 

[0043] FIG. 6 is an exemplary diagram ofthe sprayer 310 
according to an implementation consistent With the present 
invention. It should be understood that the sprayers 110 and 
210 may be similarly con?gured. The sprayer 310 may 
include receive interfaces (RX UP) 610, receive (RX) con 
troller 620, shared memory 630, transmit (TX) controller 640, 
transmit interfaces (TX UP) 650, memory control 660, sched 
uling memory 670, and How control 680. 
[0044] Each of the receive interfaces 610 may include inter 
face logic that receives a corresponding packet stream, tem 
porarily buffers the packets included in the stream, and Writes 
the packets to shared memory 63 0 under control of the receive 
controller 620. The receive controller 620 may include logic, 
such as an ASIC, that divides received packets into cells of a 
predetermined siZe (e.g., 32 bytes) and stores them in queues 
Within the shared memory 630. The receive controller 620 
may chain the cells of a packet together to form a linked list 
Within the shared memory 630. The receive controller 620 
may also chain entire packets together Within a logical queue 
of the shared memory 630. 
[0045] In an implementation consistent With the present 
invention, the receive controller 620 may include a scheduler 
that delays transmission of certain packets to preserve the 
order of packets through the router 300. In other Words, the 
scheduler delays certain packets so that packets are transmit 
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ted from the router 300 in the same order in Which they Were 
received by the router 300. In some implementations consis 
tent With the present invention, the scheduler is an entity 
separate from the receive controller 620. 
[0046] The shared memory 630 may include one or more 
memory devices, such as a multiple port Static Random 
Access Memory (SRAM), con?gured as a number of logical 
queues to store packets. FIG. 7 is an exemplary diagram of the 
shared memory 630 according to an implementation consis 
tent With the present invention. The shared memory 630 may 
include a number of logical queues. For example, there may 
be a logical queue associated With each of the incoming 
packet streams and/ or each of the outgoing packet streams. A 
logical queue may include one or more cell memories 710. 
Each of the cell memories 710 may include a cell portion 720 
and a pointer portion 730. The cell portion 720 may store data 
of a cell of a packet. The pointer portion 730 may store a 
pointer to a next cell in the packet or a ?rst cell in a next 
packet. 
[0047] FIG. 8 illustrates an example of a packet stored 
Within a logical queue of the shared memory 630. In this 
example, a packet 810 includes X cells, numbered cell 1, cell 
2, cell 3, . . . , cell X. The cells ofthe packet 810 may be stored 
in the cell portion 720 of any cell memory 710 Within the 
shared memory 630. As shoWn in the ?gure, the pointer 
Within the pointer portion 730 links the cells of the packet 810 
together Within the shared memory 630 to form a linked list. 
In this Way, the linked lists form logical queues of variable 
siZe. 
[0048] Returning to FIG. 6, the transmit controller 640 may 
include logic, such as an ASIC, that reads packets from the 
shared memory 630 and determines the appropriate transmit 
interface 650 through Which to transmit the packets. As 
described in more detail beloW, the transmit controller 640 
controls the transmission of packets to balance the amount of 
Work given to each of the packet processors 320 (FIG. 3). The 
transmit controller 640 operates under a load balancing 
scheme that gives approximately the same number of bytes of 
packet data to each of the packet processors 320. 
[0049] Each of the transmit interfaces 650 may include 
interface logic that obtains packets from the shared memory 
630 under control of the transmit controller 640, temporarily 
buffers the packets, and sends the packets on the correspond 
ing outgoing packet stream. Each of the transmit interfaces 
650 may transmit multiple outgoing packet streams. For 
example, there may be a separate outgoing packet stream to 
each of the packet processors 320 that corresponds to each of 
the incoming packet streams received by the receive inter 
faces 610. In other Words, if there are N incoming packet 
streams, then each transmit interface 650 connects to N out 
going packet streams. 
[0050] The memory control 660 may include mechanisms 
to aid the receive controller 620 and transmit controller 640 in 
the Writing and reading of packets to and from the shared 
memory 630. For example, the memory control 660 may 
include a link memory, a free list, and a queue status memory. 
The link memory may contain the control information needed 
by the receive controller 620 to link cells of a packet and link 
packets of a logical queue. The free list may include a ?rst-in 
?rst-out (FIFO) memory that stores a list of free cell memo 
ries 710 (FIG. 7) in the shared memory 630. The transmit 
controller 640 adds cell memory 710 pointers to the free list 
and the receive controller 620 removes cell memory 710 
pointers from the free list. The queue status memory may 












