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SYSTEM AND METHOD FOR TWO WAY 
COMMUNICATION AND CONTROLLING A 

REMOTE APPARATUS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority to and bene?t of 
Provisional Patent Application Ser. No. 61/311,102, ?led on 
Mar. 5, 2010, and to Provisional Patent Application Ser. No. 
61/421,977, ?ledon Dec. 10, 2010. Both applications 61/311, 
102 and 61/421,977 are incorporated herein by reference in 
their entirety. 

TECHNICAL FIELD 

[0002] This invention relates generally to the ?eld of com 
munication over a netWork, and more particularly, to commu 
nication betWeen an application and a remote apparatus. 

BACKGROUND 

[0003] With the rise of mobile computing, more and more 
devices are able to connect to computer netWorks. Network 
communication is no longer limited to PCs and laptops. 
Mobile phones and smart phones can typically connect not 
only to mobile telephone netWorks, but also Wi-? netWorks, 
Bluetooth® netWorks, USB netWorks, etc. Other devices, 
Which historically Were not able to connect to computer net 
Works, are entering the market already con?gured to access 
the internet. Televisions, DVD players, and even home appli 
ances have netWork and internet capability. 
[0004] Mobile applications have also become increasingly 
popular. Smart phones, such as the iPhone® device, 
Android® phones, or Blackberry® phones can doWnload and 
run a broad array of different applications, from games and 
movie players to productivity and Work tools. 
[0005] BroWser applications are attractive to developers 
because they can be relatively easy to develop and deploy. 
BroWser applications also provide dynamic and customiZable 
content for display Within a Web broWser. A broWser applica 
tion developer could create, for example, a video game or 
media presentation application that can run Within a Web 
broWser. 
[0006] BroWser applications, such as FLASH® applica 
tions, UnityTM applications, JavaScript® applications, and 
the like, canbe doWnloaded andrun by a Web broWser Without 
the need to install the application directly onto a local com 
puter. Rather, a user can run a broWser application simply by 
directing his or her broWser to a URL that provides a broWser 
application. The Web broWser Will then load and execute the 
broWser application directly, doWnloading it just as if the user 
Were vieWing a static Web page. Many broWser applications 
are game applications that users can connect to, control, and 
play for entertainment. 
[0007] HoWever, broWser applications are typically subject 
to security restrictions. Web broWsers often employ a security 
scheme, sometimes called sandbox security, that restricts 
broWser applications from accessing resources on the local 
machine. For example, Web broWsers Will often prevent 
broWser applications from accessing ?les on the local hard 
drive, operating system resources, etc. Web broWsers may 
also prevent broWser applications from communicating over 
a netWork, such as a local or Wide area netWork connected to 
the local machine. 
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[0008] Unfortunately, because of a security mechanism of a 
Web broWser, it may be dif?cult for a mobile device to estab 
lish a loW latency netWork connection With a remote appara 
tus. 

BRIEF SUMMARY OF THE INVENTION 

[0009] In an embodiment, a method of controlling a 
remotely controlled apparatus includes executing, by a 
remotely controlled apparatus, a program for controlling 
actions of the remotely controlled apparatus. A ?rst netWork 
connection is established betWeen the remotely controlled 
apparatus and a netWork hub device con?gured to extend the 
range of a computer netWork. A second netWork connection is 
established betWeen the netWork hub device and an endpoint 
device executing an application for controlling the remotely 
controlled apparatus. The handheld endpoint device may 
send data over the ?rst and second netWork connections for 
controlling the remotely controlled apparatus. An application 
executing Within a Web broWser may process the data. 
[0010] In another embodiment, a system includes a 
remotely controlled apparatus in communication With a com 
puter netWork. A netWork hub may be con?gured to extend 
the range of the computer netWork and establishing a ?rst 
netWork connection With the remotely controlled apparatus. 
An endpoint device may execute an application con?gured to 
establish a second netWork connection With the netWork hub 
device and send data over the ?rst and second netWork con 
nections for controlling the remotely controlled apparatus. 
An application executing Within a Web broWser on a comput 
ing device may collect and process the data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] FIG. 1 is a block diagram of an exemplary computer 
netWork architecture suitable for operation of the present 
invention; 
[0012] FIG. 2 is a block diagram of a computer processing 
device; 
[0013] FIG. 3 is a ?owchart depicting a method for use in 
connection With the present invention; and 
[0014] FIG. 4 is a block diagram illustrating some of the 
operations of the present invention; and 
[0015] FIG. 5 is a block diagram illustrating netWork con 
nections; 
[0016] FIG. 6 is a block diagram illustrating a packet; and 
[0017] FIG. 7 is a block diagram of an embodiment of the 
invention for controlling a remotely controlled apparatus. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

[0018] The present invention may provide a system and 
method for connecting devices over a netWork. More particu 
larly, the present invention may be used to connect and facili 
tate communication betWeen a broWser application running 
Within a Web broWser and an application executing on an 
endpoint device. 
[0019] Web broWsers often employ security schemes, 
sometimes referred to as sandbox security, to ensure that 
broWser applications cannot cause harm to a local machine. 
These security schemes may restrict a broWser application 
from using local machine resources, such as the hard drive of 
the computer, I/O, or netWorking capabilities. 
[0020] Typically, devices on a netWork can discover other 
devices on the netWork by broadcasting their presence on the 
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network, and monitoring broadcasts from other devices. 
However, if a browser application, for example a FLASH 
application, is running within a web browser on a machine 
connected to a network, the security mechanisms of the web 
browser may prevent the browser application from discover 
ing or communicating with other device connected to the 
network, even if those other devices are running applications 
that could otherwise communicate or interact with the 
browser application. 
[0021] System Architecture 
[0022] Referring now to FIG. 1, in an embodiment, the 
present invention provides a system and architecture 10 for 
controlling content within a web browser. The system may 
include host device 12, which may execute browser applica 
tion 14 within web browser 16. 

[0023] FIG. 1 shows host device 12 as a desktop computer, 
however host device 12 is not limited to desktop computers. 
For example, host device 12 may be a laptop computer, server 
computer, game console, mobile device, smart phone, inter 
net television, home appliance, network- and processor-en 
abled remotely controlled toy, intemet enabled billboard, 
medical display device, iPad®, or any other device capable of 
running browser application 14 within web browser 16. 
[0024] FIG. 1 also shows endpoint devices 18, 20. Endpoint 
device 18 may execute application 22, which may be an 
application con?gured to communicate with browser appli 
cation 14. Endpoint device may typically be a network-en 
abled wireless handheld device, such as a PDA or smart 
phone, and application 22 is typically a mobile application. 
However, endpoint device may also be any type of device 
capable of running application 22 and connecting to private 
network 24, such as a laptop or desktop computer, a gaming 
console, a game controller, etc. 
[0025] Endpoint device 20 may be another endpoint device 
within system 10. Endpoint device 20 is depicted here in FIG. 
1 merely to show that other devices may be included within 
system 10 and connected to private network 24. Although not 
shown, endpoint device 20 may execute an application such 
as application 20, may execute other applications capable of 
communicating with browser application 14, or may execute 
applications capable of communicating with other browser 
applications, for example. 
[0026] Host device 12 and endpoint devices 18, 20 may be 
connected to private network 18. Private network 18 can 
typically be a local are network (LAN), but may also be other 
types of networks, including but not limited to, a wired LAN, 
one or more LAN segments, a wireless LAN, a wide area 

network, a Bluetooth® network, a USB network, etc. Accord 
ingly, connections 26, 28 may be wired or wireless connec 
tions and may employ any appropriate communication tech 
nologies and protocols to enable communication between the 
devices. 

[0027] Private network 24 may also comprise multiple net 
works coupled together, multiple LAN segments, etc. For the 
sake of simplicity, this disclosure will describe private net 
work 24 as a wired/wireless Ethernet LAN, typical of internet 
enabled households and businesses. Wired/wireless routers, 
such as those provided by Linksys® and other companies, 
can provide such a network. However, one skilled in the art 
will recogniZe that the inventions herein may operate within 
various different types of network topologies. 
[0028] Private network 24 is shown as separated from pub 
lic network 30 by network interface device 32. Public net 
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work 30 may be any type of LAN or WAN. In this example, 
public network 30 may represent a public network such as the 
internet. 
[0029] Network interface device 32 may provide a bridge 
between private network 24 and public network 30, and also 
may provide a security barrier between private network 24 
and the intemet, such as a ?rewall. Typical examples of net 
work interface device 32 are cable modems, DSL modems, 
Tl connections, and the like. Devices connected to public 
network 30 (i.e. the intemet) typically cannot penetrate the 
security barrier of network interface device 32 to discover or 
communicate with devices on private network 32. However, 
in an embodiment, network interface device 32 may allow 
devices on private network 24 to access public network 30 so 
that they can browse the intemet, download applications, and 
communicate with devices on the intemet. Network interface 
device 32 may be a single network interface device, or may be 
multiple network interface devices that provide multiple 
access points between private network 24 and the internet. 
[0030] Devices connected to private network 24 may 
receive a private network address, while devices connected to 
public network 30 may receive public network addresses. A 
private network address is an address speci?c to private net 
work 24. Devices that receive a private network address from 
private network 24 can typically communicate freely with 
other devices on private network 24. However, devices on 
public network 30 typically cannot discover or communicate 
with devices on private network 24 having private network 
addresses because of the security mechanisms in network 
interface device 32. A typical example is a home or business 
LAN, where devices on the LAN can communicate with each 
other, and can access the internet, but devices on the intemet 
cannot discover or initiate communications with the devices 
on the LAN. 

[0031] Since network interface device 32 is connected to 
public network 30, network interface device may receive a 
public network address. A public network address is an 
address that can be accessed by devices on public network 30 
and/or private network 24. Since, in this example, public 
network 30 represents the internet, the public network 
address received by network interface device is a public inter 
net address, which can be accessed by other devices on the 
internet. The opposite may also be true. 
[0032] In other words, devices on public network 30 (i.e. 
internet devices) can “see” network interface device 32 and its 
public network address, but they cannot “see” devices on 
private network 24. Devices on private network 24 can not 
only “see” the other devices on private network 24 and access 
them using their private network addresses, they can also 
“see” devices on public network 30 and access them using 
their public network addresses. 
[0033] FIG. 1 also shows server 34, which is executing 
address registration process 36. Server 34 can be any type of 
computing device or group of devices capable of executing 
address registration process 36. Typically, server 34 is a 
server computer, an internet server, a group of servers, a 
cluster of servers, or any con?guration of server computers. 
[0034] System 10 shows a typical con?guration for the 
inventions described herein. However, system 10 is not the 
only architecture within which the inventions described 
herein can operation. One skilled in the art will recogniZe that 
various system architectures can support the systems, meth 
ods, and apparatuses described herein. Also, although not 
shown, any of the applications and processes may be run by 
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any computing device Within system 10, or by any computing 
device capable or running the applications and processes. For 
example, host device 12 may execute address registration 
process 36 and/or application 22; endpoint devices 18, 20 
may execute Web broWser 16, broWser application 14, and or 
address registration process 36; and server 34 may execute 
Web broWser 16, broWser application 14, and/or application 
22. 
[0035] As discussed, since broWser application 14 is run 
ning Within the security scheme of Web broWser 16, broWser 
application 14 may not be able to discover or communicate 
With application 22, and application 22 may not be able to 
discover or communicate With broWser application 14. 
[0036] Computer Processing Device 
[0037] The present inventions may be implemented as 
hardWare, softWare, or a combination of hardWare and soft 
Ware. FIG. 2 shoWs a block diagram of a typical processing 
architecture, Which may execute software applications and 
processes. Computer processing device 200 is coupled to 
display 202 for graphical output. Processor 204 is a computer 
processor capable of executing softWare. Typical examples 
are computer processors (such as Intel® or AMD® proces 
sors), ASICs, microprocessors, and the like. Processor 204 is 
coupled to memory 206, Which is typically a volatile RAM 
memory for storing instructions and data While processor 204 
executes. Processor 204 is also coupled to storage device 208, 
Which is a non-volatile storage medium, such as a hard drive, 
FLASH drive, tape drive, DVDROM, or similar device. Pro 
gram 210 is a computer program containing instructions and/ 
or data, and is stored on storage device 208. In a typical 
scenario, processor 204 may load some or all of the instruc 
tions and/ or data of program 210 into memory 206 for execu 
tion. Program 210 can be any computer program or process 
including, but not limited to Web broWser 16, broWser appli 
cation 14, address registration process 36, application 22, or 
any other computer application or process. 
[0038] Program 210 may include various instructions and 
subroutines, Which, When loaded into memory 206 and 
executed by processor 204 cause processor 204 to perform 
various operations, some or all of Which may effectuate the 
methods associated With the present inventions. 
[0039] Although not shoWn, computer processing device 
200 typically includes various forms of input and output. The 
U0 may include netWork adapters, USB adapters, Bluetooth 
radios, mice, keyboards, touchpads, displays, touch screens, 
LEDs, vibration devices, speakers, microphones, sensors, or 
any other input or output device for use With computer pro 
cessing device 200. 
[0040] Content Control Process 
[0041] FIG. 3 shoWs a ?owchart diagram that depicts a 
process for controlling content and/or establishing tWo-Way 
communication Within a Web broWser. The process may be 
implemented as softWare executing on one or more devices. 
For example, the process may run on host device 12, endpoint 
devices 18, 20, server 34, or any combination thereof. The 
process may also be implemented on any other capable device 
or in any appropriate architecture. 
[0042] In an embodiment, the content control process may 
operate to control content Within a Web broWser and/or 
engage in tWo-Way communication With an application run 
ning Within a Web broWser. In a speci?c embodiment, the 
process may facilitate connectivity and tWo-Way communi 
cation betWeen broWser application 14 and application 22, 
and alloW application 22 to control Web broWser content 
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displayed by broWser application 14. In one example, 
broWser application 14 is a video game doWnloaded by a user. 
The video game runs as a broWser application (e. g. a FLASH 
application) Within Web broWser 16, and is subject to the 
security restrictions of Web broWser. In the same example, 
application 22 running on endpoint device 18 is a game con 
troller application doWnloaded by the user. The controller 
application acts as a game controller and alloWs the user to 
control and/ or play the FLASH game. The user may Wish to 
connect the game controller application to the video game so 
he or she can play. HoWever, since the video game is execut 
ing Within the security schema of Web broWser 16, the con 
troller application and the video game may not be able to 
discover and communicate With each other. 

[0043] In order for the applications to communicate, server 
34 (and/or address registration process 36) may receive 302 a 
communication from application 22, Which is running on 
endpoint device 18. In one embodiment, application 22 may 
send the communication in order to register its addresses With 
server 34. Accordingly, the communication may include pri 
vate netWork address of endpoint device 18 (i.e. the private 
netWork address Within private netWork 24), and may also 
include the public address of endpoint device 18. In this 
example, since netWork interface device 32 is the bridge 
betWeen private netWork 24 and public netWork 30, public 
netWork address of endpoint device 18 may match, at least in 
part, the public netWork address of netWork interface device 
32. 

[0044] In some cases, the communication may also contain 
an application ID. Application 22 may have an application ID 
that it sends to server 34 along With the public and private 
netWork addresses. 

[0045] BroWser application 14 (running Within broWser 16 
on host device 12) may also send a communication to server 
34. Similarly, the communication from broWser application 
14 may serve to register broWser application 14 With address 
registration process 36. The communication may contain the 
public netWork address of host device 12, and may also con 
tain an application ID that uniquely identi?es broWser appli 
cation 14. In this case, as discussed above, the public netWork 
address of host device 12 may match, in Whole or in part, the 
public netWork address of netWork interface device 32, since 
netWork interface 32 provides the interface betWeen host 
device 12 and public netWork 30. In some embodiments, the 
communication from broWser application 14 and/or from 
application 22 also contains other information, such as the 
private netWork address of host device 12, other information 
about host device 12, application data, user data, or any other 
type of information. 
[0046] FIG. 4 shoWs a an example of the communications 
betWeen endpoint device 18, host device 12, and server 34. As 
shoWn, communication 402 includes the public and private 
netWork addresses of endpoint device 18, and an application 
ID of application 22. Similarly, communication 404 contains 
the public netWork address of host device 12 and the appli 
cation ID of broWser application 14\. The opposite may also 
be true. 

[0047] Server 34 may receive communications from other 
endpoint devices and host devices (not shoWn). In one 
embodiment, server 34 is an intemet server that receives 
communications (include netWork addresses and application 
IDs) from devices connected to various private netWorks 
throughout cyberspace. Server 34 may record and catalog the 
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information it receives from these various devices in, for 
example, a database or other data store. 

[0048] Upon receipt of the communications, server 34 may 
determine 304 Whether endpoint device 18 and ho st device 12 
are connected to the same local netWork based upon the 
public netWork addresses Within the communications. As 
described above, the public netWork address is typically asso 
ciated With a public-facing device connected to the local 
network. In FIG. 1, that device is netWork interface device 32. 
Therefore, in this example, When server 34 receives commu 
nication 402 from endpoint device 18, the public netWork 
address may indicate that endpoint device 18 is connected to 
private netWork 24 since the communication is being routed 
through netWork interface device 32. Similarly, the public 
netWork address in communication 404 from host device 12 
may indicate that host device 12 is connected to private net 
Work 24 and that communication 404 is being routed through 
netWork interface device 32. 
[0049] By comparing the public netWork address of various 
devices in this Way, server 34 can determine Which devices are 
connected to the same private netWorks. The public netWork 
addresses may match, in Whole or in part, or may otherWise be 
related. For example, server 34 may determine that tWo 
devices are connected to the same private netWork if the 
public netWork addresses of the tWo devices match. In another 
example, server 34 may determine that tWo devices are con 
nected to the same private netWork if the public netWork 
addresses of the tWo devices have the same subnet address. 
Server 34 may also contain a lookup table or other device that 
provides information about Which public netWork addresses 
are associated With various private netWorks. By utiliZing the 
lookup table or other mechanism, server 34 may determine 
Whether received public netWork addresses indicate that 
devices are connected to the same private network. 

[0050] System 10 may also facilitate a netWork connection 
betWeen broWser application 14 and application 22 by pro 
viding 308 the private netWork address of endpoint device 18 
to broWser application 14.As discussed above, broWser appli 
cation 14 and application 22 may not be able to connect or 
communicate With each other if the security mechanisms of 
Web broWser 16 prevent such communication. For example, 
the security mechanisms of Web broWser 16 may prevent 
broWser application 14 and from broadcasting its presence on 
private netWork 24. Similarly, the security mechanisms of 
Web broWser 16 may prevent broWser application 14 from 
receiving broadcasts from application 22. 
[0051] HoWever, broWser application 14 may be able to 
communicate directly With application 22 if broWser applica 
tion 14 knoWs the private netWork address of endpoint device 
18. By providing the private netWork address of endpoint 
device 18 to broWser application 14, the system may be able 
to modify the security policy of Web broWser 16 to alloW 
communication betWeen broWser application 14 and applica 
tion 22. 

[0052] In some embodiments, address registration process 
36 and/or server 34 Will provide the private netWork address 
of endpoint device 18 to broWser application 14 only if appli 
cation 22 and broWser application 14 are compatible applica 
tions. For example, if address registration process 36 deter 
mines 310 that broWser application 14 is a game application 
and application 22 is a controller application for that game, 
then address registration process 36 may determine that 
application 22 and broWser application 14 are compatible 
applications and send the private netWork address of endpoint 
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device 18 to broWser application 14, so that broWser applica 
tion 14 and application 22 can communicate With each other. 
HoWever, if broWser application 14 and application 22 are not 
compatible, then address registration process may not send 
the private netWork address to broWser application 14. For 
example, if broWser application 14 is a video game, but appli 
cation 22 is an application for draWing pictures, then they are 
likely not compatible. In this case, there may be no need to 
send the private netWork address of endpoint device 18 to 
broWser application 14 in order to initiate communication 
betWeen broWser application 14 and application 22. 

[0053] Address registration process 36 may determine 310 
Whether applications are compatible in various Ways. In one 
embodiment, address registration process 36 may compare 
the application IDs received from application 22 and broWser 
application 14. If the application IDs indicate the applications 
are compatible, address registration process may provide 308 
the private netWork address of endpoint device 18 to broWser 
application 14. The application IDs may indicate the applica 
tions are compatible if the application IDs match, for 
example. In other embodiments, the application IDs may 
indicate compatibility if they are associated in some other 
Way. For example, address registration process 36 may have a 
lookup table or hash table of application IDs that links com 
patible application IDs. 
[0054] The application IDs may be any unique identi?er 
and may include information such as a code representing the 
application and/or its version number, the name of the appli 
cation, etc. The opposite may also be true. 

[0055] In some embodiments, address registration process 
36 may provide 308 the private netWork address to broWser 
application 14 in various Ways. In one embodiment, broWser 
application 14 may periodically poll address registration pro 
cess 36 and ask for the address. Upon receipt of the request, 
address registration process 36 may send broWser application 
14 a list of the private netWork addresses of all endpoint 
devices that are running compatible applications and con 
nected to private netWork 24. In another embodiment, address 
registration process 36 may send the private netWork address 
of an endpoint device to broWser application 14 Whenever an 
endpoint device running a compatible application and con 
nected to private netWork 24 registers With address registra 
tion process 36. In yet another embodiment, address registra 
tion process 36 may periodically broadcast lists of private 
netWork addresses, Which can be retrieved by broWser appli 
cation 14 Whenever appropriate. Other schemes of providing 
308 the private netWork addresses to broWser application 14 
may also be employed. 
[0056] If the security of Web broWser 16 prevents commu 
nication betWeen broWser application 14 and application 22, 
then the system may modify 312 the security policy of Web 
broWser 16 to alloW for the communication. For example, 
endpoint device 18 may send 314 a policy ?le to host device 
12. 

[0057] Referring to FIGS. 3 and 4, in one embodiment, 
endpoint device 18 may send 314 policy ?le 406 to host 
device 12 by serving the policy ?le through a Web server. 
Endpoint device 18 may execute a Web server application, 
Which may be incorporated into application 22, or may be a 
standalone or off-the-shelf Web server application. Typical 
off-the-shelf Web server applications include the Apache® 
Web server, Microsoft IIS® Web server, etc. One skilled in the 
art Will recogniZe that other devices, such as endpoint device 
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20 or server 34, may also execute the Web server application 
and send 314 the policy ?le 406 to host device 12. 
[0058] Upon receipt of the private network address of end 
point device 18, broWser application 14 may access the Web 
server executing on endpoint device 18 and doWnload policy 
?le 406. Policy ?les are typically knoWn in the art. In this 
example, policy ?le 406 may contain a neW security policy for 
Web broWser 16 or changes to the security policy of Web 
broWser 16 that alloW for communication betWeen broWser 
application 12 and application 22. When broWser application 
14 receives policy ?le 406, it may apply the policy ?le to the 
security policy of Web broWser 16 to alloW for such commu 
nication. 
[0059] In another embodiment, the security policy of Web 
broWser 16 may be modi?ed 312 through an HTMLS hand 
shake. HTMLS handshakes are also typically knoWn in the 
art. In this case, application 22 and broWser application 14 
may perform the HTMLS handshake in order to modify the 
security pro?le of Web broWser 16 and alloW communication 
betWeen broWser application 14 and application 22. 
[0060] NetWork Communication 
[0061] In some embodiments, the methods and systems 
may facilitate communication betWeen broWser application 
14 and application 22. As discussed, Web broWser 16 may 
include security mechanisms that prevent broWser applica 
tion 14 from discovering or communicating With endpoint 
devices 18, 20 over private netWork 24. To facilitate commu 
nications, application 22 may send the private netWork 
address of endpoint device 18 to one or more netWork-en 
abled devices. 
[0062] In the example above, application 22 may send the 
public and/or private netWork address of endpoint device 18, 
and/ or an application ID to server 34. HoWever, one skilled in 
the art Will recogniZe that application 22 may send such 
information to any device, or may broadcast such information 
to any device, in order to facilitate communications betWeen 
application 22 and broWser application 14. Similarly, broWser 
application 14 may send the public netWork address of host 
device 12, the private netWork address of host device 12, 
and/or an application ID to server 34 in order to facilitate 
communication With application 22. HoWever, on skilled in 
the art Will recogniZe that broWser application 14 may send 
such information to any device, or may broadcast such infor 
mation to any device, in order to facilitation communications 
betWeen application 22 and broWser application 14. 
[0063] In an embodiment, application 22 and/or broWser 
application 14 may establish socket connections in order to 
facilitate communications. As used herein, the term socket 
refers to any unidirectional or bidirectional inter- or intra 
process data or communication ?oW over a netWork. The 
socket connections may be initiated by application 22, 
broWser application 14, or both. The socket connections may 
be any continuous or intermittent communication connec 
tions betWeen application 22 and broWser application 14 
through private netWork 24. 
[0064] In various embodiments, broWser application 14 
and application 22 establish one or more socket connections, 
and are the endpoints of the socket connections. HoWever, 
various other devices (such as endpoint device 20 and/or an 
application running on endpoint device 20) may establish the 
socket connections and may also be endpoints in the socket 
connections. In some embodiments Where multiple devices 
are involved in communication, more than tWo devices can 
communicate over the socket connections. 

Sep. 8, 2011 

[0065] BroWser application 14 and/or application 22 may 
?rst initiate the socket connections, Which may each provide 
communication ?oW from broWser application 14 to applica 
tion 22, from application 22 to broWser application 14, or 
both. 
[0066] Referring to FIG. 5, upon receipt of the private net 
Work address of endpoint device 18 and upon initiation of 
communications, broWser application 14 and/or application 
22 may establish a socket connection 502 and second socket 
connection 504 betWeen broWser application 14 and applica 
tion 22. Although FIG. 5 shoWs only tWo socket connections, 
one skilled in the art Will recogniZe that the applications may 
also establish additional socket connections to facilitate com 
munications. 
[0067] In one embodiment, socket connection 502 may be 
a TCP connection. As knoWn in the art, TCP is a reliable 
communication protocol. The TCP protocol provides features 
that limit packet and data loss betWeen endpoints, as Well as 
features that ensure packets are received and/ or processed in 
a correct order. Accordingly, broWser application 14 and 
application 22 may send loss-sensitive data over socket con 
nection 502. As an example, if broWser application 14 is a 
game and application 22 is a game controller application, 
loss-sensitive data may include control data such as button 
presses, command acknoWledgements, control data, setup 
and initiation data, etc. In general, the data sent over socket 
connection 502 may be any data that the application deems to 
be loss-sensitive. In other Words, any data Where the absence 
of receipt of the data on the receiving end of the socket could 
cause problems, inconsistencies, or bugs in the application 
may be deemed loss-sensitive data and sent over socket con 
nection 502. 
[0068] Socket connection 504 may be a UDP connection, 
for example. As knoWn in the art, UDP is an unreliable com 
munication protocol and does not include mechanisms to 
ensure receipt of data. Accordingly, broWser application 14 
and application 22 may send loss-tolerant data over socket 
504. Loss-tolerant data may include any type of data Where 
the loss of at least some of the data Will not cause problems, 
inconsistencies, or bugs in the application. Typical examples 
of loss-tolerant data include streaming video, streaming 
audio, etc. These types of data are considered loss-tolerant 
because, if some of the data are not received, the audio or 
video stream may not be signi?cantly interrupted. In some 
embodiments, other types of data, such as accelerometer 
measurements from a smart phone, are considered loss-toler 
ant data and are sent over socket 504. 

[0069] Application 14 and/or broWser application 22 may 
generate netWork packets for transmission over sockets 502, 
504 by using pre-constructed packet headers and/or pre-con 
structed packet templates. Referring to FIG. 6, packet 600 
may be a netWork packet for transmission over socket 502 or 
socket 504. Packet 600 may include a body 602, Which may 
contain a data payload, and a header 604, Which may contain 
routing and other information concerning the transmission of 
packet 600 over the netWork. In some embodiments, header 
604 may include indicator 606, Which may identify Whether 
packet 600 contains loss-sensitive tra?ic and shouldbe routed 
over socket 502, or contains loss-tolerant traf?c and should be 
routed over socket 504. Indicator 606 may be any data type 
knoWn in the art capable of indicating hoW packet 600 should 
be routed. 

[0070] Packet 600 may be constructed through the use of 
pre-constructed packet headers and/ or pre-constructed packet 
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templates. For example, if the data payload of packet 600 
contains loss-sensitive data, packet 600 may be generated 
using a pre-constructed packet template designed to ensure 
packet 600 is routed over socket 502 (the TCP socket) once it 
enters a netWork stack for transmission and routing. Simi 
larly, if the data payload of packet 600 contains loss-tolerant 
data, packet 600 may be generated using a pre-constructed 
header or template designed to ensure packet 600 is routed 
over socket 504 (the UDP socket) once it enters a netWork 
stack for transmission and routing. Of course, the opposite 
may also be true. 

[0071] In some embodiments, the header or template used 
to generate packet 600 may determine the value of indicator 
606, and Whether indicator 606 Will indicate Whether packet 
600 should be routed over socket 502 or socket 504. Accord 
ingly, once packet 600 enters a netWork stack for transmission 
and routing, application 22 and/or broWser application 14 
may read indicator 606 and/or a data type encoded Within 
header 604 or indicator 606, and may route packet 600 over 
socket 502 or socket 504 as appropriate. 

[0072] During development, an application developer may 
decide What types of application data are loss-tolerant and 
What types are loss-sensitive. In this case, the developer may 
determine Which pre-constructed header to use for different 
types of data. Additionally/ alternatively, broWser application 
14 and application 22, or a development environment used to 
create broWser application 14 and/or application 22, may 
provide defaults for particular data types. For example, 
broWser application 14 and application 22 may, by default, 
use a pre-constructed header for loss-tolerant data Whenever 
they send streaming audio or streaming video data over the 
netWork to each other. One skilled in the art Will recogniZe 
that various defaults may be employed so that particular types 
of data are routed over the appropriate type of socket connec 
tion. 
[0073] Routing loss-tolerant data over socket connection 
504 and loss-sensitive data over socket connection 502 may 
result in reduced latency and more ef?cient netWork commu 
nication betWeen application 22 and broWser application 14. 
For example, by sending loss-tolerant data (such as streaming 
video) over socket 504 (the UDP connection), the protocol 
stacks of application 22 and broWser application 14 may 
become less clocked. Also, reserving socket 502 (the TCP 
connection) for loss-sensitive, but less voluminous data, such 
as command and control data, may also reduce the possibility 
of a netWork stack bottleneck. 

[0074] Although the descriptions above provide examples 
With a single endpoint device, a single host device, and a 
single server, one skilled in the art Will recogniZe that any 
combination employing single or multiple devices are pos 
sible. Any combination of single or multiple endpoint 
devices, single or multiple host devices, and/or single or 
multiple address registration server devices may fall Within 
the scope of the invention. For example, multiple endpoint 
devices may connect to a single host device, a single endpoint 
device may connect to a single host device, single or multiple 
ho st and/ or endpoint devices may communicate With single or 
multiple address registration server devices, etc. Other com 
binations are also Within the scope of the invention. 

[0075] Furthermore, broWser application 14 and applica 
tion 22 may be compatible applications designed to commu 
nicate With each other. For example, broWser application 14 
may be a game and application 22 may be a game controller 
application designed to be compatible With one another. Simi 
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larly, broWser application 14 and application 22 may be the 
same application, e. g., they may be the same game running on 
different platforms and communicating, for example, in a 
head-to-head match. Additionally/alternatively, broWser 
application 14 and application 22 may be different applica 
tions that can communicate With each other over the netWork. 
[0076] Control of Remote Apparatus Example 
[0077] The folloWing example shoWs one embodiment of 
the present invention, Which may provide for control of a 
remote apparatus. 
[0078] FIG. 7 shoWs a block diagram of an embodiment of 
the invention. In FIG. 7, all the devices shoWn, i.e. hub 702, 
remotely controlled apparatus 704, endpoint device 706, and 
computing device 708 may be connected to the same netWork, 
such as private netWork 24 in FIG. 1. In other embodiments, 
the opposite may be true. 
[0079] Hub 702 may be a netWork hub or extender posi 
tioned in a location to extend the range of the netWork. For 
example, if the netWork is a Wireless netWork, the netWork 
may have a limited range and, if outside the range, endpoint 
device 706 and remotely controlled apparatus 704 may not be 
able to communicate. If so, hub 702 may be placed in a 
physical position so as to extend the range of the netWork and 
alloW endpoint device 706 and remotely controlled apparatus 
704 to communicate. In this case, endpoint device 706 and 
remotely controlled apparatus 704 may communicate With 
each other through hub 702. 
[0080] Remotely controlled apparatus 704 may be a 
remotely controlled car (as shoWn), a remotely controlled toy, 
a remotely controlled vehicle, a remotely controlled ground 
or air based military robot, a remotely controlled manufac 
turing arm, or any other type of remotely controlled appara 
tus. Remotely controlled apparatus 704 may be in communi 
cation With the netWork in order to communicate With other 
devices. Remotely controlled apparatus 704 may execute 
application 705, Which may be con?gured to receive data for 
controlling remotely controlled apparatus 704. In some 
embodiments, application 705 may run Within a Web broWser 
executing on remotely controlled apparatus 704. Whether or 
not application 705 is running Within a Web broWser, appli 
cation 705 may send a communication to an address registra 
tion server (as described above) to facilitate connection With 
other devices on the netWork. 

[0081] Endpoint device 706 may be any type of computing 
device, including a smart phone, a desktop computer, a laptop 
computer, etc. Endpoint device 706 may execute application 
708, Which may be an application con?gured to control 
remotely controlled apparatus 704. When user 710 Wishes to 
control remotely controlled apparatus 704, user 710 may 
provide input to application 708. User 710 may provide input 
in various Ways including, but not limited to, pushing a but 
ton, turning a dial, pressing a soft-key, etc. If endpoint device 
706 has an accelerometer and/or gyroscope, user 710 may 
provide input by moving or otherWise changing the position 
of endpoint device 706. Any of these inputs may be used to 
control remotely controlled apparatus 704. In some embodi 
ments, application 708 may execute Within a Web broWser. 
Whether or not application 705 is running Within a Web 
broWser, application 705 may send a communication to an 
address registration server (as described above) to facilitate 
connection With other devices on the netWork. 

[0082] In order to communicate, application 708 and/or 
application 705 may establish netWork communication chan 
nels, Which may include a ?rst socket con?gured to carry 
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loss-sensitive data, and a second socket con?gured to carry 
loss-tolerant data, as described above. Applications 705, 708 
may establish the communication channels and/or network 
sockets directly with each other, or may each establish a 
communication channel and/or network sockets with hub 
702. If applications 705, 708 each establish a communication 
channel and/ or network sockets with hub 702, then the com 
munications and data sent between endpoint device 706 and 
remotely controlled apparatus 704 may be routed through hub 
7 02. 
[0083] Computing device 712 may execute application 714 
within web browser 716. The opposite may also be true. 
Application 714 may be con?gured to collect and/or process 
data sent over the network by application 708 and/or appli 
cation 705. In some embodiments, application 714 may be 
executed by other devices, such as hub 702, endpoint 706, 
remotely controlled apparatus 704, or any other device on the 
network, and may be executed with or without a web browser. 
[0084] In operation, user 710 may enter input into applica 
tion 708 in order to control remote control apparatus 704. 
Application 708 may then send data through the network (i.e. 
through the network sockets described above and/or through 
hub 702), which may be received by remote control apparatus 
704. Application 705 may then process the data and respond 
by controlling remotely controlled apparatus 704. For 
example, if remotely controlled apparatus is a remotely con 
trolled vehicle, the data may cause the car to move, turn on, 
turn off, stop, turn, etc. If the remotely controlled apparatus is 
a screen, the data may case the screen to display content, turn 
on, turn off, dim, brighten, etc. 
[0085] As described above, loss-sensitive data may travel 
over a socket or sockets between endpoint device 706 and 
remotely controlled device 704 con?gured for loss-sensitive 
data, eg a TCP socket. Loss-sensitive data may include 
control data such as button presses, still images, acknowl 
edgements, setup data, etc. Loss-tolerant data may travel over 
a socket or sockets between endpoint device 706 and 
remotely controlled device 704 con?gured for loss-tolerant 
data, eg a UDP socket. Loss-tolerant data may include 
streaming audio, streaming video, accelerometer or gyro 
scope data, etc. In some embodiments, application 705 may 
send streaming audio and/or video to application 708 and/or 
714. The audio and/or video may be a real-time, heads-up 
display from remotely controlled apparatus 704. For 
example, if remotely controlled apparatus 704 is a toy car 
equipped with a roof camera and a microphone, application 
705 may send streaming audio and/or video from the camera 
and microphone so that user 710 can see and hear the view 
from the car. The audio and/or video may be displayed by 
applications 708 and/or 714, for example. 
[0086] Application 714 may collect and/or process 316 
data from endpoint device 706 and or remotely controlled 
apparatus 704. The data may include any type of data sent 
back and forth between devices on the network. Although not 
shown, the system may include multiple remotely controlled 
apparatuses and endpoint devices all communicating over the 
network at the same time. Application 714 may collect and/or 
process the data sent over the network in order to provide 
statistics about the data and/ or display 318 the processed data 
on a display. Application 714 may also provide statistics by 
sending the processed data to application 705 and/ or 708. 
[0087] For example, in some embodiments, the remotely 
controlled apparatuses may produce data from accelerom 
eters, gyroscopes, GPSs, or other sensors, and may send data. 
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Accordingly, application 714 may process data from the 
remotely controlled devices to determine and display a loca 
tion, direction, and/or speed of each device. Application 704 
may also collect and display data about the location, identity, 
and other information about the endpoint devices. By collect 
ing and displaying the information, application 714 may pro 
vide feedback to the user 710 and enhance the operation of 
remotely controlled apparatus 704. 
[0088] Operation of the Embodiments 
[0089] The following example illustrates the operation of 
some embodiments of the present invention. Browser appli 
cation 14 may be an application executing within web 
browser 16, which may be executing on host device 12. 
Browser application 14 sends a communication with the pub 
lic network address of host device 12 to server 34. 

[0090] Application 22 may be an application for commu 
nicating with and controlling game content displayed by an 
application, and may be executing on endpoint device 18. 
Application 22 may send a communication to server 34 with 
the public and private network addresses of endpoint device 
18. 

[0091] Server 34 may determine that application 22 and 
browser application 14 are compatible applications executing 
on devices connected to the same local network. If so, server 
34 may send the private network address of endpoint 18 to 
browser application 14 to facilitate connectivity between the 
two. 

[0092] Browser application 14 and application 22 may then 
communicate with each other over private network 24, and 
may modify the security policy of web browser 16 to allow for 
two way communication between browser application 14 and 
application 22. 
[0093] Browser application 14 and application 22 may then 
establish a loss-sensitive socket connection (eg a TCP con 
nection) and a loss-tolerant socket connection (eg a UDP 
connection), and reduce network latency by sending loss 
sensitive data over the loss-sensitive socket connection, and 
loss-tolerant data over the loss-tolerant socket connection. 

[0094] One skilled in the art will recognize that the appli 
cation, programs, methods, processes, etc., described herein 
may be implemented as software, ?rmware, hardware, 
scripts, or any other type of implementation for execution by 
a processor. 

[0095] The present disclosure makes reference to various 
block diagrams and ?owcharts. One skilled in the art will 
recognize that the order and con?guration of components in 
the block diagrams and steps in the ?owcharts are not limita 
tions and are provided for illustration only. Various appropri 
ate con?gurations of components and devices, and various 
orders and sequences of operation may fall within the scope 
of the claims. 

[0096] It will be understood that synonymous terms in the 
claims (e.g. terms such as effectuate, create, open, connect, 
actualiZe, produce, etc.) may be intended to have synony 
mous meaning. Different, but synonymous, terms in the 
claims may be used for clarity in identifying, for example, 
steps within a method claim or elements within an apparatus 
claim. 

[0097] While the invention has been described in connec 
tion with the speci?c embodiments thereof, it will be under 
stood that it is capable of further modi?cation. Furthermore, 
this application is intended to cover any variations, uses, or 
adaptations of the invention, including such departures from 



US 2011/0219131A1 

the present disclosure as come within known or customary 
practice in the art to which the invention pertains. 
What is claimed is: 
1. A method of controlling a remotely controlled apparatus 

comprising: 
running, by a computing device coupled to a computer 

network, an application within a web browser; 
executing, by a remotely controlled apparatus in commu 

nication with the computer network, a program designed 
to control actions of the remotely controlled apparatus; 

establishing, by the program, a ?rst network connection 
between the remotely controlled apparatus and a net 
work hub device in order to transmit, therebetween, data 
for controlling the remotely controlled apparatus; 

creating, by a control application executing on an endpoint 
device, a second network connection between the net 
work hub device and the endpoint device in order to 
transmit, therebetween, data for controlling the remotely 
controlled apparatus; and 

processing, by the application within the web browser, data 
for controlling the remotely controlled apparatus sent 
over the ?rst and second network connections. 

2. A method as set forth in claim 1 wherein the step of 
establishing includes connecting a ?rst and second socket 
connection between the remotely controlled apparatus and 
the network hub, and the step of creating includes opening a 
?rst and second socket connection between the endpoint 
device and the network hub. 

3. A method as set forth in claim 2 wherein: 
the step of connecting includes carrying loss-sensitive data 

over the ?rst socket connection is loss-sensitive data; 
and 

the step of creating includes carrying loss-sensitive data 
sent over the ?rst socket connection. 

4. A method as set forth in claim 3 wherein the step con 
necting and the step of creating further include effectuating a 
TCP connection. 

5. A method as set forth in claim 2 wherein: 
the step of connecting includes transmitting loss tolerant 

data over the second socket connection; and 
the step of creating includes transmitting loss-tolerant data 

sent over the second socket connection. 
6. A method as set forth in claim 5 wherein the step of 

connecting and the step of creating further include effectuat 
ing a UDP connection. 

7. A method as set forth in claim 1 further comprising 
placing the network hub device in a location to extend range 
of operation between the remotely controlled apparatus and 
the handheld endpoint device. 

8. A method as set forth in claim 1 wherein the step of 
processing further includes displaying processed data on a 
display coupled to the computing device. 

9. A method as set forth in claim 1 further comprising 
sending, by the application executing within the web browser, 
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a communication to an address registration server including a 
private network address of the computing device. 

10. The method as set forth in claim 1 further comprising 
sending, by the program, the application executing on the 
endpoint device, or both, a communication to an address 
registration server including a public and private network 
address of the remotely controlled apparatus, the endpoint 
device, or both. 

11. A system for controlling a remotely controlled appara 
tus comprising: 

a remotely controlled apparatus in communication with a 
computer network and designed to execute a program 
for controlling actions of the remotely controlled appa 
ratus; 

a network hub con?gured to extend range of operation of 
the computer network and to establish a ?rst network 
connection with the remotely controlled apparatus; 

an endpoint device designed to execute an application con 
?gured to establish a second network connection with 
the network hub and to send data over the ?rst and 
second network connections in order to control the 
remotely controlled apparatus; and 

a computing device in communication with the network 
and con?gured to execute an application within a web 
browser in order to collect and process the data sent over 
the ?rst and second network connections in order to by 
the endpoint device and the remotely controlled appara 
tus so as to control the remotely controlled apparatus. 

12. A system as set forth in claim 11 wherein at least one of 
the network connections includes a ?rst and second socket 
connection. 

13 . A system as set forth in claim 12 wherein the ?rst socket 
connection is con?gured to carry loss-sensitive data. 

14.A system as set forth in claim 13 wherein the ?rst socket 
connection is a TCP connection. 

15. A system as set forth in claim 12 wherein the second 
socket connection is con?gured to carry loss-tolerant data. 

16. A system as set forth in claim 15 wherein the second 
socket connection is a UDP connection. 

17. A system as set forth in claim 11 wherein the computing 
device is further con?gured to display processed data on a 
display. 

18. A system as set forth in claim 11 wherein the applica 
tion executing within the web browser is further con?gured to 
send a communication to an address registration server 
including a private network address of the computing device. 

19. A system as set forth in claim 11 wherein the program, 
the application executing on the endpoint device, or both are 
further con?gured to send a communication to an address 
registration server including a public and private network 
address of the remotely controlled apparatus, the endpoint 
device, or both. 


