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(57) ABSTRACT 

Secure computation environments are protected from bogus 
or rogue load modules, executables and other data elements 
through use of digital signatures, seals and certi?cates issued 
by a verifying authority. A verifying authorityiwhich may 
be a trusted independent third partyitests the load modules 
or other executables to verify that their corresponding speci 
?cations are accurate and complete, and then digitally signs 
the load module or other executable based on tamper resis 
tance Work factor classi?cation. Secure computation environ 
ments With different tamper resistance Work factors use dif 
ferent veri?cation digital signature authentication techniques 
(e.g., different signature algorithms and/or signature veri? 
cation keys)ialloWing one tamper resistance Work factor 
environment to protect itself against load modules from 
another, different tamper resistance Work factor environment. 
Several dissimilar digital signature algorithms may be used to 
reduce vulnerability from algorithm compromise, and sub 
sets of multiple digital signatures may be used to reduce the 
scope of any speci?c compromise. 
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FIG. 8 Same Load Module Can Be 
Distributed with Multiple Signatures 

FIG . BA Different Processing Environments Can Have 
Different Subsets of Keys 
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FIG. 9 Load Modula Can Have Several 
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FIG. 1 2 Using Digital Signatures For Comparimenlaiizing Dilteren! Assurance Leveis 
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SYSTEMS AND METHODS USING 
CRYPTOGRAPHY TO PROTECT SECURE 

COMPUTING ENVIRONMENTS 

CROSS REFERENCE TO RELATED 
APPLICATION 

[0001] This is a continuation of application Ser. No. 
11/841,518, ?led Aug. 20, 2007, Which is a continuation of 
application Ser. No. 11/454,072, ?led Jun. 14, 2006, Which is 
a continuation of application Ser. No. 09/925,072, ?led Aug. 
6, 2001, now US. Pat. No. 7,120,802, Which is a continuation 
of application Ser. No. 09/678,830, ?led Oct. 4, 2000, now 
US. Pat. No. 6,292,569, Which is a continuation of applica 
tion Ser. No. 08/689,754, ?led Aug. 12, 1996, now US. Pat. 
No. 6,157,721, all of Which are incorporated herein by refer 
ence. 

[0002] This application is also related to application Ser. 
No. 08/388,107, ?led 13 Feb. 1995, abandoned, Which is also 
incorporated herein by reference. 

FIELD OF THE INVENTION(S) 

[0003] This invention relates to computer security, and 
more particularly to secure and/ or protected computer execu 
tion environments. Still more speci?cally, the present inven 
tion relates to computer security techniques based at least in 
part on cryptography, that protect a computer processing 
environment against potentially harmful computer 
executables, programs and/or data; and to techniques for cer 
tifying load modules such as executable computer programs 
or fragments thereof as being authorized for use by a pro 
tected or secure processing environment. 

BACKGROUND AND SUMMARY OF THE 

INVENTION(S) 
[0004] Computers have become increasingly central to 
business, ?nance and other important aspects of our lives. It is 
noW more important than ever to protect computers from 
“bad” or harmful computer programs. Unfortunately, since 
many of our most critical business, ?nancial and governmen 
tal tasks noW rely heavily on computers, dishonest people 
have a great incentive to use increasingly sophisticated and 
ingenious computer attacks. 
[0005] Imagine, for example, if a dishonest customer of a 
major bank could reprogram the bank’s computer so it adds to 
instead of subtracts from the customers account4or diverts a 
penny to the customers account from anyone else’s bank 
deposit in excess of $10,000. If successful, such attacks 
Would not only alloW dishonest people to steal, but could also 
undermine society’s con?dence in the integrity and reliability 
of the banking system. 
[0006] Terrorists can also try to attack us through our com 
puters. We cannot afford to have harmful computer programs 
destroy the computers driving the greater San Francisco met 
ropolitan air traf?c controller netWork, the NeW York Stock 
Exchange, the life support systems of a major hospital, or the 
Northern Virginia metropolitan area ?re and paramedic emer 
gency dispatch service. 
[0007] There are many different kinds of “bad” computer 
programs, Which in general are termed “Trojan horses”i 
programs that cause a computer to act in a manner not 

intended by its operator, named after the famous Wooden 
horse of Troy that delivered an attacking army disguised as an 
attractive gift. One of the most notorious kinds is so-called 
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“computer viruses”i“diseases” that a computer can “catch” 
from another computer. A computer virus is a computer pro 
gram that instructs the computer to do harmful or spurious 
things instead of useful thingsiand can also replicate itself 
to spread from one computer to another. Since the computer 
does Whatever its instructions tell it to do, it Will carry out the 
bad intent of a malicious human programmer Who Wrote the 
computer virus programiunless the computer is protected 
from the computer virus program. Special “anti-virus” pro 
tection softWare exists, but it unfortunately is only partially 
effectiveifor example, because neW viruses can escape 
detection until they become Widely knoWn and recognized, 
and because sophisticated viruses can escape detection by 
masquerading as tasks the computer is supposed to be per 
forming. 
[0008] Computer security risks of all sortsiincluding the 
risks from computer virusesihave increased dramatically as 
computers have become increasingly connected to one 
another over the Internet and by other means. Increased com 
puter connectivity provides increased capabilities, but also 
creates a host of computer security problems that haven’t 
been fully solved. For example, electronic netWorks are an 
obvious path for spreading computer viruses. In October 
1988, a university student used the Internet (a netWork of 
computer netWorks connected to millions of computers 
WorldWide) to infect thousands of university and business 
computers With a self-replicating “Worm” virus that took over 
the infected computers and caused them to execute the com 
puter virus instead of performing the tasks they Were sup 
posed to perform. This computer virus outbreak (Which 
resulted in a criminal prosecution) caused Widespread panic 
throughout the electronic community. 
[0009] Computer viruses are by no means the only com 
puter security risk made even more signi?cant by increased 
computer connectivity. For example, a signi?cant percentage 
of the online electronic community has recently become com 
mitted to a neW “portable” computer language called JavaTM 
developed by Sun Microsystems of Mountain VieW, Calif. 
Java Was designed to alloW computers to interactively and 
dynamically doWnload computer program code fragments 
(called “applets”) over an electronic netWork such as the 
internet, and execute the doWnloaded code fragments locally. 
J ava’s “doWnload and execute” capability is valuable because 
it alloWs certain tasks to be performed locally on local equip 
ment using local resources. For example, a user’s computer 
could run a particularly computationally or data-intensive 
routineirelieving the provider’s computer from having to 
run the task and/or eliminating the need to transmit large 
amounts of data over the communications path. 

[001 0] While J ava’s “doWnload and execute” capability has 
great potential, it raises signi?cant computer security con 
cerns. For example, Java applets could be Written to damage 
hardWare, softWare or information on the recipient computer, 
make the computer unstable by depleting its resources, and/ or 
access con?dential information on the computer and send it to 
someone else Without ?rst getting the computer oWner’s per 
mission. People have expended lots of time and effort trying 
to solve Java’s security problems. To alleviate some of these 
concerns, Sun Microsystems has developed a Java interpreter 
providing certain built-in security features such as: 

[0011] a Java veri?er that Will not let an applet execute 
until the veri?er veri?es the applet doesn’t violate cer 
tain rules, 
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[0012] a Java class loader that treats applets originating 
remotely differently from those originating locally, 

[0013] a Java security manager that controls access to 
resources such as ?les and netWork access, and 

[0014] promised to come soonithe use of digital signa 
tures for authenticating applets. 

[0015] Numerous security ?aWs have been found despite 
these techniques. Moreover, a philosophy underlying this 
overall security design is that a user Will have no incentive to 
compromise the security of her oWn locally installed Java 
interpreteriand that any such compromise is inconsequen 
tial from a system security standpoint because only the user’s 
oWn computer (and its contents) are at risk. This philoso 
phyiWhich is typical of many security system designsiis 
seriously ?aWed in many useful electronic commerce con 
texts for reasons described beloW in connection With the 
above-referenced Ginter et al. patent speci?cation. 
[0016] The Ginter et al. speci?cation describes a “virtual 
distribution environment” comprehensively providing over 
all systems and Wide arrays of methods, techniques, struc 
tures and arrangements that enable secure, e?icient electronic 
commerce and rights management, including on the Internet 
or other “Information Super HighWay.” 

[0017] The Ginter et al. patent disclosure describes, among 
other things, techniques for providing a secure, tamper resis 
tant execution spaces Within a “protected processing environ 
ment” for computer programs and data. The protected pro 
cessing environment described in Ginter et al. may be 
hardWare-based, softWare-based, or a hybrid. It can execute 
computer code the Ginter et al. disclosure refers to as “load 
modules.” See, for example, Ginter et al. FIG. 23 and corre 
sponding text. These load modulesiWhich can be transmit 
ted from remote locations Within secure cryptographic Wrap 
pers or “containers”iare used to perform the basic 
operations of the “virtual distribution environment.” Load 
modules may contain algorithms, data, cryptographic keys, 
shared secrets, and/or other information that permits a load 
module to interact With other system components (e.g., other 
load modules and/or computer programs operating in the 
same or different protected processing environment). For a 
load module to operate and interact as intended, it must 
execute Without unauthorized modi?cation and its contents 
may need to be protected from disclosure. 

[0018] Unlike many other computer security scenarios, 
there may be a signi?cant incentive for an oWner of a Ginter 
et al. type protected processing environment to attack his or 
her oWn protected processing environment. For example: 

[0019] the oWner may Wish to “tum off ’ payment mecha 
nisms necessary to ensure that people delivering content 
and other value receive adequate compensation; or 

[0020] the oWner may Wish to defeat other electronic 
controls preventing him or her from performing certain 
tasks (for example, copying content Without authoriza 
tion); or 

[0021] the oWner may Wish to access someone else’s 
con?dential information embodied Within electronic 
controls present in the oWner’s protected processing 
environment; or 

[0022] the oWner may Wish to change the identity of a 
payment recipient indicated Within controls such that 
they receive payments themselves, or to interfere With 
commerce; or 
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[0023] the oWner may Wish to defeat the mechanism(s) 
that disable some or all functions When budget has been 
exhausted, or audit trails have not been delivered. 

[0024] Security experts can often be heard to say that to 
competently do their job, they must “think like an attacker.” 
For example, a successful home security system installer 
must try to put herself in the place of a burglar trying to break 
in. Only by anticipating hoW a burglar might try to break into 
a house can the installer successfully defend the house against 
burglary. Similarly, computer security experts must try to 
anticipate the sorts of attacks that might be brought against a 
presumably secure computer system. 
[0025] From this “think like an attacker” vieWpoint, intro 
ducing a bogus load module is one of the strongest possible 
forms of attack (by a protected processing environment user 
or anyone else) on the virtual distribution environment dis 
closed in the Ginter et al. patent speci?cation. Because load 
modules have access to internal protected data structures 
Within protected processing environments and also (at least to 
an extent) control the results brought about by those protected 
processing environments, bogus load modules can (putting 
aside for the moment additional possible local protections 
such as addressing and/or ring protection and also putting 
aside system level fraud and other security related checks) 
perform almost any action possible in the virtual distribution 
environment Without being subject to intended electronic 
controls. Especially likely attacks may range from straight 
forWard changes to protected data (for example, adding bud 
get, billing for nothing instead of the desired amount, etc.) to 
Wholesale compromise (for example, using a load module to 
expose a protected processing environment’s cryptographic 
keys). For at least these reasons, the methods for validating 
the origin and soundness of a load module are critically 
important. 
[0026] The Ginter et al. patent speci?cation discloses 
important techniques for securing protected processing envi 
ronments against inauthentic load modules introduced by the 
computer oWner, user, or any other party, including for 
example: 

[0027] Encrypting and authenticating load modules 
Whenever they are shared betWeen protected processing 
environments via a communications path outside of a 
tamper-resistant barrier and/ or passed betWeen different 
virtual distribution environment participants; 

[0028] Using digital signatures to determine if load mod 
ule executable content is intact and Was created by a 
trusted source (i.e., one With a correct certi?cate for 

creating load modules); 
[0029] Strictly controlling initiation of load module 

execution by use of encryption keys, digital signatures 
and/or tags; 

[0030] Carefully controlling the process of creating, 
replacing, updating or deleting load modules; and 

[0031] Maintaining shared secrets (e. g., cryptographic 
keys) Within a tamper resistant enclosure that the oWner 
of the electronic appliance cannot easily tamper With. 

[0032] Although the Ginter et al. patent speci?cation com 
prehensively solves a host of load module (and other) security 
related problems, any computer systemino matter hoW 
secure4can be “cracked” if enough time, money and effort is 
devoted to the project. Therefore, even a very secure system 
such as that disclosed in Ginter et al. can be improved to 
provide even greater security and protection against attack. 
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[0033] The present invention provides improved tech 
niques for protecting secure computation and/or execution 
spaces (as one important but non-limiting example, the pro 
tected processing environments as disclosed in Ginter et al) 
from unauthorized (and potentially harmful) load modules or 
other “executables” or associated data. In one particular pre 
ferred embodiment, these techniques build upon, enhance 
and/or extend in certain respects, the load module security 
techniques, arrangements and systems provided in the Ginter 
et al. speci?cation. 
[0034] In accordance With one aspect provided by the 
present invention, one or more trusted verifying authorities 
validate load modules or other executables by analyzing and/ 
or testing them. A verifying authority digitally “signs” and 
“certi?es” those load modules or other executables it has 
veri?ed (using a public key based digital signature and/or 
certi?cate based thereon, for example). 
[0035] Protected execution spaces such as protected pro 
cessing environments can be programmed or otherWise con 
ditioned to accept only those load modules or other 
executables bearing a digital signature/certi?cate of an 
accredited (or particular) verifying authority. Tamper resis 
tant barriers may be used to protect this programming or other 
conditioning. The assurance levels described beloW are a 
measure or assessment of the effectiveness With Which this 
programming or other conditioning is protected. 
[0036] A Web of trust may stand behind a verifying author 
ity. For example, a verifying authority may be an independent 
organization that can be trusted by all electronic value chain 
participants not to collaborate With any particular participant 
to the disadvantage of otherpar‘ticipants.A given load module 
or other executable may be independently certi?ed by any 
number of authorized verifying authority participants. If a 
load module or other executable is signed, for example, by 
?ve different verifying authority participants, a user Will have 
(potentially) a higher likelihood of ?nding one that they trust. 
General commercial users may insist on several different 
certi?ers, and government users, large corporations, and 
international trading partners may each have their oWn unique 
“Web of trust” requirements. This “Web of trust” prevents 
value chain participants from conspiring to defraud other 
value chain participants. 
[0037] In accordance With another aspect provided by this 
invention, each load module or other executable has speci? 
cations associated With it describing the executable, its opera 
tions, content, and functions. Such speci?cations could be 
represented by any combination of speci?cations, formal 
mathematical descriptions that can be veri?ed in an auto 
mated or other Well-de?ned manner, or any other forms of 
description that can be processed, veri?ed, and/or tested in an 
automated or other Well-de?ned manner. The load module or 
other executable is preferably constructed using a program 
ming language (e.g., languages such as Java and Python) 
and/or design/implementation methodology (e.g., Gypsy, 
FDM) that can facilitate automated analysis, validation, veri 
?cation, inspection, and/or testing. 
[0038] A verifying authority analyzes, validates, veri?es, 
inspects, and/ or tests the load module or other executable, and 
compares its results With the speci?cations associated With 
the load module or other executable. A verifying authority 
may digitally sign or certify only those load modules or other 
executables having proper speci?cationsiand may include 
the speci?cations as part of the material being signed or 
certi?ed. 
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[0039] A verifying authority may instead, or in addition, 
selectively be given the responsibility for analyzing the load 
module and generating a speci?cation for it. Such a speci? 
cation could be revieWed by the load module’s originator 
and/or any potential users of the load module. 
[0040] A verifying authority may selectively be given the 
authority to generate an additional speci?cation for the load 
module, for example by translating a formal mathematical 
speci?cation to other kinds of speci?cations. This authority 
could be granted, for example, by a load module originator 
Wishing to have a more accessible, but veri?ed (certi?ed), 
description of the load module for purposes of informing 
other potential users of the load module. 
[0041] Additionally, a verifying authority may selectively 
be empoWered to modify the speci?cations to make it accu 
rateibut may refuse to sign or certify load modules or other 
executables that are harmful or dangerous irrespective of the 
accuracy of their associated speci?cations. The speci?cations 
may in some instances be vieWable by ultimate users or other 
value chain par‘ticipantsiproviding a high degree of assur 
ance that load modules or other executables are not subvert 
ing the system and/ or the legitimate interest of any participant 
in an electronic value chain the system supports. 
[0042] In accordance With another aspect provided by the 
present invention, an execution environment protects itself by 
decidingibased on digital signatures, for exampleiWhich 
load modules or other executables it is Willing to execute. A 
digital signature alloWs the execution environment to test 
both the authenticity and the integrity of the load module or 
other executables, as Well permitting a user of such 
executables to determine their correctness With respect to 
their associated speci?cations or other description of their 
behavior, if such descriptions are included in the veri?cation 
process. 
[0043] A hierarchy of assurance levels may be provided for 
different protected processing environment security levels. 
Load modules or other executables can be provided With 
digital signatures associated With particular assurance levels. 
Appliances assigned to particular assurance levels can protect 
themselves from executing load modules or other executables 
associated With different assurance levels. Different digital 
signatures and/or certi?cates may be used to distinguish 
betWeen load modules or other executables intended for dif 
ferent assurance levels. This strict assurance level hierarchy 
provides a frameWork to help ensure that a more trusted 
environment can protect itself from load modules or other 
executables exposed to environments With different Work 
factors (e.g., less trusted or tamper resistant environments). 
This can be used to provide a high degree of security com 
partmentalization that helps protect the remainder of the sys 
tem should parts of the system become compromised. 
[0044] For example, protected processing environments or 
other secure execution spaces that are more impervious to 
tampering (such as those providing a higher degree of physi 
cal security) may use an assurance level that isolates it from 
protected processing environments or other secure execution 
spaces that are relatively more susceptible to tampering (such 
as those constructed solely by softWare executing on a general 
purpose digital computer in a non-secure location). 
[0045] A verifying authority may digitally sign load mod 
ules or other executables With a digital signature that indicates 
or implies assurance level. A verifying authority can use 
digital signature techniques to distinguish betWeen assurance 
levels. As one example, each different digital signature may 
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be encrypted using a different veri?cation key and/or funda 
mentally different encryption, one-Way hash and/or other 
techniques. A protected processing environment or other 
secure execution space protects itself by executing only those 
load modules or other executables that have been digitally 
signed for its corresponding assurance level. 

[0046] The present invention may use a verifying authority 
and the digital signatures it provides to compartmentaliZe the 
different electronic appliances depending on their level of 
security (e.g., Work factor or relative tamper resistance). In 
particular, a verifying authority and the digital signatures it 
provides isolate appliances With signi?cantly different Work 
factorsipreventing the security of high Work factor appli 
ances from collapsing into the security of loW Work factor 
appliances due to free exchange of load modules or other 
executables. 

[0047] Encryption can be used in combination With the 
assurance level scheme discussed above to ensure that load 
modules or other executables can be executed only in speci?c 
environments or types of environments. The secure Way to 
ensure that a load module or other executable can’t execute in 

a particular environment is to ensure that the environment 
doesn’t have the key(s) necessary to decrypt it. Encryption 
can rely on multiple public keys and/or algorithms to trans 
port basic key(s). Such encryption protects the load module or 
other executable from disclosure to environments (or assur 
ance levels of environments) other than the one it is intended 
to execute in. 

[0048] In accordance With another aspect provided by this 
invention, a verifying authority can digitally sign a load mod 
ule or other executable With several different digital signa 
tures and/or signature schemes. A protected processing envi 
ronment or other secure execution space may require a load 
module or other executable to present multiple digital signa 
tures before accepting it. An attacker Would have to “break” 
each (all) of the several digital signatures and/or signature 
schemes to create an unauthoriZed load module or other 
executable that Would be accepted by the protected process 
ing environment or other secure execution space. Different 
protected processing environments (secure execution spaces) 
might examine different subsets of the multiple digital signa 
turesiso that compromising one protected processing envi 
ronment (secure execution space) Will not compromise all of 
them. As an optimiZation, a protected processing environ 
mentor other secure execution space might verify only one of 
the several digital signatures (for example, chosen at random 
each time an executable is used)ithereby speeding up the 
digital signature veri?cation While still maintaining a high 
degree of security. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0049] These and other features and advantages provided in 
accordance With this invention may be better and more com 
pletely understood by referring to the folloWing detailed 
description of example preferred embodiments in conjunc 
tion With the draWings, of Which: 
[0050] FIG. 1 illustrates hoW defective or bogus load mod 
ules can Wreak havoc in the electronic community; 

[0051] FIG. 2 shoWs an example veri?cation authority that 
protects the electronic community from unauthorized load 
modules; 
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[0052] FIG. 3 shoWs hoW a protected processing environ 
ment can distinguish betWeen load modules that have been 
approved by a verifying authority and those that have not been 
approved; 
[0053] FIG. 4 shoWs an example process a verifying author 
ity may perform to authenticate load modules; 
[0054] FIG. 5 shoWs hoW a verifying authority can create a 
certifying digital signature; 
[0055] FIG. 6 shoWs hoW a protected processing environ 
ment can securely authenticate a verifying authority’s digital 
signature to guarantee the integrity of the corresponding load 
module; 
[0056] FIG. 7 shoWs hoW several different digital signa 
tures can be applied to the same load module; 
[0057] FIG. 8 shoWs hoW a load module can be distributed 
With multiple digital signatures; 
[0058] FIG. 8A shoWs hoW key management can be used to 
compartmentaliZe protected processing environments; 
[0059] FIGS. 9 shoWs hoW a load module can be segmented 
and each segment protected With a different digital signature; 
[0060] FIGS. 10A-10C shoW hoW different assurance level 
electronic appliances can be provided With different crypto 
graphic keys for authenticating verifying authority digital 
signatures; 
[0061] FIGS. 11A-11C shoW hoW a verifying authority can 
use different digital signatures to designate the same or dif 
ferent load modules as being appropriate for execution by 
different assurance level electronic appliances; 

[0062] FIGS. 12, 13 and 13A shoW hoW assurance level 
digital signatures can be used to isolate electronic appliances 
or appliance types based on Work factor and/ or tamper resis 
tance to reduce overall security risks; and 
[0063] FIG. 14 shoWs example overall steps that may be 
performed Within an electronic system (such as, for example, 
a virtual distribution environment) to test, certify, distribute 
and use executables. 

DETAILED DESCRIPTION OF EXAMPLE 
EMBODIMENTS 

[0064] FIG. 1 shoWs hoW defective, bogus and/or unautho 
riZed computer information can Wreak havoc Within an elec 
tronic system 50. In this example, provider 52 is authorized to 
produce and distribute “load modules” 54 for use by different 
users or consumers 56. FIG. 1 shoWs “load module” 54 as a 

complicated looking machine part for purposes of illustration 
only; the load module preferably comprises one or more 
computer instructions and/ or data elements used to assist, 
alloW, prohibit, direct, control or facilitate at least one task 
performed at least in part by an electronic appliance such as a 
computer. For example, load module 54 may comprise all or 
part of an executable computer program and/or associated 
data (“executable”), and may constitute a sequence of instruc 
tions or steps that bring about a certain result Within a com 
puter or other computation element. 

[0065] FIG. 1 shoWs a number of electronic appliances 61 
such as, for example, a set top box or home media player 58, 
a personal computer 60, and a multi-media player 62. Each of 
appliances 58, 60, 62 may include a secure execution space. 
One particular example of a secure execution space is a “pro 
tected processing environment” 108 of the type shoWn in 
Ginter et al. (see FIGS. 6-12) and described in associated text. 
Protected processing environments 108 provide a secure 














