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DISPERSED STORAGE UNIT SOLICITATION 
METHOD AND APPARATUS 

CROSS REFERENCE TO RELATED PATENTS 

[0001] This patent application is claiming priority under 35 
USC §l 19(e) to a provisionally ?led patent application 
entitledAUTONOMOUS DISTRIBUTED STORAGE NET 
WORK, having a provisional ?ling date of Oct. 30, 2009, and 
a provisional Ser. No. 61/256,314. 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH OR DEVELOPMENT 

[0002] NOT APPLICABLE 

INCORPORATION-BY-REFERENCE OF 
MATERIAL SUBMITTED ON A COMPACT DISC 

[0003] NOT APPLICABLE 

BACKGROUND OF THE INVENTION 

[0004] 1. Technical Field of the Invention 
[0005] This invention relates generally to computing sys 
tems and more particularly to data storage solutions Within 
such computing systems. 
[0006] 2. Description of RelatedArt 
[0007] Computers are knoWn to communicate, process, and 
store data. Such computers range from Wireless smart phones 
to data centers that support millions of Web searches, stock 
trades, or on-line purchases every day. In general, a comput 
ing system generates data and/ or manipulates data from one 
form into another. For instance, an image sensor of the com 
puting system generates raW picture data and, using an image 
compression program (e. g., JPEG, MPEG, etc.), the comput 
ing system manipulates the raW picture data into a standard 
iZed compressed image. 
[0008] With continued advances in processing speed and 
communication speed, computers are capable of processing 
real time multimedia data for applications ranging from 
simple voice communications to streaming high de?nition 
video. As such, general-purpose information appliances are 
replacing purpose-built communications devices (e. g., a tele 
phone). For example, smart phones can support telephony 
communications but they are also capable of text messaging 
and accessing the intemet to perform functions including 
email, Web broWsing, remote applications access, and media 
communications (e. g., telephony voice, image transfer, music 
?les, video ?les, real time video streaming. etc.). 
[0009] Each type of computer is constructed and operates 
in accordance With one or more communication, processing, 
and storage standards. As a result of standardization and With 
advances in technology, more and more information content 
is being converted into digital formats. For example, more 
digital cameras are noW being sold than ?lm cameras, thus 
producing more digital pictures. As another example, Web 
based programming is becoming an alternative to over the air 
television broadcasts and/or cable broadcasts. As further 
examples, papers, books, video entertainment, home video, 
etc. are noW being stored digitally, Which increases the 
demand on the storage function of computers. 
[0010] A typical computer storage system includes one or 
more memory devices aligned With the needs of the various 
operational aspects of the computer’s processing and com 
munication functions. Generally, the immediacy of access 
dictates What type of memory device is used. For example, 
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random access memory (RAM) memory can be accessed in 
any random order With a constant response time, thus it is 
typically used for cache memory and main memory. By con 
trast, memory device technologies that require physical 
movement such as magnetic disks, tapes, and optical discs, 
have a variable response time as the physical movement can 
take longer than the data transfer, thus they are typically used 
for secondary memory (e.g., hard drive, backup memory, 
etc.). 
[0011] A computer’s storage system Will be compliant With 
one or more computer storage standards that include, but are 
not limited to, netWork ?le system (NFS), ?ash ?le system 
(FFS), disk ?le system (DFS), small computer system inter 
face (SCSI), intemet small computer system interface 
(iSCSI), ?le transfer protocol (FTP), and Web-based distrib 
uted authoring and versioning (WebDAV). These standards 
specify the data storage format (e.g., ?les, data objects, data 
blocks, directories, etc.) and interfacing betWeen the comput 
er’s processing function and its storage system, Which is a 
primary function of the computer’s memory controller. 
[0012] Despite the standardiZation of the computer and its 
storage system, memory devices fail; especially commercial 
grade memory devices that utiliZe technologies incorporating 
physical movement (e.g., a disc drive). For example, it is 
fairly common for a disc drive to routinely suffer from bit 
level corruption and to completely fail after three years of use. 
One solution is to use a higher-grade disc drive, Which adds 
signi?cant cost to a computer. 
[0013] Another solution is to utiliZe multiple levels of 
redundant disc drives to replicate the data into tWo or more 
copies. One such redundant drive approach is called redun 
dant array of independent discs (RAID). In a RAID device, a 
RAID controller adds parity data to the original data before 
storing it across the array. The parity data is calculated from 
the original data such that the failure of a disc Will not result 
in the loss of the original data. For example, RAID 5 uses 
three discs to protect data from the failure of a single disc. The 
parity data, and associated redundancy overhead data, 
reduces the storage capacity of three independent discs by 
one third (e.g., n—l:capacity). RAID 6 can recover from a 
loss of tWo discs and requires a minimum of four discs With a 
storage capacity of n-2. 
[0014] While RAID addresses the memory device failure 
issue, it is not Without its oWn failures issues that affect its 
effectiveness, ef?ciency and security. For instance, as more 
discs are added to the array, the probability of a disc failure 
increases, Which increases the demand for maintenance. For 
example, When a disc fails, it needs to be manually replaced 
before another disc fails and the data stored in the RAID 
device is lost. To reduce the risk of data loss, data on a RAID 
device is typically copied on to one or more other RAID 
devices. While this addresses the loss of data issue, it raises a 
security issue since multiple copies of data are available, 
Which increases the chances of unauthoriZed access. Further, 
as the amount of data being stored groWs, the overhead of 
RAID devices becomes a non-trivial ef?ciency issue. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWING(S) 

[0015] FIG. 1 is a schematic block diagram of an embodi 
ment of a computing system in accordance With the invention; 
[0016] FIG. 2 is a schematic block diagram of an embodi 
ment of a computing core in accordance With the invention; 
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[0017] FIG. 3 is a schematic block diagram ofan embodi 
ment of a distributed storage processing unit in accordance 
with the invention; 
[0018] FIG. 4 is a schematic block diagram ofan embodi 
ment of a grid module in accordance with the invention; 
[0019] FIG. 5 is a diagram of an example embodiment of 
error coded data slice creation in accordance with the inven 

tion; 
[0020] FIG. 6 is a ?owchart illustrating an example of stor 
ing slices in accordance with the present invention; 
[0021] FIG. 7 is a ?owchart illustrating an example of a 
response to a solicitation to store slices in accordance with the 
present invention; 
[0022] FIG. 8 is a ?owchart illustrating an example of 
retrieving slices in accordance with the present invention; 
[0023] FIG. 9 is a ?owchart illustrating an example of a 
response to a solicitation to retrieve slices in accordance with 
the present invention; 
[0024] FIG. 10 is another ?owchart illustrating another 
example of storing slices in accordance with the present 
invention; 
[0025] FIG. 11 is another ?owchart illustrating another 
example of storing slices in accordance with the present 
invention; 
[0026] FIG. 12 is another ?owchart illustrating another 
example of retrieving slices in accordance with the present 
invention; 
[0027] FIG. 13 is another ?owchart illustrating another 
example of retrieving slices in accordance with the present 
invention; 
[0028] FIG. 14 is another ?owchart illustrating another 
example of storing slices in accordance with the present 
invention; 
[0029] FIG. 15 is another ?owchart illustrating another 
example of retrieving slices in accordance with the present 
invention; 
[0030] FIG. 16 is a schematic block diagram ofan embodi 
ment of a social television media storage system in accor 
dance with the invention; 
[0031] FIG. 17 is a schematic block diagram ofan embodi 
ment of a distributed storage system utiliZing a routing stor 
age layer in accordance with the invention; 
[0032] FIG. 18 is an example table representing a routing 
table in accordance with the present invention; 
[0033] FIG. 19 is a ?owchart illustrating an example of 
determining routers in accordance with the present invention; 
[0034] FIG. 20 is a ?owchart illustrating an example of 
a?iliating routers in accordance with the present invention; 
and 
[0035] FIG. 21 is a ?owchart illustrating an example of 
routing data in accordance with the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

[0036] FIG. 1 is a schematic block diagram of a computing 
system 10 that includes one or more of a ?rst type of user 
devices 12, one or more of a second type of user devices 14, 
at least one distributed storage (DS) processing unit 16, at 
least one DS managing unit 18, at least one storage integrity 
processing unit 20, and a distributed storage network (DSN) 
memory 22 coupled via a network 24. The network 24 may 
include one or more wireless and/or wire lined communica 
tion systems; one or more private intranet systems and/or 
public internet systems; and/or one or more local area net 

works (LAN) and/or wide area networks (WAN). 

May 5,2011 

[0037] The DSN memory 22 includes a plurality of distrib 
uted storage (DS) units 36 for storing data of the system. Each 
of the DS units 36 includes a processing module and memory 
and may be located at a geographically different site than the 
other DS units (e. g., one in Chicago, one in Milwaukee, etc.). 
The processing module may be a single processing device or 
a plurality of processing devices. Such a processing device 
may be a microprocessor, micro-controller, digital signal pro 
cessor, microcomputer, central processing unit, ?eld pro 
grammable gate array, programmable logic device, state 
machine, logic circuitry, analog circuitry, digital circuitry, 
and/or any device that manipulates signals (analog and/or 
digital) based on hard coding of the circuitry and/or opera 
tional instructions. The processing module may have an asso 
ciated memory and/or memory element, which may be a 
single memory device, a plurality of memory devices, and/or 
embedded circuitry of the processing module. Such a 
memory device may be a read-only memory, random access 
memory, volatile memory, non-volatile memory, static 
memory, dynamic memory, ?ash memory, cache memory, 
and/or any device that stores digital information. Note that if 
the processing module includes more than one processing 
device, the processing devices may be centrally located (e. g., 
directly coupled together via a wired and/or wireless bus 
structure) or may be distributedly located (e.g., cloud com 
puting via indirect coupling via a local area network and/or a 
wide area network). Further note that when the processing 
module implements one or more of its functions via a state 

machine, analog circuitry, digital circuitry, and/or logic cir 
cuitry, the memory and/or memory element storing the cor 
responding operational instructions may be embedded 
within, or external to, the circuitry comprising the state 
machine, analog circuitry, digital circuitry, and/or logic cir 
cuitry. Still further note that, the memory element stores, and 
the processing module executes, hard coded and/or opera 
tional instructions corresponding to at least some of the steps 
and/or functions illustrated in FIGS. 1-21. 

[0038] Each of the user devices 12-14, the DS processing 
unit 16, the DS managing unit 18, and the storage integrity 
processing unit 20 may be a portable computing device (e. g., 
a social networking device, a gaming device, a cell phone, a 
smart phone, a personal digital assistant, a digital music 
player, a digital video player, a laptop computer, a handheld 
computer, a video game controller, and/or any other portable 
device that includes a computing core) and/or a ?xed com 
puting device (e.g., a personal computer, a computer server, a 
cable set-top box, a satellite receiver, a television set, a 
printer, a fax machine, home entertainment equipment, a 
video game console, and/or any type of home or o?ice com 
puting equipment). Such a portable or ?xed computing device 
includes a computing core 26 and one or more interfaces 30, 
32, and/or 33. An embodiment of the computing core 26 will 
be described with reference to FIG. 2. 

[0039] With respect to the interfaces, each of the interfaces 
30, 32, and 33 includes software and/or hardware to support 
one or more communication links via the network 24 and/or 
directly. For example, interfaces 30 support a communication 
link (wired, wireless, direct, via a LAN, via the network 24, 
etc.) between the ?rst type of user device 14 and the DS 
processing unit 16. As another example, DSN interface 32 
supports a plurality of communication links via the network 
24 between the DSN memory 22 and the DS processing unit 
16, the ?rst type of user device 12, and/ or the storage integrity 
processing unit 20. As yet another example, interface 33 
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supports a communication link between the DS managing 
unit 18 and any one of the other devices and/or units 12, 14, 
16, 20, and/or 22 via the network 24. 
[0040] In general and With respect to data storage, the sys 
tem 10 supports three primary functions: distributed netWork 
data storage management, distributed data storage and 
retrieval, and data storage integrity veri?cation. In accor 
dance With these three primary functions, data can be distrib 
utedly stored in a plurality of physically different locations 
and subsequently retrieved in a reliable and secure manner 
regardless of failures of individual storage devices, failures of 
netWork equipment, the duration of storage, the amount of 
data being stored, attempts at hacking the data, etc. 
[0041] The DS managing unit 18 performs distributed net 
Work data storage management functions, Which include 
establishing distributed data storage parameters, performing 
netWork operations, performing netWork administration, and/ 
or performing netWork maintenance. The DS managing unit 
18 establishes the distributed data storage parameters (e.g., 
allocation of virtual DSN memory space, distributed storage 
parameters, security parameters, billing information, user 
pro?le information, etc.) for one or more of the user devices 
12-14 (e.g., established for individual devices, established for 
a user group of devices, established for public access by the 
user devices, etc.). For example, the DS managing unit 18 
coordinates the creation of a vault (e.g., a virtual memory 
block) Within the DSN memory 22 for a user device (for a 
group of devices, or for public access). The DS managing unit 
18 also determines the distributed data storage parameters for 
the vault. In particular, the DS managing unit 18 determines a 
number of slices (e.g., the number that a data segment of a 
data ?le and/or data block is partitioned into for distributed 
storage) and a read threshold value (e.g., the minimum num 
ber of slices required to reconstruct the data segment). 
[0042] As another example, the DS managing module 18 
creates and stores, locally or Within the DSN memory 22, user 
pro?le information. The user pro?le information includes one 
or more of authentication information, permissions, and/or 
the security parameters. The security parameters may include 
one or more of encryption/decryption scheme, one or more 

encryption keys, key generation scheme, and data encoding/ 
decoding scheme. 
[0043] As yet another example, the DS managing unit 18 
creates billing information for a particular user, user group, 
vault access, public vault access, etc. For instance, the DS 
managing unit 18 tracks the number of times a user accesses 
a private vault and/or public vaults, Which can be used to 
generate a per-access bill. In another instance, the DS man 
aging unit 18 tracks the amount of data stored and/ or retrieved 
by a user device and/or a user group, Which can be used to 
generate a per-data-amount bill. 
[0044] The DS managing unit 18 also performs netWork 
operations, netWork administration, and/or netWork mainte 
nance. As at least part of performing the netWork operations 
and/or administration, the DS managing unit 18 monitors 
performance of the devices and/or units of the system 10 for 
potential failures, determines the devices and/or unit’s acti 
vation status, determines the devices’ and/or units’ loading, 
and any other system level operation that affects the perfor 
mance level of the system 10. For example, the DS managing 
unit 18 receives and aggregates netWork management alarms, 
alerts, errors, status information, performance information, 
and messages from the devices 12-14 and/or the units 16, 20, 
36. For example, the DS managing unit 18 receives a simple 
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netWork management protocol (SNMP) message regarding 
the status of the DS processing unit 16. 

[0045] The DS managing unit 18 performs the netWork 
maintenance by identifying equipment Within the system 10 
that needs replacing, upgrading, repairing, and/ or expanding. 
For example, the DS managing unit 18 determines that the 
DSN memory 22 needs more DS units 36 or that one or more 

of the DS units 36 needs updating. 

[0046] The second primary function (i.e., distributed data 
storage and retrieval) begins and ends With a user device 
12-14. For instance, if a second type of user device 14 has a 
data ?le 38 and/or data block 40 to store in the DSN memory 
22, it sends the data ?le 38 and/or data block 40 to the DS 
processing unit 16 via its interface 30. As Will be described in 
greater detail With reference to FIG. 2, the interface 30 func 
tions to mimic a conventional operating system (OS) ?le 
system interface (e.g., netWork ?le system (NFS), ?ash ?le 
system (FFS), disk ?le system (DFS), ?le transfer protocol 
(FTP), Web-based distributed authoring and versioning 
(WebDAV), etc.) and/or a block memory interface (e. g., small 
computer system interface (SCSI), internet small computer 
system interface (iSCSI), etc.). In addition, the interface 30 
may attach a user identi?cation code (ID) to the data ?le 38 
and/or data block 40. 

[0047] The DS processing unit 16 receives the data ?le 38 
and/or data block 40 via its interface 30 and performs a 
distributed storage (DS) process 34 thereon (e.g., an error 
coding dispersal storage function). The DS processing 34 
begins by partitioning the data ?le 38 and/or data block 40 
into one or more data segments, Which is represented as Y 
data segments. For example, the DS processing 34 may par 
tition the data ?le 38 and/ or data block 40 into a ?xed byte siZe 
segment (e. g., 21 to 2” bytes, Where n:>2) or a variable byte 
siZe (e. g., change byte siZe from segment to segment, or from 
groups of segments to groups of segments, etc.). 
[0048] For each of theY data segments, the DS processing 
34 error encodes (e.g., forWard error correction (FEC), infor 
mation dispersal algorithm, or error correction coding) and 
slices (or slices then error encodes) the data segment into a 
plurality of error coded (EC) data slices 42-48, Which is 
represented as X slices per data segment. The number of 
slices (X) per segment, Which corresponds to a number of 
pillars n, is set in accordance With the distributed data storage 
parameters and the error coding scheme. For example, if a 
Reed-Solomon (or other FEC scheme) is used in an n/k sys 
tem, then a data segment is divided into n slices, Where k 
number of slices is needed to reconstruct the original data 
(i.e., k is the threshold). As a feW speci?c examples, the n/k 
factor may be 5/3; 6/4; 8/6; 8/5; 16/10. 
[0049] For each slice 42-48, the DS processing unit 16 
creates a unique slice name and appends it to the correspond 
ing slice 42-48. The slice name includes universal DSN 
memory addressing routing information (e.g., virtual 
memory addresses in the DSN memory 22) and user-speci?c 
information (e.g., user ID, ?le name, data block identi?er, 
etc.). 
[0050] The DS processing unit 16 transmits the plurality of 
EC slices 42-48 to a plurality of DS units 36 of the DSN 
memory 22 via the DSN interface 32 and the netWork 24. The 
DSN interface 32 formats each of the slices for transmission 
via the netWork 24. For example, the DSN interface 32 may 
utiliZe an internet protocol (e.g., TCP/IP, etc.) to packetiZe the 
slices 42-48 for transmission via the netWork 24. 
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[0051] The number of DS units 36 receiving the slices 
42-48 is dependent on the distributed data storage parameters 
established by the DS managing unit 18. For example, the DS 
managing unit 18 may indicate that each slice is to be stored 
in a different DS unit 36. As another example, the DS man 
aging unit 18 may indicate that like slice numbers of different 
data segments are to be stored in the same DS unit 36. For 
example, the ?rst slice of each of the data segments is to be 
stored in a ?rst DS unit 36, the second slice of each of the data 
segments is to be stored in a second DS unit 36, etc. In this 
manner, the data is encoded and distributedly stored at physi 
cally diverse locations to improved data storage integrity and 
security. Further examples of encoding the data segments Will 
be provided With reference to one or more of FIGS. 2-21. 

[0052] Each DS unit 36 that receives a slice 42-48 for 
storage translates the virtual DSN memory address of the 
slice into a local physical address for storage. Accordingly, 
each DS unit 36 maintains a virtual to physical memory 
mapping to assist in the storage and retrieval of data. 

[0053] The ?rst type of user device 12 performs a similar 
function to store data in the DSN memory 22 With the excep 
tion that it includes the DS processing 34. As such, the device 
12 encodes and slices the data ?le and/ or data block it has to 
store. The device then transmits the slices 11 to the DSN 
memory via its DSN interface 32 and the netWork 24. 

[0054] For a second type of user device 14 to retrieve a data 
?le or data block from memory, it issues a read command via 
its interface 30 to the DS processing unit 16. The DS process 
ing unit 16 performs the DS processing 34 to identify the DS 
units 36 storing the slices of the data ?le and/or data block 
based on the read command. The DS processing unit 16 may 
also communicate With the DS managing unit 18 to verify that 
the user device 14 is authorized to access the requested data. 

[0055] Assuming that the user device is authorized to 
access the requested data, the DS processing unit 16 issues 
slice read commands to at least a threshold number of the DS 
units 36 storing the requested data (e.g., to at least 10 DS units 
for a 16/10 error coding scheme). Each of the DS units 36 
receiving the slice read command, veri?es the command, 
accesses its virtual to physical memory mapping, retrieves the 
requested slice, or slices, and transmits it to the DS processing 
unit 16. 

[0056] Once the DS processing unit 16 has received a read 
threshold number of slices for a data segment, it performs an 
error decoding function and de-slicing to reconstruct the data 
segment. When Y number of data segments has been recon 
structed, the DS processing unit 16 provides the data ?le 38 
and/ or data block 40 to the user device 14. Note that the ?rst 
type of user device 12 performs a similar process to retrieve a 
data ?le and/or data block. 

[0057] The storage integrity processing unit 20 performs 
the third primary function of data storage integrity veri?ca 
tion. In general, the storage integrity processing unit 20 peri 
odically retrieves slices 45, and/or slice names, of a data ?le 
or data block of a user device to verify that one or more slices 

have not been corrupted or lost (e.g., the DS unit failed). The 
retrieval process mimics the read process previously 
described. 

[0058] If the storage integrity processing unit 20 deter 
mines that one or more slices is corrupted or lost, it rebuilds 
the corrupted or lost slice(s) in accordance With the error 
coding scheme. The storage integrity processing unit 20 
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stores the rebuild slice, or slices, in the appropriate DS unit(s) 
36 in a manner that mimics the Write process previously 
described. 

[0059] FIG. 2 is a schematic block diagram of an embodi 
ment of a computing core 26 that includes a processing mod 
ule 50, a memory controller 52, main memory 54, a video 
graphics processing unit 55, an input/output (TO) controller 
56, a peripheral component interconnect (PCI) interface 58, 
at least one IO device interface module 62, a read only 
memory (ROM) basic input output system (BIOS) 64, and 
one or more memory interface modules. The memory inter 

face module(s) includes one or more of a universal serial bus 

(U SB) interface module 66, a host bus adapter (HBA) inter 
face module 68, a netWork interface module 70, a ?ash inter 
face module 72, a hard drive interface module 74, and a DSN 
interface module 76. Note the DSN interface module 76 and/ 
or the netWork interface module 70 may function as the inter 
face 30 of the user device 14 of FIG. 1. Further note that the 
IO device interface module 62 and/or the memory interface 
modules may be collectively or individually referred to as IO 
ports. 
[0060] The processing module 50 may be a single process 
ing device or a plurality of processing devices. Such a pro 
cessing device may be a microprocessor, micro-controller, 
digital signal processor, microcomputer, central processing 
unit, ?eld programmable gate array, programmable logic 
device, state machine, logic circuitry, analog circuitry, digital 
circuitry, and/or any device that manipulates signals (analog 
and/or digital) based on hard coding of the circuitry and/or 
operational instructions. The processing module 50 may have 
an associated memory and/ or memory element, Which may be 
a single memory device, a plurality of memory devices, and/ 
or embedded circuitry of the processing module 50. Such a 
memory device may be a read-only memory, random access 
memory, volatile memory, non-volatile memory, static 
memory, dynamic memory, ?ash memory, cache memory, 
and/or any device that stores digital information. Note that if 
the processing module 50 includes more than one processing 
device, the processing devices may be centrally located (e. g., 
directly coupled together via a Wired and/ or Wireless bus 
structure) or may be distributedly located (e.g., cloud com 
puting via indirect coupling via a local area netWork and/or a 
Wide area network). Further note that When the processing 
module 50 implements one or more of its functions via a state 
machine, analog circuitry, digital circuitry, and/or logic cir 
cuitry, the memory and/or memory element storing the cor 
responding operational instructions may be embedded 
Within, or external to, the circuitry comprising the state 
machine, analog circuitry, digital circuitry, and/or logic cir 
cuitry. Still further note that, the memory element stores, and 
the processing module 50 executes, hard coded and/or opera 
tional instructions corresponding to at least some of the steps 
and/or functions illustrated in FIGS. 1-21. 

[0061] FIG. 3 is a schematic block diagram ofan embodi 
ment of a dispersed storage (DS) processing module 34 of 
user device 12 and/or of the DS processing unit 16. The DS 
processing module 34 includes a gateWay module 78, an 
access module 80, a grid module 82, and a storage module 84. 
The DS processing module 34 may also include an interface 
30 and the DSnet interface 32 or the interfaces 68 and/or 70 
may be part ofuser 12 or ofthe DS processing unit 14. The DS 
processing module 34 may further include a bypass/feedback 
path betWeen the storage module 84 to the gateWay module 




































