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SYSTEM METHOD AND APPARATUS FOR 
PORTABLE DIGITAL IDENTITY 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of US. patent 
application Ser. No. 12/400,541 ?led Mar. 9, 2009, Which is a 
continuation of US. patent application Ser. No. 09/977,085 
?led Oct. 12, 2001, the disclosures of each of Which are 
hereby incorporated by reference in their entireties. 

FIELD OF THE INVENTION 

[0002] The present invention relates to the ?eld of portable 
electronic devices and netWorked electronic communication. 

BACKGROUND OF THE INVENTION 

[0003] In using any kind of netWorked communication 
device, each user has a user pro?le that de?nes a personaliZed 
electronic environment for that particular communication 
device. 
[0004] For example, While sur?ng the Internet on a per 
sonal computer, each Web site supplies individual broWsers 
With unique cookies that store identifying information in the 
user’s Internet broWser. When visiting speci?c Web sites, the 
cookies stored in the broWser identify each individual to the 
Web site. Based on the information stored in the broWser’s 
cookies, each Web site personaliZes its contents according to 
the individual Internet broWser. An individual may select 
bookmarks or favorite Web sites, Which are stored on the 
individual’s personal computer persistent memory (hard 
drive) and Which further customiZe the electronic environ 
ment to suit the user. 
[0005] As another example of a personaliZed identity in a 
netWorked electronic environment, in a cable television 
(CATV) system, each subscriber or household subscribes to 
different programming. Some subscribers have basic cable, 
While other subscribers have basic cable plus some premium 
channels. Each member of the household generally has dif 
ferent favorite channels. Additionally, some cable households 
have broadband Internet access via CATV using a cable 
modem. In such case, the CATV settop, in communication 
With a computer at the CATV headend, acts as an Internet 
broWser. HoWever CATV settop boxes tend to have limited 
computing capabilities, and in particular, CATV settop boxes 
tend to have limited persistent memory in Which to store 
personaliZed information such as cookies. 
[0006] As another example of a personaliZed identity in a 
netWorked electronic environment, a Wireless cellular tele 
phone system provides different subscribers With different 
calling plans speci?cally selected by the subscriber. Some 
cellular telephone netWorks also offer Internet connectivity to 
their customers. HoWever, as in the case of CATV settop 
boxes, cellular phones tend to have limited capabilities as 
Internet broWsers, and in particular, tend to have limited per 
sistent memory storage for personaliZed information such as 
cookies. 
[0007] When aWay from the home environment, the elec 
tronic environment is different from that at home. For 
example, using a settop box in a hotel room means that the 
subscriber typically does not have access to familiar televi 
sion programs or customiZed Internet interface. BorroWing or 
renting a cellular telephone means that the subscriber may not 
have access to his regular calling plan, is unable to receive 
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incoming calls using his regular phone number, and does not 
have the customiZed Internet environment as he Would at 
home. Generally, When a traveler is sur?ng the Internet at a 
remote location, Whether it be a computer, a remote CATV 
settop or a cellular phone aWay from home, Web sites that 
normally have customiZed content suited to the traveler, Will 
not recogniZe the individual Internet broWser While at such 
remote communications device. 

SUMMARY OF THE INVENTION 

[0008] The present invention is embodied in a digital iden 
tity server operating as a node on a distributed computing 
netWork such as the Internet. 
[0009] In accordance With the present invention, a user 
enters unique identifying information into an electronic com 
munication device. For example, an email address is unique 
to each person and entering an email address uniquely iden 
ti?es the individual to the electronic communication device. 
Furthermore, entering a passWord in addition to an email 
address authenticates the user. 
[0010] In order to personaliZe the electronic environment, 
the electronic communication device forWards the user’s 
unique identifying information to the digital identity server 
via the Internet. The nature and capabilities of the given 
remote electronic communication device is also forWarded to 
the digital identity server. The digital identity server responds 
by transmitting a digital identity corresponding to the user of 
the given electronic communication device. The received 
digital identity de?nes the services for Which the user is 
authoriZed (e. g. in the case of a CATV subscriber, the received 
digital identity includes a list of the premium channels that the 
subscriber is authorized to vieW). Furthermore, the digital 
identity server provides a level of functionality suited to the 
capabilities of the particular electronic communication 
device. The electronic communication device receives the 
digital identity of the user and personaliZes its operation to 
suit the user. 
[0011] The electronic communication device that retrieves 
the digital identity of the user and personaliZes its operation to 
suit the user may be a CATV settop box, a cellular telephone, 
a computer, a video game console, an Internet access termi 
nal, a payphone, a vending machine or any present or future 
electronic communication device. In such manner, the digital 
identity of the user is made portable, and folloWs the user 
Wherever the user may go providing the user With the same 
electronic environment that is accessible from any electronic 
communication device. 
[0012] In addition, the portable digital identity system of 
the present invention facilitates the use of simpli?ed elec 
tronic communication devices. In particular, electronic com 
munication devices for accessing the user’s portable digital 
identity may be implemented using very thin client softWare 
With or Without persistent data storage, making the electronic 
communication device smaller, lighter and less expensive. 
[0013] The portable digital identity includes email prefer 
ences, an email address book and email client softWare set 
tings, thereby presenting to the user a seamless and consistent 
email environment. The portable digital identity includes TV 
preferences, permitting the user to Watch his favorite shoWs 
and have his premium channels be available from any hotel 
room. The portable digital identity includes preferred credit 
card and shipping information (Work and home addresses), as 
Well as preferred carriers and other preferences to facilitate 
eCommerce applications. 
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[0014] The portable digital identity of the present invention 
permits the user to access familiar services across different 

platforms. For example, the present invention permits cross 
platform authorization (e.g. TV to PC) so that the user may 
access HBO on a PC. That is, an HBO subscriber may not 

only access HBO from any remote CATV settop, but may also 
access HBO on a PC (to the extent that HBO is available via 

a broadband Internet connection). 

[0015] The portable digital identity of the present invention 
includes demographic pro?les and marketing data on the 
user’s activities and preferences across devices and in real 
time. In such manner, for example, an online neWspaper 
vieWed at a remote location, contains articles of interest to the 
subscriber and presents demographically targeted advertising 
tailored to the interests of the subscriber. 

[0016] The portable identity of the present invention may 
be used to control TV appliances. For example, if a user 
normally records a given television shoW on a Weekly basis, 
that knowledge can be used to construct a pro?le of the user 
that is then mapped to the user’s portable digital identity and 
stored. The pro?le may then be used by other applications to 
target application content at the user to suit his or her interests. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] FIG. 1A is a block diagram of a system including a 
portable digital identity server and a plurality of information 
appliances forming a global computer netWork in accordance 
With the present invention. 

[0018] FIG. 1B is a block diagram ofa system embodying 
a portable digital identity server in accordance With the 
present invention. 
[0019] FIG. 2A is a block diagram further detailing the 
system architecture of a system embodying a portable digital 
identity server in accordance With the present invention. 

[0020] FIG. 2B is a block diagram further detailing the 
implementation of the data access function of a system 
embodied in a portable digital identity server in accordance 
With the present invention. 
[0021] FIG. 2C is a block diagram further detailing the 
implementation of another netWork adapter for use With a 
portable digital identity server in accordance With the present 
invention. 

[0022] FIG. 3 is a block diagram of three top-level softWare 
objects: account, machine and user for use in conjunction 
With the present invention. 
[0023] FIG. 4 is a block diagram of the attributes of an 
Internet broWser cookie for use in conjunction With the 
present invention. 
[0024] FIG. 5 is a block diagram of an account data object 
for storing an account’s properties and billing information in 
accordance With the present invention. 

[0025] FIG. 6 is a block diagram ofa machine data object 
for representing in interactive device for use in accordance 
With the present invention. 
[0026] FIG. 7 is a block diagram illustrating a user data 
object representing a user of an interactive device or applica 
tion in accordance With the present invention. 

[0027] FIG. 8 is a hierarchical representation of the digital 
identity object model embodying the present invention. 
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[0028] FIG. 9 is a system block diagram illustrating the 
scalability of the present invented system using server groups. 

DETAILED DESCRIPTION 

[0029] As shoWn in FIG. 1A, the digital identity server 100 
communicates over a global computer netWork 114 (such as 
Would include the Internet as part of the overall global net 
Work) With a plurality of user devices. Examples of user 
devices include a CATV settop 102, a satellite receiver 104, a 
cellular phone 106, a personal digital assistant (PDA) 108, 
personal computer 110, video game console 112 or other 
client device 113. Each user device connects to the Internet 
though another communication netWork. For example, a 
CATV settop box 102 is coupled through a CATV system, 
While a personal computer 110 is typically coupled through 
the public sWitched telephone netWork. The digital identity 
server 100 also communicates via the Internet 114 With a 
digital identity database 118, an external database 116 as Well 
as a command server 120. 

[0030] In operation, a user identi?es himself to a user 
device 102, 104, 106, 108, 110, 112. The user device 102, 
104, 106, 108, 110, 112 requests a digital identity from the 
digital identity server 100. In response, the digital identity 
server 100 communicates With the command server 120 to 
determine the nature and characteristics of the requesting user 
device 102, 104, 106, 108, 110, 112. The digital identity 
server 100 then retrieves the digital identity information from 
either the system database 118 or an external database 116 
and doWnloads it to the requesting user device 102, 104, 106, 
108, 110, 112. After the initial doWnload of a digital identity 
to user device, the digital identity server 100 need not be 
involved except to doWnload changes to update a user’s digi 
tal identity. 
[0031] In such manner, the digital identity server 100 medi 
ates the user’s access to applications/ services and data from a 
variety of user devices ranging from a digital set-top box 102 
to a portable personal digital assistant 108 to a mobile/cellular 
phone 106 to a game console 112 to a personal computer 110. 
[0032] Applications include Video-on-demand (VOD), 
gaming applications such as multi-player games, email, 
instant messaging, chat and broadcast based enhanced TV 
applications. In video-on demand for example, a vieWer may 
pause a movie at a given point. The pause point of the movie 
becomes part of the vieWer’s digital identity. When the vieWer 
returns to Watch the rest of the movie, the vieWer’s doWn 
loaded digital identity contains the pause point. As a result, 
the vieWer is able to continue Watch the remainder of the 
movie at a later time from any CATV settop 102 communi 
cating With the digital identity server 100. 
[0033] Additional applications include using an e-Wallet 
(Where the e-Wallet for a user is tied to his digital identity and 
stored in the system) and delivering targeted advertising 
applications (Where the pro?le of the user describing his 
interests and past behavior is tied to his digital identity and 
stored in the system). 
[0034] The range of data contained in the portable digital 
identity includes the user’s properties such as his preferences 
regarding the use of the device in question, his favorites data 
including the list of favorite applications and favorite Internet 
sites. The data includes the user’s cookies Which facilitate 
access to intemet sites, and the set of applications/ services 
that the user may access including the properties of the user 
for a speci?c application/service. 
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[0035] The digital identity server 100 retrieves con?gura 
tion information from the command server 120 about various 
types or classes of devices Within the system, and applies the 
con?guration information as a ?lter When returning the digi 
tal identity data back to the user device. The set of applica 
tions and the generic user properties as Well as application 
speci?c user properties are tailored to take into account the 
processing poWer, network bandwidth and memory footprint 
capabilities of the communications device currently in use by 
the user. Thus, When the user is on a poWerful communica 
tions device, such as a personal computer 110, the list of 
applications available to such user includes the full set of 
alloWed or subscribed applications. When the user is on a less 
poWerful device such as a set-top box 102 or a personal digital 
assistant 108, the list of applications available to a user Will 
typically include only a lesser permissible subset of applica 
tions. 
[0036] The digital identity of the user remains the same 
regardless of the device that the user is using at any point in 
time. Having a consistent digital identity retrievable at any 
point by Internet access, alloWs the user to access his appli 
cations/ services and data in a seamless and transparent fash 
ion. Thus, even While “roaming” i.e. moving betWeen mul 
tiple devices in his home, or to a device at a remote location 
such as a digital set-top box or game console at a friend’s 
home, or using a cellular phone/pager in his car, the user 
experiences a consistent electronic environment. 
[0037] Associated With the notion of a portable digital iden 
tity is the notion of a General Services Architecture. The 
General Services Architecture de?nes and describes the 
model that alloWs the use of applications/services and asso 
ciated data by the user from their various devices. In particu 
lar, the General Services Architecture includes a user account 
that de?nes the applications and services to Which the user 
subscribes. 
[0038] The digital identity server 100 and a General Ser 
vices Architecture alloWs the service provider/operator to 
dynamically de?ne and add neW services/applications into 
their server-side infrastructure. Services are available 
dynamically to users based on a con?gurable policy that can 
be customized to suit the business needs of the speci?c net 
Work operator or service provider. 
[0039] Furthermore, access to the service can be controlled 
at a very granular level all the Way doWn to a speci?c device 
and a speci?c user. User A may subscribe to the video on 
demand (VOD) service, but User B may not be alloWed access 
to the service or even be alloWed to subscribe to the service at 
all. If the user is a subscriber to a speci?c service he may not 
be able to access the VOD service unless he is on a device that 
is actually capable of running that service as is determined by 
the digital identity server dynamically. 
[0040] The digital identity of the user as implemented by 
the digital identity server 100 includes a rich object oriented 
programming model that provides high reliability and high 
availability and scales to millions of users. The digital identity 
server 100 has easy extensibility to neW client devices 113 
and neW server platforms and also provides for easy integra 
tion With existing stores 1 16 of user information being main 
tained by service providers and operators elseWhere on the 
Internet. 

[0041] The overall digital identity system design is a four 
tier architecture of clients 10, 10A, 12, 12A, adapters 18, 14, 
engine 22 With application programming interfaces 20 (APIs) 
and database 24 shoWn in FIG. 1B. The digital identity server 
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100 provides a mechanism to provide connectors to different 
devices 10, 12 (Where client softWare resides) that can be 
hooked into the internal core digital identity engine 22. Such 
connectors are referred to herein as adapters 18, 14. 
[0042] A digital identity softWare development kit (SDK) 
16 permits other clients 12 to Write specialized adapters 14. 
The specialized adapter 14 is a protocol translator Written by 
an other client 12 using the digital identity SDK 16 that uses 
standardized XML protocol to communicate With a standard 
digital identity adapter to the digital identity engine 22. 
[0043] Client softWare may reside in devices other than 
user devices 10, 12. In particular, a CATV system 11B can be 
a CATV client. In such case, digital identity softWare devel 
opment kit (SDK) 16A permits a specialized adapter 14A to 
be Written that uses standardized XML protocol to commu 
nicate With a standard digital identity adapter to the digital 
identity engine 22. As another example, a Web site can be a 
Web site client 11A communicating With the digital identity 
engine 22 via a standard adapters 18. 
[0044] The digital identity engine 22 is the component that 
handles access to all of the data that adapters 10, 10A, 12, 12A 
(and thus clients) stored on the server side. The core engine 22 
and its digital identity APIs 20 are Written in Java to take 
advantage of Java Database Connectivity (JDBC) as the pri 
mary mechanism for accessing the digital identity data. 
[0045] Application programming interfaces (APIs) are 
available as part of the TV Navigator platform (including 
client-side JavaScript and Java APIs) and as part of the Con 
nect Suite platform (the server-side Java based, XML based 
and CORBA based APIs) that alloW applications to be 
authored on top of the digital identity platform. CORBA, an 
acronym for Common Object Request BrokerArchitecture, is 
a type of object-oriented programming language system. 
[0046] The digital identity server (100 in FIG. 1) further 
provides yet another interface that can be implemented by 
thirdparties in order to Write specialized plug-ins (223 in FIG. 
2A) to the digital identity server 100. Specialized plug-ins are 
used to access (in a transparent manner) information residing 
in external systems (234 in FIG. 2A) and including the legacy 
billing and SMS systems of the CATV operator (or other 
service provider). 
[0047] The portable digital identity server 18, 20, 22 of 
FIG. 1B is shoWn in further detail in FIG. 2A (210). The 
digital identity Engine 230 provides an application program 
ming interface (API) 228 to client adapter Writers. The digital 
identity API is implemented as an e?icient means for adapters 
to name, store, and control access to user data. The design 
relies on a relational database to provide the storage and 
indexing of user data. 
[0048] The digital identity engine 230 is What implements 
the API that adapters 222, 224, 226 use to perform operations 
on data. Adapters are softWare components that communicate 
With clients. Various adapters are developed for the various 
clients that digital identity server 210 supports. For example, 
standard adapters include a CORBA adapter, a digital televi 
sion and cookie adapter 224 and an XML adapter 226. Addi 
tional adapters 212 may be created using the softWare devel 
opment kit 214. 
[0049] Various client softWare 202, 203, 204, 206 and 208 
communicates With the digital identity server 210 via a cor 
responding adapter. For example, a provisioning application 
202 and a digital identity control console 203 interface 
through a CORBA adapter 222. A ?rst generation digital 
television client 204 (using a proprietary protocol) interfaces 
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through a digital television and cookie adapter 224. A next 
generation digital television client communicates With the 
digital identity server 210 through an XML adapter 226 (us 
ing a standard version of Extensible Markup language or 
XML) as Would the additional adapter 212. CORBA Clients 
use their oWn protocol, notably CORBA IIOP in COBRA 
adapter 222, rather than XML/HTTP in adapter 226. 
[0050] Similar to the operation of FIG. 1A, the command 
server 238 in FIG. 2A provides data on the nature and char 
acteristics of the requesting user device. The digital identity 
server 210 then retrieves the digital identity information from 
either the system database 236 or an external database 234 
and doWnloads it to the requesting user device. 
[0051] As shoWn in FIG. 2B, the digital identity engine 250 
includes API implementation functions 252 responsive to the 
application programming interface 251. The digital identity 
engine 250 further comprises a data access layer 254 respon 
sive to the API functions 252 to perform all of the mechanisms 
for abstracting or accessing data out of the backend (data 
storage). 
[0052] The API implementation 252 communicates only 
With the data access layer 254 and not directly With the vari 
ous back-end data access functions such as LightWeight 
Directory Access protocol (LDAP) 258, 268, Java Database 
Connectivity (JDBC) 264, schema mapper 266, callout 
mechanism 260 and system data cache 262. (Liberate Tech 
nologies, 2 Circle Star Way, San Carlos, Calif. 94070). The 
design is quite general, in the sense that adding a neW mecha 
nism for accessing data Would require no changes to the API 
implementation functions 252 or the adapters (18 in FIG. 1B). 
[0053] A data access layer 254 in the digital identity engine 
230 provides the folloWing functionality: pools connections 
253 to all data sources, including Group databases 272B, 
System database 272A, and LightWeight Directory Access 
protocol (LDAP) server(s) 268; dynamically updates and 
manage the relational database schema; use of the schema 
mapper 256 and system data cache 262 to implement its 
operations and abstract from the API implementation 252 
hoW data is accessed and Where it is stored, hiding the fact that 
the data is distributed; and provide the implicit mapping from 
the schema of the objects de?ned in XML to the database 
schema. 
[0054] The Supported Objects are given in the table beloW. 
These objects are the same as the objects de?ned in the XML 
Protocol and used in the digital identity server. 

/accou_nt (primary object) 
/user (primary object) 
/machine (primary object) 
/account/users (relationship——not extensible) 
/accou_nt/machines (relationship——not extensible) 
/machine/users (relationship——not extensible) 
/user/cookies (cookies——not extensible) 
/user/services (services) 
/machine/services (services) 
/account/services (services) 
/user/favorites (collection object) 
/user/addressbook (collection object) 
. . . (etc) 

[0055] When a neW type of collection object is introduced 
(such as Address Book), no neW API functions are needed. 
Only a neW object, and its associated XML schema are 
needed. The data access layer 254 maintains objects and their 
mappings to physical tables automatically, so that no code has 
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to change at the data access layer 254 When a neW object is 
created. The same is true for neW attributes of existing 
objects. 

API Implementation 

[0056] The API implementation 252 calls only the various 
parts of the data access layer 254 to perform the functions it 
needs; it does not call any other pieces, nor does it access any 
database (268, 270, 272A, 272B) directly. The data access 
254 layer maps each speci?c digital identity API 251 call into 
the (more general) data access call. For example, a CreateEn 
tity API function calls the generic “create” or “set” method in 
the data access layer 254, after setting up all the right param 
eters, and the connection. Similarly, a GetCookies or Get 
Properties API function, calls a generic “get” method, after 
setting up all the parameters for each type of object (see object 
list above) to get the data from the database. 

Schema Mapper 256 

[0057] The Schema Mapper component 256 maintains the 
con?guration of the XML schema objects, and their underly 
ing physical tables. It also provides the data access layer 254 
With a Way to easily determine hoW to access a given piece of 
data. Furthermore, the schema mapper 256 stores XML 
schema blobs in the Command Server 266, alloWing the cus 
tomer to extend and control the schema dynamically (through 
GUI tools). Finally, the schema mapper 256 stores informa 
tion about Where attributes reside (Database, external Light 
Weight Directory Access protocol (LDAP), etc). 

System Data Cache 262 

[0058] The system data cache 262 minimiZes the need to 
access the System database 272A, since it is a global bottle 
neck. It further stores servergroup information for users/ma 
chines/accounts in a data cache 262 so that trips to the System 
database 272A are eliminated Whenever possible. The system 
data cache 262 further provides a Way for the API implemen 
tation functions 252 to e?iciently discover the user/machine/ 
account relationships. Finally, the system data cache 262 
ensures that the in-memory cache is kept consistent With the 
database, given that there may be multiple digital identity 
servers 250 behind a load balancer, and the servers need to 
appear stateless. The function of providing consistent state 
conditions across multiple digital identity servers is accom 
plished by alloWing communication betWeen multiple digital 
identity servers for noti?cation purposes When an entity is 
deleted or moved. 

Scalability 
[0059] Each digital identity server 250 has the ability to 
connect to any datasource in the site, including all Group 
databases 272B, the System database 272A, and all external 
customer data (LightWeight Directory Access protocol 
(LDAP) 268, SMS 270, etc). HoWever, each digital identity 
server 250 has the notion of a home server group, namely a 
group database 272B to Which it is “tightly” bound, either 
through physical locality, or through logical locality (i.e. it 
expects to service a certain subset of users/machines/ac 
counts in the normal case). The digital identity server 250 
optimiZes its access to its oWn home server group 272B as 
much as possible. 
[0060] The digital identity server 250 provides less opti 
miZed access to other server groups’ data for administration 
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functions (such as MoveEntity) and to external customer 
data. The digital identity server 250 has the option to provide 
access to all functions on other server groups, if the adapters/ 
Clients do not Wish to connect to another digital identity 
server Which is non-optimiZed. One digital identity server is 
able to service several adapters simultaneously. Load Balanc 
ing (When possible) is done betWeen the clients and the adapt 
ers. In the alternative, load balancing may be done betWeen 
the adapters and the digital identity Engine through the net 
Work adapter 

Call-Outs to Legacy Data 

[0061] The call-out component 260 retrieves data on a read 
only basis from external (operator-managed) datastores 270. 
The customer data retrieval typically occurs as part of an 
operation like getProperties in the API. Use of the call-out 
260 is dictated by the Schema Mapper 256, Which notes 
Where and hoW individual properties can be retrieved. The 
call-outs are used only for primitive properties of Entities, but 
may be generaliZed to apply to other data (like Services or 
Collections) as Well. Data structures are discussed in conjunc 
tion With FIG. 3 through FIG. 7. 
[0062] As a part of any call-out, the entityid must be con 
verted into an ID that is meaningful for the external datastore. 
The conversion may involve a call into the system database 
272A or user database, to retrieve other properties. The con 
version activity is performed either in the data access layer, or 
Within the speci?c modules that perform the call-out. 
[0063] Similarly, propertyNames needs to be converted 
into external attribute names; this information is generally 
available through the command server 266. 
[0064] When the call-out returns, the returned data is 
merged into the result set that is returned from digital identity 
(typically a sequence of PropertyNameValues), and is indis 
tinguishable from other data. 

External DataiLegacy Datastores 

[0065] There are tWo call-outs shoWn in FIG. 2B: SMS 
(subscriber management system) 260 uses a general function 
call; LightWeight Directory Access protocol (LDAP) 258 is a 
special case for Which higher-level support is provided. Both 
of these call outs are examples of the external data i.e. legacy 
datstores (234 in FIG. 2A). 

SMS Call-Out 

[0066] The SMS callout mechanism 260 uses a function 
call to a customer-provided routine. Typically, the SMS mod 
ule is called With an entityid and one or more propertyNames. 
The SMS callout resolves the Id (convert to an external id), 
and then makes a function call to the external routine. In a 
Java implementation, this routine is typically provided as a 
.jar ?le, loaded as a plugin. The argument list for external 
function includes at least external entity ID and proper 
tyName(s). 

LightWeight Directory Access Protocol (LDAP) Call-Out 

[0067] The LightWeight Directory Access protocol 
(LDAP) call-out provides high-level support for retrieving 
data from a LightWeight Directory Access protocol (LDAP) 
repository. 
[0068] The data access layer calls the LightWeight Direc 
tory Access protocol (LDAP) module, supplying information 
such as the entityid and propertyName(s). The LightWeight 
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Directory Access protocol (LDAP) call-out converts the enti 
tyId into an LightWeight Directory Access protocol (LDAP) 
Distinguished Name (possibly using information from the 
System DB or User DB), and converts the propertyNames 
into LightWeight Directory Access protocol (LDAP) attribute 
names (possibly using con?guration parameters). 
[0069] Using con?guration parameters, it then forms and 
executes a complete LightWeight Directory Access protocol 
(LDAP) call to retrieve the data, such as an LightWeight 
Directory Access protocol (LDAP) URL, and processes the 
result set. 

[0070] In a Java implementation, this LightWeight Direc 
tory Access protocol (LDAP) client can be implemented on 
Java Naming Directory Interface (JNDI). Most call-outs use 
the DirContext.getAttributes( ) method, to retrieve a set of 
LightWeight Directory Access protocol (LDAP) attribute val 
ues, Which are merged into the digital identity result set. 
[0071] Besides being easier to use than the more general 
call-out mechanism, the LightWeight Directory Access pro 
tocol (LDAP) module enables the data access layer 254 to 
pool 253 LightWeight Directory Access protocol (LDAP) 
connections, as it also does for Java Database Connectivity 
(JDBC) connections. 

Digital Identity SoftWare Development Kit 

[0072] The diagram in FIG. 2C shoWs the sub-components 
of the SoftWare Development Kit (SDK) and netWork adapter 
288. The SoftWare Development Kit (SDK) 276 and netWork 
adapters 288 both convert betWeen the digital identity API 
and the netWork protocol (XML/HTTP). 
[0073] The SDKs implement the digital identity API, hid 
ing implementation details behind a standard interface. SDKs 
are delivered as libraries, Which are used by customers Who 
build out-of-process (external) adapters. 
[0074] SDKs must be Written in the same language as the 
corresponding adapters, so separate SDKs are required for 
each language in Which adapters are Written. SDKs are 
required for both Java and C/C++. Java adapters may be able 
to run natively (in-process), if their client-server protocol 
alloWs it. In-process adapters do not require SDKs. 
[0075] The primary function of the SDK is to convert digi 
tal identity API calls into netWork-based communication With 
the digital identity server. A simpli?ed process description is: 
[0076] 1. Call XML Publisher 284 to convertAPI command 
and data into XML. 

[0077] 2. Call HTTP module 280 to establish communica 
tion With server through connection pool 282; send XML 
request; receive response. 

[0078] 3. Call XML Parser 286 to parse response; convert 
to API data structures; return to caller. 

Digital Identity NetWork Adapter 288 

[0079] The netWork adapter 288 runs in the same process as 
the digital identity server, and services out-of-process adapt 
ers. The job of the netWork adapter 288 is the complement of 
the SDK 276; it converts XML/HTTP requests back into 
digital identity to API function calls. In this sense, the digital 
identity server is using its native netWork protocol as a sort of 
RPC mechanism for the external adapters to make calls to the 
digital identity engine. The extensible markup language 
@(ML) is actually very Well suited for this purpose. 
[0080] Similar conversions to/from XML (shoWn as XML 
Publisher 284 and XML Parser 286) are performed in both the 
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SDK and network adapter. These conversions share the same 
technology base, especially for XML parsing 286. 

Adapters 
[0081] Each adapter’s 274 primary function is to translate 
the communication that it receives from its client in its native 
protocol to the Liberate digital identity API. Clients make 
requests to adapters to perform certain operations such as 
getting and setting of data. These requests are decoded and 
handled by the adapter, and translated into digital identity API 
calls; data returned from the API calls is encoded and sent to 
the client. As mentioned, adapters may run in-process or 
out-of-process; the API is identical in either case. 
[0082] Compared to in-process adapters, external ones 
offer advantages (independence of programming language; 
stability of external process) and disadvantages (potential 
performance penalty of extra netWork hop). In general, in 
process adapters should be used Where possible, for perfor 
mance reasons. 

[0083] Adapters that rely on HTTP use the same mecha 
nism for decoding and handling the netWork tra?ic as the 
digital identity netWork adapter (namely an HTTP server such 
as Apache) 298. A goal of the digital identity server is to use 
a single adapter to service all XML requests, be they from 
in-process or out-of-process adapters. To facilitate uni?ca 
tion, a compatible XML format is adopted. 

CORBA and LDAP Adapters 

[0084] The digital identity server does not provide native 
interfaces for CORBA or LightWeight Directory Access pro 
tocol (LDAP). Clients that use these protocols require spe 
cial-purpose adapters. The adapters implement the appropri 
ate Server type (CORBA or LDAP), but use digital identity 
protocols on the back end. 

CORBA 

[0085] The CORBA adapter is needed to support the User 
Data Manager, Which is a CORBA Client (Which may be 
implemented as a Java applet). Like all CORBA servers, it 
supports an interface de?ned in an IDL. IDL has currently 
been de?ned for the digital identity engine consisting of about 
40 operations, de?ned on 7 interfaces (object classes). This 
supports a particular object model, Which may be been 
extended for digital identity. In order to make the neW digital 
identity features accessible through CORBA, the IDL is 
extended. The adapter translates IDL calls into digital identity 
API calls. 
[0086] The CORBA adapter may run either in-process or 
out-of-process With respect to the digital identity Engine. An 
in-process implementation links the digital identity Engine 
into the CORBA Server as a library, Which is different from 
the method of running other in-process adapters, Which are 
accessed through a Web server interface. The out-of-process 
implementation uses the SDK and netWork adapter. 

The Digital Identity Object Model 

[0087] As shoWn in FIG. 3, there are three top-level object 
classes: Accounts 302, Users 306 and Machines 304. These 
three top-level object classes are collectively referred to as 
Entities. Individual Entities have a unique entityid, speci?ed 
When the Entity is created. Each User 306 is associated With 
exactly one Account. Each Machine 304 is associated With 
exactly one Account. As illustrated by the 1 to N relationship 
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an account 302 may have a plurality of users 306. As illus 
trated by the 1 to M relationship, an account 302 may have a 
plurality of machines 304. For example, a household CATV 
account 302 may include several family members as users 
306, and have more than one CATV converter 304. 

[0088] All Entities may have primitive Properties. Proper 
ties are typed; the current set of types is {string; integer; 
boolean; binary}. Besides the primitive Properties, Entities 
may have Collection Properties associated With them. Col 
lections are structured objectsiie, they have primitive 
Properties of their oWn. Collections may have many Instances 
for a given Entity; each Instance has a unique InstanceID, 
Which can be used to access that Instance. 

[0089] As shoWn in FIG. 5, the account entity is associated 
With one or more attributes 510, services 516 and collections 
508. An account entity 502 stores the properties of the 
account and billing information. 
[0090] Similarly, FIG. 6 illustrates the machine entity 604 
being associated With one or more attributes 610, services 616 
and collections 608. The machine entity 604 represents an 
interactive device. 
[0091] Similarly, the user entity 706 is associated With one 
or more attributes 710, services 716 and collections 708. A 
user entity 706 represents the user of an interactive device or 
application. In addition, the user entity 706 is associative With 
one or more cookies 718. As shoWn in FIG. 4, cookies have 
special Collection Properties, With particular semantics, such 
as name 406, path 404, domain 402, value 410, expiration 412 
and security level 414. 
[0092] Besides being associated With particular Entities, 
Collection Properties may have values at the global (System) 
level. Customers may de?ne additional Properties for 
Accounts, Users, Machines, or Collection Properties, and 
may de?ne additional Collection Properties. Entities have 
Server Groups, Which specify Where their data is located. 
Users and Machines associated With an Account have the 
same Server Group as the account. 

Digital Identity Object Model 

[0093] FIG. 8 is a hierarchical representation of the Digital 
identity object model. Various types of information are rep 
resented in the digital identity server to support the needs of 
administrators, applications, set-top boxes, and other users. 
The information is structured according to a particular model 
(schema), Which re?ects the World of Accounts, Machines, 
and Users. Information that is handled by the digital identity 
server can be accessed and manipulated in a variety of Ways, 
including through CORBA, and from the settop box. 

Entities and Relationships 

[0094] The primary objects in the system are Entities 802, 
Which correspond to Accounts 806, Machines 808, and Users 
810. There are three subclasses of Entities to represent the 
three cases listed above: Accounts Entities represents a billing 
account. An Account may have multiple Machine and mul 
tiple User entities associated With it. Machine Entities repre 
sents a single set-top box. Each Machine object must alWays 
have an associated Account. User Entities represents a User 
on a set-top box. Each User object must alWays have an 
associated Account. 
[0095] Standard UML notation is used to represent both the 
digital identity object model and the associated CORBA IDL. 
The boxes in FIG. 8 represent classes (CORBA interfaces) of 
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Which there are 7 in the system. Each box in FIG. 8 is divided 
into three regions; the top region shoWs the class name; the 
middle region shoWs the attributes that are de?ned in the base 
schema; the bottom region shoWs the operations (methods) 
that are de?ned in the CORBA IDL. 
[0096] The lines among the boxes indicate relationships. 
The ones With arroWheads are generalizations; the others are 
associations, With the multiplicity indicated by the numbers at 
either end. 

Digital Identity Server Groups 

[0097] To improve scalability, netWork operators can create 
digital identity server groups. A deployment can have one or 
more digital identity server groups 902, 904, depending on 
hoW the netWork operator con?gures the system. Each server 
group 902, 904 has its oWn con?guration settings and its oWn 
database. The use of server groups is convenient When man 
aging a large number of subscribers. 
[0098] Besides a database for each server group, there is a 
single, shared digital identity system database 906 that can be 
accessed by every digital identity server. The system database 
906 contains basic information for all subscribers, While each 
server group database 902, 904 only contains information 
about the subscribers in that particular group. 

Digital Identity Adapters 

[0099] Digital identity adapters 908, 910 communicate 
With the digital identity servers 902, 904 across an API 912 
that provides a single point of access to all data in all digital 
identity servers. This provides the folloWing bene?ts: Differ 
ent TV Navigator clients (such as TV Navigator Standard and 
Compact clients) can all access the same digital identity 
server or server groups. Developers can create custom provi 
sioning applications that use the services of the digital iden 
tity CORBA adapter. These applications can also interface to 
external billing, customer service, and subscriber manage 
ment systems, to interoperate With legacy systems. A simple 
graphical user interface is provided at the digital identity 
console 914, Which can access and modify persistent data 
stored in the digital identity servers. The digital identity con 
sole 914 is implemented as a CORBA client. Through the 
provisioning plugin architecture, digital identity provides 
access to external back-end data stores, such as LDAP servers 
enabling system operators to access legacy data. 
[0100] The digital identity architecture supports the devel 
opment of neW client adapters, as needed for emerging pro 
tocols. 
[0101] BeloW are several examples of sample code for pro 
visioning an account making requests and providing 
responses. 

SAMPLE CODE FOR PROVISIONING AN ACCOUNT 

Transaction.open( ); 
Account johnsAccount = Account.create(“LondonServerGroup”); 
johnsAccount.setAttribute(“sy sFirstNaIne”, “John”); 
johnsAccount.setAttribute(“sysLastNaIne”, “Smith”); 
Machine setTopBoxl = Machine.create(_iohnsAccount, 

“macAddrl”); 
Machine setTopBox2 = Machine.create(_iohnsAccount, 

“macAddr2”); 
User john = User.create(johnsAccount); 
john.setAttributeC‘sysNaIne”, “John”); 
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-continued 

SAMPLE CODE FOR PROVISIONING AN ACCOUNT 

john.setAttribute("sysPassWord”, “1234”); 
setTopBoxl .addUser(_i ohn); 
setTobBox2.addUser(john); 
Transaction.comrnit( ); 
Example XML Request 
<XMSG> 
<AUTH CLASS = “USER” TYPE = “password” ID = “Ryan” TOKEN = 

“a secret”> 
<REQUEST OP = “GET”> 

<OBJ N = “/user” ID = “Ryan”/> 

</REQUEST> 
</AUTH> 
</XMSG> Example XML Response 
<XMSG> 
<RESPONSE OP = “GET” STATUS = “OK”> 

<OBJ N = “/user” ID = “Ryan”/> 

<AT N = “sysFirstNaIne”>Ryan</AT> 

<AT N = “sysLastNaIne”>King</AT> 

</OBJ></RESPONSE> 
</XMSG> 

1. A method comprising: 
processing, by a remote communication device, user iden 

ti?cation information; 
communicating the user identi?cation information to a 

digital identity server; 
receiving, from the digital identity server, a digital identity 

associated With the user identi?cation information, the 
digital identity identifying a service authorized for pre 
sentation by a home communication device; and 

enabling presentation of the service by the remote commu 
nication device. 

2. The method of claim 1, Wherein the service is a premium 
television channel accessible by the home communication 
device. 

3. The method of claim 1, further comprising communi 
cating capability information of the remote communication 
device to the digital identity server. 

4. The method of claim 1, further comprising processing 
the digital identity to con?gure operation of the remote com 
munication device. 

5. The method of claim 1, Wherein the digital identity 
comprises softWare settings to con?gure operation of the 
remote communication device based on settings of the home 
communication device. 

6. The method of claim 1, Wherein the remote communi 
cation device comprises a personal computer and the home 
communication device comprises a television or set top box. 

7. The method of claim 1, Wherein the digital identity 
comprises a video pause point identifying a point at Which a 
video program Was paused using the home communication 
device to permit the remote communication device to resume 
presentation of the video program from the video pause point. 

8. A computer readable storage device storing softWare 
that, When executed, causes an apparatus at least to perform: 

processing user identi?cation information; 
communicating the user identi?cation information to a 

digital identity server; 
receiving, from the digital identity server, a digital identity 

associated With the user identi?cation information, the 
digital identity identifying a service authorized for pre 
sentation by a home communication device; and 

enabling presentation of the service. 
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9. The computer readable storage device of claim 8, 
Wherein the service is a premium television channel. 

10. The computer readable storage device of claim 8, 
Wherein the software, When executed, causes the apparatus to 
communicate capability information to the digital identity 
server. 

11. The computer readable storage device of claim 8, 
Wherein the software, When executed, causes the apparatus to 
process the digital identity to con?gure operation of the appa 
ratus. 

12. The computer readable storage device of claim 8, 
Wherein the digital identity comprises softWare settings to 
con?gure operation of the apparatus based on settings of the 
home communication device. 

13. The computer readable storage device of claim 8, 
Wherein the digital identity comprises a video pause point 
identifying a point at Which a video program Was paused 
using the home communication device to permit the appara 
tus to resume presentation of the video program from the 
video pause point. 

14. An apparatus comprising: 
a processor; and 
a memory storing softWare that, When executed, causes the 

apparatus at least to perform: 
processing user identi?cation information; 
communicating the user identi?cation information to a 

digital identity server; 
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receiving, from the digital identity server, a digital identity 
associated With the user identi?cation information, the 
digital identity identifying a service authorized for pre 
sentation by a home communication device; and 

enabling presentation of the service. 
15. The apparatus of claim 14, Wherein the service is a 

premium television channel. 
16. The apparatus of claim 14, Wherein the softWare, When 

executed, causes the apparatus to communicate capability 
information to the digital identity server. 

17. The apparatus of claim 14, Wherein the softWare, When 
executed, causes the apparatus to process the digital identity 
to con?gure operation of the apparatus. 

18. The apparatus of claim 14, Wherein the digital identity 
comprises softWare settings to con?gure operation of the 
apparatus based on settings of the home communication 
device. 

19. The apparatus of claim 14, Wherein the apparatus com 
prises a personal computer and the home communication 
device comprises a television or set top box. 

20. The apparatus of claim 14, Wherein the digital identity 
comprises a video pause point identifying a point at Which a 
video program Was paused using the home communication 
device to permit the apparatus to resume presentation of the 
video program from the video pause point. 

* * * * * 


