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ABSTRACT 

There are provided methods and systems for personal emer 
gency Intervention, comprising determining that an event 
regarding a patient has occurred, and thereupon enabling a 
tracking mode in a device controlled by the patient; monitor 
ing one or more conditions to determine Whether the tracking 
mode should be disabled, and until the tracking mode is 
disabled, the device: obtains a data pairing, the data pairing 
comprising a location of the patient and a time related to the 
location of the patient, and stores the data pairing Within a 
memory in the device; and formatting a report for transmis 
sion to a medical data server, the report comprising at least a 
patient identi?er for the patient and the data pairing. This 
method can be practiced automatically to alloW a device 
controlled by a patient or other subject to be monitored With 
out requiring the patient to manually enter information. Meth 
ods and systems also provide for networked implementations 
of personal emergency tracking in a de?ned locality and relay 
of emergency assistance through audial communications 
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DESCRIPTION OF THE INVENTION 

[0004] 1. Field of the Invention 
[0005] The present invention relates to systems and meth 
ods for remote patient monitoring, and more particularly, to 
systems and methods for providing mobile personal emer 
gency response and tracking. 
[0006] 2. Background of the Invention 
[0007] Historically, patient medical care Was often pro 
vided for in the patient’s home or some other environment 
apart from a clinical setting. Physicians, midWives, or other 
healthcare providers Would make house calls, observe patient 
symptoms, formulate diagnoses, and provide treatment. As 
the state of the art of health care evolved over time, the 
number of house calls made by healthcare professionals 
diminished. In large part, health care providers conducted 
feWer and feWer house calls because it became impractical to 
bring bulky medical diagnosis and test equipment to the 
patient. LikeWise, it Was not cost effective or intellectually 
feasible for patients to purchase and operate the complicated 
and expensive medical machines in a home setting. There 
fore, the health care model changed dramatically, emphasiZ 
ing patient visits to health care facilities Where an assortment 
of state-of-the-art test equipment Would be available to assist 
doctors in more accurately assessing and treating patients. 
This meant that patients Were noW expected to come to the 
doctor, rather than the other Way around. 
[0008] Innovations in electronics in the last tWenty years 
have made available a large number of more affordable and 
patient-operable medical devices that obviated, at least in 
part, the need for the patient to go to a facility each time a 
medical test or device checkup Was required. SiZe and 
expense Were not the only factors making this possible; since 
the neW devices provided sophisticated processing in smaller 
form factors, the technical complexity required to operate the 
devices Were reduced to a level that Would not overWhelm a 
layperson’s knoWledge. Unfortunately, although portable 
medical devices such as blood glucose meters noW alloW 
patients to perform tests outside the context of medical facili 
ties, patients still need to meet With health care providers to 
discuss the results obtained. 
[0009] Some medical devices include ports to alloW the 
communication of data to and from the medical device 
through a cable or other Wired connection. Medical devices 
that communicate through such Wired connections alloW 
healthcare providers to monitor the operation of the medical 
device, as Well as to optionally monitor a patient’s biological 
and biometric information, the patient’s behavior, and other 
information pertinent to the treatment of the patient. HoW 
ever, the manner in Which medical devices communicate data 
varies depending on the type and manufacturer of the device, 
and therefore, proprietary equipment has been designed to 
communicate With medical devices only using a speci?c type 
of Wired connection based on the type of medical device 
being used. 
[0010] Medical devices can communicate through a Wide 
range of Wired connections. In the context of this application, 
“Wired connection” generally refers to any physical connec 
tion that a medical device can communicate through. For 
example, “Wired connections” can also refer to a Waveguide, 
such as an optical ?ber. Other Wired connections that can be 
used by various medical devices include various siZes of tip 
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and sleeve (TS), tip, ring, and sleeve (TRS), and tip, ring, ring, 
and sleeve (TRRS) connections. Such connections are also 
commonly referred to as “RCA plugs,” “phone plugs,” and 
“stereo jacks” and commonly include plug diameters of 2.5 
mm and 3.5 mm When used With medical devices. Other 
Wired connections, such as serial peripheral interface bus 
(SPI) connections, universal serial bus (USB) connections, 
RS-232 serial connections, FireWire (IEEE 1394) and Ether 
net connections may also be used. A Wired connection can 
also include any soldered electrical connection, trace on a 
circuit board, or other physical connection. Each of these 
connections vary not only in the physical structure of the 
connection, but also in the communication protocols used to 
transfer data. It Would thus be desirable to have the capability 
to communicate With a variety of medical devices regardless 
of the speci?c Wired connection they use. 
[0011] To make patient monitoring more convenient, 
Remote Patient Monitoring (RPM) Was developed. Remote 
Patient Monitoring (RPM) generally refers to monitoring one 
or more conditions of a patient Without requiring the patient to 
visit a hospital, doctor’s o?ice, or other healthcare facility. 
RPM can increase the ef?ciency and effectiveness of provid 
ing care to patients While reducing costs. RPM can be par 
ticularly useful When a patient has a long-term or chronic 
disease that Would otherWise require frequent visits to a 
healthcare facility and/ or Where a patient’s treatment regimen 
should be modi?ed based on changed patient conditions that 
are monitored by one or more medical devices, such as a 
pacemaker or glucose meter. For example, Type-I Diabetes 
patients (a lifelong condition) use glucose meters to monitor 
their blood sugar level to assist in determining When to take 
insuliniit Would be desirable if such information could be 
quickly, easily, and effectively relayed to a heath care pro 
vider for revieW and analysis. 
[0012] Conventional RPM generally involves the use of a 
speci?c monitoring device installed in a patient’s home. The 
device collects data concerning the patient’s condition and 
relays the data to a healthcare provider. Some conventional 
systems require a patient to manually enter the data. For 
example, a diabetes patient using a conventional system for 
RPM may be required to sample their blood sugar level using 
a glucose meter, take note of the reading, and then manually 
enter the level in the conventional system. There are draW 
backs With these conventional devices. Because of their com 
plexity and proprietary interfaces, many are very expensive, 
Which reduces the cost-savings bene?t of RPM. Additionally, 
they often require a land-line connection (such as phone or 
VPN) to transmit data and/ or are physically bulky/ heavy and 
therefore di?icult to transport. Furthermore, conventional 
systems are often unable to provide data to healthcare pro 
viders quickly Where data must be manually entered by a 
patient, Which can reduce the level of bene?t the patient 
receives from RPM. What is needed, then, is a system to alloW 
health care providers to freely access patient-related health 
data, enabling the provider to conduct a virtual house call. 
What is also needed is a portable device and system that 
interoperates With a variety of medical devices utiliZing a 
broad range of Wired connections to receive medical data, and 
provides for management and transport of that data to a 
healthcare provider. 

SUMMARY OF THE INVENTION 

[0013] Methods and systems according to the present 
invention may operate in conjunction With any Wired connec 
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tion, including those described above, and may operate in 
conjunction With multiple Wired connections. In exemplary 
embodiments, methods and systems according to the present 
invention may be con?gured to receive medical device data 
transmitted in any format and from any medical device. One 
method according to the present invention includes receiving 
data through a Wired connection from a medical device, trans 
mitting the data to an intermediary device (such as a properly 
equipped mobile telephone or personal digital assistant), and 
formatting a message including the received data for trans 
mission to a medical data server. The intermediary device 
includes a softWare program con?gured to receive the data 
and process it into a format compatible With the medical data 
server. In another aspect, a method according to the present 
invention includes receiving data through a Wired connection 
from a medical device, transmitting the data to an intermedi 
ary device (such as a properly equipped mobile telephone or 
personal digital assistant), formatting a message including 
the received data for transmission to a medical data server, 
and receiving a command from the medical data server. 

[0014] Another method according to aspects of the present 
invention includes receiving data through a Wired connection 
from a medical device, transmitting the data to an intermedi 
ary device, formatting a message including the received data 
for transmission to a medical data server, and transmitting the 
formatted message from the intermediary device to the medi 
cal data server. Once at the medical data server the informa 
tion can be revieWed by a healthcare professional at a location 
remote to the patient. This method may be practiced auto 
matically, either continuously or at set intervals, or may be 
initiated by someone utiliZing the system (such as the patient 
or health care provider). The method preferably functions 
Without the need for the patient to manually enter information 
into a device. This method optionally alloWs for multiple 
different medical devices used by a single patient to be moni 
tored, even if each of the devices communicate through dif 
ferent Wired connections and/ or use different communication 
protocols. 
[0015] A method according to another aspect of the present 
invention includes receiving data through a Wired connection 
from a medical device by a ?rst device, storing the data by the 
?rst device, transmitting the data to a second device by the 
?rst device, and transmitting the data from the second device 
to a medical data server. The data can be stored for any desired 
length of time, and/or until a particular event occurs. For 
example, the data can be stored until it is veri?ed that the 
second device and/ or the medical data server have received 
the data, alloWing the data to be retransmitted if necessary. In 
various embodiments, commands from a medical data server 
of the present invention can be used for the authentication, 
con?guration, and control of the medical device, intermedi 
ary device or another device operating in conjunction With the 
present invention, as Well as to achieve other purposes. 

[0016] A method according to another aspect of the present 
invention includes receiving data through a Wired connection 
from a medical device, transmitting the data to an intermedi 
ary device, formatting a message including the received data 
for transmission to a medical data server, receiving a com 
mand from the medical data server, and encrypting one or 
more of the received data, a portion of the received data, and 
a digest of the received data. The encryption can be imple 
mented using combinations of public and private keys, and 
alloWs sensitive medical data for a patient to be securely 
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transmitted to the intermediary device and/or medical data 
server Without being vieWed by unintended recipients. 
[0017] One method according to the present invention 
includes activating a ?rst device in response to an event, 
receiving data through a Wired connection from a medical 
device by the ?rst device, transmitting the data to a second 
device (such as a properly equipped mobile telephone or 
personal digital assistant) by the ?rst device, and transmitting 
the data from the second device to a medical data server. Once 
at the medical data server the information can be revieWed by 
a healthcare professional at a location remote to the patient. 
This method may be practiced automatically, either continu 
ously or at set intervals, or may be initiated by someone 
utiliZing the system (such as the patient or health care pro 
vider). The method preferably functions Without the need for 
the patient to manually enter information into a device. This 
method alloWs the ?rst device to be activated only as neces 
sary to communicate With the medical device in order to 
conserve battery life. 

[0018] One method according to the present invention 
includes receiving data through a Wired connection from a 
medical device by a mobile computing device, Where the 
Wired connection includes an adapter that communicates With 
the mobile computing device using a ?rst communication 
format and the medical device using a second communication 
format. The method further includes formatting a message 
including the received data for transmission to a medical data 
server by the mobile computing device. Once at the medical 
data server the information can be reviewed by a healthcare 
professional at a location remote to the patient. This method 
may be practiced automatically, either continuously or at set 
intervals, or may be initiated by someone utiliZing the system 
(such as the patient or health care provider). The method 
preferably functions Without the need for the patient to manu 
ally enter information into a device. This method optionally 
alloWs for multiple different medical devices used by a single 
patient to be monitored, even if each of the devices commu 
nicate through different Wired connections and/ or use differ 
ent communication protocols. The mobile computing device 
can be a properly-equipped cellular telephone, PDA, or other 
a small, portable device that is easy for a patient to transport. 
[0019] A method according to another aspect of the present 
invention includes receiving data through a Wired connection 
from a medical device by a mobile computing device, Where 
the Wired connection includes an adapter that communicates 
With the mobile computing device using a ?rst communica 
tion format and the medical device using a second commu 
nication format. The method further includes formatting a 
message including the received data for transmission to a 
medical data server by the mobile computing device and 
encrypting one or more of the received data, a portion of the 
received data, and a digest of the received data. The encryp 
tion can be implemented using combinations of public and 
private keys, and alloWs sensitive medical data for a patient to 
be securely transmitted to the intermediary device and/or 
medical data server Without being vieWed by unintended 
recipients. 
[0020] A system according to one aspect of the present 
invention comprises a processor, a plurality of device inter 
faces, a data relay transceiver, and a memory coupled to the 
processor and storing instructions. Those of skill in the rel 
evant arts understand that the data relay transceivers refer 
enced herein may comprise a receiver, a transmitter, or both a 
receiver and transmitter, and may receive and/ or transmit 
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electrical signals, radio frequency signals, modulated light 
signals, sonic signals, or other signals propagated through a 
suitable medium. The processor executes the instructions in 
the memory to receive data from one or more medical devices 
through a Wired connection coupled to at least one of the 
device interfaces (Which gathers data concerning the patient’s 
condition), and transmits the data to an intermediary device 
using the data relay transceiver. This system can be imple 
mented in a small, portable unit that is easy for a patient to 
transport. For example, the unit could be the siZe of a cell 
phone or contained Within a cell phone, or could be a small 
accessory device that is connected to the medical device, such 
as in a container in Which the medical device is also situated. 
In various embodiments, the user interface of a system of the 
present invention may include a microphone and speaker to 
alloW the communication of audible information betWeen the 
system and a user. 

[0021] In another embodiment, a system according to 
another aspect of the present invention comprises a processor, 
a device interface con?gured to receive data from one or more 
different medical devices, a data relay transceiver, and a 
memory coupled to the processor and storing instructions. 
The processor executes the instructions in the memory to 
receive data from the one or more medical devices through a 
Wired connection using the device interface and transmits the 
data to an intermediary device using the data relay trans 
ceiver. 

[0022] The system can communicate With multiple medical 
devices, regardless of the type of Wired connection or com 
munications protocol utiliZed by each of the medical devices, 
and can retransmit (and optionally reformat) data from the 
medical device(s) to any desired recipient using any suitable 
frequency(ies) and communication protocol(s). While certain 
embodiments operate With radio frequency protocols such as 
BlueTooth and WiFi, other embodiments may utiliZe non-rf 
communications protocols such as modulated infrared light 
(e.g. lrDA). Once at the medical data server the information 
can be revieWed by a healthcare professional at a location 
remote to the patient. 

[0023] A system according to another aspect of the present 
invention comprises a processor, a plurality of device inter 
faces, a data relay transceiver, and a memory coupled to the 
processor and storing instructions. The processor executes 
the instructions in the memory to receive data from one or 
more medical devices through a Wired connection coupled to 
at least one of the device interfaces, transmits the data to an 
intermediary device using the data relay transceiver, and 
encrypts the data. The data can be encrypted using a combi 
nation of public and private keys, and alloWs sensitive medi 
cal data for a patient to be securely transmitted to the inter 
mediary device and/or medical data server Without being 
vieWed by unintended recipients. 
[0024] A system according to one aspect of the present 
invention comprises a processor, a device interface, a data 
relay transceiver, and a memory coupled to the processor and 
storing instructions. Those of skill in the relevant arts under 
stand that the data relay transceiver referenced herein may 
comprise a receiver, a transmitter, or both a receiver and 
transmitter, and may receive and/or transmit electrical sig 
nals, radio frequency signals, modulated light signals, sonic 
signals, or other signals propagated through a suitable 
medium. The processor executes the instructions in the 
memory to receive data from a medical device through a 
Wired connection using the device interface (Which gathers 
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data concerning the patient’s condition), Where the data is 
received through an adapter coupled to the device interface 
and that communicates With the medical data interchange 
device using a ?rst communication format and With the medi 
cal device using a second communication format. The pro 
cessor further executes the instructions in the memory to 
transmit the data to an intermediary device using the data 
relay transceiver. This system can be implemented in a small, 
portable unit that is easy for a patient to transport. For 
example, the unit could be the siZe of a cell phone or con 
tained Within a cell phone, or could be a small accessory 
device that is connected to the medical device, such as in a 
container in Which the medical device is also situated. As With 
the method described above, the system can optionally com 
municate With multiple medical devices, regardless of the 
type of Wired connection or communications protocol uti 
liZed by each of the medical devices, and can retransmit (and 
optionally reformat) data from the medical device(s) to any 
desired recipient using any suitable frequency(ies) and com 
munication protocol(s). The adapter can be removably 
coupled to the medical data interchange device to alloW dif 
ferent adapters con?gured to communicate With different 
medical devices to be used With a single medical data inter 
change device. 
[0025] A system according to another aspect of the present 
invention comprises a processor, a device interface, a data 
relay transceiver, and a memory coupled to the processor and 
storing instructions. The processor executes the instructions 
in the memory to receive data from a medical device through 
a Wired connection using the device interface Where the data 
is received through an adapter coupled to the device interface 
and that communicates With the medical data interchange 
device using a ?rst communication format and With the medi 
cal device using a second communication format. The pro 
cessor further executes the instructions in the memory to 
encrypt the data and to transmit the data to an intermediary 
device using the data relay transceiver. The encryption can be 
implemented using combinations of public and private keys, 
and alloWs sensitive medical data for a patient to be securely 
transmitted to the intermediary device and/or medical data 
server Without being vieWed by unintended recipients. 
[0026] Embodiments of the present invention may be used 
to monitor any appropriate medical device from essentially 
any location from Which a communications signal can be sent 
and received. This enables patients to enjoy an active lifestyle 
by not being tied to medical device monitoring equipment 
that is dif?cult or impossible to transport or having to rou 
tinely visit health care facilities. The present invention can be 
used to monitor any amount and type of data from any medi 
cal device. 

[0027] The present invention can also be used for a variety 
of other monitoring purposes. For example, the present inven 
tion can be used to monitor a blood alcohol monitor, alcohol 
breathalyZer, or alcohol ignition interlock device to help 
insure a driver does not operate a motor vehicle under the 
in?uence of alcohol or other substance. The present invention 
can also be used in conjunction With a Global Positioning 
System (GPS) or other geolocation device to monitor the 
position of a patient. The present invention may also be used 
in a Wide variety of military applications, such as remotely 
monitoring devices tracking the health status of soldiers on a 
battle?eld in real-time in order to quickly dispatch aid to 
Wounded soldiers. The present invention may be used to 
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remotely monitor a chemical, biological agent, or radiation 
sensor carried by a soldier to detect an attack by unconven 
tional Weaponry. 
[0028] Embodiments of the medical device of the present 
invention may transmit on any frequency using any format 
and protocol. For example, various medical devices transmit 
data in the Wireless Medical Telemetry Service (WMTS) 
frequency bands. There are three WMTS frequency bands, 
including frequencies from 608 MHZ to 614 MHZ, 1395 MHZ 
to 1400 MHZ, and 1427 MHZ to 1432 MHZ. In another 
example, the medical device may transmit using the Medical 
Implant Communications Service (MICS) frequency band, 
including frequencies from 402 MHZ to 405 MHZ. In yet 
another example a medical device may transmit data in the 32 
KHZ to 175 KHZ range. 

[0029] In an alternate embodiment, there is provided a 
method and system for personal emergency Intervention, 
comprising determining that an event regarding a patient has 
occurred, and thereupon enabling a tracking mode in a device 
controlled by the patient; monitoring one or more conditions 
to determine Whether the tracking mode should be disabled, 
and until the tracking mode is disabled, the device: obtains a 
data pairing, the data pairing comprising a location of the 
patient and a time related to the location of the patient, and 
stores the data pairing Within a memory in the device; and 
formatting a report for transmission to a medical data server, 
the report comprising at least a patient identi?er for the 
patient and the data pairing. The method further includes, 
until the tracking mode is disabled, determining Whether a 
measurement for an updated data pairing should be taken, and 
Whereupon the determination is made that the measurement 
for the updated data pairing should be taken, the device: 
obtains the updated data pairing comprising an updated loca 
tion of the patient and a time related to the updated location of 
the patient; and stores the updated data pairing in the memory 
in the device. 

[0030] In various embodiments, the event may comprise 
any desired condition, in various embodiments, the event 
comprises the device controlled by the patient passing a pre 
determined geographical position, or When the device con 
trolled by the patient passing a predetermined geographical 
position is detected When an RFID (radio frequency identi? 
cation) tag in the device is sensed. Further, the event may 
comprise the patient not being Within a predetermined prox 
imity of a predetermined geographical location for a prede 
termined period of time, or determining that the patient has 
entered a request to enable the tracking mode through a user 
interface in the device, or determining that the patient has 
entered a request to enable the tracking mode by speaking a 
command to enable the tracking mode, or in another embodi 
ment, the event comprises determining that the patient has 
experienced an increased risk to the patient’s safety. 
[0031] Determining that the patient has experienced the 
increased risk to the patient’s safety, in various embodiments, 
may comprise at least one of: determining that the patient is 
engaging in exercise; determining that the patient is using a 
restroom facility; determining that the patient is leaving a 
predetermined area; determining that the patient is entering a 
predetermined area; determining that the patient is located in 
a haZardous public situation; determining that the patient is 
experiencing a predetermined perceived medical condition; 
determining that the patient is experiencing a medical emer 
gency; determining that the patient is experiencing a failed 
connection to a medical telemetry device; receiving a noti? 




































