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(57) ABSTRACT 

A device for providing Wireless Internet access has been 
described. The device includes an antenna. The antenna is for 
receiving Wireless queries and transmitting Wireless 
responses. The device includes a program. The program is for 
converting the Wireless queries into Internet compatible pro 
tocols. The program is for receiving the Internet protocol 
formatted responses. These responses are then converted in to 
the Wireless responses. 
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METHOD AND APPARATUS FOR WIRELESS 
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COPYRIGHT NOTICE 

[0006] A portion of the disclosure of this patent document 
contains material that is subject to copyright protection. The 
copyright owner has no objection to the facsimile reproduc 
tion by anyone of the patent disclosures, as it appears in the 
Patent and Trademark O?ice patent ?les or records, but oth 
erwise reserves all copyright rights whatsoever. 

THE FIELD OF THE INVENTION 

[0007] This invention relates to the ?eld of information 
communications. In particular, the invention relates to wire 
less access to Internet based information. 

BACKGROUND OF THE INVENTION 

[0008] Wireless communications provides one method for 
mobile users to communicate to a wired network. In particu 
lar, wireless communications allows consumers to receive 
and send information. Examples of such wireless networks 
include cellular phones, pager systems, and satellite systems. 
The wireless network systems can be broken into relatively 
high bandwidth and low bandwidth systems. High bandwidth 
systems are for example satellite systems. Lower bandwidth 
systems include cellular phones and mobile radio systems. 
Still lower bandwidth systems include pager networks and 
low bandwidth packet switched radio systems (e. g., the Bell 
South Mobile Data MobitexTM system). 
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[0009] For users to access information on the Internet using 
wireless communications, the method in which they access 
the information is highly dependent on the type of wireless 
communications available to the user. For example on a high 
bandwidth network such as a wired network or a satellite 
system, the usual techniques for browsing data on the Internet 
are adequate. 
[0010] An important source of Internet based data is the 
data accessible through the World Wide Web (referred to as 
the Web). The following describes the usual techniques for 
Web browsing. A user selects a web site associated with a 
URL (Uniform Resource Locator). The URL represents the 
address of the entry point to the web site (e.g., the home page 
for the web site). For example, the user may select a web site 
that supplies restaurant reviews. The user’s computer (the 
client) makes an HTTP (HyperText Transport Protocol) 
request to the web server hosting the web site. The client 
typically needs to make multiple HTTP requests of the web 
server. For example, to load the restaurant locator home page, 
multiple HTTP requests are needed to download all the 
graphics, frame content, etc. Next, the user will typically need 
to browse through a number of linked pages to get to the page 
from which a search for restaurants can be made. Even if the 
user is immediately presented with the desired page, a great 
deal of information has had to been downloaded from the web 
site (e. g., graphics, advertisements, etc.). This additional 
information makes for a visually rich browsing experience. 
The user ?lls in the information on this page and selects a 
search button. The client makes another series of HTTP 
requests of the web server. The web server supplies the client 
with the requested information in an HTML formatted web 
page. The web page typically includes links to more graphics 
and advertisements that need to be accessed by the client. 
[0011] For low bandwidth networks this technique does not 
work well. Too much bandwidth is needed to download the 
images. Also, low bandwidth networks typically charge per 
byte transmitted and can be very expensive if large amounts 
of data are downloaded. Thus, low bandwidth networks are 
desirable to use for accessing information on the Web but only 
if the amount of data transferred over the network is small. 
Speci?cally for packet data networks, the cost of transmitting 
messages increases with the number of packets transmitted. 
The cost of transmitting multiple packet messages is there 
fore a formidable obstacle for packet data network customer 
use. 

[0012] One area in which Web access is becoming more 
desirable is in handheld devices. Handheld devices are 
emerging as important computer devices. Handheld devices 
typically implement a relatively small, but important function 
set. Examples of such handheld devices are the PalmPilotTM 
handheld device available from 3COM Corporation, Inc. of 
Santa Clara, Calif. Examples of the function set supported are 
address books, calendars, and task lists. 
[0013] In the past, wireless communications with handheld 
devices have been performed using wireless modems, such as 
are available from Novatel Communications, Inc. of Calgary, 
Alberta, or wireless transceivers for dedicated wireless data 
access network. Essentially a wireless modem operates in the 
cellular phone network and supplies approximately 9600 
baud bandwidth to the handheld device. This allows the user 
to access the web at a relatively low bandwidth. 

[0014] An issue with using handheld devices to access the 
Web is related to their capabilities. Even if connected to a high 
bandwidth network, most handheld devices do not have the 



US 2011/0078285 A1 

screen area or the processing power to display the graphics 
and large amounts of text in a typical web page. However, it is 
still desirable to support the browsing of information on the 
Web using handheld devices. It is further desirable that the 
handheld devices be able to use networks that have relatively 
low bandwidths. 
[0015] Some of the methods by which previous systems 
addressed some of the issues described above are now 
described. 
[0016] One method of reducing the amount of data trans 
ferred from the web site to the client is to cache the web site 
data locally on the client. For example, the Netscape Com 
municatorTM browser application caches web pages on the 
client. Each cached web page is associated with a URL. Thus, 
when the client requests a web page, the Netscape Commu 
nicator browser attempts to use previously cached web pages 
before downloading the pages from the web site. Another 
type of caching program is NetAttacheTM, available from 
Tympany, Inc. of Mountain View, Calif. The NetAttache pro 
gram downloads all the web pages from a given web site. The 
web pages are all cached on the client. A NetAttache server 
runs locally on the client. A browser can then be used to 
browse through the local copy of the web pages. The problem 
caching is that the pages still need to be retrieved from the 
server before they can be reused and there can still be a 
signi?cant number of connections made to the web server. 
[0017] Alternatively, some programs are customiZed for 
accessing speci?c information from particular web sites. 
Examples of these programs are Java applets that reside on the 
client or are served to the client by a server. The applets can 
then be reused to access information from a web site. An 
example of a specialiZed program for accessing speci?c infor 
mation is the RealVideo Player from Real Networks, Inc. A 
problem with these types of programs is that they are very 
speci?c to a particular type of content. For example, they do 
not use standard HTML (hypertext markup language) con 
structs. This means that web site developers cannot use stan 
dard web site development tools to create their sites. 
[0018] Therefore what is desired is an improved system and 
method for handheld device to access Internet information 
over relative low bandwidth networks. 

SUMMARY OF THE INVENTION 

[0019] The following summarizes various embodiments of 
the invention. 
[0020] One embodiment of the invention includes a device 
for providing wireless Internet access. The device includes an 
antenna. The antenna is for receiving wireless queries and 
transmitting wireless responses. The device includes a pro 
gram. The program is for converting the wireless queries into 
Internet compatible protocols. The program is for receiving 
the Internet protocol formatted responses. These responses 
are then converted in to the wireless responses. 
[0021] In some embodiments of the invention, the device 
includes a computer-with a transceiver card. The transceiver 
card is coupled to the antenna. The computer has a connection 
to the Internet. The computer and the transceiver card are for 
executing the program. The computer can be a network server 
or a client computer within the network. 

[0022] In some embodiments, instead of a transceiver card, 
the invention includes an external transceiver. The external 
transceiver can be connected to the computer via, for 
example, a serial connection, a Universal Serial Bus, a SCSI 
connection, or some other connection. 
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[0023] In some embodiments, the device is a standalone 
device that couples directly to a network (e.g., the device has 
a separate IP address). 
[0024] In some embodiments, instead of performing the 
Internet protocol conversions, the device performs some con 
versions and sends the partially converted messages to a 
proxy server for further processing. This type of con?gura 
tion can provide wireless users with a greater degree of secu 
my. 
[0025] Although many details have been included in the 
description and the ?gures, the invention is de?ned by the 
scope of the claims. Only limitations found in those claims 
apply to the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] The ?gures illustrate the invention by way of 
example, and not limitation. Like references indicate similar 
elements. 
[0027] FIG. 1 illustrates a wireless communications device 
communicating with a web server. 
[0028] FIG. 2 illustrates a method of communicating 
between a wireless communications device and a web server. 
[0029] FIG. 3 illustrates an example user interface for a 
wireless communications device. 
[0030] FIG. 4 illustrates a wireless network topology. 
[0031] FIG. 5 illustrates a wireless network topology 
including a wireless network interface, a wireless network 
leased line, and a dispatcher. 
[0032] FIG. 6 illustrates an example of a wireless commu 
nications device exchanging messages in a communications 
system. 
[0033] FIG. 7 illustrates a reliable message protocol packet 
structure. 

[0034] FIG. 8 illustrates an exchange of a single request 
packet and a single response packet using the reliable mes 
sage protocol. 
[0035] FIG. 9 illustrates an exchange of messages compris 
ing a single request packet and two response packets using the 
reliable message protocol. 
[0036] FIG. 10 illustrates an exchange of messages includ 
ing a retransmit sequence using the reliable message protocol. 
[0037] FIG. 1 1 illustrates lower level communication lay 
ers. 

[0038] FIG. 12 illustrates the format of data passed between 
wireless client software layers. 
[0039] FIG. 13 illustrates the format of an IP header and a 
UDP header. 
[0040] FIG. 14 illustrates an alternative system for commu 
nicating between a wireless communications device and a 
web server. 

THE DESCRIPTION 

[0041] 
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Overview 

[0042] This overview section generally describes some of 
the more important features of various embodiments and then 
brie?y reviews the material in the subsequent sections. 
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[0043] A signi?cant challenge in creating a wireless infor 
mation solution for handheld devices is providing a product 
that is both useful and practical given the severely limited 
bandwidth and high power requirements of a wireless radio. 
Hardware and software should be optimized to conserve bat 
tery power and to reduce the amount of tra?ic that is sent over 
the wireless link. The wireless communications device, of 
various embodiments of the invention, has programs for web 
access and two-way messaging. One of these programs can 
include most of the static data from a web site. The static data 
can be used to format a query to access the dynamic data from 
the web site. Each program can be for accessing a different 
web site. Importantly, only the amount of static data that is 
communicated is signi?cantly reduced. 
[0044] The wireless communications device communi 
cates as part of a communications system. The communica 
tions system includes the wireless communications device, a 
server, and a source of data. The server acts as a proxy server. 

Typical sources of data are a web server or a mail server. 

[0045] Some wireless networks, such as those provided for 
two-way pagers and other wireless packet data networks, 
provide wider coverage and lower cost than competing net 
works. These wireless networks typically have relatively low 
performance however. A single packet of 400 bytes can take 
eight seconds just to travel to the Internet and back when the 
system is lightly loaded. With such a low throughput, it could 
easily take minutes to download even a small web page using 
standard browser technology. The wireless communications 
system therefore employs novel methods for reducing the 
amount of tra?ic sent over the wireless link for web access. 

[0046] A goal of the invention is to provide the user with 
fast access to web content. Although the wireless communi 
cations device can access generic web content, because of the 
wireless communications device’s limited screen size, most 
existing content will not be as visually appealing, will be 
harder to navigate, and may take longer to access than spe 
cially formatted content. Thus, signi?cantly advantages are 
achieved with customized content. The web content can be 
formatted for the small screens of most handheld communi 
cations devices. This content will download relatively 
quickly (because of its small size). The formatted content can 
be created and published using the same tools used today for 
desktop web publishing (i.e. HTML tools and web servers) 
and could even be viewed using a standard desktop browser. 
But, 
[0047] A second goal of the invention is wireless messag 
ing. To help achieve this goal, a proxy server facilitates com 
munications between web servers, mail servers, and other 
Internet data sources and the wireless communications 
device. The proxy server improves performance for wireless 
networks. Because of the high latency and low bandwidth of 
wireless networks, using existing Internet protocols to 
directly access web servers from the wireless communica 
tions device would be prohibitively expensive and slow. 
[0048] Another important factor to consider with wireless 
networks is latency. A minimum size packet has a round trip 
time of approximately three seconds on the low cost wireless 
network. Because of the large latency, the number of packets 
sent over the wireless link between the wireless communica 
tions device and the proxy server should generally be kept 
small. Thus, some embodiments of the invention are able to 
fetch most web pages and send or receive messages with just 
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one packet up (wireless client->proxy server) and one packet 
down (proxy server->wireless client) over the wireless net 
work. 
[0049] Thus, some of the more important features of vari 
ous embodiments of the invention have been described. The 
following provides an overview of the sections in the detailed 
description. 
[0050] The De?nitions section provides de?nitions of 
terms used in the detailed description. 
[0051] The System Introduction section provides an intro 
duction to the various elements of the wireless communica 
tions system. 
[0052] The Wireless Network Topology section introduces 
the protocols used to communicate between the various 
devices in the system. 
[0053] The Content Layer section describes the markup 
languages used in the system. 
[0054] The Transfer Layer section describes a compact 
transfer protocol (CTP) used for communicating between the 
wireless communications device and the proxy server. 

[0055] The Reliable Message Protocol section describes 
reliable and e?icient variable length message delivery over 
the wireline and wireless networks. 
[0056] The Wireless Network Interface section describes a 
set of programs that can be used to access the wireless net 
work as an IP network. 

[0057] The Proxy Server Details section describes how the 
proxy server works with the content layer, the transfer layer, 
and the reliable message protocol. 
[0058] The Communications System Details section 
describes how the content layer, the transfer layer, the reliable 
message protocol, the network interface and the proxy server 
can be used together. 

DEFINITIONS 

[0059] The following de?nitions will be helpful in under 
standing the description. 
[0060] Computeriis any computing device (e. g., PC com 
patible computer, Unix workstation, handheld device etc.). 
Generally, a computer includes a processor and a memory. A 
computer can include a network of computers. 
[0061] Handheld Device (or Palmtop Computer)ia com 
puter with a smaller form factor than a desktop computer or a 
laptop computer. Examples of a handheld device include the 
Palm IIITM handheld computer and Microsoft’s palm siZed 
computers. 
[0062] Useriany end user who would normally wish to 
retrieve information from the World Wide Web. 
[0063] Internetiis a collection of information stored in 
computers physically located throughout the world. Much of 
the information on the Internet is organiZed onto electronic 
pages. Users typically bring one page to their computer 
screen, discover its contents, and have the option of bringing 
more pages of information. 

[0064] Clientia computer used by the user to make a 
query. 
[0065] Serveria computer that supplies information in 
response to a query, or performs intermediary tasks between 
a client and another server. 

[0066] World Wide Web (or Web or web)iis one aspect of 
the Internet that supports client and server computers han 
dling multimedia pages. Clients typically use software, such 
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as the Netscape Communicator® browser, to view pages. 
Server computers use server software to maintain pages for 
clients to access. 

[0067] Programia sequence of instructions that can be 
executed by a computer. A program can include other pro 
grams. A program can include only one instruction. 
[0068] Applicationiis a program or a set of hyper-linked 
documents. 

System Introduction 

[0069] FIG. 1 illustrates a wireless communications device 
communicating with a web server. In this example, the wire 
less communications device includes a handheld computer 
(or portable computer) having wireless communications 
capabilities. The handheld computer has prede?ned applica 
tions that correspond to a portion of the web site being served 
by the web server. Using the applications, a user can use to 
make queries of the web server. Some embodiments of the 
invention provide compression techniques that enable the 
wireless handheld computer to complete a web based infor 
mation request using only one packet up to a proxy server and 
only one packet back down to the wireless communications 
device. 
[0070] The following paragraphs ?rst list the elements of 
FIG. 1, then describe how the elements are coupled, and then 
describe the elements in detail. FIG. 2 describes the operation 
of the elements. 
[0071] This paragraph lists the elements of FIG. 1. FIG. 1 
includes a wireless communications device 100, a base sta 
tion 170, a proxy server 180, the Internet 190, and a web 
server 140. The wireless communications device 100 
includes a screen 101 and is running an operating system 102. 
The operating system supports the execution of a browser 
104. The browser 104 runs with the wireless application 106 
and displays an example query form 105 and an example 
query response 107. Between the base station 170 and the 
proxy server 180 is a private network 172. The web server 140 
includes a CGI (Common Gateway Interface) program 142. 
The CGI program 142 is responsible for generating the 
HTML page 144. FIG. 1 also includes a number of arrows 
indicating queries and responses. These queries and 
responses include a wireless CTP (Compressed Transport 
Protocol) query 122, a CTP query 124, an HTTP query 126, 
an HTTP response 136, a CTP response 134, and a wireless 
CTP response 132. 
[0072] The following describes how the elements of FIG. 1 
are coupled. The wireless communications device 100 com 
municates with the base station 170 via wireless communi 
cations. The base station 170 is coupled to the proxy server 
180 via the private network 172. The proxy server 180, and 
the web server 140 are all coupled to the Internet 190. 
[0073] The following paragraphs describe the elements of 
FIG. 1 in greater detail. 
[0074] The wireless communications device 100 represents 
a handheld device that has wireless communications capa 
bilities (also referred to as a portable computer or handheld 
computer with wireless communications capabilities). In one 
example system, the wireless communications device 100 
includes a Palm IIITM compatible handheld device having 
wireless communications capabilities. The wireless commu 
nications device 100 is for communicating over the BellSouth 
Mobile Data (BSMD) Mobitex system. Other embodiments 
of the invention support other wireless communications net 
works. Importantly, the BSMD Mobitex system is a relatively 
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low bandwidth network. The embodiments of the inventions 
support querying of web based data using such a low band 
width network. 

[0075] The operating system 102 is an example of an oper 
ating system that can run on a handheld computer. Examples 
of such operating systems include the Palm OSTM operating 
system, available from the 3COM Corporation, of Santa 
Clara, Calif. The operating system 102 supports the running 
of applications. The operating system 102 also supports low 
level communications protocols, user interface displays, and 
user input. 

[0076] The browser 104 is an example of a program (or 
group of programs) that supports some standard browsing 
features (e.g., displaying markup language documents, fol 
lowing hyper-links). The browser 104 is for generating que 
ries and receiving responses. The browser 104 can interface 
with groups of hyper-linked, marked up documents (also 
referred to as pages). The browser 104 can also interface with 
standalone programs that do not use marked up documents. In 
this example, the browser 104 is executing with the wireless 
application 106. The browser 104 is described in greater 
detail below. 

[0077] The wireless application 106 represents one of 
many prede?ned applications that are stored locally on the 
wireless communications device 100. Each wireless applica 
tion represents a static portion of a web site tree. That is, this 
information does not change signi?cantly over time. The web 
site tree is the data structure representing the hyper-linked 
web pages of a web site. (Note that the tree is actually usually 
a graph.) Each prede?ned application is used for accessing a 
different web site. The prede?ned applications can be down 
loaded to the wireless communications device 100 through 
wireless communications, but more typically, they are down 
loaded through a docking cradle or through infrared commu 
nications with another wireless communications device 100. 

[0078] The wireless application 106, in this example, 
includes a number of hyper-linked pages. One of the pages 
includes the example query form 105. This example query 
form 105 is used to generate a query that is answered as the 
example query response 107. Alternatively, the wireless 
applications can standalone applications access through the 
browser 104. The applications can be C programs, JAVA 
programs, and/or compressed markup language (CML) or 
HTML pages. 

[0079] The query response 107 represents the dynamic data 
in the web site tree (the data that can change often). The query 
response 107 includes information retrieved from the web 
server 140. 

[0080] The example query form 105 and the example query 
response 107 can be stored in a CML format. The markup 
language is compressed relative to HTML. This compressed 
markup language is described in greater detail below. What is 
important is that the compressed markup language is a subset 
and superset of HTML and is requires far fewer bytes than 
HTML typically requires. Additionally, the compressed 
markup language represents a compressed description of 
information to be displayed on the screen 101. The browser 
104/uses the representation to generate the display on the 
screen 101. 

[0081] The base station 170 represents a wireless commu 
nications base station. The BSMD Mobitex system includes 
base stations like the base station 170. The base station 170 is 
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responsible for communicating with the wireless communi 
cations device 100 and other wireless communications 
devices (eg pagers). 
[0082] The private network 172 represents the communi 
cations links between a base station 170 and a proxy server 
180. The BSMD Mobitex system has such a private network. 
Between the base station 170 and the proxy server 180, many 
servers, routers, and hubs, etc. may exist. In some embodi 
ments, the private network 172 may communicate with the 
proxy server 180 through the Internet 190. The proxy server 
180 would then communicate with the web server 140, also 
through the Internet 190. 
[0083] The proxy server 180 represents one or more com 
puters that convert queries from the wireless communications 
device 100 into queries that are compatible with Internet 
protocols. The proxy server 180 communicates with the wire 
less network, which can include low bandwidth and high 
latency communications. The proxy server 180 decompresses 
information from the wireless network side for use on the 
Internet 190 side of the proxy server 180. Also, the proxy 
server 180 converts Internet protocols and content into a form 
that can be used by the wireless network and the wireless 
communications device 100. In some embodiments, the 
proxy server 180 can converts image content to a siZe and bit 
depth appropriate for display on the wireless communications 
device 100. In some embodiments, the proxy server 180 com 
municates over the Internet 190 using standard Internet pro 
tocols such as, TCP, HTTP, and SSL. This allows developers 
to use already existing Internet protocols in their web servers. 
[0084] In some embodiments, the proxy server 180 is sub 
stantially stateless. That is, it does not keep state information 
about speci?c wireless communications device accesses. 
This con?guration of the proxy server 180 tolerates commu 
nication and protocol errors more readily and allows for sim 
pler scaling of the proxy server 180. Statelessness should not 
be confused with caching. The proxy server 180 can cache 
CML web pages for use by multiple wireless communica 
tions devices 100. 
[0085] In order to achieve reasonable performance and cost 
over wireless networks, the browser 104 works in tandem 
with the proxy server 180. The wireless communications 
device 100 and proxy server 180 communicate with each 
other using a compressed transport protocol (CTP) built on 
top of IP. The goal of this protocol is to enable a user to fetch 
and display a web page on the wireless communications 
device 100 with a one packet request sent to the proxy server 
180, Typically, a one packet response is returned to the wire 
less communications device 100. 
[0086] In one embodiment of the invention, the maximum 
packet siZe (for higher protocol packets, like IP) allowed over 
a low cost wireless network is 512 bytes. Taking into account 
a compressed header (usually three bytes), the maximum raw 
data siZe is 512-3:509 bytes. 
[0087] The proxy server 180 transmits a typical page of 
web content to the wireless communications device 100 in 
roughly 500 bytes. This can be challenging given that most 
web pages have lots of formatting information, hot links and 
images. Web pages are typically many Kbytes in siZe. A hot 
link reference can easily take up 100 bytes or more. Just to ?ll 
the wireless communications device screen 101 with text (11 
lines of 35 characters each) would take nearly 400 bytes even 
if there were no formatting information included. 

[0088] This is why the wireless communications device 
100 and the proxy server 180 use compressed web pages. 










































































































