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CONTACT ALERT SYSTEM AND METHOD 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

[0001] The present application claims the bene?t under 35 
U.S.C. §119(e) of and is a non-provisional of US. Provi 
sional Patent Application No. 61/237,804, entitled “Contact 
Alert System and Method,” ?led on Aug. 28, 2009, the entire 
disclosure of Which are incorporated herein by reference for 
all purposes. 

BACKGROUND 

[0002] Transaction alert messages are used to notify con 
sumers that transactions have been conducted With their pay 
ment cards. For example, a user may receive an alert message 
regarding a recent transaction conducted at a gas station or 
With an online merchant. The alert message may contain 
transaction data such as the amount of the transaction, the 
time the transaction occurred, and the name of the merchant. 
The alert message may be sent to the user’s mobile phone so 
that the consumer is noti?ed that a transaction occurred. 
[0003] Such alert messages could be improved so that they 
alloW different persons associated With a payment account to 
quickly and easily communicate With each other. 
[0004] Embodiments of the present invention address these 
problems and other problems individually and collectively. 

BRIEF SUMMARY 

[0005] Embodiments of the present invention disclosed 
herein include systems and methods for sending contact alert 
messages. The alert system can be implemented using one or 
more computer apparatuses and databases. 
[0006] One embodiment of the invention is directed to a 
method comprising receiving transaction data for a transac 
tion, accessing a database comprising alert preference data, 
generating a contact alert message using the transaction data 
and the alert preference data using a noti?cation server com 
puter Wherein the contact alert message comprises contact 
information of a ?rst person conducting the transaction, and 
sending the contact alert mes sage to a noti?cation device used 
by a second person. 
[0007] Another embodiment of the invention is directed to 
a contact alert system comprising a database and a noti?ca 
tion server computer coupled to the database. The database 
stores alert preference data. The noti?cation server computer 
comprises a processor and a computer-readable medium 
coupled to the processor. The computer-readable medium 
comprises code executable by the processor for implement 
ing a method comprising: receiving transaction data for a 
transaction; accessing the database comprising the alert pref 
erence data, generating a contact alert message using the 
transaction data and alert preference data using the noti?ca 
tion server computer Wherein the contact alert message com 
prises contact information of a ?rst person conducting the 
transaction, and sending the contact alert message to a noti 
?cation device used by a second person. 
[0008] Another embodiment of the invention is directed to 
a method comprising: receiving a contact alert message at a 
noti?cation device used by a second person after a ?rst person 
conducts a transaction using a portable consumer device, 
Wherein the contact alert message Was generated by a noti? 
cation server computer coupled to a database using transac 
tion data and alert preference data stored in the database. The 
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contact alert message comprises contact information for the 
?rst person. The method further comprises contacting the ?rst 
person by the second person using the noti?cation device that 
received the contact alert message. 

[0009] These and other embodiments of the invention are 
described in further detail beloW. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] FIG. 1 shoWs a diagram of a alert system. 
[0011] FIG. 2 shoWs a portion of the alert system in FIG. 1. 

[0012] FIG. 3 shoWs a ?owchart illustrating the steps 
involved in enrolling and updating a consumer in the enroll 
ment database. 

[0013] FIG. 4 shoWs a ?owchart illustrating the steps 
involved When a consumer conducts a transaction. 

[0014] FIG. 5 illustrates a schematic illustration of a con 
tact alert message according to an embodiment of the inven 
tion. 

[0015] FIG. 6 shoWs a high-level block diagram of a com 
puter apparatus. 
[0016] FIG. 7(a) shoWs a block diagram of a phone. 
[0017] FIG. 7(b) shoWs a diagram of a portable consumer 
device in the form of a payment card. 

DETAILED DESCRIPTION 

[0018] One embodiment of the invention is directed to a 
method for sending a contact alert message to a noti?cation 
device operated by a second person regarding a transaction 
along With contact information of a ?rst person that con 
ducted a transaction using a payment card (or other type of 
portable consumer device). The contact information in the 
alert message may be in the form of an e-mail address, a 
phone number, etc. The contact information in the alert mes 
sage can be selectable, so that the noti?cation device that 
receives the contact information can be used to readily con 
tact the ?rst person via the ?rst person’s noti?cation device. 

[0019] Illustratively, a ?rst person such as a teenage son in 
a household may purchase an item at a merchant using a 
payment card, and a general transaction alert message may be 
sent to the son’s mobile phone. The general transaction alert 
message may contain transaction data including the amount 
of the transaction, the merchant’s name, and an identi?er for 
the payment card. In addition to the general transaction alert 
message, a contact alert message may be sent to a mobile 
phone operated by the son’s father (i.e., the second person). In 
addition to the transaction data, the contact alert message may 
also contain the phone number associated With the son’s 
mobile phone. The phone number is in the form of an active 
link that can automatically dial the mobile phone number of 
the son’s mobile phone When the active link is selected (e. g., 
touched). When the son conducts the transaction, the father is 
noti?ed as to What the son is purchasing substantially con 
temporaneously (e.g., Within 5 or 1 minute or less) With the 
son’s purchase. If the father Wants to contact the son, the 
father can simply touch the phone number in the contact alert 
message. 

[0020] The second person may Want to contact the ?rst 
person for a variety of reasons. In the example above, the 
father may Want to contact the son to ask the son Why he is 
conducting the transaction. The father may alternatively Want 
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to ask his son to purchase another item at that same merchant, 
or at another merchant nearby. 

I. Systems 

[0021] FIG. 1 is a diagram illustrating an alert system 100, 
in accordance with an embodiment of the invention. The alert 
system 100 includes a ?rst person 110, a second person 211, 
a portable consumer device 120, a merchant 130, an access 
device 132, an acquirer 140, a payment processing network 
150, an issuer 160, an IP gateway 170, mobile device carriers 
190, e-mail servers 180, a mobile device 200, a user computer 
210, and Web services 220. The mobile device 200 and the 
user computer 210 are examples of noti?cations devices. 
Further descriptions of noti?cation devices and portable con 
sumer devices are provided below. 
[0022] First person 110 uses the portable consumer device 
120 to conduct a transaction, and may further operate a 
mobile device 200 such as a mobile phone. The mobile device 
200 operated by the ?rst person 110 may receive a general 
transaction alert message after the ?rst person 110 conducts a 
transaction using his portable consumer device 120. 
[0023] Merchant 130 has an access device 132 for interact 
ing with the portable consumer device 120 and the acquirer 
140 is associated with the merchant 130. Acquirer 140 is in 
communication with issuer 160 through payment processing 
network 150. 
[0024] The alert system 100 also includes an IP gateway 
170 that is in communication with payment processing net 
work 150. IP gateway 170 receives the transaction data from 
the payment processing network 150 and generates transac 
tion alert messages. IP gateway 170 is also in communication 
with the mobile device carriers 190, e-mail servers 180, and 
Web services 220. The mobile device carriers 190 are in 
operative communication with the mobile device 200, and the 
mail servers 180 are in operative communication with the 
user computer 210. The transaction alert messages that are 
generated from IP gateway 170 are sent to the mobile device 
carriers 190 and/or mail servers 180 to be sent to the mobile 
device 200, and/or the user computer 210. 
[0025] Web services 220 is also in operative communica 
tion with the second person 211 for enrolling the second 
person 211 and the ?rst person 110 in the messaging service 
provided by the alert system 100. Web services 220 may also 
be in communication with a merchant 130 for enrolling mer 
chant 130 in the messaging service provided by the alert 
system 100. 
[0026] The ?rst person 110 and the second person 211 may 
each be an individual or organiZation such as a business that 
is capable of purchasing goods or services or conducting any 
suitable transaction with the merchant 130. 
[0027] Merchant 130 may refer to any suitable entity or 
entities that can conduct a transaction with ?rst person 110 
and/ or the second person 211. Merchant 130 may have a 
physical location which sells goods and services to the ?rst 
person 110 or the second person 211. For example, merchant 
130 may use an e-commerce business to allow the transaction 
to be conducted by merchant 130 through the Internet. Other 
examples of merchant 130 include a department store, a gas 
station, a drug store, a grocery store, or other suitable busi 
ness. 

[0028] Access device 132 may be any suitable device for 
communicating with merchant 130 and for interacting with 
portable consumer device 120. Access device 132 can be in 
any suitable location such as at the same location as merchant 
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130. Access device 132 may be in any suitable form. Some 
examples of access devices 132 include POS devices, cellular 
phones, PDAs, personal computers (PCs), tablet PCs, hand 
held specialiZed readers, set-top boxes, electronic cash regis 
ters (ECRs), automated teller machines (ATMs), virtual cash 
registers (VCRs), kiosks, security systems, access systems, 
Websites, and the like. Access device 132 may use any suit 
able contact or contactless mode of operation to send or 
receive data from portable consumer devices 120. 
[0029] If access device 132 is a POS terminal, any suitable 
POS terminal may be used and may include a reader, a pro 
cessor, and a computer-readable medium. Reader may 
include any suitable contact or contactless mode of operation. 
For example, exemplary card readers can include radio fre 
quency (RF) antennas, optical scanners, bar code readers, 
magnetic stripe readers, etc. to interact with portable con 
sumer device 120. 

[0030] Acquirer 140 refers to any suitable entity that has an 
account with merchant 13 0. In some embodiments, issuer 1 60 
may also be acquirer 140. 
[0031] Payment processing network 150 refers to a net 
work of suitable entities that have information related to an 
account associated with portable consumer device 120. This 
information includes data associated with the account on 
portable consumer device 120 such as pro?le information, 
data, and other suitable information. 
[0032] Payment processing network 150 may have or oper 
ate a server computer and may include a database. The data 

base may include any hardware, software, ?rmware, or com 
bination of the preceding for storing and facilitating retrieval 
of information. Also, the database may use any of a variety of 
data structures, arrangements, and compilations to store and 
facilitate retrieval of information. The server computer may 
be coupled to the database and may include any hardware, 
software, other logic, or combination of the preceding for 
servicing the requests from one or more client computers. The 
server computer may use any of a variety of computing struc 
tures, arrangements, and compilations for servicing the 
requests from one or more client computers. 

[0033] Payment processing network 150 may include data 
processing subsystems, networks, and operations used to sup 
port and deliver authoriZation services, exception ?le ser 
vices, and clearing and settlement services. An exemplary 
payment processing network 150 may include VisaNetTM. 
Networks that include VisaNetTM are able to process credit 
card transactions, debit card transactions, and other types of 
commercial transactions. VisaNetTM, in particular, includes a 
VIP system (Visa Integrated Payments system) which pro 
cesses authorization requests and a Base II system which 
performs clearing and settlement services. Payment process 
ing network 150 may use any suitable wired or wireless 
network, including the Internet. 
[0034] Issuer 160 refers to any suitable entity that may open 
and maintain an account associated with portable consumer 
device 120 used by ?rst person 110 and/or the second person 
211. Some examples of issuers may be a bank, a business 
entity such as a retail store, or a governmental entity. 
[0035] IP gateway 170 refers to an entity that generates and 
delivers noti?cations and contact alert messages to various 
delivery channels. IP gateway 170 may include one or more 
servers and databases for generation of the contact alert mes 
sages and retrieval of data. IP gateway 170 may be part of the 
payment processing network 150 or may be a separate entity 
in communication with payment processing network 150. 
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[0036] E-mail servers 180 are server computers con?gured 
to receive an email from a network connection and store the 
e-mail in memory for future retrieval. 
[0037] Mobile device carriers 190 refer to entities that pro 
vide Wireless infrastructures for Wireless data transfer and 
communication via cellular phone or other mobile devices. 
Example of such entities are AT&TTM, Verizon WirelessTM, 
T-MobileTM, etc. 
[0038] Mobile device 200 may be in any suitable form. For 
example, suitable mobile device 200 can be hand-held and 
compact so that they can ?t into a consumer’s Wallet and/or 
pocket (e. g., pocket-sized). Some examples of mobile device 
200 include desktop or laptop computers, cellular phones, 
personal digital assistants (PDAs), pagers, payment cards, 
security cards, access cards, smart media, transponders, and 
the like. In some embodiments, mobile device 200 and por 
table consumer device 120 are embodied in the same device. 

In some embodiments, the mobile device 200 (or other noti 
?cation device) may comprise a processor, and a computer 
readable medium coupled to the processor. The computer 
readable medium comprises code, executable by the proces 
sor, for implementing a method comprising: receiving a con 
tact alert message at a noti?cation device used by a second 
person after a ?rst person conducts a transaction using a 
portable consumer device, Wherein the contact alert message 
Was generated by a noti?cation server computer coupled to a 
database using transaction data and alert preference data 
stored in the database, Wherein the contact alert message 
comprises contact information for the ?rst person; and con 
tacting the ?rst person by the second person using the noti? 
cation device that received the contact alert message. 
[0039] User computer 210 may be a personal computer or a 
laptop. The User computer 210 may run an operating system 
such as Microsoft WindoWsTM and may have a suitable 
broWser such as Internet ExplorerTM. 
[0040] Web services 220 may be in the form of a server and 
a Website Which alloWs users and merchants to enroll in the 
messaging service. Web services 220 may be provided by the 
issuer 160 or the payment processing netWork 150. 
[0041] FIG. 2 is a diagram illustrating a subsystem 101 of 
the alert system 100. FIG. 2 illustrates more details about the 
IP gateWay 170. The IP gateWay 170 includes a noti?cation 
server computer 171. The noti?cation server computer com 
prises a processor and a computer-readable medium 172 
coupled to the processor (not shoWn). The computer readable 
medium comprises code executable by the processor for 
implementing a method comprising: receiving transaction 
data for a transaction; accessing the database comprising alert 
preference data; generating a contact alert message using the 
transaction data and alert preference data using the noti?ca 
tion server computer Wherein the contact alert message com 
prises contact information of a ?rst person conducting the 
transaction; and sending the contact alert message to a noti 
?cation device used by a second person. 
[0042] The noti?cation server computer 171 is in commu 
nication With a database 173. In some embodiments, database 
173 may be included in the noti?cation server computer 171. 
Database 173 contains transaction data 174, issuer data 175, 
and consumer enrollment data 176 (Which may include alert 
preference data). Consumer enrollment data 176 are synchro 
niZed With the enrollment database 152 in the payment pro 
cessing netWork 150 via the synchronization link 156. The 
enrollment database 152 contains data related to persons Who 
are enrolled in the messaging service. As shoWn in FIG. 2, IP 
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gateWay 170 is in communication With payment processing 
netWork 150, and Web services 220 via the netWork connec 
tion 154 Which may be in any suitable form. The netWork 
connection 154 may include, for example, at least a portion of 
the Internet. Delivery channel logic 182 is in communication 
With IP gateWay 170, mobile service carriers 190, e-mail 
servers 180, and other delivery channels 186. 

II. Methods 

A. Enrollment 

[0043] In order to receive the contact alert messages asso 
ciated With a transaction, a second person 211 enrolls in the 
messaging service provided by the alert system 100. 
[0044] There may be multiple Ways in Which second person 
211 may become enrolled in the messaging service. In some 
embodiments, second person 211 may be enrolled automati 
cally by the issuer 160 that issues the portable consumer 
device 120. Enrollment for a consumer such as the second 
person 211 may also be done in a batch mode, by ?le delivery 
from issuer 160 or by ?le delivery from some other party. In 
other embodiments, issuer 160 or payment processing net 
Work 150 may provide the messaging service as an option to 
second person 211 at Which time second person 211 may 
enroll in the messaging service either by contacting a cus 
tomer service representative over the phone (provided either 
by issuer 160 or payment processing netWork 150), or by 
accessing a Web site and ?lling out an online application. 
[0045] During the enrollment process either by accessing a 
Web site and ?lling an online application or by contacting a 
customer service, second person 211 can add neW persons or 
update existing persons associated With the payment account 
held by the second person 211. For each person associated 
With the account, the second person can provide information 
for that person, such as name, mobile device information, 
card identi?cation, and contact information, etc. For 
example, the father in a family may be the second person and 
may be a primary account holder of an account associated 
With a payment card. The father may then enroll the mother 
and his teenage son in the service. Either the mother or the son 
may be a second person. The father may provide the mother 
and teenage son’s mobile phone numbers during the enroll 
ment process. As Will be described in further detail beloW, the 
alert system 100 then uses this data along With transaction 
data to generate and deliver the contact alert messages. The 
second person 211 may access the Web site or contact the 
issuer 160 to change his information at any time. 
[0046] FIG. 3 illustrates an exemplary process Where sec 
ond person 211 creates and/or updates his user pro?le through 
enrollment process. Second person 211 ?rst needs to log into 
the enrollment system by providing his login ID and pass 
Word (step 310). After second person 211 inputs his login ID 
and passWord, the login ID and passWord are then validated 
against the data in the database. If the second person’s login 
information is validated, he may either add or update a person 
associated With the account. 

[0047] In certain embodiments of the invention, the second 
person may have multiple persons on the account. Each per 
son associated With the account has a portable consumer 
device 120. The portable consumer device 120 contains the 
account number and a device identi?er associated With that 
account number. In one embodiment, the second person 211 
may add a neW person (such as ?rst person 110) to his account 
(step 330). An empty form can be displayed on the Web site 
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for the second person 21 1 to ?ll in the information for the neW 
person (step 332). In one embodiment of the invention, the 
?elds for the second person 211 to ?ll in include the name of 
the person, the portable consumer device’s identi?er (step 
334), and information regarding the second person’s mobile 
device 200, such as the make and model number of the mobile 
device 200, and the entity that is the carrier for Wireless 
service of that mobile device 200. Second person 211 then 
?lls in the forms With the appropriate information (step 336), 
and submits the change for the enrollment system to update 
the database With the information that the second person 211 
provided (step 350). 
[0048] In one embodiment, second person 211 may update 
an existing person of his account (step 340). The enrollment 
system sends a query to the database to retrieve the informa 
tion for that person. A form pre?lled With the those informa 
tion Will be displayed on the Website for the second person 
211 to update the information (step 342). Second person 211 
then updates information, such as the identi?er of the portable 
consumer device for the ?rst person (step 344), and contact 
information (such as phone number of the mobile device) 
(step 346), and submits the change for the enrollment system 
to update the database With the information the consumer 
provided (step 350). 
[0049] In one embodiment, the second person 211 may also 
set some other alert preferences, such as the language prefer 
ence and preferred delivery channels of the contact alert mes 
sage. For example, second person 211 may specify during the 
enrollment process that he Would like to receive the contact 
alert messages in a particular language. Second person 211 
may also specify Who Would receive the contact alert message 
When a person is conducting a transaction. In one embodi 
ment, consumer may select one or more persons to receive the 
contact alert message. Second person 211 may also specify 
Whether the alert message Will be sent to a person on his 
mobile device 200, or at a particular e-mail address. 

[0050] The information that the consumer 110 provides is 
stored in the database 173 in the form of consumer enrollment 
data 176, as shoWn in FIG. 2. The data, sometimes referred to 
as alert preference data, in addition to the transaction data 174 
and issuer data 175, is used by the noti?cation server com 
puter 171 to generate the contact and general transaction alert 
messages. 

B. Conducting a Transaction 

[0051] FIG. 4 shoWs a How diagram of steps involved after 
conducting a transaction according to an embodiment of the 
invention. In a typical purchase transaction, a ?rst person 110 
purchases goods or services at merchant 130 using the por 
table consumer device 120 (arroW 1 in FIG. 1, step 410). An 
authorization request message comprising transaction data is 
generated by a processor in the access device 132 after the 
portable consumer device 120 interacts With the access device 
132. The authorization request message may comprise, for 
example, the BIN (bank identi?cation number) and expira 
tion date associated With the portable consumer device 120, 
the purchase amount, and a merchant code such as a merchant 
category code (MCC). The authorization request message is 
then forWarded from the merchant 130 to the acquirer 140 
(arroW 2 in FIG. 1). After receiving the authorization request 
message, acquirer 140 then sends the authorization request 
message to the payment processing netWork 150 (arroW 3 in 
FIG. 1, step 415). 
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[0052] The payment processing netWork 150 then forWards 
the authorization request message to the issuer 160 (arroW 4 
in FIG. 1, step 420). After the issuer 160 receives the autho 
rization request message, the issuer 160 sends an authoriza 
tion response message back to the payment processing net 
Work 150 to indicate Whether or not the current transaction is 

authorized (or not authorized) (arroW 5 in FIG. 1). 
[0053] After the payment processing netWork 150 receives 
the authorization response message (step 425), it then for 
Wards the authorization response message to the acquirer 140 
(arroW 6 in FIG. 1). The acquirer 140 then sends the authori 
zation response message to merchant 130 (arroW 7 in FIG. 1), 
and it is then presented to the ?rst person 110 (arroW 8 in FIG. 
1). 
[0054] If the account for the ?rst person 110 and the second 
person 211 is enrolled in the contact alert messaging service, 
payment processing netWork 150 sends the transaction data to 
IP gateWay 170 (arroW 6b in FIG. 1). In order for payment 
processing netWork 150 to determine Whether the transaction 
is associated With a portable consumer device 120 that is 
enrolled in the contact alert messaging service, payment pro 
cessing netWork 150 maintains a list of account numbers 
associated With consumers Who are enrolled in the contact 
alert messaging service in the enrollment database 152. The 
data in the enrollment database 152 are synchronized With the 
appropriate portion(s) of the consumer enrollment data 176 
via synchronization link 156 Which may be in any suitable 
form. For example, the synchronization link 156 may be in 
the form of local area netWork connection or Internet. 

[0055] After IP gateWay 170 receives the transaction data 
174 from payment processing netWork 150 (step 430), the 
noti?cation server computer 171 begins the process of gen 
erating a contact alert message for that transaction. During 
this process, regular processing for transaction authorization 
continues as normal With the issuer, While at the same time the 
transaction is inspected and compared to pre-established 
selected triggers and preferences. The contact alert message 
is generated and is delivered in real time or near real time to 
the noti?cation device operated by the second person 211. 
Many times, the contact alert message is received before the 
?rst person 110 leaves a checkout counter at the merchant 130 
(e.g., Within 5 minutes after the transaction starts). 
[0056] The transaction data 174 received from the payment 
processing netWork 150 contains information such as an 
account number and an identi?er associated With the portable 
consumer device 120, name of the merchant 130, a merchant 
identi?er such as a merchant category code or MCC, a trans 
action identi?er and the amount of the transaction. The trans 
action data 174 may also contain other information such as 
the location of the merchant 130. In one embodiment, the 
transaction data 174 may be stored in database 173. In other 
embodiments, the transaction data 174 may be sent directly to 
the noti?cation server computer 171. 

[0057] After receiving the transaction data 174, the noti? 
cation server computer 171 analyzes the transaction data. 
Certain data elements in the transaction data 174 are 
extracted, such as the account number associated With the 
portable consumer device 120, the portable consumer device 
identi?er and merchant identi?er. The noti?cation server 
computer 171 then accesses database 173 to retrieve alert 
preference data based on values of these data elements. At 
step 435, the noti?cation server computer 171 accesses con 
sumer enrollment data 176 in database 173 to retrieve the 
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contact information of the second person 211 based on the 
account number and the identi?er of the portable consumer 
device 120. 
[0058] In some embodiments, the noti?cation server com 
puter 171 may also retrieve the issuer data. The issuer data 
may include, the name and address of the issuer, a phone 
number to contact, and the issuer’s logo, etc. In one embodi 
ment, the issuer data may be stored in the database 173. In 
another embodiment, the issuer data may reside in a remote 
database. In still another embodiment, the issuer data may be 
sent to the IP gateway 170 by the payment processing netWork 
150. The issuer data may be used in generating an alert mes 
sage. 
[0059] The noti?cation server computer 171 may also 
access other resources to further enhance the contact alert 
messages. These resources may be in the form of translation 
tables or reference tables for abbreviations and symbols. Such 
resources may be part of the database 173, be stored in noti 
?cation server computer 171, or be stored in a remote loca 
tion. In some embodiments, the contact alert messages are 
translated into a language spoken by the consumer 110. Dur 
ing the enrollment process, the consumer 110 may be pro 
vided With the option of receiving the contact alert messages 
in his native language. 
[0060] After accessing the alert preference data and deter 
mining the technical requirements and consumer and mer 
chant preferences, the noti?cation server computer 171 gen 
erates a contact alert message and a general alert message 
(step 440). The alert message generation is performed by a 
processor using a softWare application stored in the computer 
readable medium 172 that is running on the noti?cation server 
computer 171. In one embodiment, some functions may be 
performed by an Application Speci?c Integrated Circuit 
(ASIC) that may be part of the noti?cation server computer 
171. In some other embodiments, the contact alert messages 
may be generated by the combination of softWare applica 
tions and ASICs. 
[0061] FIG. 5 shoWs an exemplary contact alert message 
500 sent to the second person 211. In certain embodiments of 
the invention, the contact alert message 500 provides the alert 
sender information 510 so that the recipient of the message 
can identify the sender of the alert message. For example, the 
alert message 500 may contain the name and address of the 
sender. The contact alert message may also contain the phone 
number of the sender so that the second person may contact 
the sender. In certain embodiments, a contact alert message 
500 may include a logo 520 of the sender, further identifying 
the sender. 
[0062] The contact alert message 500 may also include 
account information 530 to identify the account involved in 
the transaction. The account information on the alert message 
may clearly identify the account associated With the transac 
tion. In one embodiment, the account information on the alert 
does not include the full and complete account number in 
order to protect the information if the alert message ever gets 
lost. For example, an alert message may use a phrase “CRD 
72” to identify a credit card account Which ends in 72. 

[0063] In certain embodiments, the main body 540 of a 
contact alert message 500 comprises text. The text could 
include any information regarding the associated transaction. 
For example, the text may be: “There is a charge of $20.00 on 
your credit card ending With 72 at the WalmartTM store in 
Mountain VieW, Calif.” Various tables of different speci?c 
messages or message templates may be used to generate a 
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contact alert message. For example, a message template indi 
cating a grocery store might be “You purchased $[insert pur 
chased amount] of groceries at $[insert store name] in $[insert 
store location] .” 
[0064] In certain embodiments of the invention, the contact 
alert message 500 contains the name of the ?rst person Who 
conducted the transaction 544, and/ or the contact information 
of the ?rst person 546. The contact information may be in the 
form of a phone number or other address (e-mail address), 
Which is immediately selectable by the second person. When 
the second person selects the contact information, the device 
that is displaying the contact information may automatically 
call the ?rst person that is associated With the contact infor 
mation and that is conducting the present transaction. 

[0065] In some embodiments, the noti?cation server com 
puter 171 may also generate a general alert message to send to 
the ?rst person 110 Who conducted the transaction. Unlike the 
contact alert message that is sent to the second person, the 
general alert message does not include the name and contact 
information of the ?rst person. Other attributes of the general 
alert message may be similar to those shoWn in FIG. 5. Thus, 
in embodiments of the invention, at least tWo alert messages 
With different content may be sent to tWo different persons. 

[0066] In situations Where the noti?cation server computer 
171 generates alert messages for a transaction based on the 
preference of more than one delivery channels, each message 
may be customiZed based on criteria and requirements of 
each of the delivery channels. For example, if one contact 
alert message is being sent to the mobile device 200 in the 
form of a text message, and another one to the user computer 
210 in the form of an e-mail, the noti?cation server computer 
171 may include more graphics and data in the e-mail mes 
sage. In some embodiments, issuer 160 may have different 
logo formats for use With different delivery channels. 

[0067] When an alert message is generated by the noti?ca 
tion server computer 171, it is sent to the delivery channel 
logic 182 for delivery to consumer 110 (arroWs 6b in FIG. 1). 
The delivery channel logic 182 may be in the form of one or 
more softWare applications running on one or more comput 
ers that are tasked With delivery of the contact alert messages 
to the appropriate delivery channel. In one embodiment, the 
delivery channel logic may be part of the IP gateWay 170. In 
another embodiment, the delivery channel logic 182 may be a 
third party entity that receives the contact alert message via 
netWork connection 154 and sends it to an appropriate user 
device. 

[0068] In one embodiment, the alert messages may be sent 
along With an indicator that speci?es What form of delivery 
channel should be used for the delivery of the message. The 
noti?cation server computer 171 retrieves the indicator from 
enrollment database. Delivery channel logic 182 is in com 
munication With mobile device carriers 190 and e-mail serv 
ers 180, for sending the contact alert messages in formats that 
are readable by the mobile device 200, and in the form of 
e-mail messages that are readable by user computer 210. 

[0069] In one embodiment, the noti?cation server com 
puter 171 retrieves the information of the second person 211 
that is supposed to receive the contact alert message, from the 
enrollment database (step 445). This information includes 
name of the second person and mobile device 200 informa 
tion of the second person (step 450). The noti?cation server 
computer then sends the contact alert message to the second 
person’s mobile device 200 (step 455). 
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[0070] In another embodiment, the noti?cation server com 
puter 171 retrieves the mobile device information of the ?rst 
person so that a general alert message can be sent to him (step 
470). The noti?cation server computer 171 then sends the 
general alert message to the ?rst person’s mobile device 200 
(step 475). In some embodiments, an alert message may be 
sent to a user in the form of Interactive Voice Response (IVR), 
Instant Message (IM), voicemail, etc. 
[0071] In some embodiments, the delivery channel logic 
182 or the noti?cation server computer 171 may cause the 
mobile device 200 to play an special audio ?le With a sound of 
a “beep” When receiving an alert message (steps 460, 480). In 
embodiments Where the second person receives a contact 
alert message regarding a transaction conducted by the ?rst 
person, once the second person is alerted of the transaction, 
the second person may contact the ?rst person using the 
contact information provided in the contact alert message. 

III. Portable Consumer Devices and Computer Apparatuses 

[0072] The various participants and elements in FIGS. 1 
and 2 may operate one or more computer apparatuses to 
facilitate the functions described herein. Any of the elements 
in FIGS. 1 and 2 may use any suitable number of subsystems 
to facilitate the functions described herein. Examples of such 
subsystems or components are shoWn in FIG. 6. The sub 
systems shoWn in FIG. 6 are interconnected via a system bus 
645. Additional subsystems such as printer 644, keyboard 
648, ?xed disk 649, monitor 646, Which is coupled to display 
adapter 682, and others are shoWn. Peripherals and input/ 
output (I/O) devices, Which couple to I/O controller 641, can 
be connected to the computer system by any number of means 
knoWn in the art, such as serial port 684. For example, serial 
port 684 or external interface 681 can be used to connect the 
computer apparatus to a Wide area netWork such as the Inter 
net, a mouse input device, or a scanner. The interconnection 
via system bus 645 alloWs a central processor 643 to commu 
nicate With each subsystem and to control the execution of 
instructions from system memory 642 or ?xed disk 649, as 
Well as the exchange of information betWeen subsystems. The 
system memory 642 and/or ?xed disk 649 may embody a 
computer readable medium. 
[0073] FIGS. 7(a)-7(b) shoW block diagrams of portable 
computer devices and subsystems that may be present in 
computer apparatuses in systems according to embodiments 
of the invention. 
[0074] The portable consumer device 32 may be in any 
suitable form. For example, suitable portable consumer 
devices can be hand-held and compact so that they can ?t into 
a consumer’s Wallet and/ or pocket (e. g., pocket-siZed). They 
may include smart cards, ordinary credit or debit cards (With 
a magnetic strip and Without a microprocessor), keychain 
devices (such as the SpeedpassTM commercially available 
from Exxon-Mobil Corp.), etc. Other examples of portable 
consumer devices include cellular phones (e. g., the phone 34 
described above), personal digital assistants (PDAs), pagers, 
payment cards, security cards, access cards, smart media, 
transponders, and the like. The portable consumer devices 
can also be debit devices (e.g., a debit card), credit devices 
(e.g., a credit card), or stored value devices (e.g., a stored 
value card). 
[0075] An exemplary portable consumer device 32' in the 
form of a phone may comprise a computer readable medium 
and a body as shoWn in FIG. 7(a). (FIG. 7(a) shoWs a number 
of components, and the portable consumer devices according 
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to embodiments of the invention may comprise any suitable 
combination or subset of such components.) The computer 
readable medium 32(b) may be present Within the body 32(h), 
or may be detachable from it. The body 32(h) may be in the 
form a plastic substrate, housing, or other structure. The com 
puter readable medium 32(b) may be a memory that stores 
data and may be in any suitable form including a magnetic 
stripe, a memory chip, uniquely derived keys (such as those 
described above), encryption algorithms, etc. The memory 
also preferably stores information such as ?nancial informa 
tion, transit information (e.g., as in a subWay or train pass), 
access information (e.g., as in access badges), etc. Financial 
information may include information such as bank account 
information, bank identi?cation number (BIN), credit or 
debit card number information, account balance information, 
expiration date, consumer information such as name, date of 
birth, etc. Any of this information may be transmitted by the 
portable consumer device 32. 

[0076] Information in the memory may also be in the form 
of data tracks that are traditionally associated With credits 
cards. Such tracks include Track 1 and Track 2. Track 1 
(“International Air Transport Association”) stores more infor 
mation than Track 2, and contains the cardholder’s name as 
Well as account number and other discretionary data. This 
track is sometimes used by the airlines When securing reser 
vations With a credit card. Track 2 (“American Banking Asso 
ciation”) is currently most commonly used. This is the track 
that is read by ATMs and credit card checkers. The ABA 
(American Banking Association) designed the speci?cations 
of this track and all World banks must abide by it. It contains 
the cardholder’s account, encrypted PIN, plus other discre 
tionary data. 
[0077] The portable consumer device 32 may further 
include a contactless element 32(g), Which is typically imple 
mented in the form of a semiconductor chip (or other data 
storage element) With an associated Wireless transfer (e.g., 
data transmission) element, such as an antenna. Contactless 
element 32(g) is associated With (e. g., embedded Within) 
portable consumer device 32' and data or control instructions 
transmitted via a cellular netWork may be applied to contact 
less element 32(g) by means of a contactless element inter 
face (not shoWn). The contactless element interface functions 
to permit the exchange of data and/or control instructions 
betWeen the mobile device circuitry (and hence the cellular 
netWork) and an optional contactless element 32(g). 
[0078] Contactless element 32(g) is capable of transferring 
and receiving data using a near ?eld communications 
(“NFC”) capability (or near ?eld communications medium) 
typically in accordance With a standardized protocol or data 
transfer mechanism (e.g., ISO 14443/NFC). Near ?eld com 
munications capability is a short-range communications 
capability, such as RFID, BluetoothTM, infra-red, or other data 
transfer capability that can be used to exchange data betWeen 
the portable consumer device 32' and an interrogation device. 
Thus, the portable consumer device 32' is capable of commu 
nicating and transferring data and/ or control instructions via 
both cellular netWork and near ?eld communications capa 
bility. 
[0079] The portable consumer device 32' may also include 
a processor 32(c) (e.g., a microprocessor) for processing the 
functions of the portable consumer device 32' and a display 
32(d) to alloW a consumer to see phone numbers and other 
information and messages. The portable consumer device 32' 
may further include input elements 32(e) to alloW a consumer 
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to input information into the device, a speaker 32(f) to allow 
the consumer to hear voice communication, music, etc., and a 
microphone 32(1') to alloW the consumer to transmit her voice 
through the portable consumer device 32. The portable con 
sumer device 32' may also include an antenna 32(0) for Wire 
less data transfer (e.g., data transmission). 
[0080] If the portable consumer device is in the form of a 
debit, credit, or smartcard, the portable consumer device may 
also optionally have features such as magnetic strips. Such 
devices can operate in either a contact or contactless mode. 

[0081] An example of a portable consumer device 32" in 
the form of a card is shoWn in FIG. 7(b). FIG. 7(b) shoWs a 
plastic substrate 32(m). A contactless element 32(0) for inter 
facing With an access device 34 may be present on or embed 
ded Within the plastic substrate 32(m). Consumer information 
32(p) such as an account number, expiration date, and con 
sumer name may be printed or embossed on the card. Also, a 
magnetic stripe 32(n) may also be on the plastic substrate 
32(m). 
[0082] As shoWn in FIG. 7(b), the portable consumer 
device 32" may include both a magnetic stripe 32(n) and a 
contactless element 32(0). In other embodiments, both the 
magnetic stripe 32(n) and the contactless element 32(0) may 
be in the portable consumer device 32". In other embodi 
ments, either the magnetic stripe 32(n) or the contactless 
element 32(0) may be present in the portable consumer device 
32". 
[0083] Embodiments of the invention have a number of 
advantages. For example, embodiments of the invention can 
alert a second person of a transaction that a ?rst person is 
conducting using a contact alert message. One of the bene?ts 
of receiving alert messages of transactions conducted by a 
?rst person, by the second person, is that the second person is 
made aWare of Where the ?rst person is at any given moment. 
If the second person is made of aWare of Where the ?rst person 
is and What the ?rst person is purchasing, then the second 
person can easily contact the ?rst person shortly after the ?rst 
person has conducted a transaction. The second person can 
ask the ?rst person Where he or she is, Why they are conduct 
ing the current purchase, What is being purchased, if addi 
tional purchases can be made, if other errands close to the 
merchant can be run, etc. Thus, embodiments of the invention 
alloW different persons using the same payment account to 
easily communicate With each other, substantially contempo 
raneously With a transaction being conducted. 
[0084] It should be understood that the present invention as 
described above can be implemented in the form of control 
logic using computer softWare in a modular or integrated 
manner. Based on the disclosure and teachings provided 
herein, a person of ordinary skill in the art Will knoW and 
appreciate other Ways and/or methods to implement the 
present invention using hardWare and a combination of hard 
Ware and softWare. 

[0085] Any of the softWare components or functions 
described in this application, may be implemented as soft 
Ware code to be executed by a processor using any suitable 
computer language such as, for example, Java, C++ or Perl 
using, for example, conventional or object-oriented tech 
niques. The software code may be stored as a series of instruc 
tions, or commands on a computer readable medium, such as 
a random access memory (RAM), a read only memory 
(ROM), a magnetic medium such as a hard-drive or a ?oppy 
disk, or an optical medium such as a CD-ROM. Any such 
computer readable medium may reside on or Within a single 

Mar. 3, 2011 

computational apparatus, and may be present on or Within 
different computational apparatuses Within a system or net 
Work. 
[0086] The above description is illustrative and is not 
restrictive. Many variations of the invention Will become 
apparent to those skilled in the art upon revieW of the disclo 
sure. The scope of the invention can, therefore, be determined 
not With reference to the above description, but instead can be 
determined With reference to the pending claims along With 
their full scope or equivalents. 
[0087] One or more features from any embodiment may be 
combined With one or more features of any other embodiment 
Without departing from the scope of the invention. 
[0088] A recitation of “a”, “an” or “the” is intended to mean 
“one or more” unless speci?cally indicated to the contrary. 

What is claimed is: 
1. A method comprising: 
receiving transaction data for a transaction; 
accessing a database comprising alert preference data; 
generating a contact alert message using the transaction 

data and the alert preference data using a noti?cation 
server computer Wherein the contact alert message com 
prises contact information of a ?rst person conducting 
the transaction; and 

sending the contact alert message to a noti?cation device 
used by a second person. 

2. The method of claim 1, Wherein the alert preference data 
comprises one or more user pro?les. 

3. The method of claim 1 Wherein the contact information 
comprises a phone number. 

4. The method of claim 1 Wherein the noti?cation device is 
a mobile phone. 

5. The method of claim 1 further comprising generating a 
general alert message and sending the general alert message 
to a noti?cation device of the ?rst person. 

6. The method of claim 5 Wherein the noti?cation device of 
the ?rst person is a mobile phone. 

7. A contact alert system comprising: 
a database comprising alert preference data; and 
a noti?cation server computer coupled to the database, 

Wherein the noti?cation server computer comprises a 
processor and a computer-readable medium coupled to 
the processor, the computer-readable medium compris 
ing code executable by the processor for implementing a 
method comprising: 

receiving transaction data for a transaction; 
accessing the database comprising alert preference data; 
generating a contact alert message using the transaction 

data and alert preference data using the noti?cation 
server computer Wherein the contact alert message com 
prises contact information of a ?rst person conducting 
the transaction; and 

sending the contact alert message to a noti?cation device 
used by a second person. 

8. The system of claim 7, Wherein a consumer can access 
the database and provide consumer data and setup a plurality 
of preferences. 

9. The system of claim 8, Wherein the consumer data com 
prises a plurality of pro?les. 

10. The system of claim 7, Wherein the contact information 
comprises a phone number. 

11. The system of claim 7, Wherein the noti?cation device 
of the second person is a mobile phone. 
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12. The system of claim 7, wherein the method further 
comprising generating a general alert message and sending 
the general alert message to a noti?cation device of the ?rst 
person. 

13. The system of claim 12, Wherein the noti?cation device 
is a mobile phone. 

14. A method comprising: 
receiving a contact alert message at a noti?cation device 

used by a second person after a ?rst person conducts a 
transaction using a portable consumer device, Wherein 
the contact alert message Was generated by a noti?cation 
server computer coupled to a database using transaction 
data and alert preference data stored in the database, 

Mar. 3, 2011 

Wherein the contact alert message comprises contact 
information for the ?rst person; and 

contacting the ?rst person by the second person using the 
noti?cation device that received the contact alert mes 
sage. 

15. The method of claim 14 Wherein the portable consumer 
device is a payment card. 

16. The method of claim 14 Wherein the contact informa 
tion comprises a phone number. 

17. The method of claim 14 Wherein the noti?cation device 
is a mobile phone. 


