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(57) ABSTRACT 

A computing system contains and uses a partitioning micro 
kemel (PMK) or equivalent means for imposing memory 
partitioning and isolation prior to exposing data to a target 
operating system or process, and conducts continuing 
memory management Whereby data is validated by security 
checks before or between sequential processing steps. The 
PMK may be used in conjunction With an Object Request 
Broker. 
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METHODS AND SYSTEMS FOR ACHIEVING 
HIGH ASSURANCE COMPUTING USING 
LOW ASSURANCE OPERATING SYSTEMS 

AND PROCESSES 

RELATED APPLICATIONS 

[0001] This application is a divisional application, Which 
claims the priority of US. application Ser. No. 11/855,633, 
?led Sep. 14, 2007. US. application Ser. No. 11/855,633 
claims priority as a continuation-in-part application to US. 
application Ser. No. 11/079673, ?led Mar. 14, 2005, Which 
claims priority to US. Application No. 60/ 552,782, ?led Mar. 
12, 2004. US. application Ser. No. 11/855,633 also claims 
priority to pending US. Application No. 60/825,793, ?led 
Sep. 15, 2006. Each of these applications is herein incorpo 
rated in its entirety by reference for all purposes. 

FIELD OF THE INVENTION 

[0002] The invention relates to high assurance computing, 
and more particularly, to achieving high assurance computing 
in systems that utiliZes loW assurance environments. 

BACKGROUND OF THE INVENTION 

[0003] Current means of computational operation revolve 
around large and relatively insecure operating systems like 
Microsoft’s WindoWs, Apple’s OSX, the various Linux vari 
ants and other monolithic operating systems. The large siZe of 
their code base makes it nearly impossible to attain high level 
of assurances. As a result, the integrity of such an operating 
system is alWays questionable. Viruses and other malWare can 
penetrate a system, hiding themselves either Within the envi 
ronment or external to it, running in parallel. In either case, 
detection of such malicious softWare can be impossible since 
the infection has compromised the environment, subverting 
detection mechanisms. 

SUMMARY OF THE INVENTION 

[0004] Accordingly it is an object of the invention to pro 
vide a novel and useful system and associated methods that 
can solve the problems described herein. More speci?cally, it 
is an objective of the invention to leverage high assurance 
computing capabilities to protect loWer assurance operating 
systems. To this end, a computing system is provided With and 
uses a high assurance kernel, a partitioning microkernel 
(PMK) or equivalent means for imposing memory partition 
ing and isolation prior to exposing data to a target operating 
system or process, and for continuing memory management 
Whereby data is validated by security checks before or 
betWeen sequential processing steps. 
[0005] The invention in one aspect is a high assurance 
computing system that contains a high assurance, partitioning 
microkernel (PMK) or other such operating system capable 
of enforcing memory isolation and partitioning. The PMK 
may employ multiple independent levels of security (MILS) 
and be referred to as a (MILS) PMK. The PMK can also use 
a memory management unit (MMU) to enforce memory par 
titioning. According to one embodiment the system also con 
tains an Object Request Broker. 
[0006] According to one aspect of the invention the PMK 
isolates or contains at least one loWer assurance operating 
system such as a WindoWs XP, Linux, or OSX, or at least one 
process such as a Web broWser or email client. (The Applicant 
makes no claims to the trademarks associated With the refer 
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enced operating systems and processes that it may isolate or 
contain, registered or otherWise.) The PMK may be instanti 
ated by a boot kernel. A high assurance computing system of 
the invention may further comprise incoming and outgoing 
data to and from a contained operating system, Which ?oWs 
through a set of security processes in an inline manner. There 
may be a set of security processes that are contained in their 
oWn memory partition. 
[0007] Simply stated, a high assurance computing system 
(HACS) of the invention consists of the high assurance com 
ponents described herein and the affected user’s operating 
systems and processes. The presence and performance of the 
high assurance components of the HACS in association With 
its contained operating systems and processes may be trans 
parent to the user in normal operation, While providing 
increased security and protection. 
[0008] An HACS system of the invention may also have a 
process or set of processes, Which are contained in their oWn 
memory partition, and provide security administration and or 
authentication. 
[0009] An HACS system may consist of or reside on a 
laptop, PC, PDA, Cell Phone, computer server, a multi CPU 
or multi core embedded system, or other such computing 
device or computer-based platform. 
[0010] An HACS system can also reside on and function in 
a platform such as a communication card; a motherboard 
chipset; a motherboard chipset and computer CPU(s); a com 
puter CPU; or a system With multiple CPU’s. 
[0011] According to one aspect of the invention, a ?rst 
processor boots a PMK. The ?rst processor PMK can parti 
tion the shared memory for all processes on a platform. The 
?rst processor PMK can also partition the shared memory for 
all processors on a platform. The processors can take their 
partitioned memory and further partition it for their oWn set of 
processes. 
[0012] In another aspect of the invention, an HACS system 
enforces inline security processing of data ?oWing in and out 
of an operating system or process. The security processing 
may consist of ?reWall, virus checking, malWare checking, 
spam ?ltering, intrusion detection or a VPN, or a combination 
of these. 
[0013] Data ?oWing into the HACS is checked by the secu 
rity processing prior to being delivered to at least one 
intended, contained operating system or process. The security 
process can handle user authentication and be netWorked With 
a central authentication system. 
[0014] In one aspect, the invention includes having a PMK 
means of passing data across partitions Whereby controlling 
memory partitions can dynamically alter other memory par 
tition’s abilities to read or Write to certain memory sections. 
The HACS system may consist of a PMK operating in the 
main CPU, inline security processing, at least one contained 
operating system and a boot kernel. 
[0015] The system may further include security processes 
that have the ability to examine the memory of the contained 
operating system, checking it for viruses, malWare and other 
unWanted or unauthoriZed processes. The system includes 
processing means such that When a virus, malWare, or other 
unWanted or unauthorized processes is detected, the system 
operator is informed and queried for appropriate action and 
such information is Written to a log. 

[0016] The system can provide noti?cation Wherein, upon 
detection, a central netWork monitoring system and or admin 
istrators are informed. The platform may contain a trusted 



US 2011/0023106 A1 

computing module or other such device and a set of processes 
in their oWn memory partition, outside of the reach of the 
contained operating system, that implement trusted comput 
ing module functionality. Such functionality can be used for 
user authentication, key management for VPNs, code authen 
tication, and or key management for disk encryption/decryp 
tion. 
[0017] The features and advantages described herein are 
not all-inclusive and, in particular, many additional features 
and advantages Will be apparent to one of ordinary skill in the 
art in vieW of the draWings, speci?cation, and claims. More 
over, it should be noted that the language used in the speci? 
cation has been principally selected for readability and 
instructional purposes, and not to limit the scope of the inven 
tive subject matter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] The present invention Will be readily understood by 
the folloWing detailed description in conjunction With the 
accompanying draWings, Wherein like reference numerals 
designate like structural elements, and in Which: 
[0019] FIG. 1 is a block diagram depiction of elements of 
one embodiment of the invention Where a netWork interface 
device is separated by tWo inline, tWo Way, memory partitions 
from a netWork device driver. 
[0020] FIG. 2 is a block diagram depiction of elements of a 
further embodiment Where a netWork interface device is sepa 
rated from a netWork device driver by tWo, one Way memory 
partitions. 
[0021] FIG. 3 is a block diagram depiction of elements of 
another embodiment Where one memory partition has an 
embedded ?reWall, virus and malWare checking capability, 
and another memory partition has an embedded NID Driver 
functionality. 
[0022] FIG. 4 is a block diagram depiction of the elements 
of yet another embodiment With an object request broker 
linking several MILS partitions to a partitioning microkernel. 
[0023] FIG. 5 is a block diagram perspective of an embodi 
ment With a high assurance communications module con?g 
ured With a blended protection scheme With an integral Wire 
less module central processor. 
[0024] FIG. 6A is a block diagram perspective of one 
embodiment having a ho st system coupled to a multi-channel 
high assurance module in a Wireless con?guration and having 
a recon?gurable ?reWall. 
[0025] FIG. 6B is a block diagram perspective of a high 
assurance communications module con?gured With a 
blended protection scheme for a single channel With the ele 
ments of FIG. 6A integrated onto a motherboard. 

[0026] FIG. 7 is a block diagram depiction of elements of 
one embodiment With multiple processors linked to respec 
tive multiple MILS partitions and having read/Write connec 
tion to a partitioned memory consisting of multiple MILS 
partitions. 
[0027] FIG. 8 is a block diagram depiction of elements of 
another embodiment illustrating isolation of a WindoWs XP 
operating system by at least tWo inline memory partitions of 
high assurance components from a netWork interface device. 
[0028] FIG. 9 is a block diagram depiction of elements of 
still another embodiment illustrating isolation of a WindoWs 
XP operating system by one memory partition from a netWork 
interface device and by another memory partition from disk 
and USB drives. 
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[0029] FIG. 10 is a How chart illustrating steps of one aspect 
of the invention Where a boot kernel initiates in sequence, 
partitioning for security processes, conducting security pro 
cesses, partitioning for an operating system, and booting of an 
operating system. 
[0030] FIG. 11 is a How chart illustrating steps of another 
aspect of the invention Where packet data arriving on a net 
Work interface is delivered to a security process for verifying 
and decryption if required, and then delivered to a contained 
operating system. 

DETAILED DESCRIPTION 

[0031] The development of partitioning micro-kernels 
(PMK), especially the multiple independent levels of security 
(MILS) partitioning micro-kernels (PMK), has opened the 
Way to alloW for high assurance computing even Within loW 
assurance operating systems. 
[0032] Utilizing a MILS or MILS-like PMK, loWer security 
operating systems or processes can be contained by placing 
the environment Within its oWn memory partition. This pre 
vents any infections in the contained environment from 
effecting processes in other memory partitions. Furthermore, 
security functionality can be instantiated in a separate 
memory partition, capable of examining the state and 
memory of the loWer security operating system (LSOS) or 
loWer security process (LSP). As a result, malWare infections 
cannot hide from external inspection responsible for verify 
ing the integrity of the contained operating system. 
[0033] Using the PMK, all incoming communications and 
or data How Within the security partition prior to reaching the 
loWer security operating system contained in its memory 
partition. FireWalling and data inspection and other such pro 
tection mechanisms can take place Within this security parti 
tion(s). As a result, no matter the netWorking device attached 
to the computational system, the information can be protected 
before it ?oWs into the LSOS or LSP. 
[0034] The security partition can employ system and secu 
rity administration, inter-processor/netWork control How 
management and red/black recon?guration or it can be con 
tained in a second memory partition. Other con?gurations are 
Within the scope of the invention. At boot, a boot kernel Will 
insure that a PMK is instantiated and seiZes control of the host 
CPU(s). This may be analogous to a BIOS or EFI (Extensible 
Firmware Interface). 
[0035] Hereafter are described ?ve examples of high assur 
ance computing systems (HACS) of the invention, Which may 
be further characterized as high assurance Wired or Wireless 

computing systems (HAWCS). 

EXAMPLE 1 

[0036] This embodiment places protection mechanisms in 
a Wireless card/radio. This example utiliZes a combination of 
techniques including but not limited to high evaluation assur 
ance level or EAL components, partitioning micro kernels, 
ORBs, MILS and MILS-like technology, ?reWalls, data 
inspection systems, VPNs, encryption units and integrity dae 
mons. A partitioning microkernel is used to create memory 
partitions that contain and con?ne various running programs 
like applications and operating systems. These partitions can 
limit the external memory access of those processes running 
internal to memory in other partitions. 
[0037] For example, assume process A operates in partition 
A and process B operates in partition B. If both are separate/ 
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independent processes, then neither Would have read or Write 
access to each other’s memory addresses. This hardWare 
enforcement prevents malicious and or accidental transfer of 
information from one process to the next. Another possible 
function is Where process A is granted limited access rights 
into the memory partition of process B. Process A could have 
full read access into process B's partition, for the sake of 
examining B's state and health. It may then have Write privi 
leges for a very small memory section of process B's partition 
for Writing messages of state information to inform B of its 
health. One such example is Microsoft’s EAL 6+ Multiple 
Independent Levels of Security (MILS) partitioning micro 
kernel that offers strong enforcement of these partitions. The 
partitioning microkernel establishes these partitions and they 
are enforced via a hardWare MMU or some other such means 

of enforcement. Thus once established, they are di?icult, if 
not nearly impracticable, to bypass. 

EXAMPLE 2 

[0038] This example illustrates placing protection mecha 
nisms in a computer chipset. These protection mechanisms 
are similar but are not limited to those listed in the Wireless 
card/radio example. By placing these protection mechanisms 
into, for example, a computer motherboard’s chipset, all com 
munication passes through the chipset and thus all informa 
tion ?oWing into and out of the computer is protected. Fur 
thermore, the chipset is capable of examining the state of the 
computer’s memory and CPU, examining the operation of the 
current operating systems, looking for viruses, infections, 
root kits and other malicious softWare. 
[0039] The chipset can also monitor and enforce direct 
memory access (DMA). Prede?ned ranges of memory 
addresses are enforced, preventing DMA devices the ability 
to read and Write over memory indiscriminately. The pre 
de?ned ranges can be con?gured at boot by the BIOS and 
updated by processes like operating systems in the CPU dur 
ing and after boot. 

EXAMPLE 3 

[0040] This example illustrates extending the partitioning 
microkernel and protection mechanisms from the chipset into 
the CPU. This alloWs the tWo sections of the security layer to 
communicate, not only being able to identify problems With 
the host operating systems, but also strictly containing the 
soft OS (e.g. WindoWs XP, Linux) Within the partitioning 
microkernel on the host CPU. One such practice has the 
chipset boot ?rst; it then conducts a self examination and also 
examines the softWare for the CPU, and then starts, instanti 
ates or alloWs the security layer on the CPU to boot. This 
security layer can be a partitioning micro kernel, Where a 
hardWare MMU partitions the memory of the system and 
contains or isolates it to a loWer assurance operating system. 
Examples of such loWer assurance operating systems include 
but are not limited to those operating systems commonly 
available in the market such as Microsoft’s WindoWs family, 
Apples OSX and the various Linux distributions. 
[0041] The security layer can create a second memory par 
tition that Would operate various security sub system func 
tionalities speci?c for the contained operating system (COS). 
It can boot multiple COS’s; alloWing the user to sWitch 
betWeen different contained operating systems. 
[0042] It should be noted that When the security layer that 
contains a partitioning microkernel boots in the CPU, it Will 
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“seiZe” the CPU’s MMU, verify that no memory has been 
allocated and, if available, communicate With the mother 
board chipset and perform other self check functionality. A 
further embodiment creates a partition to act as a communi 
cation bridge betWeen the chipset and the CPU. This high 
assurance component takes over the responsibilities of ?lter 
ing/?reWall for all outgoing communications. On boot, it 
loads the required operating systems and programs. If there is 
more than one, it presents to the operator a list of available 
COS’s to boot. On selection of a COS or multiple COS’s, it 
sets up memory partitions for the COS’s and if available, 
memory partitions for a security subsystem tailored for the 
speci?c COS. It then loads or boots the security subsystem, 
veri?es it booted properly and then boots the desired COS. 
Furthermore, When the COS is selected by a user, the user can 
be asked What portion of the available memory is to be uti 
liZed. For example the user might select half the available 
memory for this COS. In this Way, a second COS can be 
booted later, running parallel to the ?rst COS and the security 
layers. 

EXAMPLE 4 

[0043] In this embodiment, there is a system Without a 
HAWCS motherboard chipset, Where all the HAWCS func 
tionality is ported into the CPU. Like the CPU/chipset con 
?guration, the CPU con?guration is similar except that it 
carries all protection functionality onboard. Thus, it ?lters 
incoming and outgoing data either Within the base security 
boot layer, in a separate communication partition or in a 
security subsystem partition for the speci?c COS. Thus in one 
implementation, the security layer boots ?rst, seiZes control 
of the systems hardWare MMU, creates a memory partition 
and Within it, boots the communication control and protection 
security subsystem. 
[0044] It then creates tWo more partitions, one being the 
security subsystem, a specially tailored set of processes that 
has read and potential Write access to some, if not all of the 
select COS’s memory partition. These processes contain 
virus, root kit, spyWare and malWare detection mechanisms. 
These processes are started, verify proper functioning, and 
get updates for detection lists before the primary COS is 
booted. Once all the security layers are established, then the 
COS is alloWed to boot. 
[0045] In other embodiments, the security layer traps cer 
tain inputs, like a speci?c key sequence that calls up a boot 
menu, and if memory is available, alloWs the booting of 
another Contained Operating System (COS). Another 
embodiment alloWs movement betWeen the different COS’s. 
Yet another embodiment has a small application that runs in 
each COS, Where it alloWs the user to select the COS they 
Want to sWitch to. This small program reads a memory space 
that the security layer Writes to, and provides information 
about the available COS’s running. When a user selects a 
different COS, the application Writes a message in its 
memory, the security layer sees this message, sWitches the 
user’s vieWed COS, and then clears the memory Written to. 

EXAMPLE 5 

[0046] Another architecture embodiment includes a multi 
CPU system. This example includes but is not limited to a 
dual core CPU, multi CPU computer and embedded, multi 
CPU systems, optionally With globally shared memories. In 
this system, the security layer ?rst boots up on one of the 
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CPUs. It then partitions the memory for the various proces 
sors and processes and then the other CPUs boot Within their 
de?ned memory partitions. There are several variants to this 
embodiment. When the ?rst CPU boots With its security 
layer/kernel, it can query the security layers of the various 
CPUs, requesting hoW much memory and What con?gura 
tions they need. It can also already have in its access, a 
precon?gured memory allocation list that it can act upon. The 
primary boot kernel can then allocate the memory partitions, 
?xing their addresses, siZes, and operations, i.e. Who has 
read/Write access, and then inform the various CPU’s of their 
allocations. 

[0047] The main CPU can also communicate this informa 
tion to a centraliZed memory controller that can then limit and 
contain the memory each CPU has access. Another embodi 
ment has the primary CPU signaling the memory limitations 
to the slave CPU by informing their MMU directly. In the last 
tWo cases, the slave CPUs then have no concept that their 
memory has been contained or partitioned, they only have 
knowledge of the memory set aside for it. Lastly, the indi 
vidual process partitions can be set up by the primary CPU 
setting up the memory partitions, or the primary CPU can just 
allocate/partition a section of memory to each subservient 
CPU and then a security layer/kernel on each of those CPU’s 
then con?gures its oWn memory partitions for the processes 
as needed. 

[0048] Still another embodiment provides for the case of a 
failure for the primary CPU, Where a succession of CPUs is 
laid out for backup. Yet still another variant provides for 
multiple, independent CPU’s Where there is no governing 
CPU, as each CPU has its oWn security layer and sets up and 
requests memory partitions, launching its oWn set of pro 
cesses. There may be ?xed or self-teaching housekeeping 
rules or algorithms by Which the independent CPU’s co-exist 
and co-function independently, With high assurance, on the 
same platform. 

[0049] One interesting variant of the multi-CPU embodi 
ments provides for a single CPU With a security layer that 
instructs a memory controller as to Which CPUs have access 
to certain memory sections. In this Way, a single security layer 
partitions the memory for multiple CPUs While the CPUs are 
running legacy operating systems. The COS’s on the other 
CPUs boot up and see only the memory that they have been 
con?gured for; their main memory for operation and a shared 
set of memory for DMA or other data sharing memory sec 
tions. The processes running on the respective CPU’s have no 
Way of Writing to or corrupting the memory for other CPU’s. 

[0050] In a multi or multicore CPU (e.g. dual core, quad 
core) system, the security layer canbe in multiple cores/CPUs 
or in just a single core/CPU, as long as it boots ?rst and 
partitions memory, starting the protection processes (?re 
Walls, virus checkers, etc.) before starting the respective 
COS’s. 

[0051] One con?guration is Where a security layer is ?rst, 
providing the basis of a partitioning microkernel. An example 
of such a con?guration is a MILS kernel. This microkernel is 
an EAL high (4+) kernel that leverages a MMU to enforce 
memory partitions for the various processes operating on top 
of it. A second layer can be a MILS-like Object Request 
Broker (ORB); and a third layer can be IP ?ltering mecha 
nisms like ?reWalls, data inspection (virus, malWare), spam 
?ltration systems and more. Another layer may focus on 
process control and recon?guration. 
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[0052] According to one embodiment of the invention, the 
system separates these functions of protection and places 
them in betWeen the likely sources of attack and the loWer 
security operating systems and environments. These protec 
tion mechanisms are placed Where the softer operating sys 
tem/ environment cannot access them directly. Since the main 
or soft operating system can be compromised, this system 
architecture limits the possibility of compromising the pro 
tection mechanisms. 

[0053] Referring noW to FIG. 1, according to some embodi 
ments of the invention, VPN, ?reWall, virus checking and 
other ?ltering functions are conducted on data prior to its 
?oWing into an operating system. This can be enforced in the 
HAWCS architecture. FIG. 1 shoWs an example of hoW data 
can ?oW into a system, enforcing inline processing. First, data 
comes in to the NetWork Interface Card or other such device. 
UtiliZing DMA, the NetWork Interface Device 1 Writes the 
data into the ?rst memory partition 2 that the NIC has Write 
access to. The various checking functions 12 like virus check 
ing, ?reWall, etc., contained in their oWn partition 3, then 
examine the packet/ data and if everything is satisfactory, then 
copies the data from memory partition 3 into memory parti 
tion 4. For data in this second memory partition 4, the target 
COS’s driver 11, contained in partition 5, reads the informa 
tion. In other Words, the data cannot ?oW from netWork inter 
face device 1 into the memory partition 5 for the WindoWs XP 
COS 10 to read until the HAWCSTM processing 12 takes place 
on the data set and then moves it over into the prescribed 
readable memory section. 

[0054] To illustrate the general case represented by FIG. 1, 
a user of the contained soft OS pings an external machine. As 
the ping UDP packet comes back, it ?rst enters the NIC from 
the netWork (be it Wired or Wireless), and the NIC Write the 
packet into the memory to Which it has Write permissions. The 
security functions then examine the packet, checks that it has 
no viruses, is not malformed and that the UDP packet is OK 
to pass though the ?reWall. After it passes all checks, it is then 
Written into the memory partition for the “soft” Contained OS 
(COS) and the COS driver is signaled that it has data to read. 
The COS driver reads in the data and then processes it though 
its IP stack. If the security checks on the memory buffer do not 
pass, various different actions can be taken from dropping the 
packet to informing the target OS of a found attack. 

[0055] Referring noW to FIG. 2, there is illustrated a case of 
inline processing utiliZing closer to Zero copy capabilities. In 
this case, all memory access happens Within a single memory 
partition. The NetWork Interface Device 1 Writes data into a 
“buffer” in a special memory partition 2. The HAWCSTM 
processing function 12, residing Within partition 3, then locks 
the “buffer” partition 2 so that the NetWork Interface Device 
1 can no longer Write to it. Function 12 then checks the data 
for viruses, malWare, ?reWall and/ or other security function 
ality. If and after the checks pass, the HAWCS processing 
function 12 then unlocks buffer memory 2 so the “soft” COS 
10 in partition 5 can then read the data, inform the target 
COS’s driver 11 that the data is available (e. g. trigger an 
interrupt or Writing to a memory section that is being polled, 
etc.). The target COS netWork device driver 11 performs 
processing on memory 2 and then informs the HAWCSTM 
processing function 12 that it is ?nished (e.g. marking a 
memory byte to “done” or other signaling technique). The 
HAWCS processing function 12 then sets memory partition 2 
so that the target COS can no longer can read that memory 
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section and so the network interface device 1 can Write to it. It 
then marks the buffer available for network interface device 1 
to Write to. 

[0056] To increase potential throughput, n number of 
memory partitions, e.g. partitions 4 and 6, can be added so 
that While one partition is being used, another is available. 
Further, certain partitions can be designated for outgoing data 
(Where netWork device driver 11 has Write access and the 
netWork interface device 1 has read access) or incoming data. 
[0057] The handling of these memory partition queues can 
be controlled by the partitioning kernel (not depicted). The 
netWork interface device requests from the kernel a buffer. 
The kernel veri?es that the NID has Write privileges for the 
requested buffer. The kernel then gives the NID a pointer, or 
object associated With an available memory partition (e.g. 
partition 2, 4 or 6) and no other process Will have access to that 
partition until the NID has ?nished its Write and releases the 
“lock” on the buffer back to the kernel. The kernel then 
informs HAWCSTM processing function 12 that data is avail 
able and grants it read and Write permissions. LikeWise, 
HAWCSTM processing function 12 can be pending, Waiting 
for access to the partition and Will only have access once the 
prior lock has been released. FireWall, virus and or malWare 
checking function 12 then inspects the data, veri?es its integ 
rity and access capabilities. If all checks are passed, it then 
relinquishes its read/Write access on the partition and the 
kernel informs the COS 10 that data is available. The COS is 
then able to read the data in and process it. In other Words, the 
kernel can impose a series or sequence of “locks” on memory 
partitions, that permits a coordinated a set of processing steps 
to be applied to the data before it is delivered to the COS 10. 
The changing of the read/Write capabilities of certain memory 
locations is controlled by the HAWCS processing function 12 
through requests sent to the PMK that then enforces these 
requirements through the processor’s MMU. 
[0058] Referring noW to FIG. 3, there is illustrated in accor 
dance With the invention the utiliZation of middleWare, in this 
case an Object Request Broker ORB 31, to move data among 
the various memory partitions. In this example, data coming 
into NID 1 is handled by the NID Driver 14, Which makes an 
ORB 31 call to push (or pull) the data to the ?reWall, virus and 
malWare checking function 12. Once checking is complete, 
the checking process(es) function 12 then pushes the data via 
ORB (31) and makes a call to netWork device driver 11 for 
?nal delivery to the WindoWs XP COS 10. LikeWise, data can 
?oW doWn from the WindoWs XP COS 1 0 in a reverse manner, 
as illustrated in FIGS. 4, 6 and 7. 

[0059] One attack in a soft operating system that is dif?cult 
to counter is the attack from a root kit. This type of attack is 
able to hide itself Within or along side the operating system, 
rendering virus checking mechanisms Within the operating 
system Worthless. Since these types of defensive mechanisms 
rely on the underlying OS for their detection methods (for 
example, “list all processes”) a root kit is able to subvert those 
calls, ?lter out the information it does not Want discovered 
and only return the information it Wishes. Thus the protection 
processes, and the user, canbe fooled into thinking everything 
is functioning properly. 
[0060] HoWever, one solution to the root kit problem in 
accordance With the invention is to place the protection 
mechanisms outside of the OS and limit the OS’s ability to 
Write and/or read into the partitions that contain the protec 
tions processes. Thus, a memory partition containing a virus 
checking softWare might have read and Write access to the 
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COS’s memory partition, but the COS Would have no read or 
Write capabilities on the virus checking systems memory. 
Accordingly, an infection in the COS Will not affect the virus 
protection system, nor the underlying security layers and 
kernel. The external virus checking processes can examine 
the COS memory, actively looking for virus, malWare and or 
other unauthoriZed processes. The virus checking system, if a 
potential virus is found, can halt the COS from further pro 
cessing and, for example, initiate processing that informs the 
user of a potential virus infection, asking the user if they Wish 
for an attempt to automatically ?x the problem, reboot and 
attempt to remove the virus, disable the netWork interface, 
continue operating or other such remedial action. Such high 
assurance processing can also Work in conjunction With pro 
cesses running inside the COS, thus providing a bridge of 
information to virus, malWare, etc checking systems inside 
the COS. The alerting or informing action can include 
informing a central netWork monitoring system and/or 
administrators. 

[0061] Referring noW to FIG. 4, there is illustrated one 
embodiment of a HAWCS system Within a single CPU. This 
architecture may be running inside a radio core, like a Wired 
or Wireless modem in PCI, PCMCIA or other form factor or 
on a cell phone, desktop, laptop, PDA or other such comput 
ing device. In such a system, processing and protection code 
like IP Stacks, modem code, and protection mechanisms like 
?ltering and ?reWalls can exist in contained memory parti 
tions 410. In the case that this architecture is running on a 
device, like a laptop, desktop, PDA, cell phone, primary CPU, 
etc., one or more partitions 410 contain the system’s operat 
ing system, eg WindoWs, Linux, etc. The MILS or MILS 
like ORB 420 provides communication and middleWare set of 
services at a very high EAL trust level. The MILS or MILS 
like partitioning microkernel PMK 430 is responsible for 
setting up and enforcing the memory partitions, With isolation 
and containment as described previously. The PMK can be 
instantiated by a boot kernel 440, Whose function is to estab 
lish system integrity (of memory, CPU, poWer, etc.) and then 
booting PMK 430. Such functionality can be found in a 
system BIOS. 
[0062] In one of these memory partitions 410 there exist 
protection mechanisms such as ?reWalls, ?lters and virus or 
malWare checkers. These functions check all incoming data 
streams (netWork data for example) prior to them being 
routed to the operating systems running in adjacent memory 
partitions. The protection mechanisms also check all outgo 
ing data streams similarly. Lastly, these protection mecha 
nisms can operate on the active memory for a target operating 
system in another memory partition. Furthermore, these 
mechanisms can exist in the same partitions or in their oWn 
partitions. Also, these processes can leverage security mecha 
nisms found in trusted platform modules (TPM). 
[0063] It is Within the scope of the invention to have one 
such partition With a set of protective processes that act as an 
interface to a TPM chip; being able to leverage the PMK 
partitioning that alloWs for the containment and separation of 
higher security classi?cations, so that similar functionality 
can be leveraged With TPM. A set of TPM processes can 
operate inside a memory partition, thus being able to leverage 
the higher processing capabilities of the CPU and the security 
functions of the TPM. 

[0064] Referring noW to FIG. 6A, an embodiment of the 
invention is illustrated having a tWo channel high assurance 
plug-and-play Wireless communication module 500, such as 
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PCMCIA, CF or mini-PCI form factor, or other such PC 
cards. This embodiment implements a Red/Black isolation 
system similar to that used in military radios, and it is also 
possible to execute this embodiment in a one channel, or 
multi-channel card. In this embodiment, there are tWo differ 
ent Waveforms for illustrative purposes, namely IEEE 802.1 1 
a/b/ g (WIFI) and BlueTooth (BT). Components may include 
Plug and Play module 535, Red PCI Bus 540, Red CPU 545, 
as Well as the recon?gurable ?reWall 560, Black PCI Bus 565, 
modern #1 570, modern #2 575, transceiver #1 580, trans 
ceiver #2 585, and the Black CPU 590. These components 
may be implemented on a single platform such as ASIC or a 
?eld-programmable gate array (FPGA) device, for example a 
Xilinx II Pro, Which combines recon?gurable logic gates, I/O 
transceivers, general purpose processor core(s) and memory 
interfaces. Alternatively, a combination of FPGA, DSP, and 
WIFI or BT chipsets may be employed. It should be readily 
apparent that the communications channels do not have to be 
Wireless. Furthermore, the channels can be software recon 
?gurable. 
[0065] Antenna #1 596, modern #1 570 and transceiver #1 
580 comprise the WIFI set, and in some instances the modem 
570 and transceiver 580 may be integrated into a single inte 
grated chipset. Antenna #2 597, modern #2 575 and trans 
ceiver #2 585 comprise the BT set, and in some instances 
modem #2 575 and transceiver #2 585 may also be combined 
into a single integrated chipset. The modems 570, 575 con 
nect to the Black PCI bus 565, Which in this example is a PCI 
bus, but could also be implemented With other bus structures 
and techniques, such as sWitched fabrics. The modems 570, 
575 and transceivers 580, 585 may optionally be softWare 
recon?gurable, as Would be the case in a softWare de?ned 
radio (SDR), Where recon?guration is performed by the 
Black CPU 590 Which doWnloads veri?ed softWare from the 
Red CPU 545 via the Red PCI bus 540 (or other suitable bus 
structure), ?reWall 560, and Black PCI bus 565. 
[0066] The Black CPU 590 With memory RAM 595 hosts 
the modems 570, 575. In addition, if encryption is employed 
to secure the data as in some VPNs, Black CPU 590 also 
generates the public and private keys and performs the Black 
side processing. The Black CPU 590 can be protected by 
computer security softWare in the manner of the invention, 
including, for example, a softWare ?reWall and anti-virus 
programs. 

[0067] Black data from modems 570, 575 is sent to/from 
recon?gurable ?reWall 560, Which in one embodiment is 
implemented in a FPGA. Recon?guration of ?reWall 560 to 
adapt to changing security threats, update algorithms, or ?x 
bugs, is performed from the Red side by Red CPU 545 via the 
Red PCI bus 540. The Red CPU 545 together With memory 
RAM 555 manages Red side security functions Which include 
key generation, Red side encryption/ decryption, netWork 
address translation (NAT), port address translation (PAT), 
Internet routing, management of demilitariZed Zone (DMZ) 
router functions, detection of port scanning, packet ?ltering 
and threat signature detection, and concealment (stealth) of 
unused ports. The Red CPU 545 can also be protected by 
anti-virus and ?reWall softWare in the manner of the inven 
tion. In addition, the Red CPU 545 is made to be self-booting 
by virtue of diagnostic and high assurance kernel softWare, 
and stored in the ?ash memory 550, Which also includes 
plug-and-play support of the plug-and-play/hot sWap PCI 
adapter module 535 or other suitable plug-and-play/hot sWap 
interface. A log ?le of detected attacks and other key security 
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incidents such as doWnloads are also logged and stored on 
both ?ash memory 550 and host system hard disk 520. 
[0068] The host system includes host CPU 505, PCI bus 
510 or other bus structure, memory module 515, hard disk 
520, and security module/netWork interface bridge 525. The 
host system provides certain services to the high assurance 
Wireless system, including storage of applications, ?reWall 
and modem softWare used for re-boots, event logging, and 
hosting of system softWare including high assurance object 
request broker (ORB) middleWare, and core frameWork (CF) 
softWare based on a softWare communications architecture 
(SCA). In instances Where the high assurance Wireless system 
is embedded Within a mobile device, such as in a Wireless 
PDA or smart phone, or Intel Centrino equipped laptop com 
puter, certain variations of the architecture may be appropri 
ate. For instance, the ?reWall function 560 may be moved to 
the secure bridge 525, and plug-and-play adapters 530 and 
535 can be replaced With a PCI bridge (not shoWn). 
[0069] Referring noW to both FIGS. 6A and 6B, in other 
embedded installations, further simpli?cation is possible if 
all components are mounted on the motherboard. For 
example, Red CPU 545 can be eliminated and its functions 
assumed by the host CPU 505; module RAM 555 can be 
eliminated and its functions assumed by the host RAM 515; 
?ash memory 550 can be eliminated With log ?les only being 
Written to hard disk 520; and Red PCI bus 540 can be elimi 
nated With ?reWall 560 connecting directly to host PCI bus 
510. Architecture for such an embedded application is illus 
trated in FIG. 6B. Note that this embodiment can be extended 
to multi-channel embodiments, just as shoWn in FIG. 6A. 
[0070] This means that the Red core’s “security kernel” or 
“high assurance kernel” is brought into the host CPU. An 
example of such a kernel is a partitioning kernel, similar but 
not limited to MILS and MILS-like kernels. As a result, all 
security functions like virus checking and ?reWalling, can be 
moved into the ho st CPU in accordance With the invention. By 
containing the protection mechanisms Within the partitions, a 
data ?oW can be imposed that can not be bypassed, thus 
achieving an inline netWork ?oW. Thus, the methodology of 
the invention builds a system on top of layers of security and 
does not attempt to incorporate security features as an after 
thought. In the con?gurations of FIGS. 6A and 6B, as 
described above, separating betWeen the “red” main CPU and 
the “Black side” PCI, USB and other external busses can be 
the motherboard’s chipset. This chipset can host ?reWalling 
and other protection capabilities typically found in the 
“Black” and or “Red” cores. In this case, the “Black core” can 
also be the controller for the various busses, and a ?xed 
implementation device. This Would place all protection 
mechanisms on the Red core, or in this case, the Red CPU. 
These protection mechanisms are all Within the scope of the 
invention. 
[0071] FIG. 6A illustrates the removal of the “Red” core 
and usage of the CPU for such protection processes and 
security/ high assurance kernels. In this ?gure, recon?gurable 
?reWall 560 can be implemented on a motherboard’s chipset 
that Works in conjunction With the “red” CPU protection 
mechanisms. This is also described in Example 3 above. FIG. 
6B is an extension of this and is described in Example 4 Where 
the high assurance kernel’s functions are used to maintain 
isolation and enforcement of data/information ?oW. Given 
that the CPU can host all “red” core radio functionalities, as 
shoWn in FIG. 5, it is evident that in a commercial variant, 
“Red” and “Black” core functionalities could be combined 
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into a single core. With FIG. 6B teaching that Red code 
functionality can be moved into the Host/computer’s main 
CPU and FIG. 5 teaching that both Red and 
[0072] Black functionality can be contained in the same 
processing module, so can a host CPU contain HAWCS by 
itself. 
[0073] Referring noW to FIG. 7, there is illustrated an 
embodiment of the invention in the form of a multi processor 
system utiliZing a globally shared memory. In this possible 
scenario, the HAWCS boot kernel 790 loads into processor 
711 before any other processor 712, 713, etc. is alloWed to 
boot. The PMK on processor 711 then partitions all the 
memory space 750 for the various processes that Will be 
running on the different processors. MILS partitions 1-p, 
701-707, have access to their designated respective memory 
partitions 721-727. 
[0074] A variation of the FIG. 7 embodiment provides that 
after the security layer boots on processor 711, a “slave” 
security layer can boot on each of the other various processors 
712, 713, etc. Each slave layer is given its allocation of 
memory and the slave layer is then responsible for allocating 
the various partitions for the different processes running on its 
oWn CPU. 

[0075] Yet another variation of FIG. 7 provides that When 
processor 711 boots up, it sets up all partitions for the various 
other processors, Whether it be the individual partitions for 
the various processes or just a single partition for the Whole 
processor. This alloWs for non-PMKs to boot on the different 
processors, but still be limited and contained by the PMK 
imposition of the memory partitions and boundaries. Thus 
processor 2-n, 712, 713, etc., look to see What memory is 
available and Will not see the entirety of memory, just the 
memory that has been allocated for it. As a result, non-PMK 
processes and kernels can be contained With no modi?cations 
to their code base so long as su?icient memory is allocated for 
their respective usages. 
[0076] Referring noW to FIG. 8, there is illustrated for one 
embodiment the How of data When a trusted platform module 
(TPM) is available. TPM is a published speci?cation and the 
generic name for a chip, usually on a motherboard, that pro 
vides the ability to securely store information like crypto 
keys, remote attestation, random number generation, key 
generation, digital signatures, binding of information and 
sealing (encryption/decryption) of data. A separate partition 
821 containing HAWCS-TPM interface process 805, can be 
added to the system so as to interface With TPM 811, abstract 
ing aWay various functions of the TMP. One such result is that 
disk interface encryption/decryption process 808 Within this 
partition can exist in the data?oW betWeen the target COS 802 
in its partition 820, and a hard drive 809, thus encrypting and 
decrypting data for the user, separate from the OS. Thus after 
a user is authenticated, Which process 808 running in partition 
821 can optionally be con?gured to help With, all reads and 
Writes to the drive(s) 809 are encrypted by process 808 With 
no special drivers 804 installed on the target COS 802. In 
some embodiments, standard disk drivers are enhanced to be 
knoWledgeable about the partitions, thus enhancing security 
and performance. 
[0077] A further extension of the FIG. 8 embodiment 
includes providing an inline cyrpto/infosec possessing 807 
that can be used to help establish secure VPNs like IPSEC, 
HAIPE, by providing the inline encryption and decryption of 
data, leveraging the TPM. Data coming in from netWork 
interface device NID 810 ?rst ?oWs into memory partition 
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822 containing a device driver 813 for the NID and a ?reWall 
and possibly virus and malWare checking processes 812. 
Once the data passes the various protection checks, the data is 
then processed by the crypto/infosec processing 807 con 
tained in separate memory partition 821. This processing can 
be decrypting an IPSec stream. After processing in crypto/ 
infosec processing 807, the data is then handled by a second 
set of ?reWall, virus and malWare checking 806. This set of 
checking can be contained in its oWn isolated memory parti 
tion. After passing the checks, the data is then passed on to or 
made available to the intended WindoWs XP COS 802's net 
Work device driver 803, that then passes it to the IP Stack and 
application Within WindoWs XP COS 802. 
[0078] Still referring to FIG. 8, netWork data ?oWing out of 
the computer, ?oWs doWn the same path, though the same set 
of protection mechanisms. Data travels from an application or 
process running in the WindoWs XP COS 802, to netWork 
device driver 803 and then passes to the next memory parti 
tion to the ?reWall, virus and malWare checking 806. If it 
passes the checks, it is then sent to the crypto/infosec process 
807 Where, if it matches the rule set, is encrypted into a 
VPN-like IPSec. Next, the data passes through the last set of 
?reWalls 812 before being sent to the device driver 813 and 
then NID 810. 
[0079] NID Device Driver 813 can optionally be eliminated 
for certain devices. One example is a netWork device that 
handles automatically all OSI layer 1 and 2 information With 
only a feW messages being sent from COS 802 and the device 
through DMA, memory access that is examined and moni 
tored by the HACWSTM protection processes 805. 
[0080] Both the crypto/infosec processing 807 and the Disk 
Interface Encryption/Decryption 808 can access TPM 811 
for, but not limited to, key signing, storage, retrieval and 
random number generation. 
[0081] Still referring to FIG. 8, it should be noted that all 
processes running in memory partitions imposed by PMK 
830 are operating Within a possible single to multi-unit CPU 
system as has been described herein. Object request broker 
ORB 831 may be employed for moving data betWeen parti 
tions and processes. It should be further noted that this meth 
odology can also provide protection for multiple running 
instances of various target COS’s 802. This can be multiple 
instances of the same COS or of various different COS’s. 

[0082] It should be further noted that the disk encryption 
capabilities/ functions can be broken aWay from the 
HAWCSTM processing. It can be placed in its oWn memory 
partition, it can be provided independent, alone or Without 
HAWCSTM processing. It is included in FIG. 8 for simplicity 
but can be developed and deployed independent of the 
HAWCSTM data How architecture shoWn. 
[0083] Referring noW to FIG. 9, there is illustrated another 
variation of the How of data When a trusted platform module 
TPM is available. A separate partition 921, containing the 
HAWCS processes 905 interfaces to TPM 911, abstracting 
aWay the various functions of the TMP for netWork level 
encryption of data by ?reWall, virus and malWare checking, 
cyrpto/infosec processes 906. Another memory partition 922 
is present in the data stream betWeen the target COS 902 in its 
partition 920, and hard drive 909, Where disk interface 
encryption decryption process 908 resides. Process 908 pro 
vides capability for encrypting and decrypting data for the 
user. Thus after a user is authenticated, all reads and Writes to 
drive(s) 909 are encrypted by processes 908 With disk device 
drivers 904 installed on the target COS 902. As in other 










