
US 20100329568A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2010/0329568 A1 

Gamliel et al. (43) Pub. Date: Dec. 30, 2010 

(54) NETWORKED FACE RECOGNITION 
SYSTEM 

(75) Inventors: Avihu Meir Gamliel, Pardes-Hana 
(IL); Shmuel Goldenberg, 
Ness-Ziona (IL); Felix Tsipis, 
Ma’alei Adomim (IL); Yuri 
Kheifetz, Tel-Aviv (IL); Ester 
Freitsis, Ashdod (IL) 

Correspondence Address: 
The Law Of?ce of Michael E. Kondoudis 
888 16th Street, N.W., Suite 800 
Washington, DC 20006 (US) 

(73) Assignee: 

(21) Appl.No.: 

(22) PCT Filed: 

(86) PCT No.: 

§ 371 (0X1), 
(2), (4) Date: 

C-TRUE LTD., Rehovot (IL) 

12/919,092 

Jun. 24, 2009 

PCT/IB2009/052722 

Aug. 24, 2010 

Related US. Application Data 

(60) Provisional application No. 61/133,711, ?led on Jul. 2, 
2008. 

Publication Classi?cation 

(51) Int. Cl. 
G06K 9/46 (2006.01) 

(52) U.S. Cl. ...................................................... .. 382/190 

(57) ABSTRACT 

A networked system for face recognition, the system com 
prising: a face veri?er, con?gured to verify compliance of a 
face in an image With at least one prede?ned criterion, and 
upon successful veri?cation of the compliance, to forWard the 
image for feature extraction, a feature extractor, associated 
With the face veri?er, con?gured to extract a feature from the 
forWarded image; and a face identi?er, communicating With 
the feature extractor over a network, con?gured to receive the 
extracted feature and identify the face in the forWarded image, 
using the extracted feature. 
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NETWORKED FACE RECOGNITION 
SYSTEM 

FIELD AND BACKGROUND OF THE 
INVENTION 

[0001] The present invention relates to face authentication 
and recognition and, more particularly, but not exclusively to 
a networked system for automatic and remote face authenti 
cation and recognition. 
[0002] In recent years, identity theft has become one of the 
fastest growing crimes in the world. 
[0003] Identity theft is a criminal fraud that involves some 
one pretending to be someone else in order to steal money or 
get other bene?ts. A person whose identity is used can suffer 
various consequences when he or she is held responsible for 
the perpetrator’s actions. 
[0004] Identity theft includes, but is not limited to business/ 
commercial identity theft (using another’s business name to 
obtain credit), criminal identity theft (posing as another when 
apprehended for a crime), ?nancial identity theft (using 
another’s identity to obtain goods and services), identity clon 
ing (using another’s information to assume his or her identity 
in daily life), and medical identity theft (using another’s infor 
mation to obtain medical care, drugs, or access to sensitive 

medical records). 
[0005] In many countries speci?c laws make it a crime to 
use another person’s identity for personal gain. However, 
neither laws nor traditional authentication methods (such as 
passwords or identity cards) have proved useful in preventing 
identity theft by sophisticated criminals. 
[0006] Many institutions turned to biometric methods for 
prevention of identity theft crimes. 
[0007] For example, U.S. Pat. No. 5,930,804, to Yu et al., 
?led on Jun. 9, 1997, describes a method for biometric 
authentication of individuals involved in transactions 
employing the Internet. 
[0008] Many governments and international organizations 
have chosen face recognition as a primary biometric identi 
?cation method, to base systems for prevention of identity 
theft crimes on, as well as for other cases where authentica 
tion of a person’s identity is crucial, say for controlling access 
to classi?ed information. 
[0009] In recent years, automatic face recognition is in 
rapid growth, due to computational and algorithmic improve 
ments, growth in need for authentication or veri?cation in the 
“global village” and the need for preventing frauds. Given a 
growing need to ease password management, and to use con 
trol service access (such as web bank accounts access, medi 
cal personal information access, and native access control 
services), border control and ID services, face recognition has 
become one of the promising and preferred technologies. The 
growing popularity of face recognition also stems from the 
non-intrusiveness of face recognition, and from face recog 
nition’s being easy to use and relatively free of regulative 
constraints. 
[0010] For example, U.S. Pat. No. 7,050,608, to Dobashi, 
?led on Mar. 7, 2002, entitled “Face image recognition appa 
ratus”, discloses a face image recognition apparatus. 
Dobashi’s face image recognition apparatus includes a regis 
tration information holding section in which a reference fea 
ture amount of the face of at least one to-be-recogniZed per 
son is previously registered. 
[0011] The feature amount of the face is extracted from a 
face image input via an image input section by use of feature 
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amount extracting section. A recognition section determines 
the recognition rate between the extracted feature amount and 
the reference feature amount registered in the registration 
information holding section. A feature amount adding section 
additionally registers the feature amount extracted by the 
feature amount extracting section as a new reference feature 
amount into the registration information holding section 
when it is determined that the determined recognition rate is 
lower than a preset value. 

[0012] Us. Pat. No. 7,221,809, to Geng, ?led on Dec. 17, 
2002, entitled “Face recognition system and method”, dis 
closes a method of automatically recogniZing a human face. 
The method described by Geng includes developing a three 
dimensional model of a face, and generating a number of 
two-dimensional images based on the three-dimensional 
model. The generated two-dimensional images are then 
enrolled in a database and searched against an input image to 
identifying the face of the input image. 
[0013] Security screening involves capturing images of 
people in public places and comparing them to images of 
persons who are known to pose security risks. One prime 
example of security screening is its use at airport security 
checkpoints. 
[0014] For example, U.S. Pat. No. 5,164,992, to Turk, ?led 
on Nov. 1, 1990, entitled “Face Recognition System”, 
describes a recognition system for identifying members of an 
audience. 

[0015] The system described by Turk includes an imaging 
system which generates an image of the audience and a selec 
tor module for selecting a portion of the generated image. 
Turk’s system further includes a detection means which ana 
lyZes the selected image portion to determine whether an 
image of a person is present, and a recognition module 
responsive to the detection means for determining whether a 
detected image of a person identi?ed by the detection means 
resembles one of a reference set of images of individuals. 

[0016] Us. patent application Ser. No. 10/719,792, to 
Monroe, ?led on Nov. 21, 2003, entitled “Method for incor 
porating facial recognition technology in a multimedia sur 
veillance system”, discloses facial recognition technology 
integrated into a multimedia surveillance system for enhanc 
ing the collection, distribution and management of recogni 
tion data by utiliZing the system’s cameras, databases, moni 
tor stations, and noti?cation systems. 
[0017] Us. patent application Ser. No. 11/450,581, to 
Chen et al., ?led on Jun. 12, 2006, entitled “Three-dimen 
sional face recognition system and method “, describes a 
three dimensional (3D) face recognition system. 
[0018] Chen’s system has a ?rst data storing module for 
storing three dimensional (3D) face model data and two 
dimensional (2D) face image data, an input unit for inputting 
3D face model data and 2D face image data, a signal conver 
sion module for converting analog data of the 3D face model 
data and 2D face image data to digital data, and a second data 
storing module for storing the digital data. 
[0019] Chen’s system further includes a micro-processing 
module for analyZing geometric characteristics of points in 
the 3D face model data stored in the ?rst and second data 
storing module to determine feature points of the 3D face 
model data, and assigning different weight ratios to feature 
points. Chen’s system further includes a comparison module 
for comparing the feature points stored in the ?rst and second 
data storing module, during which different geometric char 
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acteristics being given different Weight ratios, and calculating 
relativity betWeen the feature points to obtain a comparison 
result. 

SUMMARY OF THE INVENTION 

[0020] According to one aspect of the present invention 
there is provided a netWorked system for face recognition, the 
system comprising: a face veri?er, con?gured to verify com 
pliance of a face in an image With at least one prede?ned 
criterion, and upon successful veri?cation of the compliance, 
to forWard the image for feature extraction; a feature extrac 
tor, associated With the face veri?er, con?gured to extract a 
feature from the forWarded image; and a face identi?er, com 
municating With the feature extractor over a netWork, con?g 
ured to receive the extracted feature and identify the face in 
the forWarded image, using the extracted feature. 
[0021] According to a second aspect of the present inven 
tion there is provided a netWorked system for face recogni 
tion, the system comprising: a face veri?er, con?gured to 
verify compliance of a face in an image With at least one 
prede?ned criterion, and upon successful veri?cation of the 
compliance, to send the image over a network; a feature 
extractor, communicating With the face veri?er over the net 
Work, and con?gured to receive the sent image and extract a 
feature from the received image; and a face identi?er, asso 
ciated With the feature extractor and con?gured to identify the 
face in the received image, using the extracted feature. 
[0022] According to a third aspect of the present invention 
there is provided a networked system for face recognition, the 
system comprising: a face veri?er, con?gured to verify com 
pliance of a face in an image With at least one prede?ned 
criterion, and upon successful veri?cation of the compliance, 
to send the image over a ?rst netWork; a feature extractor, 
communicating With the face veri?er over the ?rst netWork, 
con?gured to receive the sent image, extract a feature from 
the received image, and sent the extracted feature over a 
second netWork; and a face identi?er, communicating With 
the feature extractor over the second netWork, con?gured to 
receive the extracted feature and identify the face in the 
received image, using the extracted feature. 
[0023] According to a fourth aspect of the present invention 
there is provided a netWorked system for face recognition, the 
system comprising: a face veri?er, con?gured to verify com 
pliance of a face in an image With at least one prede?ned 
criterion, and upon successful veri?cation of the compliance, 
to send data comprising at least a part of the image over a 
netWork; and a face identi?er, communicating With the face 
veri?er over the netWork, con?gured to receive the sent data 
and identify the face, using at least a part of the received data. 
[0024] According to a ?fth aspect of the present invention 
there is provided a netWorked system for face recognition, the 
system comprising: a face veri?er, con?gured to verify com 
pliance of a face in an image With at least one prede?ned 
criterion, and upon successful veri?cation of the compliance, 
to send data comprising at least a part of the image over a 
netWork; and a face database updater, communicating With 
the face veri?er over the netWork, and con?gured to receive 
the sent data and update a face database With at least a part of 
the received data. 
[0025] According to a sixth aspect of the present invention 
there is provided a netWorked system for face recognition, the 
netWorked system comprising: a face veri?er, con?gured to 
verify compliance of a face in an image With at least one 
prede?ned criterion, and restrict forWarding of data compris 
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ing at least a part of the image over a netWork, according to 
results of the veri?cation of the compliance. 
[0026] According to a seventh aspect of the present inven 
tion there is provided a method for face recognition, the 
method comprising: a) verifying compliance of a face in an 
image With a prede?ned criterion; b) upon the verifying of the 
compliance being successful, sending data comprising at 
least a part of the image over a netWork, for identi?cation; and 
c) identifying the face in the image, using at least a part of the 
sent data. 
[0027] According to an eighth aspect of the present inven 
tion there is provided a method for face recognition, the 
method comprising: a) verifying compliance of a face in an 
image With a prede?ned criterion; b) upon the verifying of the 
compliance being successful, sending data comprising at 
least a part of the image over a netWork; and c) updating a 
database of images With at least a part of the sent data. 
[0028] According to a ninth aspect of the present invention 
there is provided a method for face recognition, the method 
comprising: a) verifying compliance of a face in an image 
With a prede?ned criterion; and b) controlling forWarding of 
data comprising at least a part of the image through a netWork, 
according to a result of the verifying of the compliance. 
[0029] Unless otherWise de?ned, all technical and scien 
ti?c terms used herein have the same meaning as commonly 
understood by one of ordinary skill in the art to Which this 
invention belongs. The materials, methods, and examples 
provided herein are illustrative only and not intended to be 
limiting. 
[0030] Implementation of the method and system of the 
present invention involves performing or completing certain 
selected tasks or steps manually, automatically, or a combi 
nation thereof. 
[0031] Moreover, according to actual instrumentation and 
equipment of preferred embodiments of the method and sys 
tem of the present invention, several selected steps could be 
implemented by hardWare or by softWare on any operating 
system of any ?rmWare or a combination thereof. For 
example, as hardWare, selected steps of the invention could be 
implemented as a chip or a circuit. As softWare, selected steps 
of the invention could be implemented as a plurality of soft 
Ware instructions being executed by a computer using any 
suitable operating system. In any case, selected steps of the 
method and system of the invention could be described as 
being performed by a data processor, such as a computing 
platform for executing a plurality of instructions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0032] The invention is herein described, by Way of 
example only, With reference to the accompanying draWings. 
With speci?c reference noW to the draWings in detail, it is 
stressed that the particulars shoWn are by Way of example and 
for purposes of illustrative discussion of the preferred 
embodiments of the present invention only, and are presented 
in order to provide What is believed to be the most useful and 
readily understood description of the principles and concep 
tual aspects of the invention. 
[0033] The description taken With the draWings making 
apparent to those skilled in the art hoW the several forms of the 
invention may be embodied in practice. 
[0034] In the draWings: 
[0035] FIG. 1 is a block diagram illustrating a ?rst net 
Worked system for face recognition, according to an exem 
plary embodiment of the present invention. 
































