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(57) ABSTRACT 

A mobile communications device, method and computer pro 
gram product for providing security are described. In one 
embodiment, the device comprises: a processor; a communi 
cations subsystem; a storage element having application 
modules and data; and a security module operable to detect a 
locked state of the device and initiate a lockout data protection 
timer for a predetermined duration upon detection of the 
locked state. The security module is operable to, after the 
lockout data protection timer has been initiated, detect if a 
password is entered through a user input device within the 
predetermined duration and to terminate the lockout data 
protection timer if entry of the password is detected to per 
form a security action comprising erasing or encrypting at 
least some of the data if entry of the password is not detected. 
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AUTOMATIC SECURITY ACTION 
INVOCATION FOR MOBILE 
COMMUNICATIONS DEVICE 

RELATED APPLICATION DATA 

[0001] The present application is a continuation of US. 
patent application Ser. No. 11/750,594 ?led on May 18, 2007 
and claiming priority from US. patent application No. 
60/747,588, ?led on May 18, 2006, both ofWhich are herein 
incorporated by reference. 

TECHNICAL FIELD 

[0002] The present application relates to security for 
mobile communications devices. 

BACKGROUND 

[0003] As a result of their mobility, mobile communica 
tions devices are sometimes lost or stolen. Frequently, the loss 
of the information stored on a missing device is of greater 
concern than the loss of the device itself. For example, the 
device may have sensitive and/or con?dential information 
stored on it that could cause harm if acquired by others. Such 
sensitive information could include, among other things, 
stored messages of a con?dential nature, and stored commu 
nications information that Would alloW a third party to mas 
querade electronically as the person to Whom the mobile 
device rightfully belongs. 
[0004] In some mobile communications networks, once a 
user discovers that his or her mobile device is missing, he or 
she can contact the netWork operator or the system adminis 
trator for his or her organiZation and request that a “kill 
packet” be sent to the missing mobile device instructing the 
device to Wipe sensitive information from its memory. HoW 
ever, such a system requires that the user realiZe that the 
mobile device is missing, and that the mobile device be in 
communication With the netWork. If the user relies on the 
device for communication, they may be unable to report it 
missing or stolen in a timely manner. 
[0005] Thus, security for mobile communications devices 
remains a concern. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] FIG. 1 is a block diagram shoWing a communica 
tions system including a mobile communications device to 
Which embodiments described herein may be applied; 
[0007] FIG. 2 is a How diagram of a security process 
according to a ?rst example embodiment; 
[0008] FIG. 3 is a How diagram shoWing a security sub 
process that can Work in conjunction With the security process 
of FIG. 2; 
[0009] FIG. 4 is a How diagram shoWing a yet further secu 
rity sub-process that can Work in conjunction With the secu 
rity process of FIG. 2; 
[0010] FIG. 5 is a How diagram shoWing another example 
embodiment of a security process that can be applied to the 
device of FIG. 1; 
[0011] FIG. 6 is a How diagram shoWing yet another 
example embodiment of a security process that can be applied 
to the device of FIG. 1; 
[0012] FIG. 7 is a How diagram shoWing another security 
sub-process that can Work in conjunction With other security 
processes described herein; and 
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[0013] FIG. 8 is a block diagram shoWing a mobile device 
server to Which embodiments described herein may be 
applied. 
[0014] It Will be noted that throughout the draWings similar 
features are identi?ed by the same reference numerals. 

DETAILED DESCRIPTION 

[0015] In accordance With one example embodiment of the 
present application, there is provided a mobile communica 
tions device, comprising: a processor; a communications sub 
system connected to the processor operable to exchange sig 
nals With a Wireless netWork and With the processor; a storage 
element connected to the processor and having a plurality of 
application modules and data stored thereon, the data com 
prising at least user application data associated With the appli 
cation modules and service data including data for establish 
ing communications With the Wireless network; and a security 
module operable to detect a locked state of the mobile com 
munications device and initiate a lockout data protection 
timer for a predetermined duration upon detection of the 
locked state; and Wherein the security module is operable to, 
after the lockout data protection timer has been initiated, 
detect if a passWord shared by the user and the mobile com 
munications device is entered through a user input device 
Within the predetermined duration of the lockout data protec 
tion timer; Wherein the security module is operable to termi 
nate the lockout data protection timer if entry of the passWord 
is detected Within the predetermined duration; and Wherein 
the security module is operable to perform a security action 
comprising erasing or encrypting at least some of the data on 
the storage element if entry of the passWord is not detected 
Within the predetermined duration. 
[0016] In accordance With another example embodiment of 
the present application, there is provided a method for pro 
viding security on a mobile communications device, the 
mobile communications device being con?gured to commu 
nicate With a Wireless communications netWork and includ 
ing a storage element having data stored thereon, the method 
comprising the acts of: monitoring to detect for the locked 
state of the mobile communications device and initiating a 
lockout data protection timer for a predetermined duration 
upon detection of the locked state; and monitoring, after the 
lockout data protection timer has been initiated, to detect if a 
passWord shared by the user and the mobile communications 
device is entered through the user input device Within the 
predetermined duration of the lockout data protection timer; 
if entry of the passWord is detected Within the predetermined 
duration, terminating the lockout data protection timer; and if 
entry of the passWord is not detected Within the predeter 
mined duration, performing a security action comprising 
erasing or encrypting at least some of the data on the storage 
element. 
[0017] In accordance With a further example embodiment 
of the present application, there is provided a computer pro 
gram product comprising a machine-readable medium tangi 
bly embodying instructions executable on a mobile commu 
nications device for providing security on the mobile 
communications device, the machine-readable instructions 
comprising: code for monitoring to detect for the locked state 
of the mobile communications device and initiating a lockout 
data protection timer for a predetermined duration upon 
detection of the locked state; code for monitoring, after the 
lockout data protection timer has been initiated, to detect if a 
passWord shared by the user and the mobile communications 
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device is entered through the user input device Within the 
predetermined duration of the lockout data protection timer; 
code for terminating the lockout data protection timer if entry 
of the passWord is detected Within the predetermined dura 
tion; and code for performing a security action comprising 
erasing or encrypting at least some of the data on the storage 
element if entry of the passWord is not detected Within the 
predetermined duration. 
[0018] Referring noW to the draWings, FIG. 1 is a block 
diagram of a mobile communication device 10 to Which 
example embodiments described herein can be applied. The 
mobile communication device 10 is a tWo-Way communica 
tion device having at least data and possibly also voice com 
munication capabilities and the capability to communicate 
With other computer systems on the lntemet. Depending on 
the functionality provided by the device, in various embodi 
ments the device may be a data communication device, a 
multiple-mode communication device con?gured for both 
data and voice communication, a mobile telephone, a PDA 
(personal digital assistant) enabled for Wireless communica 
tion, or a computer system With a Wireless modem, among 
other things. 
[0019] The mobile device 10 includes a Wireless commu 
nication subsystem 11 for exchanging radio frequency sig 
nals With a Wireless netWork 50. The communication sub 
system 11 includes a receiver, a transmitter, and associated 
components, such as one or more antenna elements, local 

oscillators (LOs), and digital signal processor (DSP). As Will 
be apparent to those skilled in the ?eld of communications, 
the particular design of the communication subsystem 11 
depends on the Wireless netWork 50 in Which mobile device 
10 is intended to operate. 
[0020] The mobile device 10 may send and receive com 
munication signals over the Wireless netWork 50 after the 
required netWork registration or activation procedures have 
been completed. Signals received by the antenna through the 
Wireless netWork 50 are input to the receiver, Which may 
perform such common receiver functions as signal ampli? 
cation, frequency doWn conversion, ?ltering, channel selec 
tion, and the like, and analog-to-digital (A/D) conversion. 
A/D conversion of a received signal alloWs more complex 
communication functions such as demodulation and decod 
ing to be performed in the DSP. In a similar manner, signals to 
be transmitted are processed, including modulation and 
encoding, for example, by DSP. These DSP-processed signals 
are input to the transmitter for digital-to-analog (D/A) con 
version, frequency up conversion, ?ltering, ampli?cation and 
transmission over the Wireless netWork 50 via the antenna. 
The DSP not only processes communication signals, but also 
provides for receiver and transmitter control. For example, 
the gains applied to communication signals in the receiver 
and the transmitter may be adaptively controlled through 
automatic gain control algorithms implemented in the DSP. 
[0021] The mobile device 10 includes a controller in the 
form of at least one microprocessor 38 that controls the over 
all operation of the mobile device 10. The microprocessor 38 
interacts With communications subsystem 11 and also inter 
acts With further device subsystems such as the display 22, 
?ash memory 24, random access memory (RAM) 26, auxil 
iary input/output (l/O) subsystems 28, serial port 30, key 
board or keypad 32, speaker 34, microphone 36, a short-range 
communications subsystem 40, a clickable thumbWheel 
(trackWheel) or trackball (not shoWn), and any other device 
subsystems generally designated as 42. 
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[0022] Some of the subsystems shoWn in FIG. 1 perform 
communication-related functions, Whereas other subsystems 
may provide “resident” or on-device functions. Notably, 
some subsystems, such as keyboard 32 and display 22 for 
example, may be used for both communication-related func 
tions, such as entering a text message for transmission over a 
communication netWork, and device-resident functions such 
as a calculator or task list. 

[0023] Operating system softWare 54 and various softWare 
applications 58 used by the microprocessor 38 are, in one 
example embodiment, stored in a persistent store such as ?ash 
memory 24 or similar storage element. Those skilled in the art 
Will appreciate that the operating system 54, speci?c device 
applications 58, or parts thereof, may be temporarily loaded 
into a volatile store such as RAM 26. It is contemplated that 
received communication signals may also be stored to RAM 
26. 

[0024] The microprocessor 38, in addition to its operating 
system functions, enables execution of softWare applications 
58 on the device. A predetermined set of applications 58 
Which control basic device operations, including at least data 
and voice communication applications for example, Will nor 
mally be installed on the mobile device 10 during manufac 
ture. Further applications may also be loaded onto the mobile 
device 10 through the netWork 50, an auxiliary l/O subsystem 
28, serial port 30, short-range communications subsystem 40 
or any other suitable subsystem 42, and installed by a user in 
the RAM 26 or a non-volatile store for execution by the 
microprocessor 38. Such ?exibility in application installation 
increases the functionality of the device and may provide 
enhanced on-device functions, communication-related func 
tions, or both. For example, secure communication applica 
tions may enable electronic commerce functions and other 
such ?nancial transactions to be performed using the mobile 
device 10. 
[0025] In a data communication mode, a received signal 
such as a text message or Web page doWnload Will be pro 
cessed by the communication subsystem 11 and input to the 
microprocessor 38, Which Will further process the received 
signal for output to the display 22, or alternatively to an 
auxiliary l/O device 28. A user of mobile device 10 may also 
compose data items such as email messages for example, 
using the keyboard 32 in conjunction With the display 22 and 
possibly an auxiliary l/O device 28. Such composed items 
may then be transmitted over a communication netWork 
through the communication subsystem 11. 
[0026] The serial port 30 (Which may for example be a 
Universal Serial Bus (U SB) port) in FIG. 1 Wouldnormally be 
implemented in a personal digital assistant (PDA)-type com 
munication device for Which synchronization With a user’s 
desktop computer (not shoWn) may be desirable, but is an 
optional device component. Such a port 30 Would enable a 
user to set preferences through an external device or softWare 
application and Would extend the capabilities of the device by 
providing for information or softWare doWnloads to the 
mobile device 10 other than through a Wireless communica 
tion netWork. 

[0027] A short-range communications subsystem 40 is a 
further component Which may provide for communication 
betWeen the mobile device 10 and different systems or 
devices, Which need not necessarily be similar devices. For 
example, the subsystem 40 may include an infrared device 
and associated circuits and components or a BluetoothTM 
communication module to provide for communication With 
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similarly enabled systems and devices. The mobile device 10 
may be a handheld device. The mobile device 10 includes a 
battery 12 as a power source, which will typically be a 
rechargeable battery that may be charged, for example, 
through charging circuitry coupled to the USB port 30 
[0028] Wireless communication network 50 is, in an 
example embodiment, a wireless wide area packet data net 
work, which provides radio coverage to mobile devices 10. 
Wireless communication network 50 may also be a voice and 
data network such as GSM (Global System for Mobile Com 
munication) and GPRS (General Packet Radio System), 
CDMA (Code Division Multiple Access), or various other 
third generation networks such as EDGE (Enhanced Data 
rates for GSM Evolution) or UMTS (Universal Mobile Tele 
communications Systems). In some example embodiments, 
network 50 is a wireless local area network (WLAN), such as 
for example a network compliant with one or more of the 
IEEE 802.11 family of standards. In some example embodi 
ments, the mobile device 10 is con?gured to communicate in 
both data and voice modes over both wireless WAN and 
WLAN networks and to roam between such networks. 

[0029] In an example embodiment, wireless gateway 62 is 
adapted to route data packets received from a mobile com 
munication device 10 over wireless mobile network 50 to 
destination electronic mail messaging or Internet access 
server 68 through a mobile device server 66, and to route data 
packets received from the server 68 through the mobile device 
server 66 over the wireless mobile network 50 to a destination 
mobile communications device. Wireless gateway 62 forms a 
connection or bridge between the servers and wireless net 
works associated with wireless e-mail communication and/or 
Internet access. In an example embodiment, wireless gateway 
62 is coupled between wireless network 50 and a hardwired 
data network (for example an enterprise network 70 that is 
located behind a ?rewall) that includes mobile device server 
66 and electronic mail server 68. The wireless gateway 62, in 
example embodiments, stores system con?guration informa 
tion, system state data, and tables that store mobile device 10 
information. The mobile device server 66, in example 
embodiments, is a server located in an enterprise network 70 
behind a ?rewall and connected to the wireless gateway 62 
through the Internet or another connection. Mobile device 
server 66 is con?gured as an enterprise’s interface between 
the enterprise network 70 and the wireless network 50. Typi 
cally, a plurality of mobile devices 10 will be associated with 
a mobile device server 66 that is part of the enterprise network 
70 managed by an organiZation that the users of such mobile 
devices 10 are part of. Mail server 68 is coupled to mobile 
device server 66 and, in one embodiment, is a conventional 
electronic mail server. In another embodiment, the mobile 
device server 66 is a component of the mail server 68. In some 
embodiments, the mobile device server 66 may be operated 
by a wireless carrier that operates wireless network 50. 

[0030] The mobile device 10 stores data 60 in an erasable 
persistent memory, which in one example embodiment is 
?ash memory 24. In various embodiments, the data 60 
includes service data 61 comprising information required by 
the mobile device 10 to establish and maintain communica 
tions with the wireless communications network 50 (wireless 
network service data) and the wireless gateway 62 (gateway 
service data). The data 60 may also include other data 64, user 
application data 63 such as email messages, address book and 
contact information, calendar and schedule information, 
notepad documents, image ?les, and other commonly stored 
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user information stored on the mobile device 10 by its user. 
The data 60 may also include data required for the commu 
nications layers managed by the mobile device server 66 and 
servers 68. The data 60 often includes critical data that the 
user of mobile device 10 (or others) does not want to be 
accessed by an unauthorized party. 

[0031] In some examples, ?ash memory 24 may include 
both a memory component that is permanently part of the 
mobile device 10, as well a removable memory including for 
example memory on a Subscriber Identity Module (SIM) 
card. Some of the data 60 may be stored on the SIM card, and 
some stored on permanent ?ash memory. 

[0032] In an example embodiment, mobile device server 66 
is con?gured to periodically transmit IT (Information Tech 
nology) data protection policy messages 72 (sometimes 
referred to as merely policy messages 72) through the wire 
less gateway 62 and wireless network 50 to its associated 
mobile devices 10. Typically, mobiles devices 10 will have a 
number of settings, including security settings that are gov 
erned by a data protection policy. The periodic transmission 
of data protection policy messages from the mobile device 
server 66 to addressed mobile device 10 that are associated 
with the mobile device server 66 assists in ensuring, among 
other things, that each of the mobile devices 10 is kept up to 
date with the latest data protection policy. The content and 
frequency of policy messages 72 can be set by an authoriZed 
IT administrator of enterprise network 70. 

[0033] In order to provide security for a lost or stolen 
mobile device 10, the mobile device 10 includes a security 
module 56, which in one example embodiment is imple 
mented by a software component that is part of the operating 
system 54. In other embodiments, the security module 56 is, 
or is part of, a specialiZed software application 58 separate 
from the operating system 54. The security module 56 
includes instructions for con?guring the microprocessor 38 to 
cause the mobile device 10 to carry out at least parts of the 
security processes that are described below. The process 200 
shown in FIG. 2 is intended to address a security situation in 
which a user’s mobile device 10 has been lost or stolen and is 
no longer able to receive messages from the mobile device 
server 66 and hence cannot receive a “Kill Packet” or “Device 
Wipe” command. Generally, in the security process 200, a 
data protection security action (for example, a device wipe) is 
taken on the mobile device 10 if a speci?ed amount of time 
passes without the mobile device 10 receiving a policy mes 
sage 72 from its associated mobile device server 66. Thus, if 
the mobile device 10 is out of radio coverage for too long a 
time period, it will be wiped. Also, even if the device is in 
radio coverage of a wireless network, but that particular net 
work is not a network through which the mobile device 10 can 
receive data protection policy packets from the mobile device 
server 66, then the mobile device 10 will be wipedifor 
example, if the mobile device 10 moves out of coverage its 
“home” wireless network 50 into an area of alternative net 
work coverage where the operator of the “home” wireless 
network 50 does have appropriate coverage agreements in 
place, then the mobile device 10 will be wiped after a prede 
termined duration. Additionally, as will be explained in 
greater detail below, in some embodiments, the mobile device 
10 will be wiped if it is turned off for too long and thus does 
not receive an updated policy message 72 due to being in the 
“off ’ state. Alternatively, in other embodiments rather than 
wiping the device (i.e., erasing data from the mobile device 
10) data 60 on the mobile device 10 may be encrypted. 
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[0034] Prior to explaining the operation of a particular 
mobile device 10 in greater detail in the context of FIG. 2, the 
con?guration of the mobile device server 66 Will ?rst be 
discussed. In an example embodiment, an IT manager or 
administrator makes a decision to enable auto-Wipe security 
for at least some of the mobile devices 10 that are associated 
With the mobile device server 66, and uses an IT data protec 
tion policy editor that is coupled to the mobile device server 
66 to set a data protection policy for the affected mobile 
devices 10 to automatically Wipe the mobile device 10 When 
the data protection policy is out of date. As part of selecting 
the auto-Wipe policy, the IT administrator can set both the 
frequency at Which policy messages 72 are sent, and the 
duration of time that an auto-Wipe should occur after if an 
updated policy message 72 is not received at a mobile device 
10 (i.e., the duration of a timer(s), as described in more detail 
beloW). In some embodiments, these values may be set at the 
same time or at different times (for example, via separate user 
interface dialogues or menus). This alloWs the frequency at 
Which policy messages 72 are sent and the duration of timers 
to be con?gured independently. In some embodiments, the 
duration of the timer may be con?gured to be same as the 
frequency at Which policy messages 72 are sent, or may be 
con?gured to be different. Setting the frequency of policy 
messages 72 to be the same as the duration of the timer (for 
example, setting the policy messages 72 to be sent every 5 
minutes and setting the timer duration to 5 minutes) provides 
a con?guration in Which the mobile device 10 cannot miss a 
single policy message 72 Without performing a data protec 
tion security action (e.g., a device Wipe). This con?guration 
may not be advantageous for users that may be out of cover 
age periodically, depending on the speci?c timer duration/ 
frequency of policy messages 72. For such users, specifying 
a timer duration Which is greater than the frequency of policy 
messages 72 may alloW one or more policy messages 72 to be 
missed Without performing a data protection security action 
(depending on the speci?c values assigned to the frequency of 
the policy messages 72 and the timer duration), if this capa 
bility is desired. By Way of illustrative example only, the 
auto -Wipe countdoWn timer starting time duration could be 24 
hours, With the standard duration betWeen policy messages 72 
being set at 8 hours, With the result that missing 3 consecutive 
policy messages 72 Will result in a device Wipe. 

[0035] In some embodiments, the IT administrator has the 
option of setting the data protection policy globally for all 
mobile devices 10 associated With the mobile device server 
66, or for groups or classes of mobile devices 10 associated 
With the mobile device server 66, or for one or more indi 
vidual mobile devices 10 associated With the mobile device 
server 66. 

[0036] Referring noW to FIG. 8, an example embodiment of 
the mobile device server 66 Will be brie?y described. The 
mobile device server 66 may be a computer implementing a 
server application(s) con?gured for performing the security 
processes and functions described herein. The mobile device 
server 66 in this example embodiment comprises a processor 
802 (i.e., microprocessor) for controlling its operation, a 
communications subsystem 804 connected to the processor 
802 for communicating With the Wireless netWork 50 via the 
Wireless gateWay 62 and With the processor 802, a display 805 
such as a monitor, one or more user input devices 806 such as 
a keyboard and mouse connected to the processor 802 for 
sending user input signals to the processor 802 in response to 
user inputs, and a memory or storage element 808 such as a 
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hard disk drive (HDD), RAM, ROM and/or other suitable 
memory connected to the processor 802, and other suitable 
input and output devices (not shoWn) as desired or required. 
Operating system softWare 810, softWare applications 812, 
and data 814 used by the processor 802 are stored in the 
memory 808. The applications 812 and data 814 con?gure the 
operation of the mobile device server 66. Other features of the 
mobile device server 66 for implementing the security pro 
cesses and functions described herein Will be appreciated by 
persons ordinarily skilled in the art. 

[0037] The mobile device server 66 also includes a security 
module 818 Which, in this example embodiment, is imple 
mented by one or more softWare components or modules 
stored in memory 808. The security module 818 con?gures 
the processor 802 to carry out at least parts of the security 
processes of the mobile device server 66 that are described 
herein. In one example embodiment, the security module 818 
is con?gured for sending policy messages 72 to one or more 
of the mobile devices 10 in the plurality of mobile commu 
nications devices 10 associated With the mobile device server 
66 at predetermined intervals in accordance With a predeter 
mined frequency, the policy messages including instructions 
for execution by the one or more of the mobile devices 10 to 

enforce (i.e., initiate, modify, maintain) or terminate a data 
protection policy, as explained in more detail herein. 

[0038] Once the data protection policy associated With one 
or more mobile devices 10 is set to specify an auto-Wipe 

policy, a corresponding policy message 72 specifying the 
auto-Wipe policy is pushed through Wireless gateWay 62 and 
Wireless netWork 50 to the affected mobile devices 10. In 
some embodiments, the policy message 72 containing an 
auto-Wipe policy is sent immediately upon the policy being 
changed. In other embodiments, the revised data protection 
policy is sent at the next regularly scheduled interval via a 
policy message 72. In an example embodiment, so long as the 
auto-Wipe policy is in effect, each of the policy messages 72 
that are sent to the affected mobile device 10 Will include 
con?rmation that the auto -Wipe policy is in effect. In the event 
that the administrator chooses to rescind the auto-Wipe policy, 
the next policy message 72 that is sent out from the mobile 
device server 66 Will omit the auto-Wipe policy con?rmation. 

[0039] Turning again to FIG. 2, as indicated in step 202, the 
mobile device 10 is con?gured to detect if and When a policy 
message 72 that speci?es an auto-Wipe policy is received by 
the mobile device 10. Next in step 204, ifa policy message 72 
specifying an auto-Wipe policy is received, the mobile device 
10 sets an internal auto-Wipe timer to a predetermined time 
duration, and starts counting doWn from the predetermined 
time duration. In an example embodiment, the predetermined 
time duration to be used for the auto-Wipe countdoWn timer is 
set in the received policy message 72 (and thus set by the IT 
administrator through mobile device server 66, as indicated 
above). In other example embodiments, the countdoWn auto 
Wipe timer duration can be set directly at the mobile device 10 
by a user thereof (although caution may need to be exercised 
as user’s often Won’t have an in depth knoWledge of hoW often 
policy messages 72 are actually sent). In an example embodi 
ment, the countdoWn auto-Wipe timer tracks absolute time 
relative to When the policy message 72 is received such that 
any attempt by a user of the device to alter the time by 
re-setting the clock time and date on the device (either in a 
conscious attempt to thWart the pending device Wipe, or in an 
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innocent attempt to adjust to a different time Zone) does not 
affect the total duration of time allocated to the auto-Wipe 
countdown timer. 

[0040] As indicated in steps 206 and 208, once the auto 
Wipe timer has been set and begins to countdoWn, the mobile 
device 10 monitors for the earliest of the following tWo events 
to occur: (a) for a neW policy message 72 to be received (step 
206); or (b) for the auto-Wipe timer to time out (step 208). In 
the event that the auto -Wipe countdoWn timer times out before 
a neW data protection policy message 72 is received by the 
mobile device 10, then a device Wipe is automatically per 
formed (step 212) (described in greater detail beloW). In the 
event that a neW data protection policy message 72 is received 
before time out of the auto-Wipe timer, then the timer count 
doWn ends (step 207), and a check is done to see if the neWly 
receivedpolicy message 72 also speci?es an auto-Wipe policy 
(step 202). If so, the auto-Wipe timer is reset to the time 
speci?ed in the neWly received policy message 72, and the 
countdoWn process begins again. 
[0041] Turing again to step 212 of FIG. 2, a device Wipe 
includes permanently erasing of all user data 60 stored on the 
permanent storage (for example ?ash memory 24) and tran 
sient storage (for example RAM 26) of the mobile device 10. 
In at least some embodiments, erasing the data includes 
ensuring that at least the relevant memory locations are over 
Written With meaningless bits (for example all Zeros or all 
ones). Thus, in a device Wipe, in various embodiments, infor 
mation required by the mobile device 10 to function as a 
communications device is deleted (thereby disabling the 
mobile device 10 as a communications deviceias a possible 
exception, the ability of the mobile device 10 to be used for 
emergency calls such as 911 calls may be maintained), and 
any information such as stored email and other messages, 
address book lists, task items, etc. that may be con?dential to 
the user is deleted. In some example embodiments, a device 
Wipe can include erasing only selected classes of data 60 (for 
example erasing of all service data 61, but not user application 
data 63, or alternatively, erasing all user application data 63 
but not service data 61). 
[0042] With reference to FIG. 3, in at least one example 
embodiment, the security module 56 is also con?gured to 
Wipe the mobile device 10 When it is turned off and missing 
data protection policy messages 72. Typically, When the 
mobile device is in an off state its draW on battery 12 is greatly 
reduced and substantially all of the device’s functions are 
suspended (for example, its display 22 and Wireless commu 
nications subsystem 11 are shut doWn). Some limited device 
functions continue even When the mobile device 10 is poW 
ered off, for example, in an off device, an internal clock 
continues to run and the device monitors for activation of an 
“ON” button (so long as the battery has su?icient poWer). 
When the mobile device 10 is poWered off, it does not have the 
ability to receive messages (including policy messages 72) 
through the Wireless communications subsystem 11. In one 
example embodiment, the mobile device 10 is con?gured so 
that turning the device off Will not thWart an impending 
device Wipe. As indicated in process 245 of FIG. 3, the secu 
rity module 56 detects if shutdoWn of the mobile device is 
initiated (for example, through user selection of a “Turn 
PoWer Off” option) While the auto-Wipe countdoWn timer 
from process 200 is running (step 250). If the device poWer off 
is initiated While the auto-Wipe timer is running, then an 
auto-on time is set corresponding to the time remaining on the 
auto-Wipe countdoWn timer (step 252). If the device is still 
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turned off When the auto-on time is reached, the device auto 
matically poWers on and performs the device Wipe (step 254). 
In example embodiments, sub-process 245 can be enabled 
and disabled through policy messages 72. 
[0043] Thus it Will be appreciated that the security process 
of FIG. 2 is based on an underlying assumption that if a 
mobile device 10 cannot receive a policy message 72, it 
cannot receive a kill packet, and accordingly data on the 
device is potentially at risk. This risk is mitigated by Wiping 
the data automatically after a speci?ed amount of time passes 
Without the mobile device receiving a policy message 72. In at 
least some example embodiments, as indicated in FIG. 3, the 
mobile device 10 Will execute the device Wipe even if it is 
turned off prior to the expiry of the speci?ed time duration. 
[0044] The security process of FIG. 2 (either on its oWn or 
as combined With the process of FIG. 3) can be varied in 
example embodiments to reduce the possibility that a device 
Wipe that should otherWise have occurred Will not occur due 
to the mobile device 10 turning off due to a discharged battery 
12. In this regard, With reference to FIG. 4, a sub-process 265 
can be performed as part of process 200 Wherein While the 
auto-Wipe countdoWn timer of process 200 is running, the 
security module 200 monitors to determine if the battery 
poWer 12 falls beloW a particular threshold (step 270), and if 
the battery poWer does fall beloW the predetermined thresh 
old, then a device Wipe is performed immediately (step 272). 
In at least one example embodiment, the critical loW battery 
threshold is the level at Which the mobile device Will auto 
matically turn off its RF radio (namely When the mobile 
device 1 0 Will turn off the transmitter and receiver circuitry of 
the Wireless communications system 11)ithe turning off of 
the radio is a relevant event as the mobile device 10 can no 
longer receive a kill packet When its radio is off. In an alter 
nate embodiment, the critical loW battery threshold is a pre 
determined (or dynamically determined) level at Which the 
mobile device 10 has just enough battery poWer remaining to 
execute the Wipe process. Thus, the sub-process 265 in com 
bination With process 200 provides a security environment in 
Which a mobile device that is con?gured to automatically 
perform a device Wipe if a neW policy message is not received 
Within a predetermined time duration Will perform a pre 
emptive device Wipe prior to Waiting for the entirety of the 
predetermined time duration if in the meantime battery poWer 
goes too loW. Such a con?guration recogniZes that attempting 
to Wait the entire duration of the countdoWn auto-Wipe timer 
Will be ineffective if the battery Will not contain enough 
poWer to facilitate the Wipe at the future time. In example 
embodiments, sub-process 265 can be enabled and disabled 
through policy messages 72. 
[0045] In some embodiments, the sub-process 265 may be 
implemented independently of the process 200. In such 
embodiments, a separate IT data protection policy rule may 
be implemented indicating that the device should Wipe itself 
When the battery level falls beloW a predetermined threshold 
regardless of Whether an auto-Wipe countdoWn timer is run 
ning. 
[0046] Another example of a security process that can be 
applied to mobile device 10 according to a further embodi 
ment Will noW be described With reference to FIG. 5. The 
security process 500 of FIG. 5 permits a user’s device to be 
Wiped When it has been lost or stolen but has not been reported 
as such. In such a situation, the IT administrator Will not knoW 
that a kill packet should be sent, and furthermore, the device 
may still be receiving policy messages 72 and accordingly a 
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device Wipe through the process 200 Will not necessarily be 
triggered. In an example embodiment, the security module 56 
of mobile device 10 is con?gured to place the mobile device 
10 into standby locked state upon the occurrence of certain 
events. While the mobile device 10 is in a locked mode, the 
device user is prevented from using substantially all of the 
functionality of the device, including accessing any data 
stored on the mobile device 10. In order to get the mobile 
device out of its locked state, the user must enter a passWord 
or other shared secret (for example through a keyboard of the 
device). The events that trigger placing the mobile device 10 
into a locked state may include, for example, user selection of 
a device lock option; user inactivity for a predetermined dura 
tion; lack of Wireless netWork coverage or activity for a pre 
determined duration or holstering or closing of the mobile 
device 10. 

[0047] It Will be appreciated that the trigger condition for 
initiating a locked state of the mobile device 10 may be one of: 
user input instructing the mobile communications device 10 
to initiate the locked state; the occurrence of a periodic inter 
val or the expiry of a predetermined duration (for example, a 
long-term timeout may be implemented by the IT adminis 
trator Which causes the mobile communications device 10 to 
lock periodically after a predetermined duration from a trig 
ger condition (such as the unlocking of the device from a 
previous locked state) regardless of the user activity or net 
Work coverage at the time); user inactivity for a predeter 
mined duration (for example, as measured by a lack of user 
input via the user input devices 28, 32); loss of communica 
tion With the Wireless network 50; and holstering of the 
mobile communications device 10 if the device is a holster 
able device or closing of the mobile communications device 
10 if the device is a ?ip-style device. 

[0048] The trigger condition may also include a variance 
from a predetermined threshold in a communications charac 
teristic (such as a messaging tra?ic pattern betWeen the 
mobile communications device 10 and the Wireless netWork 
50) betWeen the mobile communications device 10 and the 
Wireless netWork 50, a lack of communication by the mobile 
communications device 10 With the Wireless netWork 50 for a 
predetermined duration of time, and a variance in the use of 
the input devices 28, 32 from a predetermined threshold. 
[0049] In the security process 500 of FIG. 5, the data pro 
tection policy applied mobile device 10 has been con?gured 
to specify that a device Wipe automatically be performed if 
the mobile device 10 remains in a locked state for more than 
a predetermined time duration. In one embodiment, the data 
protection policy specifying such an auto-Wipe security mode 
can be set at the enterprise netWork 70 by an IT administrator 
and provided to the mobile device 10 through a policy mes 
sage 72 sent by the mobile device server 66 through the 
Wireless netWork 50. In a similar manner, the auto-Wipe secu 
rity process 500 can be disabled by an IT administrator at the 
enterprise netWork 70. 
[0050] In the case Where the security process 500 is enabled 
by the data protection policy applied to the mobile device 10, 
then an auto-Wipe countdoWn timer is set to a speci?ed time 
(Which could be for example be speci?ed in a message pre 
viously received from mobile device server 66) as soon as the 
mobile device 10 is placed into a locked state (step 504). 
Similar to the countdoWn timer used in security process 200, 
the timerused in process 500 is also based on absolute time so 
that changes to the clock time or calendar date on the mobile 
device 10 do not affect the countdoWn timer. Once the count 
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doWn timer is running, the mobile device 10 monitors to 
determine if the user authentication occurs (step 506) prior to 
the expiry of the auto-Wipe countdoWn timer (step 508). If the 
user authenticates Within the requisite time period (user 
authentication including entry of a passWord or shared secret 
to unlock the mobile device 10), then the countdoWn timer is 
stopped (step 512). HoWever, if the countdoWn timer expires 
before user authentication occurs, then a device Wipe occurs 
(step 510) to mitigate against unauthorized access to data on 
the device. 

[0051] It Will be appreciated that the situation could arise 
Where a policy message 72 enabling the auto-Wipe process of 
FIG. 5 is received from the mobile device server 66 While the 
mobile device 10 is already in a locked state. In such a situ 
ation, the security module 56 is con?gured in an example 
embodiment to immediately set the countdoWn timer to a 
value speci?ed in the received policy message 72 and begin 
process 500. Similarly, a policy message 72 may be received 
at the mobile device 10 disabling the auto-Wipe process 500 
of FIG. 5 While the device is locked and the countdoWn timer 
is running. In such a situation, the process 500 is terminated 
Without requiring the user entry of the shared secret. 

[0052] The sub-process 245 discussed above (auto-on and 
device Wipe at expiry of timeout period) and the sub-process 
265 (device-Wipe When battery loW and auto-Wipe timer is 
running) can be run in combination With security process 500 
to further enhance security. Additionally, the security pro 
cesses 200 and 500 can both be applied simultaneously to a 
mobile device 10, With different countdown timers being used 
for each. 

[0053] As previously noted, in the example security pro 
cesses 200 and 500 described above, the optional sub-process 
265 can be used to ensure that the mobile device 10 is Wiped 
if the device battery is suf?ciently discharged at the same time 
that an auto -Wipe countdoWn timer is running. In at least some 
example embodiments, the security module 56 can be con 
?gured to perform a device Wipe any time that the battery 
charge level falls beloW a threshold, for example, the thresh 
old at Which the device radio (Wireless communications sub 
system 11) gets automatically turned off, regardless of 
Whether any auto-Wipe countdoWn timer is running or not. 
Thus referring to FIG. 4, step 270 Would be modi?ed so that 
the only relevant determination to be made is if the battery 
poWer is beloW the threshold, and if so, then a device Wipe is 
automatically performed (step 272). In example embodi 
ments, the modi?ed “Wipe device When battery loW” process 
265 can be enabled and disabled through policy messages 72 
received at a mobile device 10. 

[0054] Another example embodiment Will noW be 
described. As noted above, one approach to mobile device 
security is for the IT administrator to cause the mobile device 
server 66 to send a kill packet or device Wipe command to a 
speci?c mobile device 10 that the IT administrator has reason 
to believe may be lost or stolen, perhaps due to a noti?cation 
from the normal device user that he or she is missing his or her 
mobile device 10. In such situations, the kill packet causes a 
device Wipe immediately upon being received by the mobile 
device 10. HoWever, there may be circumstances Where a 
device user has misplaced his or her device, but thinks that 
there is a chance that they may recover it, and so the device 
user does not Want the device immediately Wiped upon advis 
ing the IT administrator of the missing device. In this regard, 
security process 600 of FIG. 6 provides a “delayed-Wipe 
process” in Which a delayed data protection initiate command 
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sent (e.g., device Wipe command) from the mobile device 
server 66 includes a speci?ed delay time period (e.g., timer 
duration), and upon receiving the delayed data protection 
initiate command, the mobile device 10 starts delayed data 
protection timer (e. g., auto-Wipe countdoWn timer) con?gur 
ing the mobile device 10 to perform a security action such as 
a device Wipe if one of the following events does not occur 
prior the expiry of the timer: (i) the device user does not 
unlock the device prior to expiry of the timer; (ii) the mobile 
device 10 does not receive a further message from the mobile 
device server 66 that either terminates/revokes the delayed 
data protection timer; or (iii) the mobile device 10 does not 
receive a further message from the mobile device server 66 
that extends the duration of timer. 

[0055] The illustrated embodiment of FIG. 6 in Which the 
security action to be performed is a device Wipe Will noW be 
described in more detail. The process 600 commences When 
an IT administrator causes a delayed device Wipe command to 
be sent from the mobile device server 66 and the command is 
received at the device (step 602). A delayed device Wipe 
command is similar to a policy message 72 but rather than 
providing details of an IT data protection policy, the delayed 
device Wipe command instructs the mobile device 10 to start 
a timer upon receipt of the command and provides informa 
tion relevant to the timer such as its duration. Typically, the 
transport and authentication mechanisms for both policy 
messages 72 and commands are the same, hoWever different 
transport and authentication mechanism could be used if 
desired. After receiving the delayed device Wipe command, 
the security module 56 of mobile device 10 then sets an 
auto -Wipe countdoWn timer to a time speci?ed in the received 
device Wipe command (step 604). Similar to processes 200 
and 500, the auto-Wipe countdoWn timer of process 600 mea 
sures absolute time so that resetting of the device clock or date 
has no effect on it. While the auto-Wipe countdoWn timer is 
running, the security module 56 monitors for occurrence of 
any one of the folloWing three events: (i) user authentication, 
Which occurs When the user enters a passWord or shared secret 

to the mobile device 10 (step 606); (ii) receipt by the mobile 
device of a terminate auto-Wipe command from the mobile 
device server 66 (step 608) (useful for example if the device 
user positively determines that they have left the device in a 
secure location, but they cannot access it to enter the pass 
Word); and (iii) receipt by the mobile device of a delay auto 
Wipe command from the mobile device server 66 (step 612) 
(useful for example if the device user is reasonably certain, 
but not positive, that the device is in a secure location and 
Wants more time to reach the device). Events (ii) and (iii) give 
the device user ?exibility to contact the IT administrator and 
arrange for cancellation or variation of the delayed Wipe 
command. In the event that user authentication (step 606) or 
receipt of a terminate auto-Wipe message (step 608) occurs 
before expiry of the auto -Wipe timer, than the security process 
600 is terminated (step 610). In the event of receipt by the 
mobile device of a delay auto-Wipe command from the 
mobile device server 66 (step 612) prior to expiry of the 
auto -Wipe countdoWn timer than the auto-Wipe timer is reset 
to the neW value that is speci?ed in the received command (the 
auto-Wipe timer can be shortened by a similar process, if 
desired, rather than extended). In the event that auto-Wipe 
timer expires prior to the occurrence of one of the above 
events, then a device Wipe is performed (steps 616 and 618) to 
erase data 60 and disable the mobile device 10. 
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[0056] The sub-process 245 discussed above (auto-on and 
device Wipe at expiry of timeout period) and the sub-process 
265 (device Wipe When battery loW and auto-Wipe timer is 
running) can be run in combination With security process 600 
to further enhance security. Additionally, either or both of the 
security processes 200 and 500 can be applied in conjunction 
With process 600 to a mobile device 10, With different count 
doWn timers being used for each. 
[0057] FIG. 7 illustrates another security sub-process 700 
that can be applied to the mobile device either on its oWn, or 
in combination With any or all of the processes 200, 500 and 
600 and other sub-processes described above. In sub-process 
700, the security module 56 forces the mobile device 10 to go 
into a locked state in the event that the mobile device 10 is out 
of radio coverage for a predetermined time period, regardless 
of any current user input activity. As indicated in step 702, the 
security module 56 is con?gured to monitor for a lack of radio 
coverage through communications subsystem 11, and When 
the lack of coverage time period exceeds a set out-of-cover 
age time threshold, then the mobile device 10 is forced into a 
locked state (step 704) regardless of any user interaction With 
the device at the time. After the device enters the locked state, 
an authorized user Will have the ability to at least temporarily 
unlock the device upon entry of the correct passWord or 
shared secret; hoWever, Without the entry of the passWord or 
shared secret the device Will remain locked. 

[0058] When sub-process 700 is enabled, even if the user 
successfully unlocks the device, it Will again lock itself if it 
remains out of radio coverage for the predetermined out-of 
coverage threshold. Security process 700 provides some 
assurances that When the mobile device 10 is out of radio 
coverage (and thus unable to receive a kill packet or device 
Wipe command) that the device Will be in a locked state if it is 
in unauthoriZed hands. When combined With security process 
500, the sub-process 700 can cause the device lock triggering 
event for starting the auto-Wipe timer of process 500. In some 
embodiments, the security module 56 may be con?gured to 
perform a long term timeout that Will lock the device every N 
minutes regardless of What the user is doing or What the radio 
coverage for the mobile device 10 is. Sub-process 700 can be 
used to effectively shorten the long term timeout period by 
applying a shorter timeout threshold When the device is out of 
radio coverage. In example embodiments, the “lock device 
When out-of coverage” process 700 can be enabled and dis 
abled through policy messages 72 received at a mobile device 
10. 

[0059] In accordance With another example embodiment, 
there is provided a mobile communications device 10, com 
prising: a processor for controlling the operation of the 
mobile communications device 10; a user input device 28, 32 
connected to the processor 38 for sending user input signals to 
the processor 38 in response to user inputs; a communications 
subsystem 11 connected to the processor 38 for exchanging 
signals With a Wireless netWork 50 and With the processor 38; 
a security module 56 associated With the processor 38 for 
monitoring to detect for a lack of communication through the 
communications subsystem 11, if the duration of the lack of 
communication through the communications subsystem 11 
time period exceeds a predetermined duration, performing a 
security action comprising erasing or encrypting at least some 
of the data 60 on the storage element 24, 26. The security 
module 56 may also initiate a locked state of the mobile 
communications device 10 if the duration of the lack of com 
munication through the communications subsystem 11 time 
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period exceeds a predetermined duration, and perform moni 
toring, after the locked state has been initiated, to detect if a 
passWord shared by the user and the mobile communications 
device 10 is entered through the user input device 28, 32, and 
if entry of the passWord is detected, terminate the locked state. 
The security module 56 may be con?gured to only perform a 
security action if the duration of the lack of communication 
through the communications subsystem 11 time period 
exceeds a predetermined duration and the mobile communi 
cations device 10 remains in a locked state. The monitoring to 
detect for a lack of communication and/ or monitoring to 
detect if a passWord shared by the user and the mobile com 
munications device 10 is entered through the user input 
device may be enabled and disabled by respective policy 
messages 72 received on the mobile communications device 
10. A related method and server for sending policy messages 
72 to the mobile communications device 10 is also provided. 

[0060] It Will be appreciated to persons skilled in the art that 
various alterations, modi?cations and variations to the par 
ticular embodiments described herein are possible. For 
example, although the data protection security action has 
been described primarily as the erasure or “Wiping” of data 
60, it Will be appreciated that encryption may be used as an 
alternative to Wiping data. In addition, the data 60 Which is 
subject to the data protection security action may be user 
application data 63 (such as that associated With the applica 
tion modules 58), service data 61 required to establish and 
maintain communications With the Wireless netWork 50, ser 
vice data 61 required to establish and maintain communica 
tions With the Wireless gateWay 62, or combinations thereof. 
The erasure or encryption of data 60 may be performed on 
some or all of each of the above-described data types, or 
portions thereof. In addition, in some embodiment some of 
the data 60 may be erased and some of the data 60 may be 
encrypted. The decision betWeen the data 60 Which is erased 
and the data 60 Which is encrypted may be based on the type 
of data. In addition, the security module 56 may be con?g 
urable by the user to erase or encrypt the data 60 on the storage 
element 24, 26. In addition, in some embodiments, Where 
data 60 is erased the data protection security action may 
further comprise overWriting (With meaningless data/bits, 
such as ones or Zeroes) the portion of the storage element 24, 
26 Where the erased data Was data 60 Was formerly stored. 

[0061] While the present application is primarily described 
as a method, a person of ordinary skill in the art Will under 
stand that the present application is also directed to a com 
munications device (such as the mobile communications 
device described above), for carrying out the disclosed 
method and including components for performing each 
described method step, be it by Way of hardWare components, 
a computer programmed by appropriate softWare to enable 
the practice of the disclosed method, by any combination of 
the tWo, or in any other manner. Moreover, an article of 
manufacture for use With the apparatus, such as a pre-re 
corded storage device or other similar computer readable 
medium including program instructions recorded thereon, or 
a computer data signal carrying computer readable program 
instructions may direct an apparatus to facilitate the practice 
of the disclosed method. It is understood that such apparatus 
(i.e., a communications device such as the mobile communi 
cations device described above), articles of manufacture, and 
computer data signals also come Within the scope of the 
present application. In addition, a communications system 
comprising a mobile data server and a plurality of mobile 
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communication devices connected via a Wireless communi 
cation network, in Which the mobile data server is con?gured 
to implement at least some of the security processes herein 
described, and in Which one or more of the mobile commu 
nication devices are con?gured to implement at least some of 
the security processes herein described, also comes Within the 
scope of the present application. 
[0062] The embodiments of the present application 
described above are intended to be examples only. Those of 
skill in the art may effect alterations, modi?cations and varia 
tions to the particular embodiments Without departing from 
the intended scope of the present application. In particular, 
features from one or more of the above-described embodi 
ments may be selected to create alternate embodiments com 
prised of a subcombination of features Which may not be 
explicitly described above. In addition, features from one or 
more of the above-described embodiments may be selected 
and combined to create alternate embodiments comprised of 
a combination of features Which may not be explicitly 
described above. Features suitable for such combinations and 
subcombinations Would be readily apparent to persons skilled 
in the art upon revieW of the present application as a Whole. 
The subject matter described herein and in the recited claims 
intends to cover and embrace all suitable changes in technol 
ogy. 

1. A mobile communications device, comprising: a proces 
sor; a communications subsystem connected to the processor 
operable to exchange signals With a Wireless netWork and 
With the processor; a storage element connected to the pro 
cessor and having a plurality of application modules and data 
stored thereon, the data comprising at least user application 
data associated With the application modules and service data 
including data for establishing communications With the 
Wireless netWork; and a security module operable to detect a 
locked state of the mobile communications device and initiate 
a lockout data protection timer for a predetermined duration 
upon detection of the locked state; and Wherein the security 
module is operable to, after the lockout data protection timer 
has been initiated, detect if a passWord shared by the user and 
the mobile communications device is entered through a user 
input device Within the predetermined duration of the lockout 
data protection timer; Wherein the security module is oper 
able to terminate the lockout data protection timer if entry of 
the passWord is detected Within the predetermined duration; 
and Wherein the security module is operable to perform a 
security action comprising erasing or encrypting at least some 
of the data on the storage element if entry of the passWord is 
not detected Within the predetermined duration. 

2. The mobile communications device of claim 1, Wherein 
the security module is operable to initiate the locked state of 
the mobile communications device upon detection ofa trigger 
condition. 

3. The mobile communications device of claim 1, Wherein 
the security module is operable to terminate the locked state 
of the mobile communications device if entry of the passWord 
is detected Within the predetermined duration. 

4. The mobile communications device of claim 1, Wherein 
the trigger condition is one of: user input instructing the 
mobile communications device to initiate the locked state; the 
occurrence of a periodic interval; user inactivity for a prede 
termined duration of inactivity; loss of communication With 
the Wireless netWork; holstering of the mobile communica 
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tions device if the device is a holsterable device; and closing 
of the mobile communications device if the device is a ?ip 
style device. 

5. The mobile communications device of claim 1, Wherein 
the predetermined duration of the lockout data protection 
timer is an absolute time duration relative to a time When the 
locked state is initiated. 

6. The mobile communications device of claim 1, Wherein 
the security module is operable to enable or disable, upon 
receipt of a policy message comprising a respective enable or 
disable instruction, the operability to detect the locked state of 
the mobile communications device and to detect entry of the 
passWord shared by the user and the mobile communications 
device to terminate the lockout data protection timer. 

7. The mobile communications device of claim 6, Wherein 
the predetermined duration of the lockout data protection 
timer is provided in the policy message enabling the detection 
of the locked state. 

8. The mobile communications device of claim 6, Wherein 
the security module is operable to automatically initiate the 
lockout data protection timer if the locked state has already 
been initiated, upon receiving the policy message enabling 
the detection of the locked state, the lockout data protection 
timer being set to a predetermined duration provided in the 
policy message enabling the detection of the locked state. 

9. The mobile communications device of claim 6, Wherein 
the security module is operable to automatically terminate the 
lockout data protection timer if the locked state has already 
been initiated, upon receiving a policy message disabling the 
detection of the locked state. 

10. The mobile communications device of claim 1, 
Wherein, in the locked state substantially all of the function 
ality of the mobile communications device is restricted, user 
input accepted during the locked state being substantially 
limited to entry of the passWord shared by the user and the 
mobile communications device through the user input device. 

11. The mobile communications device of claim 1, Wherein 
the security module is operable to detect a lack of communi 
cation through the communications subsystem; and Wherein 
the security module is operable to initiate the locked state of 
the mobile communications device if the duration of the lack 
of communication through the communications subsystem 
exceeds a predetermined duration. 

12. A method for providing security on a mobile commu 
nications device, the mobile communications device being 
con?gured to communicate With a Wireless communications 
netWork and including a storage element having data stored 
thereon, the method comprising the acts of: monitoring to 
detect for the locked state of the mobile communications 
device and initiating a lockout data protection timer for a 
predetermined duration upon detection of the locked state; 
and monitoring, after the lockout data protection timer has 
been initiated, to detect if a passWord shared by the user and 
the mobile communications device is entered through the user 
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input device Within the predetermined duration of the lockout 
data protection timer; if entry of the passWord is detected 
Within the predetermined duration, terminating the lockout 
data protection timer; and if entry of the passWord is not 
detected Within the predetermined duration, performing a 
security action comprising erasing or encrypting at least some 
of the data on the storage element. 

13. The method of claim 12, further comprising: monitor 
ing for a trigger condition for initiating the locked state of the 
mobile communications device and initiating the locked state 
of the mobile communications device upon detection of the 
trigger condition. 

14. The method of claim 12, further comprising: if entry of 
the passWord is detected Within the predetermined duration, 
terminating the locked state of the mobile communications 
device. 

15. The method of claim 13, Wherein the trigger condition 
is one of: user input instructing the mobile communications 
device to initiate the locked state; the occurrence of a periodic 
interval; user inactivity for a predetermined duration of inac 
tivity; loss of communication With the Wireless netWork; hol 
stering of the mobile communications device if the device is 
a holsterable device; and closing of the mobile communica 
tions device if the device is a ?ip-style device. 

16. The method of claim 12, Wherein the predetermined 
duration of the lockout data protection timer is an absolute 
time duration relative to a time When the locked state is 
initiated. 

17. The method of claim 12, Wherein the monitoring to 
detect for the locked state of the mobile communications 
device and monitoring to detect for entry of the passWord 
shared by the user and the mobile communications device is 
entered is enabled and disabled by respective policy messages 
received on the mobile communications device. 

18. A computer program product comprising a tangible 
machine-readable medium embodying instructions execut 
able on a mobile communications device for providing secu 
rity on the mobile communications device, the machine-read 
able instructions comprising: code for monitoring to detect 
for the locked state of the mobile communications device and 
initiating a lockout data protection timer for a predetermined 
duration upon detection of the locked state; code for moni 
toring, after the lockout data protection timer has been initi 
ated, to detect if a passWord shared by the user and the mobile 
communications device is entered through the user input 
device Within the predetermined duration of the lockout data 
protection timer; code for terminating the lockout data pro 
tection timer if entry of the passWord is detected Within the 
predetermined duration; and code for performing a security 
action comprising erasing or encrypting at least some of the 
data on the storage element if entry of the passWord is not 
detected Within the predetermined duration. 

* * * * * 


