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(57) ABSTRACT 

An audio communication system including a communication 
server with an operator interface coupled to a network and 
one or more audio communication terminal clients coupled to 
the network. The communication server is advantageously 
implemented in a PC based system connected to a network. 
The network may include the intemet. In operation the server 
may monitor the network for a client connection request 
issued by one of the audio communication terminal clients. A 
TCP/IP network connection is established between the com 
munication server and a client after said communication 
server receives a client connection request. Once the connec 
tion is established the server displays an indication of client 
connection request through operator interface. Alternatively 
an indication of the client connection request may be pre 
sented to the operator. The operator then controls the server 
based on inputs to the user/ operator interface. The operator 
may respond to the remote client either by speaking, by 
playing a pre-recorded message or by transferring the con 
nection and/ or connection request to another communication 

Int. Cl. server. The system may be have a fault tolerant feature 
G06F 1 7/00 (200601) whereby the audio communication terminal clients attempt to 
G06F 3/01 (200601) connect with and alternate communication server if the initial 
G06F 15/16 (200601) server is not available. 
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METHOD AND SYSTEM FOR COMPUTER 
BASED COMMUNICATION CONTROL AND 

MANAGEMENT 

RELATED APPLICATIONS 

[0001] This application is a continuation of US. applica 
tion Ser. No. 11/216,096, ?led Sep. 1, 2005, Which claims the 
bene?t of the ?ling date of Provisional Application No. 
60/606,142, ?led Sep. 1, 2004, the contents of Which appli 
cations are expressly incorporated by reference herein. 

BACKGROUND 

[0002] 1. Field of Invention 
[0003] The invention relates to a computer based commu 
nication system and more particularly to a computerized sys 
tem and method for connecting, communicating and manag 
ing a plurality of netWork-enabled communication terminals. 
The system may advantageously be used in intercom appli 
cations. The system incorporates a computer and software to 
replace functions previously performed by electrical compo 
nents in intercom control panels or ‘head end’ physical 
sWitching banks. The system can automate communication 
processes, manage automatic audio responses, examine 
operational modes and, accordingly, may interconnect each 
IP enabled audio communication terminal to a set of 
addresses. The invention may have the capability to transmit 
audio messaging to individual intercoms or audio communi 
cation terminals and may incorporate methods to remotely 
task the functions and re-connection destinations of remote IP 
enabled intercoms or audio communication terminals. 
[0004] 2. Description of Related Technology 
[0005] Audio Intercom systems currently in Wide distribu 
tion employ AC analog audio channels, DC control signaling 
and interconnect via copper conductor Wiring. Individual 
intercoms generally terminate at a main system interface 
control box (‘head-end’) that may also be used as a central 
intercom control, often referred to as a “Master Station.” 
[0006] Such systems are knoWn to be limited in capabili 
ties, such as being ?xed to a maximum number of intercom 
stations, being limited in the distance permitted to operate 
each intercom and often require speci?c interconnect Wiring. 

SUMMARY OF THE INVENTION 

[0007] The invention described herein is an apparatus and a 
method of tWo-Way audio communication over Internet Pro 
tocol Where remote audio communication terminals may be 
connected, via Internet Protocol, to a personal computer 
using speci?cally programmed softWare. The apparatus may 
incorporate a combination of a computer and a softWare pro 
gram operating Within the computer, referred to herein as the 
“Console,” Which may provide audio data sWitching, com 
mand and control and a user interface for managing multiple 
remote intercoms. 
[0008] The personal computer may incorporate multimedia 
support that includes a speaker and microphone, a netWork 
connection and standard peripherals such as memory, a hard 
disk, video display, keyboard, mouse and an operating sys 
tem, such as Microsoft WindoWs®, or alternate systems such 
as Linux® or Apple OS X®. 

[0009] The program may be a softWare program in the form 
of an Executable Application, DLL, API, OCX or format 
capable of performing the functions required to run the Con 
sole. 
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[0010] In the preferred embodiment, the Console may sup 
port and control audio connectivity to a single, or plurality of 
netWork-based intercoms or audio communication terminals 
such as the ii3-Intercom series available from Digital Acous 
tics, Inc., a PocketPC® device, or similar devices. Theses 
devices may contain electronic support for netWork connec 
tions, digital audio conversion, capability for management of 
the microphone and speaker audio sWitching, and support for 
netWork transmitted command language. 
[0011] According to an advantageous feature, each IP inter 
com or audio communication terminal may have a netWork 

connection, may have an internal VoIP support system and 
may include a sWitch to provide a means for Push-To-Talk 
(PTT) communication to the Console. The IP Intercom or 
audio communication terminal may have a knoWn IP address 
and may be assigned to connect as a TCP/IP client to the 
Console, normally assigned as the TCP/IP ‘listener.’ 
[0012] The Console may have a knoWn IP address, Which 
may be one of the IP addresses of the PC. The Console 
softWare may be programmed to be a TCP/IP listener and act 
as a central receiver for connections from remote IP inter 
coms or audio communication terminals that are individually 
programmed to connect to the IP address and Port associated 
With the Console. 
[0013] As each IP intercom initially connects to the system, 
the Console may accept or deny a TCP/IP socket connection. 
The softWare may employ a method to create multiple 
instances of listeners, using WindoWs Winsock or similar 
program, and automatically create increasing numbers of 
connections as needed. Once a connection is established the 
Console is able to communicate individually to any intercom 
or audio communication terminal via its multi-tasking soft 
Ware and the multimedia audio support on the PC. 

[0014] The plurality of IP intercom connections hosted by 
the Console may extend into the thousands of units, limited 
only by the computers capabilities to create and handle the 
expanding listener connection instances in memory. The IP 
intercoms or audio communication terminals may be located 
on a LAN, or WorldWide WAN via the intemet. TCP/IP meth 
ods for data transport include common means such as Ether 
net, Wireless and Fiber. 
[0015] In normal operation the Console may be managed 
by an operator Who is a individual trained to provide audio 
responses to calls from IP Intercoms or audio communication 
terminals, provide assistance or security information, listen to 
activity from an IP intercom or audio communication termi 
nal and/or make outbound audio calls to IP intercom or audio 
communication terminal stations. The Console may be 
located at a sophisticated security command center, be incor 
porated on a PC used by an o?ice or building receptionist, or 
reside on a basic home computer or laptop. In addition, or as 
an alternative, the Console may be programmed for auto 
mated operation or automated response. 
[0016] The Console may be con?gured to deliver automatic 
audio messaging information to distributed IP intercoms or 
audio communication terminals and the ability to insure con 
nection redundancy by providing the ability to transfer Con 
sole operations to alternate computers or facilities, World 
Wide. 
[0017] Delivery of audio messaging may be streamed in 
coded audio TCP/IP packets, UDP broadcasting or other net 
Work protocols. The streams may be any data representing 
audio information, including real time voice, music or noti 
?cation information such as tones. Advantageously, in the 
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broadcast modes IP intercoms or audio communication ter 
minals that are ‘connectionless’ and not linked to a particular 
console may be addressed by a unique identi?er (such as a 
MAC ID) permitting individual or system Wide data trans 
mission and audio paging. 
[0018] To achieve the ability for Console backup and 
operational redundancy, the Console may have the capability 
to re-address any IP intercom on the network, tasking it to 
connect to alternate Consoles. Advantageously, in the event 
that a Console becomes unavailable for connection, the IP 
Intercom stations may advantageously seek and connect to a 
one of any number of programmed ‘fail-forWard’ Consoles. 
[0019] Within a rule set, the failure recovery mechanism, 
may provide the audio communication terminals one or more 
alternate TCP/IP addresses to be used to restore connections 
in case of a netWork failure or event signals. 

[0020] The failure recovery mechanism permits the present 
invention to overcome a limitation of using available Internet 
Protocol connections for enhanced reliability for use, for 
example in emergency audio message delivery and tWo Way 
communication by avoiding DNS resolution or event driven 
pushbutton dialing. 
[0021] In one con?guration of the invention a reconnection 
may be attempted Whenever the device is in a disconnected 
state. In a Second con?guration the client may be commanded 
to reconnect to an alternate server from any connection state. 

[0022] For implementation, the audio terminals may have a 
mechanism providing an array of server identi?ers that may 
be stored in local memory. One alternative may be for 
memory to contain information to use a netWork-based 
lookup of server location identi?ers, or advantageously use 
the lookup to update local memory at timed intervals. The 
server location identi?ers specify alternate paths, ports and 
other means to connect to another server. 

[0023] The referred to fail-forWard method results from the 
Console’s ability to accept connections from previously 
unknoWn and/or unexpected IP Intercoms. This results in a 
highly novel ability for basic system Wide backup and redun 
dancy. Because of the IP foundation of the Console (acting as 
a Master Station), any failure or destruction of the Master 
Station, disabling the intercom system, could be immediately 
remedied by the intercoms seeking another “active” console. 
Each IP Intercom may have several IP destinations, including 
alternates and failure destinations that each intercom may 
seek if a primary failed, permitting connections to secondary 
consoles at secondary locations. It is clear that in knoWn 
Wired intercoms systems, a serious failure (?re, etc) at the 
Master Station cannot be automatically resolved. The system 
is disabled until it is repaired or replaced and in current 
security systems this time could extend to days or Weeks, 
rather than the inventions ability to restore operation in sec 
onds. 
[0024] Advantageously, the Console may have the ability 
to manage multiple, simultaneous incoming calls. In such a 
case the Console may incorporate a storage device to save 
incoming audio messages, visually display a call Waiting 
status and respond to the caller automatically With a pre 
programmed audio message that may relate to the Consoles 
real time state. An example envisioned may be a Console 
‘Unattended mode’ such that When an audio communications 
terminal calls and the operator is engaged in a conversation 
session an automatic reply is transmitted saying “We are 
unavailable to take your call at this time”. An additional 
feature may be for a “busy” Console to forWard an incoming 
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call to one or more alternative Consoles. Alternatively, a 
Console may have multi-operator capabilities and a means of 
supporting multiple Consoles, connected and managed by a 
computer Console server application program. 
[0025] Global bene?ts provided by the Console include 
cost saving features achieved by creating a Master Station in 
softWare, providing a means for virtually unlimited station 
expansion reaching to WorldWide locations and connection 
cabling that uses existing netWorking connection techniques. 
[0026] The simplicity of the method alloWs the Console 
and a plurality of IP intercoms to be easily con?gured. 
According to the invention, the Console and IP Intercoms do 
not require SIP (Session Initialed Protocol), H.323 gateWays, 
but rather, may use simple client-listener TCP-IP connec 
tions. 
[0027] The softWare, according to the invention, may 
optionally exhibit the folloWing features and/or advantages. 
[0028] Graphical Interface screen for one or multi-operator 
control 
[0029] Keyboard or mouse, or external sWitch control of the 
Talk and Listen button 
[0030] Automatic detection and connection With arrays of 
IP intercoms 
[0031] Communicate With a single or multiple Intercoms 
concurrently 
[0032] Incoming call indication and noti?cation 
[0033] Message on hold audio and ability to send automatic 
response audio to an Intercom 

[0034] Console forwarding and retrieval, permitting IP 
Intercom reassignments. 
[0035] Ability for system Wide central station redundancy 
and backup 
[0036] Audio archive and playback functions 
[0037] Remotely control an IP Intercom’s Door and Relay 
or other sWitching 
[0038] Remotely adjust an IP Intercom’s audio transmis 
sion state and volume 
[0039] Manage an IP intercom’s primary and alternate des 
tination server IP addresses 

[0040] Provide means to support converters for legacy ana 
log audio devices and control systems 
[0041] Rules to manage communication sessions that may 
include: 

[0042] Ability to send pre-recorded messages to IP Inter 
coms based on operators status 

[0043] Ability to transfer unansWered calls at a pre-de 
termined call queue limit or time period. 

[0044] Ability to prioritiZe urgency and other factors to 
set the location of a call in a call queue 

[0045] Ability to act on a queue With information about 
the state of operation in other Consoles 

[0046] Ability to transfer and restore connections based 
on system rules and conditions 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0047] FIG. 1 shoWs a Console according to an embodi 
ment of the invention; a Personal Computer, con?gured for 
Multimedia support. 
[0048] FIG. 2A/2B shoWs a Console SoftWare user Inter 
face. 
[0049] FIG. 3 shoWs plurality of IP Intercom hardWare 
devices, each in client mode, all seeking and connecting to 
Console. 
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[0050] FIG. 4 shows a schematic of an embodiment of an IP 
Intercom according to the invention. 
[0051] FIG. 5 shows an embodiment of an intercom device 
according to the invention. 
[0052] FIGS. 6-12 show a ?owchart of a method according 
to an embodiment of the invention. 

[0053] FIGS. 13-16 show a ?owchart of the forwarding or 
failure recovery procedure according to an embodiment of the 
invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

[0054] FIG. 1 shows the apparatus proposed for the Con 
sole. In a preferred embodiment a Personal Computer (113) is 
shown con?gured with a processor, memory, data storage, 
supporting electronics and having a device to connect and 
transfer data on a network (not shown in drawing). The com 
puter may support a graphical display (110), a speaker (112) 
and microphone (111) electronics and may be controlled by a 
keyboard, mouse or other functional input device (114). 
Advantageously, the computer may be a laptop, PDA, or a 
similar system that may be enclosed in a dedicated enclosure 
and may be designed speci?cally to support the Console 
software. 

[0055] FIG. 2A schematically shows a Console graphical 
interface (201). As shown in the preferred embodiment the 
interface may be formatted so as to ?t across a PC monitor 

display, and may contain mouse (and keyboard) driven input 
and visual output interfaces. Such a interface may be altered 
to include alternate output formats such as PDA or LCD 
screens, visual indicators and audio signaling and input for 
mats such as physical inputs comprising actuators, sensors, 
touch pads or voice control. 

[0056] In the interface shown (201) the overall control may 
be via a menu system (208), dynamic and selectable informa 
tion displays (202,203) and user controls (204-207). The 
menu system (208) may provide access to additional screens 
providing the ability to remotely program and change IP 
Intercom connection destinations, provide additional user 
options and con?gure the system feature set. 
[0057] The screen panel (202) may display a list of IP 
Intercoms that have made a network connection to the con 
sole and may indicate their current operational state. In the 
event that a conversation is in progress or the human operator 
in unavailable to answer subsequent calls, a calls-waiting 
panel (203) may contain a list of calls that are in a queue 
waiting to be answered. The display (203) may be dynamic 
and provide real time information as to the state of the caller’s 
request, ranging from emergency priorities, times of calls 
state of automatic recording of received events. 

[0058] The ability to Talk and Listen to an IP Intercom may 
be controlled by ‘clickable’ interfaces 204 and 205. On 
incoming calls the Console operator may respond to a call by 
a mouse click on the TALK graphical image (205) and simi 
larly click the LISTEN graphical image (204) to listen. 
Selecting individual intercoms to initiate a call session is 
accomplished by clicking on the desired IP Intercom listing in 
panel 202. Terminating a call session may be accompanied by 
again clicking the highlighted listing or other means, such as 
a mouse right-click. 

[0059] In the preferred embodiment a means to create 
arrays for IP Intercom paging and transmitting to speci?c 
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areas is accomplished by a Talk Mode selection (206). The 
ability to select an individual IP Intercom, a Group or All 
intercoms is shown. 

[0060] A simple manual control (207) may provide the 
ability for the operator to intentionally leave a Console unat 
tended, triggering automatic audio “I am not available” mes 
saging to be played to all incoming callers. Such messages 
may be stored in audio way ?les, be in recorded, be streamed 
in from another network source, exist multiple languages and 
be part of a plurality of messages that are delivered based on 
system wide setting and events. 
[0061] Additional features of the Console IP Intercom dis 
play panel (202) may include the ability to display the state of, 
and control actuators and relays on IP Intercoms. This provide 
a means to open doors, read sensors and show digital access 
authoriZation information that may be supported in particular 
IP Intercom feature set and presented directly on the Console 
screen. 

[0062] FIG. 2B shows an example of a user interface con 
sistent with the schematic shown in FIG. 2A. 

[0063] FIG. 3 shows a basic system wide con?guration 
with a Console (300) and a plurality of IP Intercoms (310) on 
a network (311). As IP Intercoms are connected to the net 
work, each may seek to connect to a pre-programmed Con 
sole (300) at a known IP address and port. In the event that a 
primary Console executes a transfer command or otherwise 
becomes unavailable, each IP Intercom may seek any number 
of alternate Consoles (312). The limit of IP Intercoms and 
Consoles that may interconnect is limited in large part to 
network capacity and may easily extend well beyond hun 
dreds of stations. When broadcasting support exist on net 
works, a Console may use broadcasting techniques to trans 
mit audio information and control data to ‘unconnected’ 
intercoms via UDP and other compatible protocols. This per 
mits a plurality of consoles to contact a plurality of IP Inter 
coms. Additionally, the network shown may be a LAN, wire 
less (such as 802.11/Bluetooth), optical, Power-Line or WAN 
(including the Internet) or combination of these networks. 
[0064] FIG. 4 shows an IP Intercom in detail. In the pre 
ferred embodiment the Model ii3 -IP Intercom available from 
Digital Acoustics, Inc. (410) is shown housing a power (414) 
and R145 type network connector (411), a Microphone (415) 
and Speaker (413), and a Push to Talk actuator (412). 
[0065] Link, Monitor and Talk Activity LEDs are also rep 
resented (416). 
[0066] The IP Intercom shown is self-contained and resides 
in a small enclosure, incorporating required power manage 
ment, a network processors, a Codec, a transducer with sup 
port electronics and indicators. Existing and new intercom 
interface enclosures may be fabricated in alternate combina 
tions including wall mounts, steel vandal-proof plates, weath 
erproof speakers and include larger Call/Talk Signaling but 
tons and specialiZed handsets housing the microphone and 
speaker elements. 
[0067] FIG. 5 shows a system ?ow chart of the Console, 
including memory and basic programming routines (500), 
network data connections, and user input/output controls. 
The network connection (502) described may be an R145 
interface connected to a PHY interface IC, such as a RealTek 

8139 (504). Other network connections (not shown) may 
include higher speed networks, wireless 802.11 and optical 
(517), bluetooth and power-line solutions that all capable of 
transport data using TCP/IP protocol. 










