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Aspects of the present disclosure relate generally to methods 
and systems for signal hiding using feature modulation. One 
claim recites a method comprising: obtaining data represent 
ing a media signal; analyzing the data to determine features of 
the media signal; using a programmed electronic processor, 
modifying determined features to hide a signal in the data; 
and modifying the data to include a characteristic to facilitate 
later detection of the signal. In some case the features may 
include statistical features of the media signal. Of course, 
other claims and combinations are provided too. 
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SIGNAL HIDING EMPLOYING FEATURE 
MODIFICATION 

APPLICATION DATA 

[0001] This patent application is a continuation of Us. 
patent application Ser. No. 12/030,135, ?led Feb. 12, 2008 
(noW U.S. Pat. No. 7,711,144), Which is a continuation of 
Us. patent application Ser. No. 10/753,984, ?led Jan. 5, 2004 
(noW U.S. Pat. No. 7,330,562), Which is a continuation ofSer. 
No. 09/661,900, ?led Sep. 14, 2000 (noW U.S. Pat. No. 6,674, 
876), Which are hereby incorporated by reference. 
[0002] This patent application is related to application Ser. 
No. 09/503,881, ?led Feb. 14, 2000 (noW U.S. Pat. No. 6,614, 
914); and Ser. No. 09/596,658, ?led Jun. 19, 2000 (noW U.S. 
Pat. No. 6,631,198), Which are hereby incorporated by refer 
ence. 

FIELD OF THE INVENTION 

[0003] The invention relates to digital Watermarks and 
more particularly to Watermarking media signals using time 
frequency representations. 

BACKGROUND AND SUMMARY 

[0004] Digital Watermarking is a process for modifying 
physical or electronic media to embed a machine-readable 
code into the media. The media may be modi?ed such that the 
embedded code is imperceptible or nearly imperceptible to 
the user, yet may be detected through an automated detection 
process. Most commonly, digital Watermarking is applied to 
media signals such as images, audio signals, and video sig 
nals. HoWever, it may also be applied to other types of media 
objects, including documents (e.g., through line, Word or 
character shifting), software, multi-dimensional graphics 
models, and surface textures of objects. 
[0005] Digital Watermarking systems typically have tWo 
primary components: an encoder that embeds the Watermark 
in a host media signal, and a decoder that detects and reads the 
embedded Watermark from a signal suspected of containing a 
Watermark (a suspect signal). The encoder embeds a Water 
mark by altering the host media signal. The reading compo 
nent analyZes a suspect signal to detect Whether a Watermark 
is present. In applications Where the Watermark encodes 
information, the reader extracts this information from the 
detected Watermark. 
[0006] Several particular Watermarking techniques have 
been developed. The reader is presumed to be familiar With 
the literature in this ?eld. Particular techniques for embed 
ding and detecting imperceptible Watermarks in media sig 
nals are detailed in the assignee’s U.S. Pat. Nos. 6,614,914 
and 5,862,260, Which are hereby incorporated by reference. 
[0007] This document describes methods and systems for 
time-frequency domain Watermarking of media signals, such 
as audio and video signals. One of these methods divides the 
media signal into segments, transforms each segment into a 
time-frequency spectrogram, and computes a time-frequency 
domain Watermark signal based on the time frequency spec 
tro gram. It then combines the time-frequency domain Water 
mark signal With the media signal to produce a watermarked 
media signal. To embed a message using this method, one 
may use peak modulation, pseudorandom noise modulation, 
statistical feature modulation, etc. Watermarking in the time 
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frequency domain enables the encoder to perceptually model 
time and frequency attributes of the media signal simulta 
neously. 
[0008] Another Watermark encoding method divides at 
least a portion of the media signal into segments and pro 
cesses each segment as folloWs. It moves a WindoW along the 
media signal in the segment and repeatedly applies a fre 
quency transform to the media signal in each WindoW to 
generate a time-frequency representation. It computes a per 
ceptually adaptive Watermark in the time-frequency domain, 
converts the Watermark signal to the time domain using an 
inverse frequency transform and repeats the process until 
each segment has been processed. Finally, it adds the Water 
mark signal to the media signal to generate a Watermarked 
media signal. 
[0009] A method for decoding the Watermark from the 
media signal transforms the media signal to a time frequency 
representation, computes elements of a message signal 
embedded into the media signal from the time frequency 
representation, and decodes a message from the elements. 
The elements may be message signal elements of an antipo 
dal, pseudorandom noise based Watermark, or message signal 
elements of some other type of Watermark signal, such as 
statistical feature modulation signal, peak modulation signal, 
echo modulation signal, etc. 
[0010] One embodiment of a Watermark decoder includes a 
detector for determining Whether a Watermark is present in 
the media signal and determining an alignment and scale of 
the Watermark. It also includes a reader for decoding an 
auxiliary message embedded in a time frequency representa 
tion of the media signal. 
[0011] One aspect of the invention is a method of Water 
marking an audio signal. The method performs frequency 
transformations of blocks of audio to produce frequency 
domain representations of the blocks. The method then forms 
a tWo dimensional representation of the audio from the fre 
quency domain representations. This is sometimes referred to 
as a time frequency representation or spectrogram of the 
audio. The method provides an auxiliary data signal to be 
embedded in the audio signal. Finally, the method modi?es 
the tWo dimensional representation of the audio according to 
the auxiliary data signal to embed the auxiliary data signal in 
the audio signal. The modi?cations can be computed in one 
domain and then adapted for application to the audio signal in 
another domain, such as a frequency domain, on a com 
pressed bit stream, or in an un-compressed, time domain 
version of the audio signal. 
[0012] Variants of the method embed the auxiliary signal be 
introducing modi?cations in the tWo dimensional represen 
tation that correspond to auxiliary data symbols. To enhance 
robustness, symbols are encoded redundantly in different 
frequency bands, sometimes using different embedding func 
tions. In some variants, the modi?cations are adapted to the 
signal in the tWo dimensional representation. For example, 
one embodiment modulates peaks, While other embodiments 
modulate other features or statistics to correspond to embed 
ded data. 
[0013] A Watermark detector method decodes the auxiliary 
data signal from an audio signal. The method performs fre 
quency transformations of blocks of audio to produce fre 
quency domain representations of the blocks, and forms a tWo 
dimensional representation of the audio from the frequency 
domain representations. The method analyZes the tWo dimen 
sional representation of the audio signal to ascertain modi? 
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cations made to encode the auxiliary data signal, and reads the 
auxiliary data signal from the modi?cations. 
[0014] Further features and advantages Will become appar 
ent from the folloWing detailed description and accompany 
ing draWings. 

BRIEF DESCRIPTION OF THE FIGURES 

[0015] FIG. 1 illustrates an audio signal in the time domain, 
i.e. magnitude versus time. 
[0016] FIG. 2 illustrates an audio signal in the frequency 
domain, i.e. magnitude versus frequency. 
[0017] FIG. 3A illustrates an audio signal in the time-fre 
quency domain, also knoWn as a spectrogram of an audio 
signal, i.e. magnitude versus frequency versus time. 
[0018] FIG. 3B illustrates a perceptual modeling function 
that operates on a time-frequency representation of a media 
signal. 
[0019] FIG. 4A is a generaliZed ?oW diagram of a process 
for computing a Watermark in a time-frequency domain of a 
media signal and embedding the Watermark in the media 
signal. 
[0020] FIG. 4B is another How diagram of a process for 
computing a Watermark in a time-frequency domain of a 
media signal and embedding the Watermark in the media 
signal. 
[0021] FIG. 4C is a How diagram illustrating features of 
FIG. 4B and FIG. 5A. 
[0022] FIG. 4D is a generaliZed ?oW diagram of decoding a 
time-frequency Watermark in an audio signal. 
[0023] FIG. 5A is a more detailed diagram of Watermarking 
an audio signal in the time-frequency domain. 
[0024] FIG. 5B is a more detailed diagram of decoding a 
Watermark from an audio signal in the time-frequency 
domain. 
[0025] FIG. 6 is a diagram of a system for implementing the 
time-frequency based Watermarking. 

DETAILED DESCRIPTION 

[0026] To illustrate Watermarking technology described in 
this document, it is helpful to start by illustrating examples of 
time, frequency, and time-frequency domain representations 
of a media signal. For the sake of illustration, the folloWing 
discussion illustrates representations of an audio signal in the 
time, frequency, and time-frequency domains. Other time 
varying media signals, like video, can also be represented in 
the time, frequency and time frequency domains. 
[0027] An audio signal can be represented in the time 
domain, i.e. by a magnitude (e.g., sound pressure level) ver 
sus time curve, as shoWn in FIG. 1. A segment of an audio 
signal (such as the portion of the signal designated by the 
letter A in FIG. 1) can also be represented in a frequency 
domain (e.g., Fourier transform domain), as a plot of magni 
tude versus frequency as illustrated in FIG. 2. 
[0028] A digital Watermark can be embedded in the audio 
signal by modifying the signal in the frequency domain. The 
dotted line in FIG. 2 represents a digital Watermark signal. 
This Watermark signal can be embedded in the original signal 
to create a watermarked audio signal. So long as the Water 
mark signal is about 23 db beloW the original signal, it Will 
generally not be noticed by listeners (or vieWers of image 
signals). 
[0029] A time varying media signal, such as an audio or 
video signal, can also be represented in a time-frequency 
domain. In a time frequency representation, the signal is 
represented as magnitude and/ or phase versus frequency ver 
sus time, as shoWn in FIG. 3A. In FIG. 3A, the lighter gray 
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scale colors represent higher magnitudes While darker colors 
represent loWer magnitudes in the time frequency represen 
tation. Some signal transformations, such as certain types of 
?lter banks (e. g., Quadrature Mirror ?lters) or Wavelets inher 
ently produce time-frequency data. 
[0030] A Fourier analysis, such as an FFT, may be used to 
create a time-frequency representation by taking the FFT of 
several WindoWed time segments of the audio signal. The 
segments can be temporally or spatially overlapping or non 
overlapping, as long as the inverse transform takes into 
account the extent of the overlap, if any, to properly recon 
struct the signal in the domain in Which it is perceived. This 
re-construction process is knoWn as overlap-and-add. The 
segments can also be WindoWed, using a Hamming or Han 
ning WindoW for example, to reduce the frequency represen 
tation of the WindoW versus the signal. In audio, time-fre 
quency representations are sometimes referred to as 
spectrograms. 
[0031] The folloWing sections describe various Watermark 
encoding and decoding methods that operate on time fre 
quency representations of media signals. These techniques 
are applicable to media signals that have a temporal compo 
nent, such as audio and video. 
[0032] The Watermark encoding methods take advantage of 
perceptual masking of the ho st media signal to hide the Water 
mark. Time-frequency representations provide an opportu 
nity to perform perceptual modeling based on temporal and 
frequency domain masking characteristics of the signal. In 
fact, since these representations provide both temporal and 
frequency information, the encoding system may perform 
temporal and frequency perceptual modeling simultaneously 
on the time-frequency representation of the media signal. 
[0033] For audio signals, perceptual masking refers to a 
process Where one sound is rendered inaudible in the pres 
ence of another sound. There are tWo primary categories of 
audio masking: simultaneous and non-simultaneous (tempo 
ral). While more complex forms of masking may exist, simul 
taneous masking can be classi?ed into three groups: noise 
masking tone in Which a narroW band noise masks a tone 
Within the same critical band; tone masking noise in Which a 
pure tone occurring at the center of a critical band masks noise 
of any sub-critical bandWidth or shape, provided the noise 
spectrum is beloW a predictable threshold of the masking 
tone; and noise masking noise, in Which a narroW band noise 
masks another narroW band noise. 

[0034] Simultaneous masking is not limited to Within a 
single critical band; rather, a masker sound Within one critical 
band has a masking affect in other critical bands knoWn as the 
spread of masking. The effect of a tone masking noise can be 
modeled by a triangular spreading function that has slopes of, 
for example, 25 and —l0 dB per Bark. This enables the host 
audio signal to hide or mask more Watermark signal on the 
high frequency side of a loud tone. 
[0035] Non-simultaneous masking takes advantage of the 
phenomena that the masking effect of a sound extends beyond 
the time of the presentation of that sound. There is a pre 
masking effect that tends to last only 1-2 milliseconds before 
the masker sound, and a post-masking effect that may extend 
anyWhere from about 50 to 300 milliseconds after the masker, 
depending on the strength and duration of the masker. This 
enables the host audio signal to hide or mask more Watermark 
signal in the temporal portion after a loud tone. 
[0036] In time-frequency representation, the Watermark 
encoder performs simultaneous and non-simultaneous mask 
ing analyses, either independently or in combination, to mea 
sure the masking capability of the signal to hide a Watermark. 
It is Worth noting that the type of masking depends on the 
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nature of the Watermark signal and Watermark embedding 
function as illustrated further below. The encoder employs the 
frequency domain information to perform critical band analy 
sis While taking into account the spreading effect. For 
example, the masking effect can be modeled With a function 
that has the folloWing properties in the frequency dimension: 
a roughly triangular shaped function in the frequency dimen 
sion, Where the masking effect has a maximum at a selected 
frequency (i.e. the frequency of the candidate masker sound), 
decreases drastically to loWer frequencies and decreases 
more gradually to higher frequencies relative to the masker. 
[0037] The encoder may also model temporal masking to 
take into account pre and post masking effects. For example, 
the masking effect can be modeled With a function that has the 
folloWing properties in the time dimension: a function that 
has a maximum at the time of presentation of the masker, 
decreases drastically before the masker to model the pre 
masking effect, and decreases more gradually after the 
masker to model the post masking effect. 
[0038] The encoder also analyzes the noise-like vs. tone 
like qualities of the audio signal. When the Watermark is 
embedded by adding a noise-like pseudorandom (PN) 
sequence, the encoder assigns higher masking capability val 
ues to noise like signals than tone like signals. When the 
Watermark is embedded by adding a tonal signal, the encoder 
assigns a loWer masking capability to noise. When the Water 
mark signal is embedded by adding a shifted version of the 
host signal in the time domain (e.g., a time domain echo) or 
time frequency domain, the host signal inherently masks the 
Watermark signal. HoWever, noise segments in the host signal 
can mask the Watermark signal better (With only a —4 dB 
threshold per critical band) than tones can mask other tones 
(~—l5 dB per Bark) or noise (—25 dB per critical band). In 
some cases, it is appropriate to assign a masking capability 
value of zero or nearly zero so that the encoder reduces the 
Watermark signal to zero or nearly zero in that location of the 
time frequency representation of the host signal. 
[0039] The perceptual model also accounts for the absolute 
hearing threshold in determining the masking capability val 
ues. The absolute hearing threshold can be characterized as 
the amount of energy needed in a pure tone such that it can be 
detected by a listener in a noiseless environment. This thresh 
old can be approximated by a non linear-function: 

(dBSPL), 

Which is representative of a young listener With acute hearing. 
The perceptual model for Watermarking accounts for this 
threshold by transforming masking control values in a man 
ner that is approximately proportional to this threshold. In 
particular, the gain of the Watermark signal is adjusted in a 
manner that tracks this threshold: at frequencies Where hear 
ing is more sensitive, the Watermark signal gain is loWer, and 
at frequencies Where hearing is less sensitive, the gain is 
higher. 
[0040] For a PN based Watermark signal, both the modeling 
function for the spreading effect and the modeling function 
for the temporal masking effect may be combined into a 
single masking function that models the signal in both the 
time and frequency dimensions of the spectrogram simulta 
neously as depicted in FIG. 3B. This modeling function is 
implemented as a ?lter applied to the time-frequency repre 
sentation of a signal to compute an array (e.g., a time fre 
quency mask) of masking control values that modulate the 
strength of a Watermark signal, such as a spread spectrum 
carrier signal (a PN sequence in the time frequency domain or 
2D array modulated With an auxiliary message). To shoW both 
the simultaneous and non-simultaneous masking attributes of 
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the ?lter, the top draWing in FIG. 3B shoWs a three dimen 
sional perspective (magnitude vs. time vs. frequency) of the 
?lter, and the bottom draWings shoW the ?lter from magnitude 
vs. frequency and magnitude vs. time vieWs. 

[0041] The ?ltering is implemented in stages for a PN 
based Watermark: 1) a ?rst stage measures the noise attributes 
throughout the time frequency representation of the signal to 
compute an initial array of gain values; 2) a second stage 
applies the perceptual modeling function shoWn in FIG. 3B 
(e.g., by convolution) to modulate the gain values based on 
the simultaneous and non-simultaneous masking capabili 
ties; and 3) a third stage adjusts the gain values to account for 
the absolute hearing threshold. 
[0042] As an alternative, the modeling function may be 
used to identify samples or groups of samples Within the time 
frequency information that have masking capabilities suit 
able to hide a Watermark. In this case, the masking control 
values are used to determine Where to apply a Watermark 
embedding function to samples in the spectrogram. For 
example, the modeling function may identify noisy areas 
and/or edges in the time or frequency dimensions that are 
good masker candidates for hiding a Watermark signal pro 
duced by a particular Watermark embedding function. A ver 
tical edge in the spectrogram (Where frequency is along the 
vertical axes and time along the horizontal), for instance, 
provides a masking opportunity for a Watermark embedded 
along that edge. A horizontal edge, in contrast, may be a poor 
candidate since it indicates a consistent tone over time that is 
less likely to hide certain types of Watermark signals. 
[0043] While vertical edges provide masking opportunities 
in some cases, Watermarks applied over certain types of tran 
sients in the temporal domain of an audio signal may be 
audible. As such, the Watermark encoder identi?es these sen 
sitive transients and excludes or reduces the Watermark signal 
around them. 

[0044] In addition to information provided from perceptual 
modeling, the Watermark encoder also uses other criteria for 
determining the location and strength of the Watermark sig 
nal. One criterion is robustness to typical transformations. For 
example, an audio Watermark may be embedded so as to 
survive transformations due to television or radio broadcast, 
digital bit rate compression (such as MPEG audio coding like 
MP3 or AAC), equalization, normalization, digital to analog 
conversion, ambient room transmission, and analog to digital 
conversion. To make the Watermark robust, the encoder may 
apply the Watermark in frequency ranges (e.g., 200 Hz to 5 
kHz) Where it is more likely to survive these types of trans 
formations. 

[0045] A Watermark process that operates in the time-fre 
quency domain Will ?rst be described With reference to FIG. 
4. FolloWing this description, a more detailed example Will be 
provided With reference to FIG. 5. 
[0046] An example of time-frequency domain Watermark 
ing is outlined in FIG. 4A. The signal 400 is divided into 
blocks, as shoWn in step 401. Next, each block is converted 
into the time-frequency domain, as shoWn in step 403. For 
example, the FFT (Fast Fourier Transform) is applied to over 
lapping or non-overlapping segments Within a block. These 
segments vary in length depending on the application. In this 
particular implementation, the segments are about tWenty 
milliseconds long. Three such segments are indicated by the 
lines B, C, and D in FIG. 1. These segments are created With 
a Hamming or similar WindoW to reduce WindoWing effects 
on the frequency transformation. 

[0047] Then, a Watermark signal is computed from the time 
frequency representation as shoWn in step 404. Depending on 



US 2010/0303284 Al 

the nature of the Watermark signal, this process may incorpo 
rate perceptual masking analyses described above. 
[0048] In some applications, the Watermark signal is 
formed, at least in part, from an auxiliary mes sage comprising 
a set of symbols, such as binary or M-ary symbol sequence. 
Some of these symbols may be ?xed to assist in locating the 
Watermark signal in a suspect signal (e.g., a ?xed message 
start or end code or other synchronization or calibration 
codes). Others may carry additional information such as one 
or more numeric or alphanumeric messages, instructions, 
control ?ags, etc. To make the message signal more robust to 
manipulation, it may be repeated, error correction encoded 
and spread spectrum modulated. Examples of error correc 
tion coding schemes include BCH, convolution codes, turbo 
codes, Reed Solomon codes, etc. Other forms of symbol 
encoding may be used as Well such as M sequences and gold 
sequences. 
[0049] A binary or M-ary message signal can be spread 
spectrum modulated by spreading it over a pseudorandom 
number. The pseudorandom number acts as a carrier of the 
message signal. In particular, a binary antipodal message 
signal can be spread over a pseudorandom number by repeat 
ing the message signal and multiplying it by a pseudorandom 
antipodal signal. The result is a pseudorandom, binary antipo 
dal signal that carries the message. A similar spread spectrum 
modulated message signal can be computed by modulating a 
binary message signal With a pseudorandom sequence using 
an XOR operator. 

[0050] As part of the process of computing the Watermark 
signal (404), the encoder transforms the message signal into 
a Watermark signal. It then combines the Watermark signal 
With the host signal as shoWn in step 405. The process of 
combining the Watermark signal may be performed in the 
time-frequency domain, the time domain, or some other 
transform domain. For example, the encoder may compute 
the Watermark signal in the time frequency domain, transform 
it into the time domain, and then add the time domain Water 
mark signal to the ho st signal. Alternatively, the encoder may 
embed the Watermark signal into the time frequency repre 
sentation of the host signal and transform the result into the 
time domain to produce the Watermarked signal. 
[0051] The manner in Which the Watermark signal is com 
bined With the host audio signal depends on the details of the 
embedding function, and any perceptual masking methods 
incorporated into the embedding process. Preferably, the 
encoder performs a perceptual masking analysis of the time 
frequency signal, and uses the result of this masking analysis 
to control the process of embedding the message signal in the 
host signal. 
[0052] To illustrate the embedding process in the time fre 
quency domain, it is helpful to consider some examples. In 
one implementation, a time frequency domain perceptual 
mask is derived from the time frequency representation of the 
host audio signal by passing a ?lter over the time frequency 
representation of the host signal as described above. The 
perceptual mask comprises an array of gain values in the time 
frequency domain. The encoder generates the time frequency 
representation of the message signal by mapping the spread 
spectrum modulated message signal to sample locations in 
the time frequency domain. The perceptual mask is then 
applied to (multiplied by) corresponding binary antipodal 
elements in the time frequency representation of the message 
signal to form a Watermark signal. 
[0053] Next, the time frequency representation of the 
Watermark signal is converted to the time domain by perform 
ing an inverse transform from the time frequency domain to 
the time domain. 
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[0054] Finally, the time domain Watermark signal is added 
to the original host audio signal, as shoWn in step 405. The 
result is the Watermarked signal 407. 
[0055] In another implementation, the encoder embeds the 
Watermark signal by modulating peaks in the time frequency 
representation of the host signal. The encoder ?rst identi?es 
peaks Within a given time frequency range of a block of audio. 
A binary message signal is then encoded around the N largest 
peaks as folloWs. 
[0056] A peak sample in the time frequency domain is 
represented as the variable x, neighboring time-frequency 
samples at consecutive times afterx in the time dimension are 
a and b, and neighboring samples at consecutively higher 
frequencies in the frequency dimension are c and d. The 
encoder modulates the peak so that: 

and 

to encode a one; and 

to encode a Zero. To read message, the decoder converts the 
Watermarked signal to the time frequency domain, identi?es 
the N largest peaks and computes the message values as 
folloWs. 

to decode a one; and 

and 

to decode a Zero. As a variation, the encoder may modulate 
additional neighboring samples (than just c and d) around the 
peak to encode a message symbol. 
[0057] Another form of peak modulation is to identify the 
tWo top peaks in a block of the time frequency representation 
of the signal and modulate the relative heights of these tWo 
peaks. For example, a decrease in the relative peak differ 
ences represents a binary 0, Which an increase in the relative 
peak differences represents a binary l. 
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[0058] In another implementation, the encoder embeds a 
message by performing echo modulation in the time fre 
quency domain. In particular, the encoder segments a time 
frequency representation of a block into different frequency 
bands. In each of these bands, the encoder adds a loW ampli 
tude, time-frequency shifted version of the host signal to 
encode a desired symbol in the message signal. The amount 
and direction of the shift is a function of a secret encoding key 
that maps a desired symbol to be encoded to a particular 
direction and amount of shift. The direction of the shift varies 
from one band to the next to reduce the chances of false 
positives, and the shift is represented as a vector With both 
frequency and time components. The encoder may embed 
additional message symbols or the same message repeatedly 
by repeating the process in additional time frequency blocks 
of the host signal. 
[0059] To detect the echo modulation, a decoder performs 
auto correlation of the time frequency block of a Watermarked 
signal. The message symbol is decoded based on the location 
of an autocorrelation peak in each frequency band. 
[0060] One variation to this method is to encode message 
symbols based on the extent of the autocorrelation. In par 
ticular, the amount of autocorrelation in a given band or in 
each of a set of bands of the time frequency representation 
corresponds to a desired message symbol. 
[0061] In each of these methods, the encoder computes the 
Watermark based on time frequency information and embeds 
it in the time frequency domain. In some cases, the encoder 
transforms a time-frequency Watermark signal to the time 
domain and combines it With the host signal in the time 
domain. In others, it transforms the watermarked signal from 
the time frequency domain to the time domain. 
[0062] To avoid distortion of the signal, the time-frequency 
transform should have an inverse. For example, certain types 
of ?lter banks, such as quadrature mirror ?lters have inverses. 
Wavelet transforms also have inverses. Time-frequency trans 
forms based upon WindoWed Fourier transforms have an 
inverse computed by performing the inverse FFT on each 
segment and then adding the segments back together to get a 
time domain signal. If the segments Were non-overlapping, 
each inverse FFT of each segment connects With the other. If 
the segments Were overlapping, each inverse FFT is over 
lapped and added appropriately. 
[0063] Additional operations may be performed to enhance 
detectability and reduce perceptibility of the Watermark sig 
nal. The host signal samples in the time frequency domain 
may have properties that are consistent With the Watermark 
signal, and as such, these samples do not have to be modi?ed 
as much as samples that are inconsistent With the Watermark 
signal. For example, a binary antipodal Watermark signal 
includes positive and negative values that add or subtract from 
corresponding samples of the host signal. If a sample or group 
of samples in the host signal corresponding to a positive 
Watermark signal is already greater than its neighbors, then 
the host signal need not be changed or may be changed less to 
embed the positive Watermark signal element. This same 
perceptual modeling technique applies to other forms of 
Watermark signals, such as those that modulate peaks or 
edges of the time frequency representation, add echoes or 
modulate other statistical features of the host signal. In gen 
eral, the gain values of the perceptual mask (or the corre 
sponding Watermark values) may be adjusted based on the 
extent to Which the host signal properties are consistent With 
the Watermark signal properties. 
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[0064] Another enhancement to improve the Watermark 
encoder is to embed the Watermark in a manner that changes 
the host signal in a Way that is distinguishable from typical 
manipulation of the Watermarked signal. For example, if the 
embedding process adds a modulated noise signal or echo, it 
should do so in a manner that is distinct from the noise or echo 

signals introduced through normal processing such as com 
pression, D/A or A/D conversion, ambient room transmis 
sion, broadcast, etc. Naturally occurring echoes can be dis 
tinct from a synthetic echo by giving the synthetic echo 
properties that are unlikely or impossible to occur naturally 
(e.g., make the synthetic echo have different time delays 
relative to the host signal in different frequency bands). 
[0065] FIG. 4B shoWs a related embedding process. This 
alternative is e?icient for embedding a Watermark in a limited 
frequency range. The process is similar to that of FIG. 4A, 
except that it includes doWn-sampling, as shoWn in step 452, 
and up-sampling, as shoWn in step 456. Every step in FIG. 4A 
has a similar step in 4B With the step number shifted by 50 (i.e. 
403 is 453). Thus, the discussion is focused on the neW steps 
452 and 456 

[0066] The doWn-sampling and up-sampling alloW the 
Watermark to be computed using a portion of the host signal. 
The portion can be selected such that the Watermark Will be 
more robust and/or less perceptual, e.g., selecting a desig 
nated mid-range frequency band to encode the Watermark 
signal. The encoder can perform pre-?ltering operations, 
such as doWn/up sampling, band pass ?ltering, etc., to select 
a portion of the host signal for perceptual analysis and Water 
mark embedding before or after the time-frequency transfor 
mation. 

[0067] The doWn-sampling step 452 includes application 
of an anti-aliasing ?lter. The anti-aliasing ?lter ensures that 
the signal has a bandWidth half of the sampling rate after the 
doWn-sampling step. The anti-aliasing ?lter may use a loW 
pass ?lter, or a band-pass ?lter to limit the Watermark to a 
speci?c frequency range of the host signal. In this document, 
“d” represents an integer parameter that indicates the amount 
of doWn-sampling. For example if “d” is 4 and the audio 
signal is at a sampling rate of 44.1 kHZ (Which is a typical 
audio CD sampling rate), the signal is doWn-sampled to 
11.025 kHZ. 

[0068] The up-sampling step 456 may be implemented 
using a variety of methods. One method is to insert Zeros 
betWeen data points and ?ltering With a high-order loW-pass 
?lter With the cutoff frequency at half the ?nal sampling rate. 
It can also include ?rst order interpolation, or, for a more 
accurate representation, it can include convolving the signal 
With the sinc (sin (x)/x) function to create neW points. 
[0069] The doWn-sampling and up-sampling result in a 
transformed and possibly degraded audio signal, so it is pre 
ferred to compute and add the Watermark back to the original 
audio signal, as shoWn in step 455. 

[0070] Finally, the time domain Watermark signal is added 
back to the original audio signal 450, Which results in a 
Watermarked signal 457. 
[0071] Certain generally applicable features of the process 
shoWn in FIG. 4B are summariZed in FIG. 4C. These features 
include computing the Watermark from a transformed version 
of the host signal and adding it back to the host signal in its 
original domain. Note that this process is applicable to a 
variety of content types, such as images, audio and video. 
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These basic steps are also re?ected in FIG. 5A, Which shows 
an example implementation of a time-frequency Watermark 
encoder. 
[0072] FIG. 4D shows an example of a Watermark reader 
compatible With the embedder technology described above. 
Reading begins With converting the audio signal 470 into 
blocks, as shoWn in step 471. Each block is converted into the 
time-frequency domain, as shoWn in step 472. From the fre 
quency domain the Watermark is read, as shoWn in step 473. 
[0073] The speci?c details of the Watermark reading pro 
cess depend on the embedding function. In one implementa 
tion, the Watermark is computed as a perceptually adapted, 
pseudorandom antipodal signal With elements that increase or 
decrease corresponding samples in the time-frequency 
domain. First, the Watermark decoder detects the presence of 
the Watermark signal in a signal suspected of containing a 
Watermark. One Way to detect the Watermark is to perform 
correlation betWeen a knoWn property of the Watermark, such 
as the pseudorandom carrier signal used to spread spectrum 
modulate the message. If the watermarked signal is likely to 
be corrupted, such as by time or frequency scaling or shifting, 
a calibration signal may be used to detect it and compensate 
for the corruption. 
[0074] For more information about Watermark embedding, 
detecting (including synchronization) and reading, see U.S. 
Pat. Nos. 5,862,260 and 6,614,914. 
[0075] FIG. 5A is a diagram illustrating a time-frequency 
domain Watermark embedding process for an audio signal. In 
this embodiment, the original signal is in the form of 44.1 kHZ 
CD audio (501). The ?rst step (indicated by block 502) 
divides the audio into segments each “L” seconds long. Each 
segment, therefore, has (44100 times “L”) data points. 
[0076] As indicated by block 503, each segment is doWn 
sampled by an integer value “d” thereby creating a signal at 
(44.1 divided by “d”) kHZ signal. 
[0077] Blocks 505, 506 and 507 indicate that a Hamming 
WidoW of Width W is moved along the data and an FFT With 
“W” points is applied to each set of “W” points as the WindoW 
is moved along the data. The FFT is applied “r” times Where 
“r” is one half of “W”. A FFT generates a signal that includes 
a complex conjugate signal. The Watermark embedding func 
tion should retain complex conjugate symmetry. 
[0078] The process depicted in blocks 505, 506 and 507 
result in a time-frequency representation of the signal (similar 
to blocks 403 or 453), Which has dimensions of “r” times “r”. 
[0079] The length of the segment chosen, the Width of the 
FFT, the siZe of the resulting time-frequency representation, 
and the doWnsiZing parameter “d” are matters of engineering 
design, and they can be chosen to meet the needs of a particu 
lar application; hoWever, these parameters are related. They 
satisfy the folloWing equation: 

[0080] Next, as indicated by block 510, the Watermark data 
is computed in the time-frequency domain using a perceptu 
ally adaptive Watermarking process. In one implementation, 
the encoder computes and embeds the Watermark signal by 
identifying and then modulating peaks in the time-frequency 
domain to encode binary message symbols. Speci?c 
examples of these peak modulation embedding functions are 
described above. 
[0081] In another implementation, the encoder computes a 
time frequency domain Watermark signal by adapting a 
binary anti-podal pseudorandom message signal to the time 
frequency representation of the host signal. In particular, the 
encoder generates the message signal by spread spectrum 
modulating an error correction encoded message With a pseu 
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dorandom number. The resulting signal is anti-podal (e.g., 1 
represented as a positive number, and 0 represented as a 
negative number) and is mapped to sample locations in the 
time frequency representation of the host signal. The encoder 
adapts the message signal to the host signal by computing a 
perceptual mask as explained above. The encoder convolves 
a perceptual analysis ?lter over the time frequency represen 
tation to compute the perceptual mask. This analysis takes 
into account a measure of the noise attributes and the simul 
taneous and non-simultaneous masking attributes of the time 
frequency signal to create an array of gain values and adjusts 
the gain values based on the absolute hearing threshold. It 
then multiplies the gain values by corresponding elements in 
the message signal to compute a perceptually adapted, time 
frequency Watermark signal. 
[0082] A further enhancement of the perceptual mask is to 
adjust the gain values based on Whether the host signal sample 
value or values corresponding to a Watermark message signal 
element have values that are consistent With the message 
element to be encoded. If they are already consistent, the gain 
can be reduced; otherWise the gain can be increased to 
increase the detectability of the Watermark signal. 
[0083] Next as indicated by block 511, the Watermark sig 
nal is converted to a time domain signal. If the Watermark 
signal is already embedded in the time frequency representa 
tion of the host signal, it can be calculated by taking the 
difference betWeen marked and unmarked signals. One Way is 
to accomplish this to subtract the un-marked but doWn 
sampled signal (just before block 510) from the Watermarked 
signal in the time-frequency domain and then convert the 
resulting Watermark into the time domain. Another Way is to 
convert both the un-marked but doWn-sampled signal (just 
before block 510) and the combined signal into the time 
domain, and then ?nd the difference. The Watermark signal is 
then up-sampled as indicated by block 513. As indicated by 
blocks 525 and 526, the process is repeated until all the 
segments have been processed. 
[0084] As indicated by block 530, the resulting Watermark 
signal is added to the original audio signal 531. 
[0085] A calibration signal (also referred to as a synchro 
niZation signal) can be embedded before or after embedding 
a message signal, or as part of the process of embedding the 
message signal into the original audio. The calibration signal 
is used to align the blocks betWeen the reader and embedder, 
as shoWn in step 509. In one embodiment, the calibration 
signal comprises a set of impulse functions in the frequency 
domain. In particular, the impulse functions have peaks at 
knoWn frequencies in the Fourier magnitude domain. The 
calibration signal may be perceptually adapted to the host 
signal by applying the perceptual mask described previously. 
[0086] The calibration signal may be de?ned in the time 
frequency domain. For example, the impulse functions can be 
set at knoWn frequencies and times in a time-frequency rep 
resentation. To detect the calibration signal, the decoder per 
forms correlation betWeen the knoWn calibration signal and 
the Watermarked signal in the time, time-frequency, or fre 
quency domains (or some transform of these domains, such as 
log, or log-log sampling). 
[0087] FIG. 5B shoWs the process for decoding a Water 
mark from an audio signal. 

[0088] Optionally, the Watermark decoder begins by detect 
ing the Watermark and determining its location and scale 
using a calibration signal. In video signals, this signal is used 
to determine the scaling and orientation of the Watermarked 
signal after Watermark embedding. In audio signals, this sig 
nal can be used to determine time and frequency scaling and 
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align the blocks in the reader for decoding the embedded 
message, as shown in step 551. 
[0089] One form of a calibration signal is a signal With 
knoWn peaks in the magnitude versus frequency (or Fourier) 
domain With random phase. The location of the peaks can be 
used to determine the correct sampling rate and compensate 
for time scaling distortion. The decoder can detect the cali 
bration signal in the marked signal by correlating the marked 
signal With a reference calibration signal. The point of maxi 
mum correlation provides the correct block alignment. The 
decoder can perform this detection operation in the time 
domain using cross-correlation, in the frequency domain 
using convolution, or in some other transform domain or 
projection of the Watermarked signal, such as a log or log-log 
re-sampling of the signal. 
[0090] A log or log-log resampling simpli?es detection 
operations. For example, a log sampling of a Watermarked 
signal converts scaling in the pre-sampled signal dimension 
to a translation or shift in the post-sampled dimension. This 
enables the decoder to use correlation methods such as gen 
eralized matched ?lters to compute the scaling distortion in 
the post-sampled dimension. 
[0091] In cases Where the calibration signal is embedded in 
the time-frequency domain, the system ?rst ?nds the scaling 
factor in the time-frequency domain. Then, after re- sampling, 
the system ?nds the correct alignment (i.e. offset of the blocks 
from the beginning of the audio signal) from the time-fre 
quency domain. After it ?nds the correct alignment, the 
decoder re-aligns itself and starts reading the embedded mes 
sage. 
[0092] The decoder periodically checks scaling and align 
ment, ie every 10 seconds or so, to check for drift. 
[0093] In order to read an embedded message from an 
audio signal, the signal is divided into blocks of L seconds 
long, as shoWn in step 552. These segments are then trans 
formed into the time frequency domain, as shoWn in steps 
555, 556, 557. A message decoder is then be used to read the 
Watermark, as shoWn in steps 574. The decoder operates on 
the remaining audio similarly, as shoWn in steps 575, 576 and 
552. 

[0094] The implementation of the Watermark message 
reader depends on the embedding function. The message 
reader is compatible With the embedding function used in the 
encoder and any symbol coding processes applied to the 
embedded message. If the embedding function modulates 
peaks to encode a binary message, than the reader evaluates 
peaks in the time-frequency representation to extract the mes 
sage signal estimates. Examples of decoding a peak modula 
tion Watermark are provided above. 
[0095] If the embedding function modulates sample values 
With a binary anti-podal signal as described previously, then 
the reader analyzes the time frequency values to estimate the 
polarity of the Watermark signal at selected locations in the 
time frequency representation corresponding to each mes 
sage signal element. The polarity provides an estimate of 
message signal element, Which may be aggregated With other 
estimates to more accurately decode the embedded message. 
The reader calculates the polarity of each Watermark signal 
element by performing predictive ?ltering on the time fre 
quency samples to estimate the original, un-Watermarked 
signal in the time frequency domain. It subtracts the estimate 
of the original signal, and the polarity of the difference signal 
indicates Whether the Watermark added or subtracted (en 
coded a binary l or 0, respectively) to the host signal in the 
time frequency domain. 
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[0096] One form of predictive ?ltering is to compute for 
each time frequency sample expected to be encoded a local 
average of samples in a surrounding neighborhood. This local 
average provides an estimate of the original sample value, 
Which is then subtracted to compute a difference signal. The 
difference signal should approximate the Watermark signal. 
[0097] Note that While predictive ?ltering enhances decod 
ing, it is not required. A PN based antipodal Watermark signal 
can be decoded by correlating the time frequency represen 
tation of the Watermarked signal With the PN carrier signal 
that Was modulated With message data. 
[0098] The decoder performs spread spectrum demodula 
tion and error correction decoding to the message signal 
estimates to decode the embedded message. 
[0099] The remaining audio may have the same data as 
each other block repeated throughout the audio, such as a 
unique ID per song, or contain neW data, such as the lyrics. 
The ID may be repeatedly spread over several blocks. 
[0100] Other methods of Watermarking the audio data in 
the time frequency domain are also possible. One could 
modulate the statistical features of the Waveform, such as 
echos or energy WindoWs, use least signi?cant bit replace 
ment, ormodulate Waveform heights (see U.S. Pat. No. 7,197, 
l 56). 
[0101] As noted above, the Watermark encoder could 
embed a Watermark using a copy of the signal With much 
loWer amplitude and slightly shifted in the time-frequency 
domain to encode bits. These shifts can be thought of as loW 
magnitude echoes With shifted frequency and/or time. This 
type of encoder embeds data by prede?ning one speci?c shift 
as a “ l ” and another speci?c shift as a “0”. The amount of time 

and the angle of shift can be used to encode data bits, and thus 
transmit hidden information. Speci?cally, a shift of 45 
degrees doWn and back consisting of 5 previous time points 
and 5 loWer frequency points could be a “1”, Whereas a shift 
of 45 degrees up and forWard consisting of 5 future time 
points and 5 higher frequency points could be a “0”. The data 
could be read using a tWo dimensional autocorrelation or any 
other existing method of tWo dimensional shift (i.e. echo) 
calculation. 
[0102] More speci?cally, the feature could be modulated 
differently in speci?c regions of the time frequency domain 
such that a room or broadcast could never simulate the fea 
ture. For example, the 5 point 45 degree shift discussed above 
could be used in a up and forWard direction below 1 kHz and 
doWn and back above 1 kHz to represent a “l”, and the inverse 
signal could be used to represent a “0”. 
[0103] Finally, for synchronization of the Watermark 
decoder, the Watermark system can de?ne a speci?c feature 
that represents a synchronization signal and is used to deter 
mine the beginning of a message or used to break a message 
into frames. This is in addition to or as an alternative to using 
a speci?c payload, such as “l 0 l 0 l 0 l 0” to represent this 
synchronization (a message symbol or set of symbols that 
signals the presence, start or end of a Watermark signal). For 
example, echoes purely in time could be used for the message 
data and echoes purely in frequency could be used for syn 
chronization. 
[0104] Also, a time domain, loW amplitude PN signal could 
be used to determine the temporal location of a Watermark 
signal as Well as the time scale modi?cations of the Water 
marked audio signal since being encoded With the Watermark. 
In the decoder, a Watermark detector uses this PN signal to 
detect a Watermark and to determine the shift (temporal loca 
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tion, or origin) and time scale of the Watermark. In particular, 
it performs a correlationbetWeen the PN signal and the Water 
marked signal. The decoder uses the location and time scale 
that provides a maximum correlation to align the Water 
marked data before performing message decoding operations 
(such as transforming to the time frequency domain and 
extracting an embedded message). 
[0105] Other Watermark systems can be used to encode and 
decode the Watermark. For example, Watermark systems that 
apply to tWo dimensional signals, like image signals, can be 
applied to the tWo dimensional time-frequency representation 
of the audio signal to encode and decode Watermark signals. 
Watermark systems described inU.S. Pat. Nos. 5,862,260 and 
6,614,914 can be applied to encode and decode Watermark 
signals from the time-frequency representations of audio and 
video. 

[0106] FIG. 6 shoWs a system for implementing an embodi 
ment of the invention. An audio input source 601 provides 
audio data to a data handling program 602A in computer 600 
(e.g., Personal Computer, Personal Digital Assistant, Phone, 
Set-top box, audio player, video player or other device With 
processing logic and memory). A FFT program 602B per 
forms the steps shoWn in block 505 of FIG. 5. A perceptively 
adaptive Watermarking program 602D performs the actions 
shoWn in block 510 in FIG. 5. A Hamming WindoWing pro 
gram 602C performs the Hamming WindoWing function of 
blocks 505 and 506 in FIG. 5. After embedding the Water 
mark, the system provides a Watermarked signal output 605. 
For Watermark decoding operations, the system may also be 
equipped With a Watermark decoding program. 

Concluding Remarks 

[0107] The Watermarking systems described above can be 
used to embed auxiliary information, including control 
instructions, metadata, or links to metadata and instructions, 
in audio, video, or combined audio and video signals. For 
related information on such applications for using Water 
marks to link Watermarked content to information or actions, 
see U.S. Pat. Nos. 5,841,978, 6,947,571, 6,505,160 and Us. 
application Ser. No. 09/574,726. 
[0108] The methods, processes, and systems described 
above may be implemented in hardWare, softWare or a com 
bination of hardWare and softWare. For example, the Water 
mark encoding processes may be implemented in a program 
mable computer or a special purpose digital circuit. Similarly, 
Watermark decoding may be implemented in softWare, ?rm 
Ware, hardWare, or combinations of softWare, ?rmWare and 
hardWare. The methods and processes described above may 
be implemented in programs executed from a system’s 
memory (a computer readable medium, such as an electronic, 
optical or magnetic storage device). 
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[0109] While the invention has been shoWn and described 
as applied to media signals With temporal components like 
audio and video signals, a process of doWn-sampling to facili 
tate the application of a relatively small and e?icient trans 
form could be applied to a other types of media signals such 
as still images, graphics, etc. 
[0110] To provide a comprehensive disclosure Without 
unduly lengthening the speci?cation, applicants incorporate 
by reference the patents and patent applications referenced 
above. The particular combinations of elements and features 
in the above-detailed embodiments are exemplary only; the 
interchanging and substitution of these teachings With other 
teachings in this and the incorporated-by-reference patents/ 
applications are also contemplated. 
[0111] While the invention has been shoWn and described 
With respect to preferred embodiments thereof, it should be 
understood that various changes in form a and detail can be 
made Without departing from the spirit and scope of the 
invention. 
What is claimed is: 
1. A method comprising: 
obtaining data representing a media signal; 
analyZing the data to determine features of the media sig 

nal; 
using a programmed electronic processor, modifying 

determined features to hide a signal in the data; and 
modifying the data to include a characteristic to facilitate 

later detection of the signal. 
2. The method of claim 1 in Which the features comprise 

statistical features of the media signal. 
3. The method of claim 1 in Which the data comprises a 

frequency domain representation of the media signal. 
4. The method of claim 1 in Which the media signal com 

prises audio, video or imagery. 
5. The method of claim 1 in Which the hidden signal links 

to metadata or instructions. 
6. The method of claim 1 in Which the characteristic com 

prises a calibration signal. 
7. The method of claim 1 in Which the characteristic com 

prises a pseudorandom carrier signal. 
8. The method of claim 1 in Which the data comprises 

frequency bands, With the signal being hidden in different 
frequency bands. 

9. The method of claim 8 in Which the signal is hidden in 
the different frequency bands using different embedding 
functions. 

10. A computer readable medium comprising non-transi 
tory instructions stored therein to cause an electronic proces 
sor to perform the method of claim 1. 

11. An electronic apparatus programmed to perform the 
method of claim 1. 


